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Abstract

Now-a-days, counterfeiting of security documents and old manuscripts are a serious prob-
lem in almost every country. The security documents, like currency notes, deeds, wills,
bank-drafts, bank-checks, postal stamps, tickets, certificate etc., are valuable assets of
our society. Therefore, authenticity of these documents is a big concern. Authentication
technologies are becoming even more important for these print security documents, with
the decline of copier, scanner, printer and the rise of other centralized printing devices
which may be accessible to people without the required authority. Sophisticated au-
thenticated technology can protect millions of value documents worldwide from forgery,
tampering and counterfeiting. This study gives important security solution for auto-
matic authentication which covert with different security features signification.

In the traditional paper-based world, when an authentic document is generated, it is
usually signed, issued or approved by one or more authorized persons, with their signa-
tures or seals to show the authenticity. Generally, the document with original signatures
is considered to be original, authentic or legitimate. In the printed world, there are also
requirements for such signatures to show the authenticity and originality of a document.
The Questioned Document Examiner being asked to determine questions of authenticity
in regards to not only questioned signatures but also to examine questioned typewriting,
inks, writing instruments, paper, alterations of documents, erasures or other obliterations
and also determine the relative date of a particular writing. Generally, Forensic expert or
question documents examiners are investigating to analysis by different ways like as lab-
oratory equipments, age verification, paper or ink component checking, handwriting and
typewriting analysis and also check by forgery equipments. All these experiments are
a manual basis or time consuming approach. Some time it’s required quick decisions.
So there is a need to design a system that is helpful to recognition these documents
authentication by automatically. The systems are also demand for checking with fast
speed, less time and also much economical. This study reports are tried to integrate a
future scope to generate this type of system.

There are some excellent attempts in building robust automatic document authentica-
tion system in industry or academic. Few intelligent recognition systems are currently
commercially available only for currency note only but these are not so good outcome.

However, there is only limited research effort for recognition automatically for different

xi



types of security document. In addition, diversity of archived different security docu-
ments and their security features poses many challenges to document recognition and
analysis. Hence in this work, we explore novel approaches for automatic authentication
of security documents that vary in features type and quality for printing and as well as
paper.

We proposed here self adaptable authentication framework for recognition originality of
security document. These processes follow on scan document images. Our study focus
on printed documents which comprise security features printed, applied or otherwise
provided on its. The authentication method is performed by acquiring features through
image processing techniques. The region of interest is selected to encompass at least part
of the features. In general, we apply linear or non linear learning procedures on captured
features for classification in different group. This is achieved by Pattern Reorganization
principles. A set of optimal features are trained for the classifier. Recognition results
are also presented on synthetic as well as real life documents such that Indian currency

note and old magazines to demonstrate the performance of the reorganization.

Keywords: Security Document, Authentication, Document Processing, Pattern Recog-

nition, Currency note recognition.
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Chapter 1

Introduction

1.1 Introduction

The invention of ‘paper’ has greatly contributed to the development of our civiliza-
tion. The paper mainly uses as the substrate in printing processes can be considered to
be a mature technology. Printing technology facilitated the communication-revolution
which reached deep into human thought and social interaction. It also encouraged to
pursuit the personal privacy. This orientation to privacy was part of an emphasis on
individual rights and freedoms that print helped to develop. In today’s business trans-
actions, academic purpose, administrative processes and also govt. & non-govt. sector,
printed-paper documents play an important role. Print documents also injected with
standardization, verifiability for communication which comes from one source and is dis-
seminated to many geographically dispersed receivers. Printed paper documents that
are used to prove evidence of something are security documents. Like, currency note
is a security document of wealth, mark sheet or certificates are security documents of
course work accomplished and bank cheques are security documents of money transac-
tion etc. Security documents have security values. These documents should be genuine

and should communicate the correct information for the situation. A misrepresenting
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document is a document that conveys the wrong information about an individual, but
accepted anyway. A faked or counterfeited security document is one that has been care-
fully made by a fraudster to look like a genuine document; the complexity of making
such document is measured by the counterfeit difficulty level. The automatic detection of
fake document is really a complicated task and research in the authentication of printed
security documents is growing rapidly in recent times because of its huge commercial
potential.

In every country, forgery document was adept from the earliest times when writing paper
documents were the medium of communication. Earlier, photographers with very little
knowledge about this field were tried to extend their profession into document examina-
tion. But on the period of late 19th century, first time U.S. courts had liberalized their
policy of evidence to allow handwriting analysis, photographic evidence and typewriting
analysis [1] [2]. The private document examiners were termed to modern questioned doc-
ument examination. Around first third of the 20th century, under the acceptance by the
courts in U.S.; the public examiner and governmental laboratories first developed and
expanded their work to dominant in this field of work [3]. Technical manuals and other
scientific reports on those areas began to publish around that time. In India, document
examination was started through fingerprint signature checking which introduced more
than a century ago. On the period of 1900’s the British Government of India created
the post of Government Handwriting Expert of Bengal for identifying the handwritings
on the secret documents. And the services of this office were thrown open to criminal
and civil court case. Later these works have involved lot of science and the services of
this office were felt in many other cases like secret censorship, including the detection of
invisible writings etc. After independence, Central Forensic Science Laboratory (CSFL)
was established at Calcutta. At the starting time, this laboratory was organised into
few basic disciplines viz. Question Document examination, Forensic Physics, Forensic

Chemistry, Forensic Biology and Forensic Ballistics. Later for growing demand, most
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of the states have established new forensic science laboratories for improving the study
and application of Forensic examination.Now-a-day these depatments have important
role for haldeling question document.

Today’s one of the primary threat to every country is the unauthorized reproduction of
printed security documents for unlawful purpose. This replication may take place via
document scanners with computers, photo copiers, or illegal printing operations. It is
easier than ever to forge documents because technology is becoming more modernize
or powerful on a daily basis. Computers, and people who are proficient in using them,
can be very dangerous to any business if proper steps to ensure document integrity are
not employed. Desktop publishing software has created enhanced capabilities for the
creation of documents that look quite similar to the real item. Current costs of scan-
ning equipment, personal computers and laser printers have put this technology well
within reach of criminals. They scan a document by these systems and can manipulate
variable information creating output that can easily be used for fraud. In the past few
years, color copier has grown over into a device that is accessible to almost anyone. And
no particular skill is required to operate a copier and this makes it the smoothest way
document fraud today. Unfortunately, untrained persons will not be able to tell a du-
plicate from an original. Obviously, the main target for such duplicity or fraud security
concern will be for checks and other bank notes. However, there are a number of other
documents that should also be protected from forgery. Some of these documents include
draft, certificates, tickets, birth and death certificates, titles, coupons, registrations form,
and bond papers. Therefore, design of an easy and quick method for authentication of
security documents would be of enormous help for the communities that everyday deal

with huge number of security documents.
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1.2 Problem Definition

Every security documents have security values, the probability that the document is
genuine and communicates the right information for the situation. A misrepresenting
document conveys the wrong information about an individual, but is accepted anyway.
A faked or counterfeited security document is one that has been carefully made by a
fraudster to look like a genuine document. The complexity of making the document is
measured by the counterfeit difficulty value. With the advent of cheap and sophisti-
cated scanning and printing technologies, the security document frauds are on rise. With
today’s availability of low-cost scanning devices, high-quality printers, advanced color
copy machines and other sophisticate devices, it gets much easier to manipulate printed
documents. This has a serious threat to every society and the economics of any nation.
So, authentication of printed documents is a task of increasing importance [4]. Authen-
tication of security document incorporated with different security level features which
integrate into security documents by artwork, ink, paper, printer etc. Individual features

level authentication are requiring to judge for final decision and importancy measure.

1.2.1 Scope of work

The work mainly focused on four different sub-areas of printed security documents i.e.
security artwork or design, security printing technique, security paper and ink-age. In
this section, we discuss problem-definition and scope of this thesis work which is stated
that individual sub-areas in sub-section 1.2.1.1, sub-section 1.2.1.2, sub-section 1.2.1.3
and sub-section 1.2.1.4 respectively. Finally, scope of currency note authentication with

above features is discussed separately on sub-section 1.3.5.

1.2.1.1 Security art-work

Security artwork or security design contains a comprehensive set of design tools to add

copy-resistant graphical safeguards to certificates, coupons, titles, tickets, monetary or
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legal documents, and other valuable documents. These graphical effects created from
specific types of security design software [5] which provide a lot of graphical imaging
features on the body, background, and borders of the security documents [6], [7]. These
are virtually unattainable to duplicate. Generally two types of security features are
integrated into art-work based security documents i.e. intrinsic and extrinsic. Intrinsic
features [8] are integrated into the printout by the normal document generation process.
But extrinsic features are added solely for the task of securing document. Many types
of extrinsic features can be found in literature [9], [10]. Unlike most of the security
features are commonly used from long period of times, some are complex and some
are newly incorporate day to day. The copy-resistant graphical features which will
generally protect a document are - micro printing, fine-line reliefs, micro-text, guilloche
patterns, security back printing, padlock icon, Prismatic colored backgrounds, Lacey
geometric patterns, Void pantographs, Bleed Through Numbering, Prismatic Printing,
warning border, Prismatic Printing etc. [1], [11]. Out of these, security features are
continuously being updated and developed to defend against alteration, erasure, toner
removal, photocopying, and counterfeiting. Choosing the right security features for
specific security document can save from counterfeiters. Though many art-work based
security features are available, we discuss some common and useful security design based
features and their security competence.

Micro Printing is done with very fine line-screen and resolution that provides by fine-line
or micro-text. It is nearly visible and fills in when photocopied or scanned. Designers
utilize a special type font and size (i.e. small) so that the microprint line image is clearly
readable under magnification, but will become blurred and unreadable when copied or
scanned. Some of common micro printing base features are used in security documents
i.e. micro-words, micro-print signature line, Guilloche or Geometric Lathe Work etc.
Micro Words are a series of small words prints across the sheet. Micro-printed words

document are hard to replicate. Here entire documents are repeated by a single text-line
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or a series of text-lines. These lines of text may be printed on the front or back of the
sheet. For geometric Lathe Work or Guilloche method, an ornamental pattern of two
or more interlaced curved bands that produce a unique circular design, commonly seen
on banknotes, certificates. Micro-print line or text printed so small that it cannot be
detected without magnification. It appears as a solid line in naked eye which cannot
reproduce micro-printed line or text by photocopier. Padlock Icon is a universal symbol
within the check printing industry which also follow micro-print line or text feature. It
is used to identify and define the multiple security features used on a specific check.
Security Back Printing commonly referred to as a security screened backer where a word
is reversed out of a lightly printed screen. When copied or scanned, the screen and the
reversed out word will drop out and not reproduce. When ordering checks with this
feature, Graphic Dimensions will ensure backer with the Federal Reserve Regulation
CC [12,13]. Bleed through Numbering prints in black or red and will penetrate the
paper to create an image of the number on the back of the sheet. This image cannot be
lifted or altered. Authenticity of a document can easily be verified without the use of
any special agents. This feature can be used for both MICR [14] and Arabic numbering.
Padlock Icon is a universal symbol which checks by printing industry. It does define the
multiple security features for identification.

Out of these, security features are continuously being updated and developed to defend
against alteration, erasure, toner removal, photocopying, and counterfeiting. Choosing
the right security features from huge number of available features for specific security
document is difficult task for designers. Most of cases automatic authentications proof

are not yet done.

1.2.1.2 Security Printing

Security printing is one of the important fields of printing industry which try to prevent

forgery, tampering, or counterfeiting. It deals with lots of security documents like deeds,
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certificate, Currency notes, bank cheques etc. Generally choose of printer is depending
on document cost-value, quantity and artwork. Other characteristics are line thickness,
density and ink color. Previously, printers are using the more traditional offset and
flexographic presses. Recently many of the modern printing techniques used to protect
the high-value security documents which have become commercially available. Printing
ink also contribute important role for their consideration.Often security features of inks
can be combined to increase the security level and make printing of secure documents
more cost-effective. Some useful security printing inks are - color shifting ink, thermo-
cromotic ink, Penetrating Inks etc. Color Shifting Ink shifts from one color to another
when viewed from different viewing angle. Suitable to protect high security documents
like vouchers, tickets, security labels, certificates and others. Thermo-chromotic inks
is able to change color appearances twice when exposed to temperatures beyond two
different temperature change points. Generally three types of thermo-chromic inks are
available tri thermo-chromic ink, thermo-chromic reversible and thermo-chromic irre-
versible. Tri-thermo-chromic ink is sophisticated appearing in three colors. Reversible
thermo-chromic ink gives the effect "color to color to transparent" whereas irreversible
thermo-chromic ink gives the effect "color to color to color". Penetrating Inks contain a
special dye which penetrates into paper fibbers. This inking feature is used in intaglio
printing process. So we try to incorporate some ink based features for verification of
printing technique.

Some pattern follows for particular type of security-printing. Fine relief-line printing
pattern, latent image, line HT etc. are commonly used. Fine relief-line printing pattern
is a series of lines and curves which originate from a high resolution scanned image.
These relief-line images are controlled through a visual dialog panel and it’s typically
discarded. Designer are controlled to specify it’s line spacing, front and back angle, draw
direction, line thickness, density, ink color etc. To give additional complexity, the relief

line can be solid or screened, and reversed-out of another background color or image.



1. Introduction

Interesting effects is coming by adjusting drape angle. This type of security document
print through indirect printing process like indirect letterpress, dry offset. Photographic
processes are applied to the printing plate, producing a relief surface, only the raised
parts get into contact with the rubber blanket. Intaglio printing is one such printing
technique which efficiently prints on important security document features like latent
image. Latent image is such type of pattern which protects security documents against
counterfeiting. Three-dimensional characteristic of latent images are illuminating docu-
ment authenticity at acute angles of observation. Intaglio Printing creates results that
rise above (referred to as relief) the surface of the unprinted paper. This physical relief
can contribute to the security of the document. Photo copiers can reasonably simulate
intaglio printing by the thickness of toner on the surface of the sheet but the reverse
will not reflect the recessed area under the printing that is physical with Intaglio Print-
ing. That is affected on intaglio printed type-face by its edge, smoothness, contrast
etc. These effect can computationally extracted and judged by latent image, relief-line

printing type-face etc. which are printed by intaglio or other printng process.

1.2.1.3 Security Paper

Microscopic level, paper shows a fibrous texture of meshed plant fibres of varying lengths
depending on the raw materials. Mainly, standard paper is made from wood pulp. But
security paper is made from plant material such as reeds, flax and cotton plants. The
fibres are stronger and visibly longer when it viewed under a microscope [15]. Security
paper is also adding such type of special features during its manufacture. It’s identified
or authenticates a document as original. Through conventional reproduction process,
security paper based print document cannot be reproduced or copied. Sometimes hidden
security paper based features will show up during photocoping or scanning [16]. One of
the oldest and quite common security features that is still very efficient is watermark.

Visible fibers, Invisible Fibers, Security threads, holographic strips, iridescent coating,
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biometric strips etc. are another type of paper based security features [16]. Designer
select these security features on the basis of document cost, art-work and quantity. In
this section, we discuss some common and important security features which embedded
in the paper.

Watermarks are consisting of thick and thin areas in the paper that in transmission
respectively appears darker and lighter than the surrounding paper. Watermarks re-
produce a pattern in paper because of the variations of fibres density within the sheet.
Sophisticated design makes the watermarks extremely difficult to counterfeit [17]. Secu-
rity threads are an integral part of the paper. These are embedded in the paper when
the sheet is formed, either completely or in a window. It can be customized by printing,
demetallizing or a holographic effect. Thread width may vary from 1 to 6 mm. Covert
security can be obtained by adding fluorescence [18]. Visible Fibres are added to paper
which make difficult to duplication. These types of fibres are visible in ordinary light
and can be of various colors, lengths and densities. Generally, fibre colors are different
than the printed image. So, it can complicate counterfeiting by making it necessary to
print with many extra colors. It is seen that color copiers can duplicate fibers based
security documents but the created image will be on the document surface and easily
detectable by touch. True fibres are imbedded into the sheet and are not bumps on the
surface. Also, because fibers are added when the paper is being made and it generally
are present on both sides of the document. Careless counterfeiters are likely to ignore
the need to copy the back as well as the face. Using fibres as an overt (obvious) feature
will signal the criminal that the document is protected and perhaps, deter fraudulent
attempts. Invisible Fibres are invisible in ordinary light, but in ultra violet (black)
light this covert feature is response. The fibres become quite visible when the document
is placed under black light. Invisible fibres can be also added array of colors, lengths
and densities. The inclusion of color makes simulation a much more difficult reproduce.

These fibres are intended to restrict photo copy replication. These invisible fibres are a
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very effective layer which completes a complex security system. So color level or physical
level statistical measurements of these paper pulps or security thread can judge paper
based authentication. Image processing and pattern reorganisation can help this process

for machine level authentication.

1.2.1.4 Ink-age

The ink age determination problem or existences of document quality are old question
for document forensic. Particularly those documents were generating many decades ago
or hundred years ago [19], [20]. Question document examiners are generally concerned
about its originator and generation time. Answer of the first question may assist through
signature verification or handwriting analysis [21], [22]. But answer of the second ques-
tion is still unsolved. In literature [23], [19] it’s seen that ink age determinant done
through its chemical component analysis. Forensic experts try to ascertain the authen-
ticity of these documents through several means [6], one of which is to check the relative
or absolute age of a questioned document by determining the age of the printing ink
thereon. Ink age determination has been a standard field of study in forensic science
or question document examiners [11]. So far the forensic experts have been following
different chemical techniques [1], [24] for determination of ink age. Where, the exper-
iment quantify through ink and chemical component. These types of experiments are
destructive in nature. This examination is not reasonably cooperative for those doc-
uments which require in future. Either if the organization deal with huge number of
documents then it’s very difficult task to solve. So machine label ink-age determination

is required to solving.

1.2.1.5 Currency-note authentication

Automatic paper currency recognition is important for modern banking system. It would

require for many application like in Automated Teller Machines (ATM) and automatic
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goods-seller machines. Normally, banknotes include maximum number of security fea-
tures which can be included by art-work or design, sequence of printing technique, se-
curity paper or printing security-ink. On previous subsections we already discussed
problem definition and scope of works about art-work, paper based authentication and
printing techniques verification.Security ink, particularly currency note printing have a
various types which can solve many document fraud and counterfeit issues. Often secu-
rity features of inks can be combined to increase the security level and make printing
of secure documents more cost-effective. Penetrating Inks is such type of security inks
which contain special dyes that penetrates into paper fibbers. This feature is most com-
monly used in consecutive number applications. Photo-chromic Security ink is invisible
under artificial light and will appear visible once exposed to normal sunlight or UV or
black light. Once the ink is not exposed to sunlight or UV light, the ink will return
to the transparent appearance for one or two minutes. This reversible effect is suitable
for anti-counterfeiting of such type of documents. UV-fluorescent security inks are com-
monly used on these documents. Special type of effect will appear for this ink. When
printed area are exposed by UV light then UV-fluorescent ink color are visible.

Initially, currency note features can be easily checked by common procedures like "Look,
Feel and Tilt" [25], [26]. Also some different tests are based on the observation of the
note with the naked eye in reflected or transmitted light and on the perception by touch
on its surface. Banknotes also include other basic security features based on the re-
sponse of different parts of the front and reverse sides to light from the infrared and
ultraviolet spectra. In this literature, it’s observed that some patents are obtainable for
authentication of currency notes from that period. Because of the commercial interest,
these patents express little technical and experimental details and this has restricted
the research community to judge the performance of the systems. But, these are not
sufficient now a day. Before long period of time counterfeiting currency note detection is

an important field of research. Counterfeiting of currency note are increasing and rais-
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ing complexity day to day wherein hi-tech instruments and technology are being used
in printing of counterfeit notes. The challenges facing currency forensics are many, the
effort required to detect counterfeit banknotes is directly correlated to the skill level of

those producing the counterfeits, which shows no sign of stopping.

1.3 Previous work

For checking authentication of any security document in question, Question document
examiners have so far relied upon the human experts. Forensic departments in different
countries have opened up special branch for this purpose. They in general involve differ-
ent devices (for example, UV lamp, magnifying glass, IR detector, etc.) [27] and observe
certain properties of the security document in question. They arrange these observa-
tions to come up with a decision. However, involvement of such authentication process
is quite difficult but not impossible where a department/office daily has to deal with a
huge number of such documents. Moreover, involvement of forensic people requires lots
of administrative and legal steps like filing a legal case on finding a document in ques-
tion, sending the document in original to the police people, waiting for expert’s view,
etc. making the entire process a lengthy one. Every day, they also deal huge number of
security documents. Therefore, design of an easy and quick method for authentication
of security documents would be of enormous help for such communities [28,29]. So,
in this section we discuss about related work on automatic authentic technique. Here,
we particularly follow separate subsection for authentication of artwork, printer and pa-
per. Related work of ink-age determination and currency note authentication is also

mentioned in separate sub-section.

1.3.1 Authentication for security artwork

Nature of security-design based features varies from one class of document to others class

of document. A counterfeiter’s primary objective is to make possible reproductions, by

12
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mastering known security features. Authentication of art-work based security features
are classified of three different categories: first one, immediately detectable through hu-
man senses, second one, hidden from normal view of our senses, detectable using basic
tools, such as a magnifying glass, microscope etc. and third one, intrinsic characteristics
resulting from the manufacturing process and the interaction of raw materials. The first
level security is directed towards the human senses, typically sight and touch, but also
sound, it is noteworthy that the majority of security components are found in this level.
Presently, most of the authentication process relied upon the human expertise knowl-
edge. Forensic departments in different countries have opened up special branch for this
purpose. The second level security features are approximately hidden from view of our
senses without using basic equipment. In inspection phase generally involves different
devices (for example, UV lamp, magnifying glass, IR detector, etc.) [27] and observe cer-
tain properties of the document in question. Then it arrange these observations to come
up with a decision. There is a vast variety of features existing to make security docu-
ments relatively protected even through first or second line inspection, e.g. using special
sort of paper, eventually integrating a watermark, by adding holographic images [30] spe-
cialized printing techniques [28] and other physical and chemical signatures [31]. Many
other types of features maintain in literature [9,10,32]. The third level characteristics are
reserved for Question document examiners (QDE) or forensic examiners, such measures
often are inherent characteristics resulting from the raw materials and printing processes
used. The art-work based features depend upon the importance of a document. For ex-
ample, currency notes are very high level of security aspects whereas bank cheques or
drafts fall in the middle of this complicacy scale. Lottery tickets, postal stamps, etc.
are somewhat less complicated. Authentications of currency note are importance and
signification value for long period of times. It is seen that maximum numbers of art-work
based features are entrenched in currency note which broadly followed by other security

documents. Research on manufacturing secure currency notes is in-deed an old research
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topic. Because of the commercial nature for this research studies were patented rather
than published in scientific journals [30]. A department/office who is dealing with a
huge number of security documents, examination of such process is quite difficult but
not impossible to judge. So, huge demand of this study is to generate automatic system.
Present scenario, the research work in this aspect focuses on automatic machine authen-
tication of printed security documents. The entire experiment is carried out by image
processing and pattern recognition technique. A trend is observed that an image is ac-
quired, it is pre-processed then classified by pattern recognition techniques and finally
the output result is obtained. Various methods are employed for these experiments.
Researchers try to incorporate maximum number of art-work or design based security
features for this authentication. The impotency and correct combination to use is sub-
jective to the various security documents in question. In literatures it generally seen
that different workflow is employed on digital currency forensics system to classify the
bank-note. Many art-work features are involved here. Most of cases, image processing
techniques are employed to extract key characteristics features i.e. numerical measures
which computationally describing a banknote image. Color-level features, shape and
texture descriptor are common areas which engross for this purpose. Color measure-
ments describe the level of color by creation of intensity or grey-level histogram, shape
descriptors are key color characteristics. Texture describes the pattern of pixel colour
and their relationship with one another. It is found that using a vector apace composed
of both texture and colour features may improve classification accuracy [33]. Modified
canny edge detection is used [34] for removal of noise and background from captured
images. The Canny algorithm marks a point as an edge if the amplitude is larger than its
neighbors without checking that the differences are higher than expected. This results
in the algorithm being sensitive to weak edges such as where the colors are similar or
where there is blurring in the picture. Beusekom et al very recently reported [29], forgery

detection using text-line information is presented. Here, authors are using text-line ro-
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tation and alignment to detect documents that have been changed with a malicious
intent. By measuring and detecting mis-rotations and mis-alignments of two text-line
features, an automated approach for verification of documents is proposed in this paper.
Another paper of same authors [29] authentication of documents can be done by detect-
ing the printing device used to generate the print-out. Here authors pointed out that
many manufacturers of color laser printers and copiers designed their devices in a way
to integrate a unique tracking pattern in each print-out. This pattern is used to identify
the exact device where the print-out originates from. Authors were also comparing two
base patterns from two different print-outs to verify if two print-outs come from the
same printer. They mention automatic decoding of the base pattern to extract the serial
number which was maintained at the time and date when the document was printed.

Signification evaluation accuracies result for detecting the printer class reported here.

1.3.2 Authentication of printer

With the recent use of digital imaging techniques for the forensic examination of doc-
uments, determination of underlying printing technology of a security document has
gained significant attention of the research community. Two different approaches are
prevalent for identifying printing technology. Often, the first step is document forensics
which focuses on source identification and second step is document forgery detection.
First level of approach makes use of gray level or colour of image pixels for discriminating
a specific printing technique from others. The aim is to trace the source of the documents
which mainly include as printer identification. For example, Mikkilineni et al [35-37]
considered small printed areas of a document and print quality defects are modelled as
texture. Texture features are then used to classify the model and manufacturer of the
printed document used to print a document in question. Somewhere statistical individ-
uality of the printed-characters is used to recognize the source brands and models. Like,

Mikkilineni et al. ( 2010) used gray-level co-occurrence matrices (GLCM) features, vari-
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ance/entropy, and discrete Fourier transform (DFT) [38] features to identify the printer
source. Both the texture and edge based gray-level features [4] were used to compute
the feature vectors. Classification was done by using three different classifiers namely,
decision tree, multi-layer perceptron, and support vector machines. Experiment nicely
illustrated the effect of scanning resolution, the kind of features used and the particular
classification approach on the accuracy of identifying printers. Here, authors suggested
that apart from gray-level features use of color properties of documents may help to
achieve better accuracy. Use of color features to a limited extent is available in the
study conducted by Dasari and Chakravarthy [39]. They used HSV color space and, in
particular, hue images at high-resolution to distinguish between the different printing
processes. Banding frequency is another characteristic used to identify the source as
a laser printer [40]. Banding, which appears as non-uniform light and dark lines per-
pendicular to the printing direction is caused by fluctuations in the rotating angular
velocity of the organic photo conductor (OPC) drum and by errors in the gear transmis-
sion mechanism. Schreyer et al. [41-43] also worked on detecting the printing technique
where they classified and also analyzed between printed documents and copied versions
of printed documents. Here, authors were using discrete cosine trans- form (DCT) fea-
tures, and shown good performance even scanning with moderate resolutions of 400 dpi.
Kee and Farid [44] attempt to printer-model for characters to detect documents forged
by different geometric degradations. Different geometric degradations generated by dif-
ferent printing processes. This method is heavily dependent on availability of character
images in the document in question. They used principal component analysis (PCA)
and singular value decomposition (SVD) to model the degradation of a page caused by
printing, and the resulting printer profile was then used to distinguish between charac-
ters generated from different printers. However, it was also experienced that as a printer
profile depends on its toner level, different profiles corresponding to different toner levels

are to be made for the same printer. Geometric/structural information is also used by
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Li et al [45,46] for identifying colour printers. They found that the dotted motifs can be
used to characterize printers of different makes. The authors even observed that print-
ers of different serial numbers of the same make result in distinctive dotted patterns.
Tweedy [47] investigated the use of such a coded pattern on each color laser copy so that
the forensic people easily and uniquely identify the make, model, and serial number of
the copier used.

On second step i.e. document forgery could involve changing, adding, or deleting some
information on the document or replacing an entire page with a counterfeited page [48].
Kong et al. [49] established a projective transformation model to estimate such geometric
distortions. Bulan et al. [50] computed the geometric distortion signature from printed
halftone images to trace the source laser printer by estimating the variations in the cen-
ter positions of halftone dots. For pasting and reprinting forgery operations, character
location distortion is often introduced. Beusekon et al. [51] presented a technique for
extracting text lines and alignment lines for document inspection. Another frequent in-
trinsic document feature is handwriting which contain as notices or signatures on many
printed documents. Two related common questions rose: off-line writer identification
and off-line signature verification. This problem consists in identifying the writer of a
document in question. Schomaker et al. [52-54] specified this problem and proposed so-
lution by using a previously trained model of the writer’s handwriting. In this context,
on-line means that only the image of the signature or the handwriting is available, in
contrast to online data, where stroke information is also used. In the literature [55,56] of
signature verification the question is whether a signature on a document has been gen-
erated by the person claimed by the signature or if someone else forged the signature. A
machine-vision based print quality analyzes by Oliver and Chen [57] whose derive a par-
ticular printer’s characteristics and identify printing technology. Seven different digital
(ink jet and dry/liquid xerography) and impact (computer-to-plate offset lithography)

printing technologies were considered and their characteristics were quantitatively ana-
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lyzed using features like line width/raggedness and over-spray; dot roundness/perimeter
and number of satellite drops, image sharpness and image growth (positive versus neg-
ative prints). Experiment showed that it was possible to resolve a unique print quality
signature which enables differentiation of one printer technology/supplier from another.
Though no such framework was proposed towards how machine can take decision about
the printing technology but these studies demonstrated the potential of a machine-vision

based approach in the context of digital printing forensic document examination.

1.3.3 Authentication of Security paper

The previous efforts attempted to exploit several security features but the paper ma-
terial itself was hardly consulted for authenticating the document in question. Earlier,
only some experiments have done through micro-scope, UV lamp Test. Paper, at the
microscopic level shows a fibrous texture of meshed plant fibres of varying lengths de-
pending on the raw materials. Standard paper is made predominantly from wood pulp
whereas security paper is made from plant material such as reeds, flax and cotton plants.
So, the forensic experts often check the intended paper quality by physical contacts and
sometimes, though manually, they check the illumination, brightness and density of the
paper pulp in order to authentic the paper of the document in question. Somewhere
forensic observation made through microscope that the fibres are stronger, and visibly
longer. [15]. During WWII, the Nazi regimes had succeeded in creating counterfeits
British pound which was passable by lamp test but, countless experiments discovered
their ingredient, later [58]. So this was very old question for paper level authentication.
But, the research in machine aided authentication of security paper documents is still
limited.

Some patents [59-61] are available for paper based authentication of currency notes. But
these patents or available systems do not reveal any technical details or experimental

results for commercial interests. Though, it has limited the advancement of the research
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in this field but, some research labs have recently started studying this problem [62].
For any security paper documents including the banknotes, the paper itself plays a cru-
cial role in proving some kind of security document [18]. The paper based security is
normally achieved by embedding certain special ingredients to the paper material dur-
ing its manufacturing process. Previously many researchers worked on the embedded
water-mark and security thread that are hard to duplicate and filed patents on how to
authenticate the watermark and or security thread [59,60] and [61]. Colour optical pulp
(or fibre) which embedded in the paper defines a certain kind of characteristics of the
paper. Security fibres may be metallic or photo-chromic which are luminescent under
ultraviolet (UV) ray and therefore, visible when the paper is scanned under UV or illu-
minated light ray. More elaborate review on security papers can be found in [63]. A two
photon microscope is used, an excitement method used to view photons emitted [18].
Their findings show that fluorescence aspects of genuine banknotes differ quite consid-
erably in wavelength and amount of photons emitted than fake paper. In recent time,
Takalo et al. [64] is reported a novel method for distinguishing counterfeit banknotes
from genuine samples which is based on analyzing differences in the networks of pa-
per fibbers. Here, authors proposed curve let-based algorithm for measuring the overall
distribution of fibber orientation and quantifying its anisotropy. This technique makes
possible to distinguish forgeries from genuine samples. Author are also investigated the

watermarks techniques by comparing genuine and counterfeit £ 50 banknotes.

1.3.4 Ink-age determination

In recent time Neumann et al. [65] tried to estimation age by ink component. They
followed that the ink ingredients typically differ from one currency to the next, ink
needs to be both durable and difficult to copy. This requires top secret unique blends
of raw materials, subsequently, each combination emits different levels of radiation. The

US Secret Service over the last century has been building an ink library for forensic
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purposes [65] this library supports analysis by providing a reference point allowing for
both discrimination of ink compositions, and estimation of age. Others recently proposed
methods can be found in [66]. The essence of these techniques is to measure or observe
several chemical properties or changes in properties upon use of different chemicals and
based on these measures or observations a decision is taken. For case-based experiment
these techniques have proved their reliability to an extent. However, many of these
methods are destructive in nature and not suitable especially when the document in
question has to be preserved as it is. Methods are not fully automated and therefore,

they require human intervention.

1.3.5 Currency-Note Authentication

On the contrary, the researchers are also reporting details of their methods and exper-
iments which have so far dealt with recognition currency of different countries (U.S.
dollars, Euro notes, etc.), and different denominations for a given currency. There are
a few studies which address this problem of recognition and give details about their
methods and experiments. Vila et al [25] proposed a semi-automatic approach for char-
acterizing and distinguishing original and fake Euro notes which is based on the analysis
of several areas of the banknotes using a Fourier transformed infra-red spectrometer
with a microscopic ATR (Attenuated total reflectance) objective. They considered four
different regions of a note and observed that fake notes are easily identifiable from the
analysis of the spectra corresponding to the four regions. Later on, the authors in [67]
describe another system for authenticating Bangladeshi Bank Notes. They assume that
original currencies under test have the bank name printed in micro letter print. They
scan this part (the region where the bank name should be) using a grid scanner and the
textual images are fed in an optical character recognition engine that matches characters
with prototypes. Proposed algorithm is mainly dependent on that feature which makes

the system very sensitive.Somewhere security printing inks have played certain role for
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such authentication. For example optically variable ink (OVI), staining ink, pearl lus-
tre ink etc are definite role for different bank note printing [68] like French 50 frank
note, Swiss 50 frank note, Dutch 100 guilder note. But raman spectroscopy failed to
determine the difference between fake and genuine Euros inks as shown in [68] because
similar colour spectra obtained for the fake and genuine euro banknote but one thing
of Raman Spectra still utilised for fake banknote i.e. different areas of fake Euro ban-
knotes for the same colour show similar spectra. For same purpose, Neural Networks
[4], [59,69], [70,71] and [72], Genetic Algorithm [73] and Hidden Markov Model [74] have
so far been used. These studies have successfully addressed the currency or denomina-
tion recognition problem but did not consider whether the input bank note is genuine or
fake. There are a few studies which address this problem of recognition and give details
about their methods and experiments.

In literature, it is seen that some patents are available for authentication of currency
notes. U.S. Patent issued in 1857 [69] may be the earliest attempt of an optical method
of manufacturing secure paper money. It involved using paper tinted to absorb light, and
printing ink that also absorbed light rather than reflecting it so that clear photographic
copies could not be made. Many researchers assumed that the embedded water-mark
and security thread are hard to duplicate and filed patents on how to authenticate the
watermark and or security thread [59], [60] and [61]. The patent in [75] described an
approach that is based on the reflective property of the bank notes in question. A series
of light source is placed that provides wavelength of varying illumination, which is used
to measure the reflective and refractive response of the currency note images. This data
is then compared with the pre-calculated data on original and fake notes to report the
authenticity of the notes. On the other hand, the patent in [76] proposed a method to
verify US currency notes by analysing different aspects of the ink used for printing. But
these patents or available systems do not reveal any technical details or experimental

results for commercial interests. These patents also express little technical and experi-
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mental details and this has restricted the research community to judge the performance
of the systems.

In recent time, some commercial system [77] is available in the market, E-Brochure one
of them which are using to detect fake notes. In order to authenticate a paper currency,
the system makes use of several devices like magnetic level circuits, visual light sensors,
light intensity compensation circuits, Infra-Red ray sensors, Ultraviolet Ray Sensors and
many other technical light sensors. These hardware components function simultaneously
and compare crucial security features like ones from the based materials like ink, paper,
security thread, fluorescent resins, secret watermarks, micro prints, intaglio patterns,
etc., against the data stored in standard memory bank which keeps information about
the characteristics of genuine and counterfeit notes. For a given note, if the features
match to those of the real ones, the system passes the note as genuine otherwise, the

machine saves the features match those of counterfeits and these notes are rejected.

1.4 Contribution of this Thesis

Though several efforts have previously been reported in the literature on security docu-
ment authentication, focused research on automatic authentication technique as reported
in this thesis could be considered as a novel study. Most of the earlier techniques of such
examination are quite difficult while dealing with huge numbers of such documents. In-
volvement of forensic people often requires several steps like filing a legal case on finding
a document in question, sending the document in original to the police, waiting for an
expert’s view, etc., thus making the entire process a lengthy one. In present scenario,
the automatic document processing is highly required for forgery detection. Hence,
automatic checking or authentication machine is required for question document exam-
ination.

The main contribution of our study is to focus on maximum number of security features

of various type security documents for automatic authentication. We developed different
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automatic authentication frameworks which will detect the forgery document. Proposed
work has been incorporated on different sections like -

security design verification: Earlier several studies have been reported on automatic pro-
cessing of security documents but authentication of microprint line or line HT art-work
based security documents has never been attempted. This portion presents a pioneering
effort to involve machine for authentication of security documents and line HT doc-
ument detection. Criminals’ efforts for generating fraudulent version of such security
documents are on the rise. A particular class of documents i.e. microprint line based
security documents has been considered for first experiment. IHT has been proposed for
line HT documents verification for second experiments. Both studies attempt to develop
a general framework for automatic verification of authenticity of such types of security
documents.

Printer detection: Printing of security document provides important checkup for au-
thentication of the security documents. Though, the printing technique that is hard
to replicate because some of its inherent characteristics. But it’s not imposable with
the help of update and modern technology. Forensic experts often take their decision
by checking these effects of printing on currency note with mostly the help of a micro-
scope. Automatic verification is required for modern era. So our proposal is pointing
towards this direction. In this portion of study, the entire approach is based on ex-
amining the characteristic a particular printer by consider three different aspects like
geometric properties, gray-level features, and color properties. Most importantly, we
attempt to closely follow the practice of the question document examiners in detecting
printers and try to simulate the same in a machine-vision based framework. Most of the
aspects that the forensic experts look for in order to identify the expected printing tech-
nique are computationally grabbed and a system is configured to give the decision about
the authentication of the printing process.This decision is done by linear or non-linear

classifier. This non-linear classification is done by using Support Vector Machines and
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Neural Nets. The discriminatory power of the selected features in authenticating the
printing process is tested using the Linear Discriminate Analysis. Experimental results
show that the proposed framework provides a highly accurate framework for authenti-
cating the printing process in bank notes

Paper base detection: Another experiment is paper based authentication checking where
we considered again real bank notes sample. Here, we have considered fluorescent pa-
per pulps which are visible in the UV scanned document image. These paper pulps
play crucial role in authenticating the paper. In a counterfeit note, if the paper is very
deferent from the genuine one, these pulps may not be seen at all. In a high quality
counterfeiting, these pulps came as very bright spots and their shapes show significant
deference with respect to the pulp marks of the genuine. Therefore, the illumination
and shape of these paper pulps are important in characterizing a note paper as genuine
or fake.Our study is incorporated with these signification characteristic of paper pulps.
Ink age determination: Experiment on printing ink can also determinate its age. Though,
in previous works, the experiments were based on ball pen ink or handwritten based
manuscript, but here, we have experimented on printing ink. In our proposed method
we have basically analysised of ink colors and noted the changes of different colors with
age. For example, a considerable old document become older much more yellowish and
brownish than a fresh one. The color shade and brightness are affected on a document
with its age and this in turn affects hue and saturation level of the ink colors. However,
instead of doing all these analysis by chemically and manually, we attempt to concen-
trate on statistical analysis of relevant color features that are computationally captured
from scanned images. Apart from gray level analysis, we consider two other color spaces
namely, RGB and HSV. The work attempted to give a decision on its age and also give
guideline of changing effect. We have also tried to incorporate a mathematical model
for the color base changing effect on documents. Consecutive old editions of LIFE mag-

azines cover page have been considered as a reference for this study.
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Currency Note Authentication: Currency note Authentication is one example of the high-
est level of forgery detection. In recent years, we have seen a large increase of counterfeit
currency notes. The process of detection of such notes is hideous and quite cumbersome.
Initially, counting and sorting machine was introduced for automatic currency note de-
tection. But, it has been seen to have certain technical limitations regarding checking
procedure, sensing images and so on [63,78]. As the speed of the operative system
is high, it is difficult to properly detect the image of passing note. Because of highly
heterogeneous concepts involved with Indian currencies, authentication of these notes
poses a big technical challenge. In this portion of study, Indian bank notes are taken as
reference to show how a system can be developed for discriminating fake notes from gen-
uine ones. Image processing and pattern recognition techniques are used to design the
overall approach. The ability of the embedded security aspects is thoroughly analysed
for detecting fake currencies. Real forensic samples are involved in the experiment that
shows a high precision machine can be developed for authentication of paper money.
The system performance is reported in terms of both accuracy and processing speed.
Comparison with human subjects namely forensic experts and bank employees clearly
shows its applicability for mass checking of currency notes in the real world. The analysis
of security features to protect counterfeiting highlights some facts that should be taken
care of in future designing of currency notes.

The challenges faced in examining question document are so many, the effort required
to detect forgery documents are directly correlated to the skill level of those producing
the counterfeits, which shows no sign of stopping. This make the task of currency note
detection very tough. Obviously, detection is not a trivial task, to forensically determine
authenticity; one must possess a deep understanding of all features. To minimize and
control the circulation of counterfeit banknotes, Automatic Teller Machines (ATM) and
central banknote sorting machines incorporate banknote recognition software. Question

document examiner faces lots of problem dealing with huge number of such documents
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within specific time. In the present scenario, the research work in this aspect focuses on
automatic machine authentication of printed security documents which are carried out
by image processing and pattern recognition technique. For authentication of security
documents, image processing techniques are used for feature-values extraction and these
values are intregated by pattern recognition techniques for decision making. A combi-
nation of image processing, machine learning, and pattern recognition, the software is
trained to check specific security features using learned threshold values. The accuracy
rate and results analysis are to be made with elaborately discussion. Our study fo-
cuses towards this direction. We believe that this thesis will give more powerful decision

making judgments and inner level analyses than those available online so far.

1.5 Organisation of this Thesis

This thesis is organized in eight chapters. The first chapter provides an overview of
the general background and the problem setting. The previous work and the major
contributions are also briefly described in this chapter. Chapter 2 we present over-
all proposed framework for automatic authentication of printed security documents.
Chapter 3 describes artwork or microprint line based security document authentication.
Printing technique detection describes in chapter 4. In chapter 5 we discuss our pro-
posed method for security paper based authentication. Ink-age determination and model
based approach presented in chapter 6. In chapter 7 one document-authentication based
case study elaborately explains by real Indian currency note samples. Finally, Chapter

8 provides conclusion of the work, concluding results and scope for future work.
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Chapter 2

A Framework for Machine
Authentication of Security

Documents

2.1 Introduction

After reviewing the literature in the previous chapter, it is found that there have been
few studies reporting technical and experimental details on how to automatically authen-
ticate security documents. Many studies rely on few features that also can be duplicated
using today’s high end technology. As for example, there are so many security features
in currency notes, analysing only a certain aspect of the note security may not be a good
choice. A complete integrated framework has been missing that looks into many aspects
like security features in printing, ink, background artwork, ink-age, security thread, etc.
Another general shortcoming in the existing studies is the use of synthetic data. Many
authors generate sample at the lab to test their algorithms. Therefore, performances of
these algorithms on real samples are not yet known.

All these shortcomings motivate us to take up the present research. This research-work
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attempts to formulate a different framework for security documents authentication in
different sub-areas i.e. art-work, printing, paper, ink-age etc. The entire approach is
based on image processing and pattern recognition techniques.

Here, this study have generally considered three different aspects for features selection
like geometric or physical-level properties, gray-level features and color properties for
characterizing counterfeit documents. Most importantly, we have attempted to closely
follow the practice of the question document examiners in detecting counterfeit security
document and try to simulate the same in a machine-vision based framework. Most
of the aspects that the forensic experts look for identifying the expected technique are
computationally grabbed and a machine is configured to give the decision about the
authentication of different level security documents or solved different quires of question
document examiners. Proposed framework is also used for a practical problem namely,
identification of fake document based on authentication of printing technique or cur-
rency note detection. The various experiments involve synthetic as well as real samples
for genuine and fake documents. Results are computed and analyzed to bring out the
potential of the proposed framework. In this chapter we discuss about the Existing
Practices, experimental framework where we talk about on features selection and the

general method of authentication.

2.2 Existing Practices

Security documents refer to documents containing incorporated security features within
the document to protect the value of the document. Many identity documents contain
security features such as passports, identity cards, and driving licences. Other examples
of security documents include currency, bank cheques, social security cards, travel visas
and lottery tickets, etc. The security features and techniques offering protection against
authentication threats have been subdivided into basic and additional security features

which states are encouraged to select items for providing an enhanced level of security.
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Basic security features: Printers can offer customers five basic security features. The
low-cost features include warning bands, padlock icons, microprint lines, security screens,
and pantographs. Warning bands are stripes composed of reversed-out type around the
perimeter of a document that point out what security features have been used on the
page. A padlock icon serves the same purpose as warning bands. A microprint line is
usually a line of one-point type. The content of a microprint line cannot be distinguished
without a magnifier. Additional security features are not only graphics-related. These
are many paper and ink combinations that make documents more difficult to forge. The
paper used for a job can have embedded fluorescent fibbers that can only be seen under
an ultraviolet (UV) light. Chemically reactive paper, specialty inks, and foil embossing
are other examples of special features to ensure more safety. Most of the security docu-
ments include basic security features, so inspection or examination of these documents
or features would require broadly.

Security Document inspection is an important aspect for security documents authen-
tication. Protection of documents with security features depends on the relationship
between document and inspection. Inspection of documents and valuable products for
authenticity can be divided into three different phases: 1. Basic inspection phase - The
inspection of the document or product with the human senses only without additional
equipment. First line inspection is aimed at unveiling counterfeits and forgeries (alter-
ations) using public security features like portraits picture, security tread, watermarks,
tactile intaglio printing, etcetera 2. Advance inspection phase - The inspection of the
document or product with the means of additional tools like a magnifier, an ultra violet
source, a bar code reader, etc. In these cases the inspection requires a human inspector
to judge the results. In the case of automatic teller machines (ATMs) and such like
equipment, the inspection is automates but still have questions on their quality, speed
and ability. 3.Specialist inspection phase - The inspection of the document or product in

laboratory conditions, using advanced knows how, sophisticated means (spectrometers,
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microscopes, infrared radiation, etc.) and dedicated inspection facilities. But, Question
document examiner of forensic department checks these documents on five parts - (i)
examines the security feature of document design (ii) examines the security feature of
printing process or ink pigments (iii) examines the security feature of paper (iv) exam-
ines document dating and (v) others (like physical dimension etc.).

Examination of security features are the challenges of these works. Sometimes require
a quick judgment is requested. Mainly, these inspections are limited to forensic labora-
tories and only of practical only when suspected documents have been seized. However,
execution of such a process is quite difficult while dealing with huge number of such
documents. Involvement of forensic people often requires several steps like filing a legal
case on finding a document in question, sending the document in original to the po-
lice, waiting for expert’s view, etc. , thus making the entire process a lengthy one. In
the present scenario, the automatic document processing is highly required for forgery

detection. Our study ventures to go this direction.

2.3 Owur Framework

The main outcome of this thesis is to apply the new proposed framework for machine
authentication of printed security documents. [as depicted on figure 2.1]. The entire
experiment is carried out by image processing and pattern recognition techniques. To
the best of our knowledge, no effort towards this direction has been made so far. Here,
we have taken references of the documents like bank cheque, currency notes, and old
magazine cover page. In this section, we summarize the list of these problems considered
in this thesis, and the way of solution obtained for those problems. At first, we study
on microprint line based security features. Here, bank cheques take reference which
attempts to provide an automatic method for authentication. The approach is based
on pattern recognition principles by which relevant features are initially extracted from

cheques and then using these features an algorithm for discrimination between genuine
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Figure 2.1: Printed security document

and duplicate cheques is outlined. Security features are extracted from the scan bank-
cheque color images. Both kinds of genuine and duplicate cheques are used to generate
feature vectors. Distribution of these feature vectors is studied in the feature space and
suitable classifier is designed. Experiment is conducted to confirm that the security
features captured computationally are sufficiently robust to discriminate authentic vs.
Duplicate document. This next experiment in this section is aimed to developing an
inverse half toning technique (IHT) for authenticating line HT images. The method
attempts to formulate a statistical measure in order to judge the quality of the image in
question against the original image. We have considered line halftone image at different
resolutions namely, line per inch (Ipi) which are commonly used in practice.

We also attempt to formulate a general framework for authentication of the printing
techniques in banknotes. The entire approach is based on examining the characteristic
a particular printer by consider three different aspects like geometric properties, gray-
level features, and color properties. Most importantly, we attempt to closely follow the
practice of the questioned document examiners in detecting printers and try to simulate
the same in a machine-vision based framework. Most of the aspects that the forensic
experts look for identifying the expected printing technique are computationally grabbed

and a system is configured to give the decision about the authentication of the printing
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process. This framework is then used for a practical problem namely, identification of
fake currency note based on authentication of printing technique. The experiment in-
volves real samples of genuine and fake bank-notes. In this chapter, we discuss about
the computation of features, implementation of the method, experimental results and
analysis to bring out the potential of this proposed framework.

We also study to develop a machine assisted tool for authenticating the paper of a secu-
rity document. The paper itself forms an important security feature for many security
paper documents. In this study, paper pulps which are visible in the UV scanned image
of the document play a crucial role in characterizing a paper material. Therefore, the
pulps are first identified in the UV scanned image and this identification is done by bor-
rowing ideas from rice grain detection method. Image processing and pattern recognition
principles form the basis of this automatic method. Once the pulps are detected, shape
and color features are extracted from them. Paper pulps coming from fake documents
are significantly different from those of genuine documents in their shapes and colors.
Using the shape and color features, a multilayer back propagation neural network is used
to discriminate paper pulps as genuine or fake. The framework is tested with Indian
banknote samples. Experiment shows that consideration of paper pulps is one of the
crucial tests for authenticating paper money.

This study attempts to develop a general framework that makes use of image processing
and pattern recognition principles for ink age determination in printed documents. The
method is basically analysis of ink colors. The changes of different properties of colors
with age are noted. For example, older a document is, much more yellowish and brown-
ish it is. Dark noise also increases with age. The color shade and brightness are affected
on a document with its age and this in turn affects hue and saturation level of the ink
colors. The approach, at first, computationally extracts a set of suitable color feature
and then analyzes them to properly associate them with ink age. Finally, a neural net

is designed and trained to determine ages of unknown samples. The experiment has
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done by LIFE magazines cover pages which published in five different decades. Test
results show that a viable framework for involving machines in assisting human experts
for determining age of printed documents.

One case study on automatically authenticate currency notes collectively incorporated
with several security aspects as ink, security thread and an art work based feature set
which have discussed on previous chapter. A large dataset has been used to test the sys-
tem performance and a thorough analysis is provided by comparison with real forensic
document examiners to show the applicability of our research in the real world scenario.
Analysis is also done to report the speed of the system. Popular pattern recognition tools
like the k-means, neural network and support vector machines are used to demonstrate
the system performance. We have also shown the robustness of each feature in tackling
the problem and thus pointing out the sensitivity of the features. The feature level
analysis brings out important views that the note designing agencies could keep in mind
regarding the susceptibility of the features to be duplicated. A sequential ordering of
security features is also suggested that should be maintained while testing to maximize
the performance accuracy. Involvement of real forensic samples is another significant
aspect of this study. Indian bank notes are taken as a reference. In fact, because of
highly heterogeneous concepts involved with Indian currencies, authentication of these
notes poses a big technical challenge.

Next two subsections we will discuss on feature selection and general method of au-
thentication respectively. On subsection 2.3.1 we talk about considering features level
domain for security document authentication. We will discuss different propose-method

for authentication proof on different sub-areas under subsection 2.3.2.

2.3.1 Feature selection

While preparing any security document, the designers embed certain features that are

considered as security features. It is generally assumed that these features are difficult
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to replicate or copy. Duplicity of a document is identified by checking these security
features. Depending upon the importance of a document, nature of security features
varies from one class of document to others. For instance, currency notes, legal deeds
are having very high level of security aspects and security features in documents like
lottery tickets, postal stamps, etc. are somewhat less complicated. Certain features in
bank cheques or drafts are fall in the middle of this complicacy scale. Security features
in security print documents are mostly incorporated in three distinct areas.

Security design or background artwork: Generally light fine-line printing or others se-
curity patterns are appear on background of security documents.[as depicted on figure
2.2] This type of printing is difficult to reproduce on scanning equipment or replicate
by other printing methods. The use of an intricate fine-line/patterns background de-
sign (for example, Guilloche module [79]) is an essential part of any security document.
Apart from using fine-line artwork, micro-sized typeset characters can also be included
in the design. Occurrences of such characters are generally repeated throughout the
background following certain periodic fashion (e.g. on straight lines). Deformation in
shape characteristics of such micro-printed characters is often visible when they are
scanned or copied. Sometimes special security icons or descriptive markers are used
so that verification of cheques becomes an easy task for the bank people. For security
design based authentication technique we concentrated on this artwork. Gray and color
level features were importance contribution artwork based recognition. Another security
artwork verification experiment is that to judge fine line half tone image. Most of these
patterns are produced from continuous tone image. The design details of such patterns
are not clear with the naked eye but become clear with magnification. Characteristics
of these line patterns are line thickness, line density and ink colour. Fine-line design
features are changed in the event of a photocopying attack. Fine line deformations of
HT-image and texture pattern are also considered for physical level features which are

mainly contribute on proposed inverse half-toning techniques (IHT).
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Printing Technique: Different printing processes like offset, laser, intaglio etc give dif-
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Figure 2.2: Micro-print or fine-line printing documents

ferent qualities of the print over paper. There are variations with a particular printing
process. For instance, intaglio printing is special kind of offset printing that gives a
document a very high quality look that is difficult, if not impossible, to reproduce by
using scanners, color copiers or computers with color laser printers. Drying mechanism
of intaglio and other-offset printing are quite different. The solvent of offset printing ink
is oily based and normally drying under heating effect. Chemical polymerization takes
place during drying of offset ink. Here drying time is less and final effect on substrate
is brighter and sharper edge. In intaglio printing, drying mechanisms of ink pigment is
mainly achieved through evaporation and penetrations of ink solvent on its substrates.
Here, the tendency of deposited ink spread beyond its deposition area. In addition, the
required drying time of intaglio printing is more than offset printing. Therefore, the final
effect of intaglio printing is less bright and less sharp edge as compared to that of offset
printing. Examination of final printing effect is an important aspect for verification of

security documents’ authenticity. Final effects on currency note are defined by unique
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color, impression, water resistance, line work (width, thickness, sharpness, etc.), halftone
effect, digitized patterns and also reflectivity and feel/tactility. Many of these effects are
due to the chemical composition of the ink used and the particular drying mechanism
as followed in particular printing technique. Most of these effects are visualized through
microscope with high magnification or by different scanning technologies. Forensic ex-
perts often take their decision by checking these effects of printing on currency note with
mostly the help of a microscope. In this portion of study, we involve machine that closely
follows such type approach in order to authenticate the printing process in a bank note.
Inks-Pigment: Any printing process involves ink pigment. There are many types of inks
like CMYK (cyan, magenta, yellow, and black ink) ink, fluorescence ink, optical ink,
etc. Final finish of print result applies varnishing and fused. The basic components of
printing ink are pigment, solvent and drier. Where ink pigment is responsible for color
effect on a substrate, drier is responsible to bind ink pigment to substrate. Solvent is re-
sponsible for soluble of ink pigment and drier. It gives final effect on security documents.
particularly, Colour ink pigments contribute to the security documents. Different ink
pigments are also used for printing of security documents. For example, fluorescence
of color pigment is often used to counter color photocopying of negotiable documents.
Fluorescence is normally checked under a UV light source when excited by a specific
wavelength. Similarly, key areas of the security design may use fugitive inks that are
highly sensitive to a variety of solvents. On the other hand, a relatively new breed of
inks known as thermo chromic inks is also used for security measures. Such inks show
significant reaction to applied temperature (by changing color or disappearing). They
return to their original states upon cooling. Final effects on currency note are defined by
unique color, impression, water resistance, line work (width, thickness, sharpness, etc.),
halftone effect, digitized patterns and also reflectivity and feel/tactility. Many of these
effects are due to the chemical composition of the ink used and the particular drying

mechanism as followed in particular printing technique. Most of these effects are visual-
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ized through microscope with high magnification or by different scanning technologies.
Forensic experts often take their decision by checking these effects of printing on cur-
rency note with mostly the help of a microscope. In our study, we involve machine that
closely follows a similar approach in order to authenticate the printing process in a bank
note.

Ink-age: For ink-age determination, several color based features are extracted and change
in these features over time has been studied here. The changes of different properties of
colors with age are noted. For example, as document is being older much more yellowish
and brownish effect on print surface. Dark noise also increases with age. The color shade
and brightness are affected on a document with its age and this in turn affects hue and
saturation level of the ink colors. Apart from gray level analysis, we consider two other
color spaces namely, RGB and HSI. Some color-level features also computed from these
color space.

Security Paper: The quality of the paper on which the document is printed itself play as
security feature. For example, sensitized paper stock reacts differently to use of differ-
ent solvents and chemicals. Similarly, fluorescent fiber (invisible or visible) based paper
is made to fluoresce under excitation from a UV light source. These fibers are photo-
chromic in nature. It spreads randomly on the notes which are illuminated under UV
light source. When a banknote is scanned under UV light, the fluorescent paper pulps
are visible in the scanned image. The bright spots in the scanned image correspond
to the paper pulps present in the note. These pulps play crucial role in authenticating
the paper. In a counterfeit note, if the paper is very different from the genuine one,
these pulps may not be seen at all. In a high quality counterfeiting, these pulps came as
very bright spots and their shapes show significant difference with respect to the pulp
marks of the genuine. Therefore, the illumination and shape of these paper pulps are
important in characterizing features on a note paper as genuine or fake. In our study

we also focused on these features for paper-level authentication.
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Security features of Indian Bank Notes: The impact of the document and its mobility
as a transaction medium determines the amount of security in place for its protection.
There have been a lot of research studies for providing security in paper documents [80].
Bank notes being the principal monetary exchange medium do have a lot of security
features to prevent counterfeit [15]. The Apex bank of every country is responsible for
placing these security features in place to prevent forgery. In India it is the responsibil-
ity of the Reserve Bank of India (RBI) [78]. The security features in a currency note
are mainly on its paper, design and printing. Authentication of currency notes is thus
refer to authentication of the following areas: i) Currency notepaper, ii) Currency note
printing technique, iii) Ink used for currency note printing, iv) Currency note design, v)
Other security features (e.g. the thread, the registration mark, and many others) that
are intentionally incorporated to check the authenticity. These security features provide
a tough challenge to the counterfeiters who attempt to replicate them. Important se-
curity features are associated with the currency notepaper itself. Physical features of
currency note are based on its cut size of length, width, grammage and thickness of
paper. The paper has a unique feel, crackling sound and it is constituted of high quality
with 100% cotton or wood pulp lending a particular color, a unique fiber length, surface
finish, a typical opacity, and its capacity of extra strength of folding. Watermarks and
security thread are another important parts of security aspect of paper money. Impor-
tant property of watermark is that it cannot be replicated on scanning or by photocopy
equipment. Examination of watermarks checks its design, size and thickness using trans-
parent light. The security thread appears to the left of the Mahatma Gandhi portrait is
partially embedded and partially visible. On seeing this thread with an ultraviolet light
exposure the thread appears in a single line. This is also a proof of the registration of the
note that both the sides of the note are properly aligned. This thread has the writings of
"RBI" and "Bharata" in Devanagari) alternatively written on it. Denomination of a note

(e.g. 500, or 1000) is also embedded in the thread. Fig. 2.3 shows the significant security
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features embedded in both sides of a 500 Rupee note (source: Reserve bank of India).
The Guilloche design [79], portrait design, micro lettering, type face, font size, color, see
through register, anti-scan lines, Braille mark, rainbow effect, layers of CYMK, bleeding
effects, latent image effects, etc. all are involved as part of security design. Beside these,
lot of important security features are also involved in the design of currency note which
discussed in previous section 1.2.

For proposed automatic authentication, we concentrated above areas for features selec-
tion as forensic community concern. Though several features are not included all level
of documents. Some are expensive while some may be sophisticated as for requirements.
In order to prevent counterfeiting efforts, one way is to embed more expensive and so-
phisticated security features in documents so that counterfeiting becomes difficult. But
inclusion of sophisticated features is not always possible because of the cost of docu-
ment production. Therefore, for many commonly used security documents, the goal is

to embed low cost but easy to authenticate security features.

2.3.2 Method of Authentication

For checking authentication of any security document in question, presently so far relied
upon the human experts. Forensic departments in different countries have opened up
special branch for this purpose. They in general involve different devices (for example,
UV lamp, magnifying glass, IR detector, etc.) and observe certain properties of the
document in question in order to authenticate the document [78]. However, involvement
of such a process is quite difficult if not impossible where a department/office daily has
to deal with a huge number of security documents. Moreover, involvement of forensic
people requires lots of administrative and legal steps like filing a legal case on finding
a document in question, sending the document in original to the police people, waiting
for expert’s view, etc. making the entire process an unattractive one. Therefore, design

of an easy and quick method for authentication of security documents would be of enor-
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Figure 2.3: Significant security features in Indian banknote: (a) Front side features: (i)
Multidirectional artisan lines, (ii) Intaglio printing, (iii) Omron, (iv) Micro text, (v) Latent
image, (vi) Blind mark, (vii) See through, (viii) Fluorescent ink numbers, (ix) Optically
variable ink, (x) Security thread with clear text, and (xi) Hand graved portrait; (b) Back
side features: (i) Multi-directional artisan lines, (ii) Intaglio printing, (iii) Gandhi water
mark, (iv) See through, and (v) Omron features.

mous help for the communities that everyday deal with huge number of such documents.
Use of a computer based technique could provide a solution to this problem.

A security document, which consists of security features come from several domains.
Therefore, exploitation of several security aspects together is needed. This need has
been demonstrated by several sub-areas for machine based authentication with different
type of security documents. This study is presented a system that computes several low
or medium level image features and uses pattern classification technique for detecting
different types of features on various sub-domains. In our experimental study, we con-
sider bank cheque first to consider.

Bank cheques are first scanned into color images. Security features are then extracted
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from the cheque images. Both kinds of genuine and duplicate cheques are used to gener-
ate feature vectors. Distribution of these feature vectors is studied in the feature space
and suitable classifier is designed. This is modeled as a 2-class pattern recognition prob-
lem, i.e. whether the document belongs to the genuine document class or not. To take
this decision, we separately use a support vector machines (SVM) and Neural Network
based classification scheme. Let m be the number of genuine samples known as genuine
cheques and n be the number of samples known as duplicate. In the feature space, it
is expected that these m genuine samples would form a cluster (Cg) and n duplicate
samples would form another cluster, C'p. If Cq and Cp are linearly separable then the
task of decision making becomes easier. If D(X) is the linear decision function, then a
given cheque, X belongs to C¢ if D(X) > 0, otherwise X belongs to Cp.

For automatic detection of security documents this work proposed a low cost technique
for identification. Printing technique identification is one of them. The method attempts
to exploit several texture features to identify the printer used to print a document. In
this approach, each printed character in a text document is classified using linear or
non-linear classifiers. In case of non-linear classifier, it has been trained to distinguish
the intaglio printing technique from another one. We conducted an exhaustive study to
discriminate the intaglio printing technique from non-intaglio ones and used this research
for machine aided authentication of Indian bank notes.

We observed that the research in machine aided authentication of security paper docu-
ments is still limited in literature. Paper itself also gives specific identity by its surface
finish and crackling sound. During manufacturing process extra features like watermark,
security thread and optical fiber (i.e. pulp) are embedded for additional security aspects.
The optical fibers or pulps are of specific color and length.. In a counterfeit note, if the
paper is very different from the genuine one, these pulps may not be seen at all. In a
high quality counterfeiting, these pulps came as very bright spots and their shapes show

significant difference with respect to the pulp marks of the genuine. On paper based
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authentication we were mainly focused on pulp based authentication. Here, our overall
approach is divided into a number of stages: (i) detect pulps in a UV scanned banknote,
(ii) extract features from the detected pulps, (iii) train a NN classifier based training
samples that include both genuine and fake notes. Once the classifier is trained, we use
this for classification which is configured as 2-class (genuine vs. fake) problem. This
approach is based on image processing and pattern recognition principles.

Ink age detection sometimes plays crucial role in authenticating a document in question.
In our approach we attempt to closely follow the method the forensic experts do in
determining ink age. This study attempted automatic ink age detection in a limited do-
main. pattern recognition techniques for designing automated approach for absolute ink
age determination. Basically supervised classifier ANN is used to take a decision. This
research assumes several constraints and points out the challenges for future research
in this area. For same purpose, we propose a mathematical model on these documents
to understand their variation. The main purpose of our model is - 1) to understand
the color variation for particular samples OR identify most follower sample on differ-
ent age segments. 2) Prediction sample’s feature after particular time-period 3) testing
the proposed model by unknown samples. Nature of this problem is like combinatorial
optimization path finding. Ant colony optimization (ACO) [81] based method is best
fit for that where ants converge towards a short path, expectantly the optimum or a
near-optimum solution towards target. The heuristic information can guide the ants to-
ward the most promising solutions, in a way reminiscent of reinforcement learning. The
meta-heuristic ACO explore a much larger number of solutions than greedy heuristics.
It efficiently solve the combinatorial optimization problems like highly dynamic network
routing applications, NP-hard optimization problems etc. Our proposed model has some
similarity with this meta-heuristic ACO.

Finally, one case study has done on real security documents i.e. Indian currency notes.

In this study, we have incorporated several other security aspects based on ink, security
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thread and an art work based feature set that supplements the printing style based ap-
proach. A large dataset comprised has been used to test the system performance and a
thorough analysis is provided by comparison with real forensic document examiners to
show the applicability of our research in the real world scenario. Analysis is also done
to report the speed of the system. Popular pattern recognition tools like the k-means,
neural networks and support vector machines are used. We have also shown the ro-
bustness of each feature in tackling the problem and thus pointing out the sensitivity of
the features. Feature level analysis brings out important issues that the note designing
agencies could keep in mind regarding the susceptibility of the features to duplication. A
sequential ordering of security features is also suggested that should be maintained while
testing to maximize the performance accuracy. Involvement of real samples is another
significant aspect of this study. Indian bank notes are used as a reference. Because of
highly heterogeneous concepts involved with Indian currencies, authentication of these

notes poses a big technical challenge.

2.3.2.1 Classification

Pattern recognition is the method of automatically mapping any input representation
for an entity to an output category. The recognition task is generally categorized based
on how the learning procedure determines the output category. This learning procedure
can be supervised, unsupervised and semi-supervised. In supervised learning procedure
a given pattern is assigned to one of the pre-defined classes, using labelled data to build
a model or guide the pattern classification, Whereas unsupervised learning procedure a
given pattern is assigned to an unknown class and In semi-supervised learning proce-
dure a given pattern is assigned to one of the pre-defined classes, using both labelled
and unlabeled data. For supervised learning, or classification, a functional model is
often used to map observed inputs to output categories. A great deal of model con-

struction techniques have been developed for this purpose [82], including decision trees,
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rule induction, Bayesian networks, memory-based reasoning, Support Vector Machines
(SVMs), and neural networks.

The experimental samples of our work are tested by different classification procedures.
All the samples are at first clustered using some unsupervised clustering method. The
purpose of this clustering is to analyze the distribution of samples in the feature space.
Next, non-linear classifiers are evaluated by computing the number similar samples
grouped together vs. the number of dissimilar samples contained in that group. Since all
samples are tagged with their classes evaluating clustering results in this way is straight-
forward.

Classification using k-means: The K-means algorithm is a popular data clustering al-
gorithm. To use it requires the number of clusters in the data to be pre-specified.
Finding the appropriate number of clusters for a given data set is generally a trial-and-
error process made more difficult by the subjective nature of deciding what constitutes
correct-clustering.

For this purpose, we implement a k-means algorithm. The k-means clustering is done
to analyze the linear distribution of samples in the feature space. Suppose, k-means
clustering aims to partition N observations into k clusters in which each observation
belongs to the cluster with the nearest mean, serving as a prototype of the cluster.
Given a set of observations (z1,xs,...,zy) where each observation is a d-dimensional
real vector, k- means clustering aims to partition the n observations into k(<= N) sets
S =51,859,...,SN so as to minimize the within-cluster sum of squares (WCSS). In other

words, its objective is to find :

k
argminsz Z |z — i |I? (2.1)

i=1xz€S;

Where,u; is the mean of points in .S;. Since all samples are tagged with their classes

evaluating clustering results in this way is straightforward.
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If the algorithm finds two clusters one corresponding to genuine samples and another
for duplicate samples then the value of k set to 2. Initialization is done by choosing two
samples randomly to initialize two cluster centres. The k-means results are evaluated by
computing the number of similar samples grouped together vs. The number of dissimilar
samples contained in that group. Where, all samples are tagged with their classes i.e.
genuine or duplicate for evaluating clustering.

Classification using SVM: Machine learning and pattern recognition communities have
been frequently used Support Vector Machines (SVMs) [82], [83] which are used for
constructing supervised classification models for high-dimensional representations. The
observations from the training set which best define the decision boundary between
classes are chosen as support vectors. Particularly, each support vector is assigned by
non-zero weights. The classification of a test object is predicted by computing a weighted
sum of similarity function output between the new object and the support vectors for
each class. The predicted class is the class with the largest sum, relative to a bias (offset)
for the decision boundary. Different Kernel functions are used to measure the similarity
between objects. Cosine similarity function and the Gaussian RBF are common kernel
functions for this purpose. SVMs have been used for time series classification by several
researchers. Researchers have successfully been applied to several different areas ranging
from face-recognition and verification, speaker verification, text categorization, predic-
tion, image retrieval, and handwriting recognition.

So,support vector machines (SVM) are used aiming at determining the location of de-
cision boundaries that produce the optimal separation of classes. Two different types
of nonlinear kernel functions namely polynomial and radial basis function (RBF) were

used in our experimental study. These two kernel functions are defined as:

polynomial : k(z,2') = k(z.2' + 1)d (2.2)

RBF : k(z,2') = exp — y(z — 2')%,y > 0 (2.3)
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Where x denotes training vectors and d, ~are kernel parameters. Mean squared error
(MSE) is computed as follows:

Yior Zici(dig — yij)?

MSE =
5 VxT

(2.4)

where V' and T are the number of support vectors and test samples, respectively, d;; and
y;j are the desired output and the SVM output, respectively for the i-th support vector
and the j-th test sample.

Classification using Neural Network: Neural networks have been intensively used in the
area of pattern recognition and have increasingly received attention in various areas such
as signal processing, pattern recognition and automatic control. Artificial Neural Net-
works (ANN) [84], also known as neural networks or neural nets, are analogous to their
namesake, biological neural networks, in that both receive multiple inputs and respond
with a single output. ANNs are comprised of connected nodes, (i.e. neurons), which
are partitioned into layers. Networks may enclose an input layer, an output layer, and a
hidden inner layer, and additional hidden layers may be added to increase the complex-
ity of the network. Weights are assigned to each of the links between neurons, and they
are updated as part of the learning process. A simple example of an ANN is a percep-
tron [85], which is a two-class linear classifier that is composed of a single-layered neural
network. During training, each example is fed through the network, and the weights are
updated according to the difference between the actual and expected output. During
testing, the weighted sum of the network (the dot product of the instance and the vector
of weights) is compared to a bias parameter to classify each instance as either a positive
or negative instance. ANNs generalize well to previously unseen instances because they
map every possible input to some output. The most popular network is the multilayer
perceptron architecture which is trained using the back-propagation algorithm. It con-
sists of at least three layers: an input layer, an output layer and one or more hidden

layers. Additionally, they are robust because even if a node is faulty or is removed, since
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the work is distributed across the network, it is still possible to achieve good results.
ANNs have been successfully applied to domains such as character recognition [86], face
detection [87], intrusion detection [88], speech recognition [89], autonomous driving [90],
and astronomy [91]. The classification accuracy of the tested samples is also checked with
a Neural Network (NN)-based classifier. Particularly, MLP (Multi-Layer Perceptrons)

based NN structure used in our work. The generalized function of NN is:
y=> wip;(x) (2.5)
J

Where w; are the weights (which are updated following the K-means optimization tech-
niques) and w;(x) is the transfer or activation function. For documents authentication
multi layer perceptron nural network (MLP) is used to design a Neural Network-based
classifier. Well-known back propagation algorithm is used to train this network. The

network does use of the following logistic function as transfer or activation function.

flz) = (2.6)

Another activation function i.e. Gaussian Radial Basis Function (RBF) also used as

follow:

¢j(w) = exp(— | x —¢; ||* /207) (2.7)

cj represents the center of j-th cluster, o is the || z — ¢; ||? is the square of the distance
between the input feature vector x and the cluster center for the radial basis function. A
popular gradient descent method is used to find the optimized set of connection weights
that are updated as per the following equation. Update of weights does consider both

the t-th and (¢t — 1)s weights to compute the (¢ + 1)s weight as follows.

oF
Werr = Wit ax (5o lw + 6+ (We = We1) (2.8)
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Where « is the learning parameter, g is known as the momentum and E is the error

term which is calculated as E:%(T — 0)? ; Where T is Target and O is Output.

2.3.2.2 Feature reduction

Linear Discriminant Analysis (LDA) [92-94] is a data driven technique looking for linear
transformation allowing for dimensionality reduction of features. The aim of LDA is to
preserve information important for discrimination between feature vectors belonging to
different classes. Therefore, for each training feature vector, we need also information
about the class to which the vector belongs. LDA allows to derive linear transformation
with bases sorted by their importance for discrimination between classes. Therefore, for
the purpose of dimensionality reduction, we can project features only into several first
basis, which preserve almost all the variability in data important for the discrimination
of classes. LDA also ensures the de-correlation of features. Moreover, it does not de-
correlate only overall training data, but features belonging to each particular class are
also de-correlated. However, assumption that features belonging to each particular class
obey Gaussian distribution and that all the classes share the same covariance matrix must
be fulfilled for the optimal functionality of LDA. However, classes are well separated in
the direction corresponding to the first LDA base vector. Linear discriminant analysis
(LDA) and its related Fisher’s linear discriminant are methods used in statistics and
machine learning to find the linear combination of features which best separate two or
more classes of objects or events. The resulting combination may be used as a linear
classifier, or, more commonly, for dimensionality reduction before later classification.
Fisher linear discrimination analysis (LDA) for authentication can derive by following
steps.

Suppose & is the normal to the discriminating hyper plane, fiy—o, fiy—1, are the sample
means, >, and >, _; are the covariance matrices of the two classes (genuine and

fake). Now we can consider that for one class, y = 0 for 7. X +b > 0 and for the other
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class, y = 1 for 7. X +b < 0. From these equations, parameter vector & is computed to
maximize class separability criterion and b is the bias, which lies in between the means
of the training samples projected onto this direction. The separation between these two

distributions is to be the ratio of the variance between the two classes and is given by

ot S0 AT
g — _between _ (. fiy=1 — &-fiy=0) (2.9)
hithin @ Ty T Sy

For Fisher LDA, this separation achieves maximum when

W= (Z + Z)il(ﬁyzl — fiy=0) (2.10)

y=1 y=0

Finally, the cumulative accuracy taking all the features into consideration is computed
and a study is conducted to find out a proper sequence in which the features are to be
tested. This is important as this reduces the load of the machine if at various stages the

number of notes to be checked could be reduced without sacrificing the accuracy.

2.4 Summary

Criminal activity concerning generation of duplicate copies of certain kinds of security
documents has become a potential threat to our civil society. Our works provides an
automatic means for verification of authenticity on security documents. In this chapter
we provided over view of different framework with their method of solution. Our entire
proposed framework considers design of an efficient but low-cost solution to this problem
of detecting duplicate documents so that mass scale deployment of such systems can be
feasible. Next following chapter we discuss every pointed method and experimental

result elaborately.
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Chapter 3

Security Design Verification

Note: The work of this chapter is related under publications [4], [5] and [6].

3.1 Introduction

Many features are available for embedding security in important paper documents [7]
[95]. These features vary in cost of embedding as well as their potential in retaining
authenticity of documents. Among these features, light fine-line based security patterns
are commonly appear on background of security documents. Two popular techniques
are used to build these patterns one is micro-print line and another is line half-tone art-
work. This type of artwork is difficult to reproduce on scanning equipment or replicate
by other printing methods. Simultaneously, authentication proof is also importance for
present era.

Microprint line : Microprint-line based design is used in large number of security paper
documents because of its low cost and high capability in providing security to paper
documents. The frequent use of microprint line design is based on the fact that this
is clearly readable in authentic documents under magnification, but it becomes blurred
and unreadable when copied or scanned [96], [97]. Therefore, such a security feature is

used in majority of security documents including bank cheques, legal deeds, certificates,
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mark sheets, postal stamps, etc. The use of an intricate microprint-line background
design is commonly introducing by Guilloche module [79]. Latten image and portrait
type of images is also constructed by this micro-print artwork. Apart from using fine-
line artwork, micro-sized typeset characters can also be included in the design. These
types of patterns are generally embedded in currency notes, bank cheques, legal deeds,
certificates, mark sheets, postal stamps, etc. These security documents frauds are on
rise as sophisticated reproduction machineries are available in market.

So, authentication checking of microprint line security features also is in question.
Presently, it is relied upon the human experts. However, involvement of their pro-
cess is quite difficult if not possible where a department/office daily has to deal with
a huge number of such documents. Moreover, involvement of forensic people requires
lots of administrative and legal steps. Therefore, design of an easy and quick method
for authentication of microprint-line security features would be of enormous help for the
communities that everyday deal with huge number of such type of security documents.
This study addresses the above problem and proposes an automatic approach for detect-
ing duplicates while processing security documents. A financial bank is a nice example
that daily deal with huge number of security documents in form of processing of cheques
( figure 3.1), drafts, pay-orders, etc. The approach is based on pattern recognition
principles by which relevant features are initially extracted from cheques and then using
these features an algorithm for discrimination between genuine and duplicate cheques is
outlined.

Halftone : Halftone images are essential part of printed materials [98] [99] [100]. In print-
ing pictures in books, a continuous tone original picture is first converted into a halftone
(HT) one which finally gets printed in the book. There are two types dots by which
halftone images are composed of: (i) dispersed dot and (ii) clustered dot. Dispersed
dots are of fixed size and dot diameters are not directly related to the dot frequency.

The number of dots in a region defines the basis of tonal levels. The clustered dot occurs
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when the halftone dots are of variable sizes. In this scheme, the dot diameter is pro-
portional to the dot frequency. Dispersed dots are used in limited case digital printing
(e.g. laser jet printers, photocopiers, etc.) whereas clustered dots are used in large scale
printing (e.g. offset printing, lithography, silkscreen printing, etc.).

The clustered dots can be of different shapes. The line halftone dots are one of them
and mostly used by the printing houses. Line half tone images are commonly used in
printed books, old manuscripts, magazines etc. including many security documents like
certificates, bank checks, currency notes, legal deeds and so on. In security documents,
line halftone images are normally used as background design that serves as a protec-
tion against counterfeiting. Such design involves micro print-line patterns, guilloches
patterns, latent image pattern, relief line pattern etc. Most of these patterns are pro-
duced from continuous tone image. The design details of such patterns are not clear
with the naked eye but become clear with magnification. Characteristics of these line
patterns are line thickness, line density and ink colour. Fine-line design features are
changed in the event of a photocopying attack. For example, when a forger attempts to
copy the page, the design will appear blurred and display a pattern spread. Generally,
a document examiner inspects this deformation with a magnifier [62], [7], [101]. The
document in question is inspected using different light sources, i.e. transmitted light,
oblique light, etc. This inspection is grossly manual and therefore, time consuming. For
quick decision-making and for better visual inspection, a sophisticated machine assisted
technique is called for. This study is aimed at developing an inverse half toning tech-
nique (IHT) for authenticating line HT images.

The method attempts to formulate a statistical measure in order to judge the quality of
the image in question against the original image. We have considered line halftone image
at different resolutions namely, line per inch (Ipi) which are commonly used in practice.
The significant contribution of this study is to use learning based pattern classification

technique for designing the IHT method. The existing methods rarely exploit this tech-
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nique rather make use of static template or edge analysis based pattern matching. Many
techniques borrow idea from digital signal processing. Pattern classification based in-
verse halftoning has also been attempted in few works [102], [103] . These methods do
not consider resolution of an input image separately and therefore, inverse halftoning is
done based on a overall learning over images of many resolutions. Our method brings
novelty by finding the Ipi information so that generation of inverse halftone becomes
more precise. Secondly, empirically we observe that use of more than one neural net

gives better quality inverse halftone than the one given by only one neural net.

3.2 Artwork based Authentication Proposal

On both experiments are making out by pattern recognition principal. For bank cheques
recognition, both linear and non-linear classifiers are considered for designing classifica-
tion module. But in 2nd experiment is aimed at developing an inverse half toning
technique (IHT) though neural network (ANN) for authenticating line-HT images. The
method attempts to formulate a statistical measure in order to judge the quality of the
image in question against the original image. Next two subsections we discussed these

proposed microprint/fine-line base authentication techniques and IHT elaborately.

3.2.1 Microprint-line
3.2.1.1 Features Extraction

On subsection 2.3.1 we have already discussed on the domain of art-work features for
document authentication. As mentioned earlier that bank cheques are taken as a refer-
ence in this study to validate the proposed method. Professionals from printing press
are requested to design sample cheques for our study. All the security measures that are
normally taken care of during designing and printing of real bank cheques are also fol-

lowed here in designing sample bank cheque. Prints of cheques are taken from a printer
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Figure 3.1: Image of bank cheque samples: (a) a genuine cheque and (b) a duplicate cheque

specially designed for security printing. Fake or duplicate cheques are generated using
the means that are commonly used in forgery of such documents. Questioned document
examiners in the field of forensic sciences are consulted for this purpose to know the
process of forgery in details. Hi-end scanners, printers (mostly offset), sophisticated im-
age editing software packages [62] and experts, etc. are involved in generating duplicate
versions of bank cheques. The kind of paper used for taking print out is very similar in
quality to ones used for printing of cheques in press. Finally, the duplicate cheques after
printing are manually checked to verify their perceptual similarity with the authentic
ones. Computation of the features requires registration of two images dp (for reference
image) and dr (for tested image). The registration has been done based on the four
control (or tie) points. These control points are chosen from the set of pixels whose lo-
cations in the two images are known. In this section of study, the right side rectangular
box ( figures 3.1), i.e. the box for writing the amount in numerals is considered for
registration. Detection of this box in the images is rarely missed and this process needs
less amount of computational effort. Once this box is detected, its four (outer) corner
points are chosen as control or tie points for registration.

The security features in documents like bank cheques are also embedded on three areas
namely (i) color features, (ii) background artwork and logo, and (iii) paper quality. In
this section of study, we capture features related to the first two categories. Four different

aspects are investigated for color related security and two more features are computed
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from the background artwork or texture patterns. Computation of these six features
and rationale behind choosing them to discriminate genuine vs. duplicate documents
are discussed below.

Average Image Hue (fy): In printing color theory, hue defines the quality of a color. Per-
ceptually two colors may look alike but if they are printed with different ink pigmnets
they will occupy different position in the color cube. Actually, dominant wavelength is a
physical analog to this perceptual attribute, i.e. hue. Because of this reason, comparison
of hue values in two images may give a significant clue to decide whether color quality
in those images are same. Figure 3.2 (a) and (b) demonstrate the histograms of hue
values for the genuine and duplicate cheuqes corresponding to the images in figure 3.1
(a) and (b). Since the proposed system takes an RGB image (of documents, e.g. bank
cheques) as input, hue for an individual pixel (p), h;, is computed from its RGB values

Tp, gp and b, as follows:

0 ifb, <
hy = T = 9 (3.1)

360 — 0 ifb, > gp
where 0 is the angle measured with respect to the red axis of the HSI color space. For
each pixel, h;, is measured and then an average hue is computed for the entire image.
Let f, denote this average hue.
Gray level variation (fg,): The standard deviation of the gray level distribution (of the
image pixels) is considered as a feature and denoted by fy, :

> (9p — 9)*

oo =\ 2 (32)

where N is total number of pixels, g, be value of the gray value of pixel p and g be the
mean gray value of the image. Figure 3.2 (¢) and (d) demonstrate the histograms of
gray values for the genuine and duplicate cheuqes corresponding to the images in figure

3.1 (a) and (b). Please note that a color image is transformed into its corresponding
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gray image by using the perceptually best-known weighting factors (i.e. Gray = 0.3 Red
+ 0.59 Green + 0.11 Blue).

Binary correlation (fy.): Computation of this feature assumes the knowledge of au-
thenticity (or genuineness). A given (or target) document (dr) is compared with the
genuine one (dg). Here a correlation between two binary images (gray images are con-
verted into binary images using Otsu’s thresholding method [104]) is measured. The
correlation coefficient (i.e. a similarity measure), r between the reference (i.e. genuine)

and the target image is measured as,

1 —
r(dg, dr) = = — 510501 — 500511 (3.3)

2 2y/(s11 + 510)(S01 + 500)(s11 + S01)(S10 + S00)

where sgg, S11, Sp1andsig denote the number of zero matches, one matches, zero mis-
matches, and one mismatches, respectively. This coefficient lies in [0, 1] and gives the
value for the feature, fp..

Kurtosis of image colors ( fir, frgandfi, ): Apart from measuring standard deviation
of gray values we also measure kurtosis to analysis whether variations is due to infre-
quent extreme deviations. R, G, and B channels are separately considered to measure
respected kurtosis. For instance, let fi, denote the kurtosis of red channel and it is

measured as

_ N(N +1) rp — 7\ 3(N —1)2
f’“’“‘{(N—l)(N—2><N—3>Z( 7)) “wemwew O

where 7, be red value of pixel p, 7 and o, be the mean and standard deviation of red
values of the image. Similarly, fr, and fi, are computed to denote kurtosis of green and
blue channels, respectively.

The following two features are considered to investigate the changes in the background
artwork due to forgery. This artwork is basically a texture pattern and if the forgery

were done very carefully it would be difficult to identify the changes with open eyes.
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Figure 3.2: Artwork features: (a) and (b) hue values (c) and (d) gray values (e) and (f)
centeredFourier spectrum by log transformation corresponding to the genuine and duplicate
cheques infigure 2(a) and (b), respectively
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3.2. Artwork based Authentication Proposal

Forensic people use magnifying glass or microscope to detect changes, if any. In the
present study, features are also carefully extracted so that they would be able to report
the unexpected changes, if any exists, in a given document image.

Measure of Line Quality (f;): Since the background artwork is basically a line drawing,
it has been experienced by the forensic community that scanning and subsequent print-
ing of the scanned image results in broken lines in the artwork part (though perceptually
the artwork may look like one in the genuine document). To capture this attribute, we
measure the line quality of a given image as follows.

In the binary image, straight lines originating from a pixel in three directions namely
horizontal (left to right), vertical (top to bottom) and diagonal (in the South-East direc-
tion) are identified. Length of each such line is recorded. Isolated pixels are not counted.
Detection of such lines started from the leftmost top pixel and the algorithm scans pixels
in row major order. Once a line is identified, its containing pixels are (virtually) deleted
so that the same straight line or its part is not counted repeatedly.Let L be the number
of lines identified in the above process and [; be the pixel length of the i-th line. The

average length of these lines gives the value of the feature, f; and is computed as,

1
fi=1 Y (35)

i=1toL

Fourier Power Spectrum (fps) : Since the background artwork is a result of repetitive
pattern (or texture), Fourier analysis of the image provides significant clues to identify
unexpected changes in the artwork pattern. Gray version of the image is considered
and its centered Fourier Spectrum is investigated. In this spectrum as the dominant
frequencies are distributed over a very small region around the center, it’s difficult to
differentiate a nicely forged duplicate document from its corresponding genuine copy.
However, if we consider the log transformation of this spectrum, differences become
more evident and significant. Figure 3.2 (e) and (f) demonstrate this fact. In fact, the

Fourier spectrum for the genuine and duplicate bank cheques corresponding to figure
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3.1 (a) and (b) look similar (not shown here), however, when their log transformations
are considered differences between them become more clear as shown in Figure 3.2 (e)

and (f). This attribute is captured in the feature f,; and computed as-
fps =log(1+ FS) (3.6)

where F'S is the centered Fourier spectrum, fs = v R% + I2. R and I are the real and

imaginary parts of the Fourier Transform, F.

3.2.1.2 Microprint-line base authentication method
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Figure 3.3: Schematic diagram of the proposeddocument authentication system

Here, figure 3.3 shows a schematic diagram of the proposed approach. Bank cheques
are first scanned into color images 3.1. Security features are then extracted from the
cheque images. Both kinds of genuine and duplicate cheques are used to generate feature
vectors. Distribution of these feature vectors is studied in the feature space and suitable

classifier is designed.. After the features which described on previous section 3.2 are
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3.2. Artwork based Authentication Proposal

extracted from a bank cheque document image. For its authentication, this recognition
model based on 2-class pattern recognition problem, i.e. whether the document belongs
to the genuine document class or not. So, overall recognitions are followed as on earlier
section 2.3.2.1. For the present study, support vector machines (SVM) and neural net-
work (ANN) are considered for designing classification module. A set of labeled samples
is used to train the SVMs or ANN. Next another set of samples is used to verify the
classification accuracy. Experiment is conducted to confirm that the security features
captured computationally are sufficiently robust to discriminate authentic vs. duplicate
document.

For this defined purpose, we implement first k-means algorithm and cluster the two dif-
ferent labelled samples into two classes. Selecting two samples randomly initializes the
centers in k-means algorithm. Since k-means results get affected by this initialization
phase, k-means is executed more than once (three times) and each time the clustering
results are investigated. This investigation reveals that the clusters always overlap and
therefore, it is difficult to find D(X), i.e. a linear decision function.

The classification accuracy is then checked with a Neural Network (NN)-based classifier.
An MLP (Multi-Layer Perceptrons) based NN structure used. The MLP consists of 8
input nodes correspond to eight dimensions of a feature vector. The output consists of
only one node to gives binary output (’1’ indicates authentic and ’0’ indicates dupli-
cate). Hidden layer, in the present experiment, contains 2 nodes. A logistic function as
explained in previous section 2.3.2.1 is used as the activation function of this network.
Update of weights done by gradient descent method as discussed in the previous section
2.3.2.1. Like SVM-based classifier a four-fold test is conducted for NN-based classifica-
tion. The proportion in which samples appear in training, validation and test data is as
same as they were in case of SVM, i.e. 2:1:1 (i.e. training: 50%, validation: 25% and

testing: 25%).
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3.2.1.3 Microprint-line base authentication result

As it mentioned earlier that bank cheques are taken as a reference in this study to val-
idate the proposed method. Professionals from printing press are requested to design
sample cheques for our study. All the security measures that are normally taken care of
during designing and printing of real bank cheques are also followed here in designing
sample bank cheque. Prints of cheques are taken from a printer specially designed for
security printing.

Fake or duplicate cheques are generated using the means that are commonly used in
forgery of such documents. Questioned document examiners in the field of forensic sci-
ences are consulted for this purpose to know the process of forgery in details. Hi-end
scanners, printers (mostly offset), sophisticated image editing software packages [5] and
experts, etc. are involved in generating duplicate versions of bank cheques. The kind
of paper used for taking print out is very similar in quality to ones used for printing of
cheques in press. Finally, the duplicate cheques after printing are manually checked to
verify their perceptual similarity with the authentic ones.

In total, two hundred bank cheques (one hundred genuine, one hundred duplicate sam-
ples) are considered in the present study. A flatbed scanner is used to scan these cheques
at 300 dpi, true color images, which are stored as uncompressed .tiff image format. Each
cheque takes about 16M storage spaces.

Result of k-means All the samples are at first clustered using some unsupervised clus-
tering method. The purpose of this clustering is to analyze the distribution of samples
in the feature space. The k- means algorithm is used for this purpose which described
in previous chapter section 2.3.2.1 The algorithm finds two clusters one corresponding
to genuine samples and another for duplicate samples, i.e. value of k is set to 2. Initial-
ization is done by choosing two samples randomly to initialize two cluster centers.

The k-means results are evaluated by computing the number similar samples grouped

together vs. the number of dissimilar samples contained in that group. Since all samples
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3.2. Artwork based Authentication Proposal

are tagged with their classes (genuine or duplicate) evaluating clustering results in this
way is straightforward. Table 3.1 presents the evaluation of k-means results. Since
cluster centers are initialized randomly, k-means were executed three times to get an
average result.

From Table 3.1, overlapping of samples in the feature space can easily be visualized.
Therefore, it would be difficult to find any linear decision boundary to separate the gen-
uine and duplicate samples. This results in discarding design of a classification system

based on any linear decision functions.

Table 3.1: K-means results for clustering of samples in two clusters

Distribution of samples in clusters
Samples in Genuine (G) | Samples in Genuine (F) | Clustering Accuracy
G D D G
Tteration 1 | 90 12 88 10 174(87 %)
Iteration 2 | 88 14 86 12 174(87 %)
Iteration 3 | 90 10 90 10 180 (90 %)
Average | 89.3 12 88 10.7 177.3 (88.7 %)

Classification using SVM Support vector machines which described in previous chap-
ter under section 2.3.2.1 are incorporated here to design a classification scheme. Two
different types of non-linear kernel functions namely polynomial and radial basis func-
tion (RBF) were used in the present experiment. The set of 200 samples are divided
into four sets to realize a four-fold experiment. In each run of an experiment, two sets
are considered as training sets, the remaining two sets serve as validation and test sets.
Sets are selected in such a way so that each set appears at least once as a test set and
a validation set. To ensure that each set would eventually appears twice as training
set and four different runs were executed. The result of this four-fold experiment is
reported in Table 3.2. It is to be noted that the following values were estimated for the
kernel parameters for polynomial: d = 3 and for RBF: v = 1 and they do not change
with changing of training sets. Table 3.2 shows some important observations. For the

present problem, polynomial kernel function performs better than an RBF based kernel.
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Moreover, number of support vectors used by a polynomial kernel is far less than the

number used by a RBF based kernel. However, values for mean squared error (MSE)

show that RBF kernel gives very low MSE when compared to a polynomial kernel.

Table 3.2: Classification of bank cheques using SVM

Support Vectors | Classification accuracy on Test Dataset MSE
Polynomial | RBF | Polynomial RBF Polynomial | RBF
Runl 6 65 100 100 4.806 0.06
Run2 7 56 96 96 0.982 0.169
Run3 5 61 98 96 2.05 0.154
Run4 5 60 98 96 1.139 0.169
Avg. 5.75 60.5 98 97 2.24 0.138

Classification using Nural Network: As mentioned in previous chapter section 2.3.2.1

an MLP is used to design a Neural Network-based classifier. Well-known back propa-

gation algorithm is used to train the network. In the present experiment, « is set to

0.9 and f is assigned 0.1. The same dataset as used for SVM-based classifier is also

used here to train and test the MLP. Like SVM a. four-fold experiment is conducted and

results are reported in Table 3.3. The training, validation and test sets used in different

runs of experiments are exactly the same for designing SVM as well as NN-based clas-

sification scheme.Table 3.3 shows NN-based classification gives about 97.5 % accuracy

in classifying test documents as genuine or duplicate. The accuracy is slightly less than

that of SVM-based classifier but both the results are definitely comparable.

Table 3.3: Classification of bank cheques using Neural Network

Classification
of bank cheques using Neural Network

Training Dataset

Test Dataset

Sample Correct Classification Sample Correct Classification
Runl | 100%(G: 54, D: 46) | 100% (G: 54, D: 46 | 50(G 23, D 27) 98 (G 23, D 26)
Run2 | 100%(G: 46, D: 54) | 98% (G: 45, D: 53) | 50(G 30, D 20) 98 (G: 29, D: 19)
Run3 | 100%(G: 60, D: 40) | 98% (G: 60, D: 38) | 50(G 22, D 28) 98 (G: 22, D: 27)
Run4 | 100%(G: 52, D: 48) | 97% (G: 51, D: 46) | 50(G 20, D 30) 98 (G: 19, D: 30)
Avg. 98.25 % 97.5 %
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3.2.2 Halftone image authentication
3.2.2.1 Inverse Halftone method

The main of the inverse transform method is to take a line halftone (HT) image as input
and produce a high quality gray-scale image corresponding to the input. A radial basis
function neural net (RBF-NN) is the core of this transform method. The reason for
using RBF-NN as the neural network lies in the fact that the inverse transform is a
complex non-linear process and for doing this RBF-NN shows better performance for
universal non-linear approximation over the other neural nets (e.g. MLP-NN) [102]. The

reconstruction function is given by-

C=> wy-¢(llz—tp]|) + B (3.7)
h

where n is the total number of input samples applied for output neuron C' which cor-
responds to the intensity level of a pixel (i, j) in the output image, wy, is the synaptic
weight connecting hidden neuron h to output neuron, B is a bias of the output neuron
and the activation function ¢(-) is defined as-

e — ]2
¢><thh|r>=exp{(”th”}, (3.8)

2
20h

where the set of centres {t,|h = 1,2,...,n} are m?-dimensional vectors to be deter-
mined, x is the m? dimensional pattern obtained by placing a m x m template around
the (i, j) pixel of the input image, and oy, is the variance of Gaussian function. The
gradient descent is used for error-correction learning process.

Architecture 1. A single RBF-NN is used that takes the binary HT image as input,
predicts lpi of the input image and generates the gray image as output. This is some-
what similar to what has been used in previous works for inverse halftoning of dithered

halftone images [102] but these works do not compute lpi information.
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Architecture 2. This architecture consists of two levels of RBF-NNs as shown in Fig-
ure 7.2. The first level takes the input image, Iy and predicts the Ipi information for
the given image. In addition, the first level produces a low level (k-level) image, I.
The lpi information helps to choose a particular NN on the second level. If we consider
three different lpi based HT images (Ig7) then three different RBF-NNs corresponding
to three specific Ipi values are present on the second level. Depending upon the lpi
detected by the first level RBF-NN, the intermediate k-level image (Ij) is passed to the
particular RBF-NN on the second level. The RBF-NN of the second level produces the
final gray scale image (Ig). The values of m and k have definite impact on the quality
of the inverse halftone and therefore several alternatives have been tried. In our exper-
iment, three different values of m namely, 3, 5 and 7 and three different values for k
namely, 4, 8 and 16 are used. Variation in m will give different pixel templates based on
which prediction of lpi information and the intensity level of a pixel in the output image
is predicted. Variation in k£ defines the intermediate approximated image at different
intensity levels.

Dataset: In this experiment five standard digital grayscale images namely, (i) Peppers,

(Iur, k, m) —_— I

REF NN _ I

\ Ipi 80
k level

Figure 3.4: Block diagram of Architecture 2

66



3.2. Artwork based Authentication Proposal

(ii) Mandrill, (iii) Barbara, (iv) Atlas hand and (v) Lena eye which have no background
have been considered. Line HT images are generated using a commercial software namely
Adobe Photoshop Software 7.0. All the images are processed 100 dpi resolutions with
specified screen angle namely, 45° and dot frequencies of 60, 70 and 80 Ipi. Printing is
done through single color offset printing machine (black ink used here). Printed images
are digitized by flatbed HP scanner (ScanJet 8250) with same resolution (i.e. 100 dpi).
Binary images are obtained by using Otsu thresholding method. HT binary images of
the first three images (i.e. Peppers, Mandrill and Barbara) have been considered for
training the RBF-NNs and remaining two images (i.e. Lena eye and Atlas hand) have
been considered for testing. For architecture-1, i.e. use of only one RBF-NN, about
500,000 (500K) binary feature vectors tagged with lpi information and gray value are
generated from the training halftone images. For architecture-2, i.e., two-level RBF-NN;|
the first-level RBF-NN is trained with feature vectors tagged with Ipi, k-level value and
gray level. The k-level values are generated by down-sampling the original gray images.
The gray level tag is not required by the first-level RBF-NN but it is used by the second
RBF-NN.

FEvaluation Strategy: Two methods namely, peak-signal-to-noise ratio (PSNR)and struc-
tural similarity index measure (SSIM) [105] often used for measuring image quality are
used for judging the efficiency of the proposed inverse halftoning method as well as
comparing its performance with some of the well cited previous studies. PSNR value is
inversely proportional with the mean square error (MSE). The value of SSIM is com-
puted combining correlation, luminance and contrast. Its range lies in [0, 1]. If SSIM be

1 then both images are maximally correlated.

3.2.2.2 Experimental Results and Analysis:

In this sub-section we discussed about result and analysis of art-work based authentica-

tion by inverse half-toning methods.
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Inverse Halftone result: The performance of the inverse transform methods are presented
on two pictures namely Atlas hand and Lena eye which are halftoned at three different
resolutions: 60, 70 and 80 Ipi. The performance of the architecture-1 is presented first
in Table 3.4.

Table 3.4:
(Architecture-1)

Performance of a single RBF-NN based Inverse Transform Method

Context Pattern (m x m)
Image | LPI 3x3 5 x5 TxXT

PSNR | SSIM | PSNR | SSIM | PSNR | SSIM
60 | 25.052 | 0.859 | 27.805 | 0.901 | 27.200 | 0.891

Atlas
hand | 70 | 24.868 | 0.873 | 27.283 | 0.896 | 27.240 | 0.890
80 | 18.010 | 0.710 | 27.010 | 0.789 | 28.040 | 0.810
60 | 21.673 | 0.565 | 18.273 | 0.505 | 21.797 | 0.571

Lena
eye 70 | 21.585 | 0.557 | 23.903 | 0.641 | 23.660 | 0.636
80 | 20.735 | 0.514 | 23.956 | 0.624 | 23.656 | 0.623

Note that for the Atlas hand PSNR values of around 27-28 and SSIM value of around
0.8 is achieved which is slightly better than what is obtained by the same architecture but
without using Ipi information [102]. Without using Ipi information (i.e. if the training
of the neural is done without Ipi information) PSNR value of around 24-25 is obtained.
The same trend is supported by the Lena eye image. This shows Ipi information better
Context pattern based on which features are

guides the inverse halftoning process.

extracted around a pixel has definite effect and the result shows that 5 x 5 context
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produces best average case result. We can further note that similar inverse halftoning
methods [102], [103] produced image giving PSNR of around 30-31 when the halftones
are based on dispersed dots and printed digitally. The reason is the resolution which is
far more (around 150 lpi) for dispersed dot based halftones than it is in line halftones.
Next the performance of the two-stage RBF-NN is reported in Table 3.5. Here a k-level
is approximated image is generated first which is then converted into gray tone. Quality
of inverse halftone image has been investigated at different values of k. It is to be noted
that for all cases, this 2-level RBF-NN architecture gives better performance than single
RBF-NN. Though the amount of improvement looks small in terms of PSNR, and SSIM
values but these improvements are statistically significant for all the three resolutions,
p < 0.05 by a two-tail t-test. Figures 3.5 and 7.1 show the inverse halftone images at
different resolution levels. Results for 5 x 5 context pattern are shown in these figures.
From the Tables 3.4 and 3.5, one more observation maybe noted. In these tables, SSIM
values varies from 0.5 to 0.9 whereas PSNR varies from 18 to 29 (dB). It is observed
that when SSIM increases from 0.2 to 0.8, PSNR increases linearly or nearly following a
straight line. However, when SSIM rises to 0.8 or higher, PSNR increases rapidly. This

observation is supported by the findings in [105].
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Figure 3.5: Inverse Halftoning of Atlas hand: (a) original gray image, (b), (e), (h): halftone
images at 60, 70 and 80 lpi; (c), (f), (i): inverse halftone images at 60, 70, 80 lpi by using
single RBF-NN architecture-1; (d), (g), (j): inverse halftone images at 60, 70, 80 Ipi by using
two-stage RBF-NN architecture-2.
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Figure 3.6: Inverse Halftoning of Lena eye: (a) original gray image, (b), (d), (f): halftone
images at 60, 70 and 80 lpi; (c), (e), (g): inverse halftone images at 60, 70, 80 Ipi by using
two-stage RBF-NN architecture-2.

Next, we compare the performance of our method against the largely cited inverse
halftoning methods [106], [107], [108], [109] which have been shown performing well on
dispersed halftone images. We checked their performance on line halftone images and
results are reported in Table 3.6. The comparison shows that the proposed method
outperforms the other methods often by significant margin based on both the metrics,

i.e., PSNR and SSIM and for all the three resolutions.

3.3 Summary

Criminal activity concerning generation of duplicate copies of certain kinds of security
documents has been becoming a potential threat to our civil society. Security artwork
authentication is an important issue for this purpose. Fine line or line HT design is
commonly using on various type security documents. Authentication or verification is
also necessary. This chapter provides an automatic means for verification of authenticity.
Here we have proposed two different experiments. First one was microprint level artwork

authentication and second one was IHT of line HT document images. The methods
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Table 3.5: Performance of two-stage RBF-NN based Inverse Transform Method
(Architecture-2)

Context Pattern (m x m)
Image | LPI k 3x3 5% 5 TxT
PSNR | SSIM | PSNR | SSIM PSNR SSIM

4 24.875 | 0.866 | 27.553 | 0.899 27.400 0.896

60 8 25.526 | 0.877 | 27.812 | 0.890 | 27.900 | 0.903

16 | 24.874 | 0.873 | 27.843 | 0.901 27.700 0.893

Atlas 4 24.884 | 0.870 | 26.778 | 0.889 28.705 0.891
hand

70 8 25.005 | 0.870 | 26.870 | 0.879 27.690 0.876

16 | 24.936 | 0.873 | 27.071 | 0.893 | 29.670 | 0.909

4 18.370 | 0.750 | 27.572 | 0.809 28.670 0.887

80 8 18.887 | 0.768 | 27.670 | 0.890 | 28.900 | 0.894

16 | 18.910 | 0.784 | 27.550 | 0.886 28.400 0.865

4 21.108 | 0.528 | 23.188 | 0.610 23.437 0.597

60 8 22.875 | 0.582 | 23.753 | 0.613 24.387 | 0.622

16 | 22.295 | 0.588 | 24.026 | 0.631 23.921 0.619

Lena 4 21.021 | 0.521 | 23.514 | 0.615 24.893 0.688
eye

70 8 22.388 | 0.578 | 23.798 | 0.625 26.368 | 0.807

16 | 22.972 | 0.598 | 24.145 | 0.644 24.184 0.642

4 21.219 | 0.518 | 23.735 | 0.601 23.904 0.616

80 8 22.060 | 0.561 | 25.050 | 0.623 | 25.066 | 0.682

16 | 22.590 | 0.573 | 24.046 | 0.619 24.289 0.634
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Table 3.6: Performance Comparison: the first row for each method corresponds to the
image Atlas hand and the second corresponds to the image Lena eye

IHT Method 60 LPI 70 LPI 80 LPI
PSNR | SSIM | PSNR | SSIM | PSNR | SSIM

LPA-ICT [106] | 25.502 | 0.782 | 26.005 | 0.845 | 26.001 | 0.845

24.190 | 0.631 | 24.364 | 0.650 | 24.232 | 0.636

WInHD [107] | 25.589 | 0.862 | 25.596 | 0.862 | 25.592 | 0.862

24.306 | 0.655 | 24.722 | 0.687 | 24.370 | 0.657

MAP [108] 26.996 | 0.892 | 26.999 | 0.892 | 26.995 | 0.892

24.136 | 0.621 | 24.455 | 0.634 | 24.170 | 0.617

LUT [109] 24.885 | 0.780 | 25.213 | 0.781 | 25.211 | 0.780

23.341 | 0.621 | 23.806 | 0.630 | 23.428 | 0.624

Our Method | 27.900 | 0.903 | 29.670 | 0.909 | 28.900 | 0.894

24.387 | 0.631 | 26.368 | 0.857 | 25.066 | 0.682

are essentially based on principles of image processing and pattern recognition. The
proposed framework considers design of an efficient but low-cost solution to this problem

of detecting duplicate documents.

72



Chapter 4

Printing Technique Verification

Note: The work of this chapter is related under publications [8].

4.1 Introduction

Printing technique is an impotant security aspect of any security documents. In this
chapter, we are mainly concerned about currency note authentication by printing tech-
nique verification. Various type printing techniques implies on currency note design like
intaglio, non-intaglio printing method. Related security features are importantly con-
tributing for authentication. On chapter 2 and 1 under section 1.3 and 2.3.1, we have
seen lots of different security features is contributed for document authentication. But,
the process used to print document like banknotes provides important checkup for au-
thentication of the notes. In many cases counterfeiting have been reported even on the
paper identical to one as used for genuine notes leaving a very narrow gap to identify
the original from the fake. However, the printing technique that is hard to replicate
because some of its inherent characteristics. There are numerous printing processes like
offset, dry offset, intaglio, letterpress, serigraphy, screen printing, Photostat copying,
inkjet, bubble-jet, digital printing, etc. that can be used for printing currency notes.

Out of these many possibilities, only a few processes are normally used in practice. For
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example, in case of Indian currency notes, dry offset, intaglio, and electronic monitored
number printing process are mainly involved. Different printing processes are used to
print different parts of a note. However, not all of these printing techniques are applied
at a time. The sequence by which the printing processes are executed one after another
is itself a security aspect.

Particularly, the final effect of intaglio printing is less bright and less sharp edge as
compared to that of offset printing. Examination of final printing effect is an important
aspect for verification of security documents’ authenticity. Most of these effects are visu-
alized through microscope with high magnification or by different scanning technologies.
Forensic experts often take their decision by checking these effects of printing on cur-
rency note with mostly the help of a microscope.

After reviewing the existing literature (under section no. 1.3), it is evident that both
the geometric and the gray or color level features contribute significantly towards printer
identification. However, there is a gap in integrating these two types of features in de-
tecting printing techniques. Moreover, many of the studies illustrated certain geometric
properties that would play important role in printer identification but a complete frame-
work starting from computation of features till a decision made by a machine has not
been well addressed in many of those studies. Another general shortcoming in the exist-
ing studies is the use of synthetic data. The authors generate print outs at lab and then
test their algorithms on these samples. Therefore, behavior of these algorithms on real
forensic samples is yet to explore. On the other hand, the central goal of this research is
to be used for forensic purposes and therefore, forensic community would obviously be
interested to know the results when real data is involved.

All these shortcomings motivate us to take up the present research. In this chapter, we
attempt to formulate a general framework for authentication of the printing techniques

in banknotes.
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4.2 Authentication of printing technique

The entire approach is based on scrutinizing the printing technique. We consider three
different aspects like geometric properties, gray-level features, and color properties for
characterizing a particular printer. Most importantly, we attempt to closely follow the
practice of the questioned document examiners in detecting printers and try to simulate
the same in a machine-vision based framework. Most of the aspects that the forensic
experts look for identifying the expected printing technique are computationally grabbed
and a machine is configured to give the decision about the authentication of the printing
process. This framework is then used for a practical problem namely, identification of
fake banknotes based on authentication of printing technique. Here,we involve machine
that closely follows a similar approach in order to authenticate the printing process in
a bank note. The experiment involves real samples of genuine and fake notes. Results
are computed and analyzed to bring out the potential of the proposed framework. The
rest of the section discusses about the computation of features and implementation of

the proposed method.

4.2.1 Features Extraction

Feature extraction in this experiment is largely dominated by the input from the forensic
experts. Altogether nine features are extracted which can be broadly classified into three
as (i) graylevel features (ii) color features and (iii) structural or geometric features. The
features and rationales behind choosing them are explained below.

Dominant intensity ( f;):It is defined by the intensity level that majority of the pixels
in the character stroke possess. As the dominant intensity of an image is typical to its
process of printing, we use it as a feature. Measuring of this feature requires construction

of a suitable mask in order to eliminate most of the background pixels keeping only the
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character parts. Mathematically this is represented as follows,
f; =z : f(r) = max(intensity histogram) (4.1)

Figure 4.1 (c) and (d) show the masked images of two character images extracted
from two currency notes (one genuine and one fake). Figures 4.1 (e) and (f) show the
histograms of gray levels as computed on the masked images.

Hole count ( f]?):Number of holes appearing on character strokes gives a significant clue

(a) (b)

Figure 4.2: Holes in acharecter images: (a) a genuine and (b) a fraudulent samples

about the genuineness of a bank note. In binary images of the characters, holes appear
as patches of white on the black background of the character. Hole refers to an eight
connected white pixel cluster appearing on the character stroke. The ratio of the number
of holes to the character area (total area covered by the character stroke) is considered

a feature. Mathematically, this is represented as follows -
fl} =z : f(z) = max(intensity histogram) (4.2)
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The images in figures 4.2 (a) and (b) clearly (visually) show that this ratio is signifi-
cantly greater in characters corresponding to fake currencies than in letters of authentic
banknotes. Such ratios for images in Figure 4.1 (a) and 4.2 (a) are 0.0009 and 0.0011,
respectively, whereas for the images in Figure 4.1 (b) and 4.2 (b) are 0.0015 and 0.0021.
Average hue ( fg): Fake banknotes may sometime appear same as genuine notes in color
but by computing the average hue from the character strokes, we may be able to decide
whether they are actually printed by using the same technique. This feature is computed

in HSV space on the Hue (H) stream as follows,
fg = Average(H) (4.3)

Figure 4.3 shows the discriminatory power of this feature for the genuine and fake samples
corresponding to figures 4.1 (a) and (b).

R.M.S. Contrast ( f;}): The human eye normally fails to capture slight difference in
brightness (or glossiness) of two banknotes and this aspect is tactfully used by the
counterfeiters. The difference in brightness (or the reflectivity of light) between two
samples can be used to detect the method of printing. We capture this feature by
computing the RMS contrast [110] of a character images extracted from a banknote.
The RMS contrast does not depend on the spatial frequency content or the spatial
distribution of intensity in the image. Mathematically it is expressed as follows (where

I; and I denote the intensity of the i-th pixel and the mean intensity, respectively),

JP R T (4.4)
P N—1; L '

Background masking is not done in this case as the background does not affect the
results significantly and thus saves computational time. For example, when the genuine
samples as in figures 4.1 (a) and 4.2 (a) are processed, we get 68.7374 and 66.7003 as

the values of this feature, whereas the corresponding values are 58.7816 and 55.9164 for
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Figure 4.3: Histogram ofhue of charecter strokes: (a) genuine and (b) fake samples

the fake samples as shown in figures 4.1 (b) and 4.2 (b).

Key tone( fg): The tonal range of an image refers to its general distribution of intensity.
Key tone of an image is represented by the mean gray value of all the pixels. The
value of key tone indicates whether the bulk of information in an image is stored in the
high/middle/low intensity zone. The value of key tone indeed varies from genuine to fake
currency notes due to the difference in pigments used for the printing process. Therefore,

we use key tone as a feature in identifying printing techniques.Mathematically, this is
represented as follows -

Image — Masked character — f;’ = Mean(Intensity) (4.5)
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Average Color( fg): The amount of a particular color used for printing is different for
different printing processes. Average color assesses a reconstituted color matrix, based
on a scalar parameter (p). Images are transformed from RGB color space to CYMK.
While doing this, we observe that in the complemented color space black streams have
low values in general. However, input from domain experts suggests that black is one
of the principle pigments used in Itaglio printing. So to improve the separability of the
notes in the feature space we set a higher (p) for the black stream. The principal streams
in Intaglio character stroke are blue and black in 500 denominations. The average color

is computed as below,

£ = stv(i) (4.6)
where (i) is defined as
S(Z) = pBblue(i) -+ (1 — p)Bblack(i)’ 0<p<0.5 (47)

and Byp,e and By, correspond to blue and black strokes, respectively. Along with
these six features, three other features are extracted: edge roughness Epppr, ( f; )
(Eq. 4.8), area difference (f3) (Eq. 4.9) and correlation coefficient (f7). These fea-
tures are computed based on the work of Breuel et al. [42].

Edge roughness( f; ): The interaction of the ink with the substrate (paper) leaves some
typical characteristic of the printing process. This issued has been discussed in the pa-
pers [4,42] from where we borrow the following three features that explicitly capture
this aspect in order to give a measure to gaze the printing process. The first one is to
measure edge roughness. The difference in the amount of smoothening of the character
image with respect to its original image on application of an averaging filter is useful to
categorize a particular printing process. Here we have used a median filter to smoothen
the image. Then the images are converted to binary level using the Otsu threshold.

The difference of perimeter of the two images (smoothened image and original image) is
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expressed as a ratio as follows:

fy = EpBER = (Pa — Pb)/Pb (4.8)

Here p, is the perimeter of the actual image, p; is perimeter of the filtered binary image
and EpggR is the perimeter based edge roughness [42] based on a relative difference of
boundary perimeters.

Area difference ( f;f) The feature related to area difference [16] is calculated as follows.
At first, a character image is binarized using Otsu threshold value. The same image is
again binarized using a different threshold value that is calculated by adding a normalized
parameter sc to T. The difference in character areas that results on binarization is then
expressed as a ratio of the area of the original Otsu-given image as given below. The

area difference is computed as -

A - A
f3 = Area Difference = Aotsuse otsul . (4.9)
P A
otsu

Where, the character image is first binarized using Otsu threshold value (say, T') (Aptgy)
and then the same image is again binarized using a different threshold value that is cal-
culated by adding a normalized parameter sc to T (Agtgy+sc)-

Correlation coefficient ( fg ): Measuring the correlation coefficient between original gray-
scale image and the corresponding binary image characterizes individual printerSs be-
havior in producing letter contours [4]. This is calculated by using edge images of the

gray and binary images. The correlation coefficient is computed as-

. > 5y eROT(AG ) — A)(B(i, j) — B)
Iy = i = i = (4.10)
\/E(i,j)(A(%J) - A)2\/Z(i,j)(B(Z>]) - B)?

where (i,j) € ROI, A is the original gray value image, B is the corresponding binary

image, A and B are the mean of A and B, respectively.
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(a) (b)

Figure 4.4: Parametric color transformation: (a) genuine and (b) fake samples

4.2.2 Proposed method

As mentioned earlier that intaglio printing technique is used to print letters and numbers
on currency notes. For example, texts like '/RESERVE BANK OF INDIA’ or currency
note denominations (e.g. 500 or 1000, etc.) are printed using this technique. Authentica-
tion of this printing technique is modeled as a 2-class classification problem, i.e. whether
the printing technique is the particular intaglio category that is supposed to be used (say,
this class is termed as genuine, G) or not (the class representing fake or duplicate, D).
Let m be the number of text samples (i.e. character images) known as genuine and n
be the number of samples known as duplicate. In the feature space, it is expected that
these m samples would form a cluster (CG) and n duplicate samples would form another
cluster, CD. To check whether these two clusters are linearly separable, we implement a
K-means algorithm and cluster the m+n labeled samples into two classes. Selecting two
samples randomly initializes the centers in K-means algorithm. Since K-means results

get affected by this initialization phase, K-means is executed more than once (three
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times) and each time clustering results are investigated. This investigation reveals that
the clusters always overlap and therefore, it is difficult to find a linear decision boundary.
Next, support vector machines (SVM) are used aiming at determining the location of
decision boundaries that produce the optimal separation of classes. Two types of com-
mon non-linear kernel functions namely, polynomial and radial basis function (RBF)
are considered. The whole sample set consisting of genuine as well as duplicate samples
is divided into four subsets. A fourfold test is conducted so that each subset appears
at least once as in training, validation and testing. The proportion in which samples
appear in training, validation and test data is 2:1:1 (training: 50%, validation: 25% and
testing: 25%).

The classification accuracy is also checked with a Neural Network (NN)-based classi-
fier. An MLP (Multi-Layer Perceptrons) consisting of 9 input nodes correspond to nine
dimensions of a feature vector is used. The output consists of only one node to gives
binary output (genuine or duplicate). Hidden layer, in the present experiment, contains
2 nodes. A logistic function as explained in the next section is used as the activation
function of the network. Like SVM-based classifier a four-fold test is conducted for NN-
based classification. Samples appear in training, validation and test data following the
ratio 2:1:1.

The final decision about whether the printing technique of a currency note is genuine
does not depend on checking of a single character image. As there are many character
images on a note, therefore, printing technique is authenticated for number of character
images all of which should pass the authenticity criteria. Failure for one image mark the
banknote questioned. The decision making process is intentionally made very stringent
to reduce false acceptance rate to almost zero.

Finally, a LDA (linear discriminant analysis) is also implemented. The features used in
this experiment to authenticate printing technique vary in their power of discrimination.

Hence, individual feature wise discrimination power is also studied. Next, features are
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sorted based on their decreasing power of classification and then gradually combined to
achieve more classification accuracy. All of these methods discussed on 2.3.2.1 section
under chapter 2.

Table 4.1: Clustering of Currency Note Printing Techniques using K-Means

Distribute of Sample in Clusters Clustering accuracy
Itaration | # Samples in genuine (G) | Samples in duplicate (D) (%)
G (gl) D (d1) D (d2) G (g2) =(gl+d2)/2
1 95 9 91 5 93%
2 93 11 89 7 91%
3 95 7 93 ) 94%
Avg 94.3 9 91 5.7 92.7%

4.3 Experiments

Magnified scan digitized images of genuine and fake currency notes (Indian rupees of
denomination 500) are collected. For considering our study, we consider 100 genuine
samples and another 100 samples of fake currency note images. Note that here samples
are marked as genuine and fake just based on the fact that whether expected intaglio

printing has been used or not to print the samples.

4.3.1 Result of k-mean

All the samples are at first clustered using some unsupervised clustering method. The
purpose of this clustering is to analyze the distribution of samples in the feature space.
The K-means algorithm is used for this purpose. The algorithm finds two clusters one
corresponding to genuine samples and another for duplicate samples, i.e. value of K is
set to 2. Initialization is done by choosing two samples randomly as to initialize two
cluster centers.

The K-means results are evaluated by computing the number similar samples grouped

together vs. the number of dissimilar samples contained in that group. Since all samples
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are tagged with their classes (genuine or fake) evaluating clustering results in this way
is straightforward. Table 4.1 presents the evaluation of Kmeans results. Since cluster
centers are initialized randomly, Kmeans were executed three times to get an average

result.

4.3.2 Classification of SVM

Support vector machines are designed using two different types of non-linear kernel func-
tions namely polynomial and radial basis function (RBF) which followed by equation no
2.2 and 2.3 under 2.3.2.1 section.

The set of 200 samples are divided into four sets to realize a fourfold experiment. In
each run of an experiment, two sets are considered as training sets, the remaining two
sets serve as validation and test sets. Four different runs were executed. Selecting sets
in such a way that each set appears once as a test set and as a validation set (in another
run) ensuring that each set would eventually appears twice as training set. The result of
this four-fold experiment is reported in Table 4.2 (given on the last page of this paper).
It is to be noted that the following values were estimated for the kernel parameters. For
polynomial: d = 3 and for RBF: v =1 and they do not change with changing of training
sets.

Table-4.2 shows some important observations. For the present problem, polynomial ker-
nel function and RBF based kernel function perform similarly; both the kernels achieve
very high classification accuracies. Moreover, the number of support vectors used by the
polynomial kernel is far less than the number used by the RBF based kernel. Average
number of iterations and norms of weight vectors of polynomial kernel function are far
less than those of the RBF kernel function. Mean squared errors (MSE) show that the
RBF kernel gives very low MSE when compared to the polynomial (poly) kernel. The

MSE is computed by equation no. 2.4 under 2.3.2.1 section.
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Table 4.2: Classification of Currency Note Printing Techniques Using SVM

Support Vector | Iterations Weight Vector Accuracy MSE
Poly RBF Poly | RBF | Poly RBF | Poly | RBF | Poly | RBF
Run-1 3 25 11 16 | 1.0597 | 4.0832 | 100 | 100 | 1.297 | 0.129
Run-2 6 24 4 10 | 1.1435 | 4.188 | 100 99 | 1,576 | 0.132
Run-3 4 23 3 10 | 0.8056 | 4.1843 | 100 | 99.5 | 1.044 | 0.154
Run-4 4 23 6 13 109311 | 4.28 | 99.5 | 100 | 1.354 | 0.112
Avg. | 4.25 24 6 12.3 | 0.9852 | 4.1839 | 99.9 | 99.6 | 1.318

4.3.3 Classification of Neural Network

A multilayer perceptron (MLP) is used to design a Neural Network-based classifier.
Well-known back propagation algorithm is used to train the network. The network does
use of the logistic function as transfer or activation function which mention by equation
no. 2.6. And gradient descent method is used to find the optimized set of connection
weights that are updated as per equation no. 2.8 under 2.3.2.1 section. In the present
experiment, a is set to 0.9 and b is assigned 0.1. The same dataset as used for the
SVMbased classifier is also used here to train and test the MLP. Like the SVM-based
classification a four-fold experiment is conducted. Experiment shows that like SVM-
based classifier NN-based classification too achieves very high accuracy (about 99.5 %,

0.5 % error is attributed to true negative) in classifying printing process as genuine or

fake.

Table 4.3: Classification of Currency Note Printing Techniques Using LDA

Bias(b) | Separability | error

Run-1 | -19.2192 5.7692 0.5
Run-2 0.9741 3.3903 0
Run-3 | -28.8222 7.7076 0
Run-4 | -3.7869 3.2253 0

Avg | -12.71355 5.0231 0.

—_
[\)
ot
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4.3.4 Classification using LDA

Finally, we use Fisher linear discrimination analysis (LDA) for authentication of printing
process. Fisher linear discrimination analysis (LDA) for authentication can derive by
different scutioal steps which discussed on section 2.3.2.2.

Like SVM and NN a four-fold experiment is conducted and results are reported in Table
4.3.The average weight vector W on maximizing class separablility criterion is 5.0231

whereas the bias b is computed as - 12.7136.

4.3.5 Gradation of the features

In this experiment, we use nine features but all of them do not contribute equally in
authenticating the printing technique. Figure 4.5 shows their power of discrimination
when LDA is used for classification. The correlation feature (i.e. f]? as discussed in
section-4.2.1) shows the highest discriminatory power (93%) for this purpose. Next
is dominant intensity i.e. feature f; (91.1%). The blue line shows the features in
their decreasing power of classification. The brown line shows the effect of combining
features. When fgand f]} are combined, the classification rate goes up to 95.4% and

finally combination of all the nine features gives an accuracy of about 99.8%.

4.4 Summary

This chapter presents a novel experiment on authenticating the printing technique inse-
curity documents. Printing technique is itself a security feature in most of the security
paper documents. Most valuable security document, currency notes take a reference for
this experiment. Fraudulent currency notes often could not match the genuine print-
ing technique while producing fake notes. The research embodied in this paper nicely
shows that using the standard image analysis and pattern classification techniques an

automatic method can be designed to capture many fraudulent cases. Therefore, this
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Figure 4.5: Parametric color transformation: (a) genuine and (b) fake samples

research provides a viable framework for machine authentication of security documents

through verifying the printing technique.
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Chapter 5

Security Paper Authentication

Note: The work of this chapter is related under publications [11], [12] and [14].

5.1 Introduction

On Previous work chapter 3 and 4, it was seen that earlier work attempted to exploit
several security features but the paper material itself was not consult for automatic
authenticating of security document. For any security paper documents including the
banknotes, the paper itself plays a crucial role in proving some kind of security to the
document. The paper based security is normally achieved by embedding certain special
ingredients to the paper material during its manufacturing process. A review on security
papers can be found in [18]. Color optical pulp (or fiber) embedded in the paper is an
example. Security fibers may be metallic or photo-chromic. The optical pulp defines
a certain kind of characteristics of the paper. They are luminescent under ultraviolet
(UV) ray and therefore, visible when the paper is scanned under UV or illuminated light
ray. The forensic experts often check the intended paper quality by physical contacts
and sometimes, though manually, they check the brightness, illumination and density
of the paper pulp in order to authentic the paper of the document in question. This

section of study attempts to make this process automatic.
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The salient contribution of this work is to capture the pulp-based paper security feature
in a computational way and then associate these features with the notion of genuine
and fake documents. The problem has been viewed from the pattern recognition and
artificial intelligence principles. Security aspects are represented as feature vectors and
the concept of genuine and fake is defined in the feature space. For extracting features,
ideas from rice grain detection [16] in images are borrowed as it closely matches with
the present problem of detecting fluorescent paper pulps in images. Next, the features
are extracted and analyzed. Classification is done using neural network. Experiment
considers Indian banknotes that make use of pulp based paper as a major security aspect.
Involvement of real forensic samples is a significant aspect of this study. The experiment
shows the importance of paper pulp in detecting fraudulent documents and attests the

proposed approach for authenticating banknotes.

5.2 Proposed method

The paper used for printing currency notes is a high quality paper made by 100% cotton.
Cotton has given whiteness of paper and folding capability. This paper also gives specific
identity by its surface finish and crackling sound. During manufacturing process extra
features like watermark, security thread and optical fibre (i.e. pulp) are embedded for
additional security aspects. The optical fibres or pulps are of specific color and length.
For example, in Indian 500 rupee currency note, these fibres are photo-chromic in na-
ture. It spreads randomly on the notes which are illuminated under UV light source.
When a banknote is scanned under UV light, the fluorescent paper pulps are visible in
the scanned image. Figure 5.1 (a) shows a banknote and Figure 5.1 (b) shows the UV
scanned image of the banknote. One may see the fluorescent paper pulps visible in the
image in Figure 5.1 (b). The bright spots in the scanned image correspond to the paper
pulps present in the note. These pulps play crucial role in authenticating the paper. In

a counterfeit note, if the paper is very different from the genuine one, these pulps may
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not be seen at all. In a high quality counterfeiting, these pulps came as very bright
spots and their shapes show significant difference with respect to the pulp marks of the
genuine. Therefore, the illumination and shape of these paper pulps are important in
characterizing a note paper as genuine or fake.

Our overall approach is divided into a number of stages: (i) detect pulps in a UV
scanned banknote, (ii) extract features from the detected pulps, (iii) train a NN classi-
fier based training samples that include both genuine and fake notes. Overall process
depicted on figure 5.2. Once the classifier is trained, we use this for classification which

is configured as 2-class (genuine vs. fake) problem.

RESERVE BANK OF IN

Figure 5.1: (a)A 500 rupee Indian banknote (b)UV scanned image of the note

5.2.1 Detection of paper pulps

Detection of paper pulps has two stages: identification and verification. During identi-

fication phase, detected pulps may be mixed with several foreign (non-pulp) elements
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Figure 5.2: Diagram of proposed approch

mostly coming from background artworks. So removal of foreign particles is done during

verification stage.

Identification of paper pulps: Paper pulps are identified in a UV scanned image
by following a 7-step method as given in Algorithm- 1. The UV scanned image is
represented in RGB color space. As the pulps are mostly blue in color, we convert
the RGB image to CMY (Step-2 of the algorithm) and consider the cyan part of the
resultant image at Step-3. Next, median filtering is applied at Step-4 to eliminate small
unwanted particles. The centroids obtained at Step-7 indicate individual position of
pulps in the image. At this stage, all detected points do not correspond to paper pulps.
Many other particles which are same as pulp are identified at this stage. These foreign
bodies come from background artwork of the banknote. So the next step is to eliminate
these foreign elements and identify only the pulps in the image. This elimination is done

by the following process.
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1 Begin

2 Step 1: Acquire the currency note image (RGB) by UV light
3 Step 2: Image Complement (RGB — > CMY)

4 Step 3: Extract cyan image

5 Step 4: Apply median filter

6 Step 5: Convert binary image by OTSU thresholding

7 Step 6: Connected component labelling of background pixels
8 Step 7: Compute centroid of each component

9 End

Algorithm 1: PULP IDENTIFICATION

Elimination of Non-pulp elements: The method described in Algorithm-2 elimi-
nates the non-pulp particles from the detected set of pulps. In Algorithm-1, the centroids
detected at Step-7 correspond to paper pulps. Here, around each centroid an m-by-m
pixel-window is considered on the initial RGB image (Step-1 of Algorithm- 2. The value
of m is sufficiently large to completely contain a pulp mark within the window. The
gray level co-occurrence matrix (GLCM) [111] is computed for each pixel window at
Step-2. For this purpose, we transform the gray image to k (k < 256) level image (I).
Let s=(x,y) be the position of a pixel in I and t=(Ax,Ay) be a translation vector. Then

the co-occurrence matrix M; is calculated as,

M; = card(s,s +t) € R* | I[s] = i,I[s +t] = j (5.1)

Where co-occurrence matrix M, is a (k x k) matrix whose (4,7)-th element indicates the
number of pixel pairs separated by the translation vector ¢ (here, ¢t = 1) that have the
pair of gray levels (i, 7). Texture features are extracted at Step-3. An artificial neural
network (ANN) is used at Step-4 to discriminate pulp from non-pulp elements. A set of
training samples is separately identified for the training this ANN. The features extracted
at Step-3 are tagged with pulp and non-pulp identification for training the ANN. In our
experiment, the values of m and k are set to 60 and 8 (i.e. the image transforms to 8
levels). These values are fitted empirically. Figure 5.3 shows the detection of pulp in
Figure 5.3 (a) and then elimination of non-pulp elements to give final result in Figure

5.3 (b). Figure 5.4 (a) shows detection of an individual pulp.
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Figure 5.3: Identification of pulps: (a) detected pulps after execution of Algorithm-1 (b)
pulps after elimination of foreign bodies by Algorithm-2

1 Begin

2 Step 1: Around each centroid as detected at Step 7 of Algorithm-I, m X m sub-image is cropped from the
initial RGB image.

3 Step 2: For each such sub-image, compute Gray Level Co-occurrence Matrix (GLCM) [111] under
consideration of two adjacent pixels on four directions 0°, 45°, 90°,and 135° .

4 Step 3: Generate texture level four statistical features i.e. contrast, correlation, energy and homogeneity
from each co-occurrence matrix.

5 Step 4: Configure an artificial neural Network (ANN) for discriminating pulps from non-pulp particles.

6 End

Algorithm 2: ELIMINATION OF NON-PULP ELEMENTS

(a) (b) ()

Figure 5.4: Rectangular box around a pulp: (a) Pulp detection, (b) Region of interest and
(¢) identification of the rectangular box around the pulp.
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5.2.2 Feature Extraction from Pulps

Two aspects, namely, shape and color of pulps are considered for feature extraction.
Regions of interest are found around the detected pulps. One such example is shown
in Figure 5.4 (b). Feature are extracted from this region of interest. Image analysis
techniques used for extraction of features. In total, 10 features are extracted: 4 features
coming from shape properties and the remaining 6 features are from color properties of
the pulp particles. The four shape features are computed as follows:

(i) Area (f1): This feature calculates the number of pixels inside pulp identified by
a connected component (refer Step 6 of Algorithm-1).

(ii) Rectangular aspect ratio (f2): This feature is given by the ratio of the length
and width of the rectangular bounding box of the pulp particle. Figure 5.4 (c) shows
how the rectangular bounding box of a detected pulp is identified.

(iii) Pulp Aspect ratio (f3): The pulp aspect ratio is computed as the ratio of the
lengths of the major and minor axes. The length (di,q.) of the major axis is measured as
the distance between the end points of the longest line that could be drawn through the
pulp particle. Similarly, the length (d,,) of the minor axis is the distance between the
end points of the longest line that could be drawn inside the pulp and is perpendicular

to the major axis.

(iv) Shape factor (f4): This feature is defined as follows: f4:d’§”s; where, dyps is

the root means squared deviation and is defined as, \/ (dm”_d)zg(d_dmi")Q. The mean

(dmaz *dmzn)
- 2 -

diameter of the pulp is denoted by d and computed as

(v) Colour features:The brightness and illumination of paper pulps give significant
clue about the paper quality. They change with the change in paper material. Therefore,
features extracted from color space play crucial role in discriminating pulps coming from
genuine or fake paper. We consider HSI color space for extracting color features The
average Hue, Saturation and Intensity of the pulp pixels give three features fs5, fg, and

f7. Similarly, their variances are computed and give another three features (fs, fo, and
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fio0)-

The above features are considered after consulting with the forensic experts. Many of
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Figure 5.5: Discriminatory power of the extracted features: (a) distribution of the pulp
aspect ratio (f3) for pulps from genuine and fake banknotes (blue line is for samples from
fake currency); (b) distribution of average hue ( f5) of pulp pixels coming from genuine (green
line) and fake (red line) banknote samples; (c) distribution of the shape factor (fy) for pulps
from genuine (green line) and fake banknotes (blue line);

these features they use for manual inspection of the paper in question. It is noted that
these features show significant discriminatory power in differentiating genuine and fake
samples. This is highlighted in Sec. 3 where experimental results are shown. Figure 5.5
shows the discriminatory power of three features, the first one refers to pulp aspect ratio
(f3), the second refers to the average hue (f5) coming from color space analysis and the

third, i.e., shape factor (fs) coming from shape analysis.

5.2.3 Training of the Classifier

Initially a neural classifier is configured to discriminate whether a pulp is part of genuine

or fake paper. A back propagation neural network (BPNN) is used for this purpose.
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Multilayer perceptron is used where input layer is consisting of 10 nodes corresponding
to 10 features as described in Section 5.2.2. The output layer has just one node as the
classification problem is binary in nature. Only one hidden layer is used and the number
of nodes in the hidden layer is computed as: N:(% + /y);where N=number of nodes
in hidden layer; I=number of input features; O=number of outputs; and y=number
of patterns in the training set. The multilayer feed forward network model with back
propagation (BP) algorithm for training is employed for classification task. A gradient
descent method is used to find the optimized set of connection weights that are updated
as per equation number 2.8 under 2.3.2.1 section. The efficiency of the BPNN is evaluated
using three performance measures i.e. Confusion Matrix, Performance Plot, and ROC
plot. The graphical representation of confusion matrix, performance plot and ROC plot
in each fold is investigated. The root-mean-square-error (RMSE) is also studied both at

the individual pulp and document (i.e. whole paper currency) levels.

5.2.4 Authentication of banknotes

Finally, authentication of banknotes is done based on the pulp level authentication. For
example, if p number pulps are detected in a UV scanned image of a banknote, each
pulp undergoes checking for its authenticity. The neural network described in section
2.3.2.1 is used for this purpose. If majority of the pulps show a particular type (genuine

or fake), the banknote turns out of that category.

5.3 Experiment

5.3.1 Datset

The experiment considers 200 samples of banknotes. All of these are not real samples.
We got some real samples from the forensic experts who labelled genuine and fake notes.

We extracted features from these labelled notes and labelled the feature vectors as gen-
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uine or fake. From these feature vectors, later, we synthetically generated other samples
so that we get 100 samples for each genuine and fake classes. We assumed the distri-
bution to be Gaussian to generate the synthetic samples. Each real sample is scanned
using VSC5000 UV scanner. The resolution of scanning was set at 200 dpi. It is noted
that each genuine currency note image contains about 15 pulps (this number normally
varies from 11 to 17). In fake samples, this number does not vary significantly. In 200
banknotes including both the genuine and fake samples, a total of 3124 pulps were de-
tected. The pulps coming from genuine banknotes are labelled as genuine sample and the
pulps originated from the fake banknotes are treated as fake samples. Identification
of the pulps above is done following a semi-automatic process. Section 5.2.4 describes
a two-stage method for pulp identification. Though the first stage does not require any
training, the second stage of this method requires training of a Neural Net. The stage
one of the pulp detection algorithm is initially executed for 50 banknotes and extracted
pulps are manually tagged as pulp or foreign to train the net. Next, this trained net
is used to detect pulps in the remaining 150 notes. It is observed that the net gives
about 90% accuracy in discriminating detected pulps as true pulp or foreign element.
The errors are then manually corrected to make the dataset suitable for the subsequent
experiments. From each pulp, a 10-dimensional feature vector is extracted. Among
3124 feature vectors, 1602 are labelled as genuine and 1522 are tagged as fake. Tagging
of each pulp is quite easy as all the pulps extracted from a banknote take the label of
that note. The whole dataset is divided into 4 subsets for conducting a four-fold cross
validation test. The numbers of samples in training, validation and test sets are in 2:1:1

ratio.

5.3.2 Pulp Level Authentication

As mentioned earlier that a neural network is used for discriminating each pulp as

genuine or fake. The parameters of the back-propagation neural network are as follows:
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Table 5.1: Confidence in Pulp Level

It. Confidence Interval Classification of pulps

No. Genuine Fake Genuine Samples Fake Samples
G F C F G C
1 (0.975,1.025) | (-0.0150,0.0150) | 47 02 01 45 03 02
2 (0.970,1.029) | (-0.0128,0.0128) | 49 01 00 46 01 03
3 (0.969,1.030) | (-0.0182,0.0182) | 44 03 03 47 03 00
4 (0.970,1.029) | (-0.0250,0.0250) | 48 00 02 43 02 05
Avg. (%) 94% | 3% | 3% | 90.5% | 4.5% | 5%

It.: Tteration, G: Genuine, F: Fake, C: Confusion, Accu.: Accuracy

Table 5.2: Pulp Level Authentication.

Fold | #Epoch (Best validation | MSE (Min) | Gradient | Classification accuracy
at epoch no.) Training Test
Fold 1 44 (38) 0.00107300 | 0.00291 | 94.93% 90.00%
Fold 2 27 (21) 0.00784510 | 0.00924 | 92.88% 88.67%
Fold 3 27 (21) 0.07414200 | 0.03070 90.91% 88.11%
Fold 4 34 (28) 0.06693800 | 0.04040 89.94% 86.88%
Avg. 33 0.03749952 | 0.02081 | 92.16% 88.41%

maximum number of epochs: 1000, minimum MSE value: 0.001, learning rate («): 0.9,
momentum (3): 0.1. Two early stopping conditions were used: (a) total mean squared
error (MSE)< 0.001 (b) training stopped after 1000 epochs. At first, recognition
of individual pulps is evaluated without mixing genuine and fake pulps together. In
evaluating this, we find out two confidence intervals, one for the genuine pulps and the
other for the fake pulps. These two confidence intervals are calculated as 1+ [a.Z%] and
0+ [O‘.Z%], respectively where o is the standard deviation of pulp recognition accuracy
(say, 1), i.e. o =+/( #), where n is the total number of pulps; § represents the area
in each of the two tails of the standard normal distribution curve and Z% is the two-
tailed normal score for the probability of error «. Following these confidence intervals,
Table-5.1 shows the result for recognition of pulp types at 94% confidence level.

Next all the pulps are mixed together and recognition of their types using the neural
net is evaluated. Table- 5.2 reports this result. It is noted that about 88% pulps are
accurately classified as genuine or fake by the neural net and this accuracy is achieved at

quite low MSE, i.e. 0.037. Fig. 5.6 graphically shows the behaviour of the neural net.
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Figure 5.6: Behaviour of the neural net in classifying pulps: (a) confusion matrix, (b)

ROC plot and (c) performance plot

The results are plotted for fold-1. However, similar characteristic curves were observed

for other folds. Fig. 5.6 (a) shows the confusion matrix. The ROC plot is shown in Fig.

5.6 (b). As the ROC plot hugs more the left and top edges, it guarantees better accuracy.

Fig. 5.6 (c) shows the performance plotted with mean square error (MSE) value against

each epoch. The performance plot shows that with the increase of the number of epoch,

the MSE value during training gradually decreases and the best validation is achieved

at epoch number 38.
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5.3.3 Authentication of Banknotes using Pulp Level Authentication

Pulp level authentication result is used to authenticate a banknote as described in section
5.3.2. Let p be the number of pulps detected in the UV scanned image of bank-note
after execution of Algorithm- 2 (Section 5.2.1). Each of these p pulps is authenticated
using the neural network as reported in Sec. 2.3.2.1. The individual authentication
scores are then consulted to determine the nature of the banknote. In Section 5.3.2,
we have checked that the classifier can authenticate the paper pulps with about 88%
accuracy. Keeping this accuracy in mind, we decided that at least 75% of the pulps in
a banknote should be of similar type (genuine or fake) to label the banknote with that
type. If it happens that 75% paper pulps do not show agreement in their class label,
the system rejects that banknote and calls for manual intervention. For example, if a
banknote normally shows 16 paper pulps, at least 12 pulps should have the same class

(genuine or fake) for the system to take decision about the category of the banknote.

The above method was tested for authentication of 200 banknotes divided into four
(4) groups for conducting a four (4)-fold cross-validation task. The banknotes of the first
two folds participated in training of the neural net. Actually, the pulps inside them are
used to train the classifier. The third fold is used for validation purpose. The banknotes
in the fourth set are authenticated using the trained classifier. It is observed that out
of 200 banknotes 199 samples were correctly classified based on their paper pulp. In
one case (which is actually a genuine sample), the system fails to decide as some of its
paper pulps are degraded because of the degradation of the paper of the banknote. This
banknote is an old one and had been folded at many places. For all other cases, 75% or
more paper pulps are rightly authenticated for their class and hence, the system could
take accurate decision.

Figure 5.7 plots errors in recognizing pulp types as well as document types for eight
representative banknotes (genuine samples are marked with green color and red color

is used to mark fake samples). The 45° line is shown using the blue color. It is noted
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that for each banknote there are some pulps for which types are not recognized properly.
Misclassified pulps are marked with ‘x’ for genuine and ‘4’ for fake samples. For these
pulps RMSE value is higher. However, as the majority of the pulps in a banknote are
classified properly, the overall document level (i.e. at banknote level) RMSE value is

quite low. Therefore, banknote note types are correctly identified.
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Figure 5.7: Banknote classification using paper pulps.

5.4 Summary

This chapter reports an interesting experiment in the context of machine aided authen-
tication of security paper documents. The role of paper pulps is investigated in order
to authenticate a paper in question. Automatic paper based authentication is funda-
mental task for security documents like currency note. Experimental-idea endow with
rice-grain detection problem. Experiment mainly focused on pulp detection and their
authentication proof. Experiments with banknotes strongly attest the viability of the

proposed method. Magnified UV scan Indian currency notes used for our experiment.
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Chapter 6

Ink-Age Analysis

Note: The work of this chapter is related under publication [7], [9], [10] and journal [3]

6.1 Introduction

Many documents like legal deeds, certificates, university/college mark sheets, bank notes,
etc. are common lifelong security documents. Recently, it’s seen that forgery of such doc-
uments has substantially been increased because of the advancement in printing, scan-
ning, and photocopying technologies. Untrained human eye cannot detect easily these
types of fraud documents. Forensic experts try to ascertain the authenticity of these
documents through several means [6], one of which is to check the relative or absolute
age of a questioned document by determining the age of the printing ink thereon. There-
fore, ink age determination has been a standard field of study in forensic science [11].
Ink age determination is a challenging problem because the documents in question may
have been generated many decades or even centuries ago. Paper technologies, printing
technologies, or chemical component of ink pigment, paper component, etc. all change
with time. Moreover, color of ink, shade of colors all differ from one manufacture to
other. Also, due to oxidation over a period of time, there would be change in the con-

stituents of chemical substances of the ink used in printing a document.
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6. Ink-Age Analysis

So far the forensic experts have been following different chemical techniques [1,24] for
determination of ink age. Some of the recently proposed methods can be found in [23,66].
The essence of these techniques is to measure or observe several chemical properties or
changes in properties upon use of different chemicals and based on these measures or
observations a decision is taken. For case-based experiment these techniques have proved
their reliability to an extent. However, many of these methods are destructive in nature
and not suitable especially when the document in question has to be preserved as it is.
Methods are not fully automated and therefore, they require human intervention. These
shortcomings make the existing techniques bit inconvenient especially when a large num-
ber of documents in question have to be processed online. Every time a document in
question is encountered, if one has to register a case with the police department who in
turn ask for help of forensic experts then involvement of so many steps make the entire
process delayed and less attractive. Therefore, a fully automated approach for ink age
detection would be of great help even to the forensic experts for their own assistance.

This chapter attempts to address this problem from image processing and pattern recog-
nition viewpoint. Only printed documents are considered for the present study. The
method is based on the color features of ink used in printing a document in question.
The study assumes that (i) there must be entries on the document or similar documents
(more specifically it is assumed that similar samples are not varying by more than five
years in their ages) whose dates are not questioned that use the same ink formula as
the questioned entry or document, and (ii) the questioned and unquestioned ink entries
must occur on documents stored under the same conditions to ensure that the entries
were exposed to the same environmental conditions. The significant contributions of
this chapter include involving color image analysis and pattern recognition techniques
for designing automated approach for ink age determination. Finding out the relevant
color features and their statistical analysis is also another motivating aspect of this study.

The features are simple, easily computable and yet effective for the purpose. Here, we
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Figure 6.1: (a) LIFE Cover Page (b) LOGO Portion (¢) EBONY Cover Page (d) LOGO
Portion

also propose a mathematical model on these documents to understand their variation.
The main purpose of our model is - 1) to understand the color variation for particu-
lar samples OR identify most follower sample on different age segments. 2) Prediction
sample’s feature after particular time-period 3) testing the proposed model by unknown
samples. Nature of this problem is like combinatorial optimization path finding. Ant
colony optimization (ACO) [81,112] based method is best fit for that where ants converge
towards a short path, expectantly the optimum or a near-optimum solution towards tar-

get. The heuristic information can guide the ants toward the most promising solutions,
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in a way reminiscent of reinforcement learning. The metaheuristic ACO explore a much
larger number of solutions than greedy heuristics. It efficiently solve the combinatorial
optimization problems like highly dynamic network routing applications, NP-hard opti-
mization problems etc. Our proposed model has some similarity with this metaheuristic
ACO. The types of experiments conducted involving publicly available samples like LIFE
(or EBONY) magazine cover pages bring out several exciting observations and open up

many new research avenues in the related field.

6.2 Scope of Work

The Question for ink age determination or document’s life particularly for old printed
documents have raised many decades ago or hundred years ago [19,20]. In our approach
we attempt to closely follow the method the forensic experts do in determining ink age.
The method is basically analysis of ink colors. The changes of different properties of
colors with age are noted. For example, older a document is, much more yellowish and
brownish it is. Dark noise also increases with age. The color shade and brightness are
affected on a document with its age and this in turn affects hue and saturation level
of the ink colors. The main difficulty for these works or may raise question about its
ink component, paper and their atmospheric effect. So we have to be cautious about
experimental documents or dataset selection. We have followed all documents printed
from same manufacturer or printer and long time of gap between document generation
and digitization. To avoid the effect of components variation, we concentrated on that
period when chemical ink component is not so changing and also on coated cover docu-
ment considered for less oxidization effect. So, this study is focus on those old documents
which are generated in the middle of previous centaury. On that period, component of
printing ink are not so changed [113,114]. To overcome obscurity, every experimented
document is selected through its digitized image quality (PSNR) [115], so that extraordi-

nary or unqualified documents can split from our experiment. However, instead of doing
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all these analysis by chemically and manually, we attempt to concentrate on statistical
analysis of relevant color features that are computationally captured from scanned im-
ages. Apart from gray level analysis, we also consider two other color spaces namely,

RGB and HSV.

6.2.1 Features Extraction

Available digital images of the LIFE magazine cover pages have been considered first
in this study. In our approach, we do not consider the entire cover page rather we
concentrate on a region appearance of which remains the same in every issue of the
magazine. Dealing with the entire cover page is always not effective as color combina-
tion changes from one issue to another making relative comparison of different samples
difficult. On the other hand, the magazine name (or the logo) is a good candidate for
this purpose. In every issue it appears ( Fig 6.1 (a) and (b)) in a rectangular area where
text appears in white on a red background. The area of this rectangular region (logo
portion) is found to be good enough for the purpose of color analysis. After extracting
(done manually in the present study) the region of interest (ROI), it went through a
bi-clustering process to separate the foreground from the background. The K-means is
applied for bi-clustering and the cluster consisting white pixels (i.e. relative more white
than the pixels in other cluster) represents the foreground. This separation is done to
study the age effect on the foreground and the background colors separately. Features
are extracted from background and foreground separately, analyzed and then the anal-
ysis results are combined to take decision. Human experts also do analysis in a similar
way, i.e. studying the background and the foreground colors and their changes sepa-
rately. However, certain color features are of course extracted from the whole region,
i.e. considering background and foreground together. Features are extracted from gray,
RGB, and HSV color spaces. Initially, many more features than the ones used in this

study were extracted and the following 33 real valued features are finally chosen because
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of their significant discriminative power as observed on a training set. Choice of these
features also involve consultation forensic practitioners,

Average intensities: The first set of features includes the average gray levels of the entire
ROI, the background pixels, and the foreground pixels. Next, average red, green and
hue levels are computed from background and foreground separately. This gives nine
(09) feature values (4 on background, 4 on foreground and 1 from the whole region).
Prominent intensities: The most prominent intensity levels are computed on four chan-
nels namely, gray, blue, hue, and saturation. Prominent intensity level of a channel is
computed as the value observed in maximum number of pixels. Prominent gray inten-
sity is computed from the whole ROI and prominent blue, hue and saturation levels
are computed from background and foreground pixels separately. This gives seven (07)
features, three from background, three from foreground and one from the both.

Pizel profile: The most prominent intensities are recorded as explained just now. The
numbers of pixels showing these prominent intensities are also noted. These numbers are
normalized with respect to total number of pixels as image size may slightly vary from
one sample to another. For example, while computing the intensities on background,
the numbers of pixels are normalized with respect to the total number of background
pixels and similarly for foreground. So this pixel profile adds seven (07) more features.
Kurtosis of image colors: Apart from the highest intensity levels, we also measure the
kurtosis to analysis whether variations are due to infrequent extreme deviations. Kur-
tosis is separately measured for blue, hue, and saturation levels on background as well
as on foreground. Therefore, we get six (06) additional features for these measures.
Geometric mean: It is noted that geometric means of hue and saturation level signif-
icantly differ in two pages if they vary in ages. Therefore, we compute these means
separately for background and foreground pixels. Four (04) more features are then

added to capture this aspect.
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6.3 Proposed Method

After features are extracted from every sample images, which are spread over five
decades, their dating is to be done. That process applied on similar types of docu-
ment which was printed many decades ago. Color features vector applied linear and
nonlinear classifier to determine its decade which discussed on subsection 6.3.1. One of
the important questions is still remaining, this study cannot predict future document
quality or cannot guide its potentiality for manufacturer, printers or question document
examiner. So, it’s important to understand the trend of color shade variation rather than
its classification rate. Subsection 6.3.2 and Subsection 6.3.3 of our study are focusing in

this direction.

6.3.1 Document Dating by Classifier

This is modeled as a 5-class pattern recognition problem, i.e. which decade a particular
document belongs. Let m; be the number of samples of i-th decade. In the feature space,
it is expected that these m; samples would form a cluster (C;). If any two clusters
C; and C; are linearly separable then the task of decision-making becomes easier. If
D;(X)’s are the linear decision functions, then a given document, X belongs to C; if
D;(X) > D;(X), j # i. However, a simple investigation reveals that the clusters are
not linearly separable. For this purpose, we implement a K-means algorithm and cluster
the N (:i(ml)) labeled samples into five classes. Selecting five samples randomly
initializes ztihe centers in K-means algorithm. Since K-means results get affected by this
initialization phase, K-means is executed more than once (three times) and each time
the clustering results are investigated. This investigation reveals that the clusters always
overlap and therefore, it is difficult to find D;(X), i.e. linear decision functions. The
classification accuracy is then checked with a Neural Network (NN)-based classifier. An

MLP (Multi-Layer Perceptrons) based NN structure used. The MLP consists of 33 input

nodes correspond to 33 dimensions of a feature vector. The output consists of five nodes
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corresponding to five decades. The hidden layer, in the present experiment, is made of
3 nodes. A Gaussian Radial Basis Function as explained in the next section is used as

the activation function of the network. This method depicted on Figure 6.2.
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Figure 6.2: Flow chart of document dating by Classifier

6.3.2 Modelling of Ink-Color Degradation

Next proposed model came from an evolutionary meta-heuristic based algorithm like
Ant Colony Optimization (ACO). This algorithm is inspired by ant’s social behavior.
Ants are no sight to find shortest way from food to their nest. They find with the help
of chemical materials. This chemical component called pheromone which is left on the
course while moving. They lay pheromone trails on the graph edges and choose their path

with respect to pheromone which progressively decrease by evaporation. Ants prefer to
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move along those nodes which connected by short edges with a high amount pheromone.
In addition, artificial ants have some extra features that do not find their counterpart
to real ants. They are usually associated with data structures that contain memory
from their previous action. The amount of pheromone deposition and evaporation are
done by function of the path quality. The artificial ants choose an edge often been
depending not only the pheromone, but also on some specific local heuristics. Directly,
ACO is very difficult to incorporate here. The basic differences with our proposal are -
On ACO, nodes are not belonging in stations where ants can travel any directions and

final path identify by minimum cost but not maximum follower. Figure 6.3 depicts our
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Figure 6.3: Proposed model graph

proposed model. Every decade represent by station where number of samples present i.e.
called nodes. Suppose, NT numbers of decades are represented as Sy, So,..Sn7 stations
and every station present NC' number samples or nodes. Before starting iteration, N
numbers ants are randomly placed on NC' number nodes. Suppose, in every iteration
these N number ants are starting their journey from S; station and move sequentially
toward next station which ultimately end their journy by Sy stations. Every node,
an ant selects only one path from NC number of paths which direct next node of next
conjugative station. If every path denote by (i,j), then ith node belongs Sy station and

jth node belongs Siy1 station. For this path selection, an ant uses a heuristic factor,
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denoted by nfj and pheromone factor, denoted by 7'2’; These are indicators of how good
it seems to have node j at node i of the permutation. The heuristics value is generated
by some problem dependent heuristics whereas the pheromone factor stems from former

ants that have found good solutions. The next node is chosen by ants from the following

probability-
(5] * (7]
Pl = <~ d (6.1)
X < e

Where, i=1,2.3,...,.NC € k" station.

§j=1,2,3,...NC € (k + 1) station.

k=1,2,...,(NT-1); a, > and 3 are positive constant that determinate the relative impor-
tance of pheromone and heuristic value.

For selection of ant’s path (i,j) depends on maximum value of P;; from rule (5.1). The

initial heuristic value 7;; is denoted by-

1

Gist(54(0), Sera () (6.2)

k _
Nij =

Where, dist(Sk(7), Sg+1(j)) = Eculidean distance and @1 be the constant positive value.

The initial pheromone value 7;; is denoted by

k _ dist(Sk (i), Sk+1(4)) * Q2
v NC
-;1 dist(Sk(i), Sp+1(7))

(6.3)

Where, Q2 be the constant positive value and dist(Sg(7),Sk+1(j)) be the equilibrium
distance between two node i and j for two different conjugative station i.e. Si and Sky1.

The local pheromone updation for particular path(i,j) is intended by one complete move
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of an ant. Here it" station to j** station updation done by following rule-

k k . k . .
Tk (1= p) =75+ px A if P;; max for all j w.r.t. ¢ (6.4)

(1—p)x* Ti]; Otherwise

Where Afj = and C is the positive constant value and p(e(0,1)) is the

C

tagk (i)xtag(k+1) (4)
persistence of trial for particular path (i,j). (1-p) represented pheromone evaporation
none other (i,j) path. This tagging value (i.e. tag *(i)) is generated by using K-mean
clustering algorithm. Set of individual cluster nodes specified individual tag no. i.e. the
nodes class which have individually minimum average distance, is given minimum tag
value. Consecutively, the nodes class which have individually maximum average distance
is given maximum tag value.

The global pheromone value update after each iteration, i.e. when ants completed their
tour from starting station (S7) to ending station (Sy7). Then, it is computed by fol-

lowing rules-

Ti’j- =(1—p)=* 71-13- + px* Afj (6.5)

Where, Afj:%; Here R is constant.
j

Here, j be the particular node on (k+1)*" station which have maximum probability lej
for (i,j) path and 77;-”1 is represented by maximum number of ants come from k" station
to j'" node. o be the constant positive real no. where oe (0,1).

The pheromone-updating rule was meant to simulate the change of amount of pheromone
due to both pheromone depositions and evaporations on visited and unvisited edge re-

spectively. This algorithm stops when all ants found a solution by passeing same nodes

or completed particular number of iteration.
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i InPUt: NTvNC7 N7 a767p70— C7 R7 Q17Q27Ima1‘

e output: State Best tour node (N), Distance of best tour

Step 1: Compute initial heuristic value (775“]) and pheromone value (TZ-];) for every
path (i,j) in between k' station and (k + 1) station by equation 6.2 and 6.3.
Where
Station counter k=1 to NT-1.
k' station node counter i= 1 to NC.
(k + 1)t station node counter j= 1 to NC.
Step 2: N no of ants randomly placed on NC nodes on starting station Sp
(Where station counter k=1). If N; ants placed on it" node, then S, N; = N.
Step 3: Every ant serch next node on next consecutive station.
for Node Counter i:=1 to NC do
if N; > 0 then
From equation no 6.1 compute probabilty (PZ;) to place N; no of ants on
(K + 1) station.

else
|  Continue

end
end

end
Repeat until all ants passes to next consecutive station
Step 4: Update the local pheromone
for i:=1 to NC from k" station do
for j:=1to NC from (k+ 1) station do
| Pheromone update by equation 6.4
end
end
Step 5: Repeat the step 3 and 4 with k=k+1. Until all ants placed on Syt
Step 6: Update the global pheromone
for station counter k+1:=NT to 2 do
select node j on k+1th station with max. (PZ;)
Pheromone update by equation 6.5
end
Step 7: Check the stop criterion
if (Iteration I < Iprax) and (Iprax Not stagnation behavior) then
Record the best tour of maximum ants follow,
Go to Step 2.
else
Print the node of best tour & distance of best tour

STOP.
end

end

Algorithm 3: Ink-Color Degradation
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6.3.3 Apply Proposed Model on Old Printed Documents

The objective of our proposed model is to select the best node from every station where
all or maximum numbers of ants have passed. The design of color level variation is
represented in Figure 5.2. In our study, number of station NT considered as five for
five-decade samples. Where S; station is represented by '70 decade samples, similarly,
S, 53,54,55 station are represented by ’60, '50, ’40, ’30 decade samples respectively.
Every station 40 samples are placed on 40 nodes. So NC is represented by 40. Out
of total 200 samples, 40 samples of S; station are represented as starting-nodes and 40
samples of S35 station are represented as ending-nodes. Every iteration ant starts from
one of the nodes from S; station and ends on one of the nodes from S5 station. Except
first station, this model ultimately selects one particular node from every station where
all ants or maximum number ants pass through it.

Algorithm- 3 represents the solution for the optimal path design of Ink-Color degra-
dation. Here, the best tour path represents the document of future decade. If any
documents start from S; station then we can guess that it can pass through this path
as it become older. So the document which belongs in '70 decade can predict future

resentation (i.e. document) on different decade by best tour path.

6.4 Experiments Result and Analysis

Old LIFE magazine cover page (http://books.google.com/) have considered first for this
experiment which shown on figure- 6.1(a). Historical background and manufacturing
periods are helpful for consideration these documents. Life magazine was introduced
on 4th January 1883, in a New York City artist’s studio [116]. After certain flicker
circumstances, Time founder Henry Luce bought this magazine in 1936 [117]. Then, time
Inc. published as a weekly photojournalism news magazine. Luce started to publish Life

from November 23, 1936 until it has last issue on December 29th 1972. After then LIFE
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launch as a weekly newspaper supplement for few years. The website, life.com, stays alive
from March 2009 to January 2012. Before this period, Google already began hosting a
documentation of the magazine’s photographs from November 18, 2008, as a joint effort
with Life [118]. All magazines are digitized after so long period of fabricating time. The
full digitized documents for that time period (1936-1972) are available through Google
Book Search. Here, our experiment has done through these scan document images.
Another same type of old magazine i.e. EBONY cover page considered for verification
purpose. Available digitized documents on the period of 1970 -2010 considered here.
One of this magazine cover pages is depicted on figure 6.1(c).

Both magazine cover pages, scanned at 100dpi, as available with the Google book project
(Googlebooksathttp : //books.google.com/, accesseddthjanuary2014) have been used
here. Age can easily mark from publishing date which specified on magazine cover page.
Five different set of samples are collected from five consecutive decades. Every set have
six to eight years fabricating time gap. For constructing our proposed model, we have
considered first LIFE magazine. First set of samples fitted by’30s i.e. 1936 to 1937.
Accordingly fifth one fitted by’70s i.e. 1971 to 1972. Only logo portion 6.1(b) of this
cover page considered for our experiment because this reverse red color logo portion
have been unchanged and followed same art-work on every issue. Here, this logo is
considered as Region of Interest (ROI) for an experimental sample. ROI portion of each
sample calculated PSNR value with respect to one standard sample. If the computed
PSNR value has up to the mark then that document considered for next stage of the
experiment. Finally 40 samples have selected from every decade. In total, 200 samples
(40 for each decade) are there in the dataset.

The numerical results are presented in this section. All computation of our proposal is
implemented in Matlab 7.0. Results of linear classifier discussed on subsection 6.4.1 and
non-linear classifier NN descussed on subsection 6.4.2. On subsection 6.4.3 discussed

about result of ink color degradation model.
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6.4.1 Results of K-Means

Table 6.1: K-means Result

Distribution of samples in different clusters(Ci)
Iteration | Ci (30’s samples) Ci (40’s samples) Ci (50’s samples) Ci (60’s samples) Ci (70’s samples)
Samples:40 Samples:40 Samples:40 Samples:40 Samples:40
30’ Others 40’ Others 50’s Others 60’ Others 0’ Others
samples samples samples samples samples
1 17 24 20 15 24 17 27 15 29 12
2 29 10 29 8 31 13 32 8 35 5
3 25 13 26 10 29 14 31 10 31 11
Average 23.7 15.7 25 11 28 14.7 30 11 31.7 9.3
Accuracy 59.2 62.5 70 75 79.2

All the 200 samples are at first clustered using an unsupervised clustering method.
The purpose of this clustering is to analyze the distribution of samples in the feature
space. The K-means algorithm is used for this purpose. Euclidean distance is used to
find similarity between two samples. The algorithm finds five clusters corresponding
to five decades. The k-means results are evaluated by computing the number similar
samples grouped together vs. the number of dissimilar samples contained in that group.
Since each sample is tagged with its year of publication evaluating clustering results in
this way is straightforward. Table 6.1 presents the evaluation of K-means results. Since
cluster centers are initialized randomly, Kmeans were executed three times to get an
average result. From Table 6.1, overlapping of samples in the feature space can easily
be visualized. This indeed discards designing of a classification system based on any
linear decision functions.

Another important observation is that the more old the samples are, less accurate is
their clustering, e.g. 30’s samples are clustered with 59.2 % accuracy which eventually
improves to give an accuracy of 79.2% in clustering 70’s samples. Similar trend is also
observed in determining age as explained next. We analyzed and found that the reason
behind this trend is that the ageing effect on older documents is less consistent than it

is in relatively newer samples.
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6.4.2 Age Determination by Neural Network

An MLP is next designed for determining age of a sample by using a Neural Network
(NN)-based classifier. The generalized function of NN discussed on section 2.3.2.1 under
equation number 2.5. Where ¢;(z) is the transfer or activation function that takes form
of a Gaussian Radial Basis Function (RBF) as follow under equation number 2.7.

The set of 200 samples are divided into 4 sets to realize a four-fold experiment. The
proportion in which samples appear in training, validation and test data is 2:1:1 (i.e.
training: 50 %, validation: 25 % and testing: 25 %). Sets are selected in such a way
so that each set appears at least once as a test set and a validation set. To ensure
that each set would eventually appears twice as training set, four different runs were
executed. The result of this four-fold experiment is reported in table 6.2. It shows
NN-based classification gives an average accuracy of 74.5% in determining ink age on
the test set. Relatively newer samples show better performance than the older samples.
The reason is as stated before that the aging process is more random as ink grows more
and more old. Table 6.3 shows the confusion matrix in dating the samples (each sample
appears as a test sample). Here also, it is interesting to observe that dating errors are
not very random in nature. Confusion occurs with samples of the neighboring decades
only when the samples are relatively but confusions for older samples spread over beyond

the neighboring decades.

6.4.3 Result of Ink-Color Degradation Model

The numerical results of our probalistic model are presented in this sub-section. It
mention earliar that LIFE magazine considered to generate our proposed model. It is
discussed on sub- section 6.4.3.1. After than the model is verified by EBONY magazine

which discussed on sub-section 6.4.3.2.
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Table 6.2: Accuracy for Ink Age determination by the Neural Net

Correct ink age dating of test dataset
Runs (test samples for each decade=10)

30’s | 40’s | 50’s | 60’s | 70’s | Total
Runl 5 7 9 8 8 37
Run2 6 6 8 7 8 35
Run3 8 7 6 9 9 39
Rund | 6 7 8 8 9 38
Avg. | 6.25 | 6.75 | 7.75 | 8 8.5 149
(74.5)

Table 6.3: Confusion Matrix for Age determination

30’s | 40’s | 50’s | 60’s | 70’s
30°s | 25 5 6 2 8

40’s 5 27 5 3
50’s 1 4 31 4
60’s 3 32 5
70’s 6 34

6.4.3.1 Experiment on LIFE Magazine

In section 2 we have already stated that old LIFE magazine is considered to building
experimental model. Total 200 samples are considered for this experiment. Every docu-
ments are statistically judged by image quality matrices i.e. PSNR values. PSNR values
of all selected documents meet the criteria of 25 or more. Tagging value is also generated
from each node which belongs 1 to 8. If minimum tag value consider as one (1) than
eight (8) be the maximum tag value. Our model experimented with set of parameters.
The best parameters values of present experiment are -

a =1, =4, p=0.1, 0 =0.1, C=10, R=50, Q1=10, Q2=10,I 4, =200

We have started our experiment with considering 30 no. of ants (N) which achieved
un-stagnation stage up to Imax. But, If we appllied N=60, 90 and 120 resepectively
then the method achieved stagnation stage before Imax. Respective figure 6.4, figure
6.5, and figure 6.6 are showing the distance of best tour with respect to (w.r.t.) itera-

tion. This best tour distance is the total distance by popular node (max. Or all ants are

119



6. Ink-Age Analysis

passing through) on each station where starting station considers its middle node. From
the above figures (figure- 6.4, figure 6.5 and 6.6) it is seen that after certain number
of iteration, curve become parallel to x-axis. At this stage the process is in stagnation
stage. It is also observed that total tour distance on stagnation stage be less as number
of ants are increased. Figure 6.7 represent ants behaviors on stagnation stage. From
figure 6.7, it can say that minium no of ants require to achieve stagnation stage. After
than, if number of ants be increased then more number of iteration require to achieve
stagnation. In stagnation stage maximum or all ants passes through particular nodes.
This particular node in every decade represented most follower document on that age-
segment. From these selected document color shade eminence can also predict. The

quality of this outcome judge on next paragraph. Two ways it can judge the efficiency
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Figure 6.4: Distance w.r.t. Iteration when no. of ants is 60
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Figure 6.5: Distance w.r.t. Iteration when no. of ants is 90

of final outcome. 1) To generate future sample and check with its original one - which is
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Figure 6.6: Distance w.r.t. Iteration when no. of ants is 120

quite difficult task in present conditions. 2) Classification accuracy checking - which is
done next. Table 6.4 shows the accuracy rate of our proposed model for N=120 no. of
ants. Here 20 samples are considered from each decade for test. Every sample is identi-
fying its station by calculating minimum equilibrium distance from the resultant nodes
of every station. This experiment gives 76 % accuracy rates which increased rather than

the previous experimental result.

Unable To Reach
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Figure 6.7: Stagnation graph according iteration w.r.t. no. of ants

6.4.3.2 Verify by EBONY Magazine

Proposed model are again verified by another digitized old magazine EBONY. EBONY
is another old weekly magazine which has been published more than 70 years. Cover
page logo portion is considered for our experiment. 6.1 (c) and (d) is depicted the cover
page and logo portion respectively. From 1970 to 2010 we have considered five decades

samples for investigation. Samples in every decade have eight to ten years gap. Here
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Table 6.4: Accuracy of proposed model for N=120

70’s 60’s 50’s 40’s 30’s Correct
Samples | Decade | Decade | Decade | Decade | Decade
S1 S2 S3 S4 S5 Accuracy Rate

S1 12 4 2 0 60
S2 2 17 1 0 0 85
S3 0 2 15 3 0 75
S4 0 0 1 17 2 85
S5 0 1 4 15 75

Total 76

also 200 documents are selected for experiment by same way. In this case PSNR values
of every sample have set on above 25. The parameters are also set with following values-
a =1, =3, p=0.1, 0 =0.1, C=11, R=50, Q1=12, Q2=12,1,,,4, =200

Here stagnation stage achieved before Imax when number of ants N was 60, 90 and 120.
But N=30, the system have not achieved stagnation stage. After constructed the model,
it is examined by 20 test samples in each decade. Here, this experiment achieved 72 %

accuracy rate which quite similar with previous LIFE magazine experiments.

6.5 Summary

In this chapter, we attempt to design ink-Color degradation on old printed paper.
Through IP technique, we extracted some selective color-level features which especially
affect according ink-age. Firstly pattern recognition principles have provided a viable
framework for the purpose of ink age determination. The method is fully automated
and shows 74.5 % overall accuracy. For better understating of color-level variation ac-
cording its age we elaborated on next part of our experiment where these features vector
is applied on our proposed optimising algorithm. This algorithm based on designed
probabilistic laws with having some flexibility. This approach integrated in probabilistic
model, so that it can edify according predicament. LIFE magazine cover page have ap-

plied to generate this model and EBONY magazine cover page applied for verification.
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6.5. Summary

On both cases experiment have specified particular sample on different age segment and
also shows 76 % and 72 % overall accuracy rate respectively. The overall accuracy results

show that the system can assist the human experts with a great extent.
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Chapter 7

A case Study:Machine
Authentication of Indian

Currency Note

Note: The work of this chapter is related under reffered journal [2].

7.1 Introduction

The problem of large scale counterfeiting paper currency poses a serious threat to our society as
large amount of fake notes causes economic instability. Counterfeiting of currency notes affects
the existence of the monetary equilibrium as its value, velocity, output and welfare may get
affected. Most countries that use paper currency for transactions are plagued by this problem. As
per the Canadian Government’s report [119] Canada has been experiencing a higher concentration
of counterfeit banknotes in circulation compared to the G10 countries. Similarly, Kaushal [120]
reports that leading economists and thinkers believe the black economy in India could reach
50 per cent of the GDP if the situation is not handled quickly. Reserve Bank of India (RBI)
also highlights the alarming rate at which this counterfeits are increasing, the seriousness of
the issue, and describes the continuous government efforts to curb this problem. Unfortunately

counterfeiters also adapt to the new security features that are incorporated. Criminals continue
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7. A case Study:Machine Authentication of Indian Currency Note

to find ways to replicate the currency despite the new banknote security features in place. There
have been leaps and bounds in the technical field of counterfeit currencies, and this together
with the recent advances in the digital scanning and copying techniques has been an indomitable
force.

After reviewing the literature 1.3 we find that there have been very few studies reporting technical
and experimental details on how to automatically authenticate currency notes. Many studies
rely on one or two features that also can be duplicated using high end technology. As there
are so many security features in the currency notes, analyzing only a certain aspect of the note
security may not be a good choice. A complete integrated framework has been missing that
looks into many aspects like security features in printing, ink, background artwork, watermark,
security thread, etc. Another general shortcoming in the existing studies is the use of synthetic
data. Many authors generate samples at lab to test their algorithms. Therefore, performances
of these algorithms on real forensic samples are yet to be explored.

In chapter 4 we provided conclusive evidence of decision making using printing techniques, but
the approach looked only on the printing process and dealt with a small database (i.e. samples
of Indian bank notes) to test the initial system performance. Here also real forensic samples,
Indian bank notes are taken as a reference. The Indian currency note authentication poses a big
technical challenge because of highly heterogeneous concepts involved with Indian currencies. In
this chapter, we have incorporated several other security aspects based on ink, security thread
and an art work based feature set that supplements the printing style based approach that we
discussed in previous chapter 4. Our research is directed to this end which attempts to provide
a complete automated approach for detection of counterfeit currency notes. Also a thorough
analysis is provided that explores the performance of the embedded security features and their
sensitivity. This analysis helps the regulatory bodies understand which security feature are under
what kind of threat of breach and what modifications could be done to improve the design, making
it less vulnerable to counterfeiting. Detailed experiments were done with real data to support
the claim. A comparative study is also reported, involving forensic document experts and bank
staff to show the applicability and robustness of the system at a grass root level. The system
constructed with popular pattern recognition tools like the k-means, neural network and support
vector machines. We have also analysis the robustness of each feature in tackling the problem

and suggest sequential order of considering features for maintain maximum accuracy.
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7.2 Overview of the proposed method

The proposed method is based on image processing [121] and pattern recognition principles
[122]. The feature extraction in this experiment is largely dominated by the input from the
forensic experts making sure that every aspect of the security features is considered when choosing
features. As not all the features used by the experts [123] can be captured computationally, a
subset of the features is used. Some new features which are effective for detecting fake notes, but
are difficult to check manually, are also added. The feature space is analysed and visualized by
using clustering technique. The decision making process is built using two different classifiers:
i) Artificial Neural Networks (ANNs) and ii) Support Vector Machines. Furthermore, a Linear
Discriminate Analysis is used to measure the performance of each feature. Our feature extraction
process considers four different security aspects of the banknote: i) printing technique, ii) ink
properties, iii) the thread and (iv) the art work used in designing the note. The features and
rationales behind choosing them are explained below.

Preprocessing: Different security features are available on different parts of the banknote image.
So the initial scanned image needs to be divided into distinct ROIs. The image of the currency
note is registered using Hough Transform on a Canny edge detected image (Fig. 7.1(a)). Template
matching of the denomination (“500"/¢1000") and the Mahatma Gandhi portrait generates two
fixed positions as reference around which the rest of the ROIs are extracted (Fig. 7.1(b)). The
horizontal strip just above the registered portrait of Gandhi is used to segment the intaglio
fonts. Text extraction from this part is done using the vertical and horizontal pixel projection
techniques (Fig. 7.2). The biggest black pixel blob in the image is the area to be focussed on
for extracting features using latent scan. A vertical strip just beside the denomination is used
for the security thread based measures and finally the region between the registered Mahatma

Gandhi portrait and the largest black blob is used for the micro-print line features.

7.3 Security features extraction from Indian Bank Notes

The security features in a currency note are embraced in various areas which is mention previous
chapter under section 2.3.1. In this section of study we are considering mainly on printing

techniques, Ink properties, thread and artwork based security features. Features extractions on
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Figure 7.1: Preprocessing steps: (a) Image registered using Hough Transform (b) Ex-
tracted ROI (i) matched portrait(red)(ii)matched denomination(red) (iii) ROI from latent
image(blue) (iv) microprint lines(blue) (v) Intaglio print(blue) (vi) Central pattern(blue)
and (vii) Security thread(blue) [bank currency numbers are blackened for security reasons].
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Figure 7.2: Text extraction using pixel projection: (top) Black pixel projection on x-
axis, (bottom) the horizontal strip used to separate Intaglio fonts in English [bank currency
numbers are blackened for security reasons].

these areas are discussed in this section.

7.3.1 Printing Technique

Intaglio printing is used for printing currency notes in India. The denomination of the note
and RBI (Acronym for the "Reserve Bank of India") are printed on the face of the notes and
are always printed using the Intaglio method. This method of printing leaves several signatures

that are hard to replicate [28]. We have analyzed some of the features and tried to differentiate
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the fake notes from the genuine ones based on printing technique detection. Altogether nine
features are extracted which can be broadly classified into three as (i) graylevel features (ii)
color features and (iii) structural or geometric features. Dominant intensity (f;) and Hole count
( fg) are graylevel features. Whereas, Average hue ( f;’), R.M.S. Contrast ( fé), Key tone( f;) and
Average Color(fJ) are color features. And edge roughness (f), area difference (f3), correlation
coefficient ( fz? ) are structural or geometric features. A detailed explanation of how these features
were engineered and the reason why they are used can be explored in section 4.2.1 under 4 th
chapter. Based on the above nine features, classifiers are trained to identify fake notes based on

printing technique.

7.3.2 Ink Properties

The reaction of the ink on a particular substrate is different for different inks. This difference
actually lends a typical signature indicating the authenticity of a note.

CCRatio (f}): Colour composition of the central zone (Fig. 7.3) of a note is analysed by doing
an independent component analysis. This was followed by a filtration method that keeps those
pixels ON where the green component index in the RGB color space is higher than the blue
component index which is in turn higher than the red component index to generate a mask.
Computationally it is represented by the color composition ratio (CCRatio) feature which is
defined as-

i #ON Pixel in mask

7.1
#Pixels in mask (7.1)

The number of pixels are fixed as the images are registered using a 4-point registration prior to
processing.

Micro letter (f?): This feature appears between the vertical band and Mahatma Gandhi portrait
in the notes. In notes of denominations 20 and above, the denominational value and “RBI”
constitute the micro letters. In our study, we have looked into the colour of these micro letters.
The RGB values are first transformed to a specific absolute colour space. This adjustment makes
the resulting data device independent. The masked image was changed from RGB to L*a*b*
colour space using the CEILAB Illuminant D65 as a reference [124]. The micro letters are printed
on a yellow background using a variation of yellow hue. Therefore, a difference of the test note’s

yellow colour variation against the expected value reveals whether the variance is within specified

129



7. A case Study:Machine Authentication of Indian Currency Note

Figure 7.3: Analysis of colour composition: (a) and (c) UV scans of fake and original
image; (b) and (d) are resultant images from the left hand side counterparts after filtration
to check colour composition.

limits. In CIE La*b* space, +b movement (shift towards yellow is measured on a scale of +b
to —b) represents a shift towards yellow along the b* axis. So we choose b* stream to study the
distribution of yellow on the micro lettering regions. The mean value (b*)is computed from 200
genuine random i.i.d. samples. The resultant distribution of the b* index is plotted in Fig. 7.4.
The difference (visually) between genuine and fake notes is seen. Computationally, spread of the
index distribution is captured as the feature f? by calculating the standard deviation (spread)

values of the b* index distribution as formulated below,

f? = Spread =

Ink Fluidity (f3): Tt is observed that the ink used to print genuine currency notes blot consid-
erably greater than the counterfeit ink. The study of fluidity of ink as a vision based feature was
done by Franke et al. [125]. Following this study we developed a feature that would computation-
ally help in decision making about the ink authenticity. Edges of the print were taken and the
intensity profile was plotted (Fig. 7.5). We then normalize the curve using an averaging kernel. A
steady value is computed in Eq. 7.3 as follows. Let f(x) be the number of pizels having intensity

z, Vo € X = {x1,25...2,, }, where x; refers to the intensity value corresponding to maximum

130



7.3. Security features extraction from Indian Bank Notes
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Figure 7.4: Analysis of micro lettering: (a) genuine banknote, (b) fake banknote; (c) b*
stream index plot of genuine (blue line) and fake (red line).

pixel count and xp = x_1 + 1. We define 7 f(x) as v f(z) = f(zp+1) — f(2r),0 <k <n—1
where z, > Tp_1 > Tp_o > ... > 22 > x1. Vf(z) computes the differential histogram. This
feature reflects the interaction of ink on the substrate, thus checking both the ink and the paper.
In other words the printing process. Tampering with either of the two would be reflected in this
feature. Fig 7.5 shows visually the difference in edge sharpness. Note that the 7 f(x) vector will
always start with a negative quantity as the very first value in this vector is the difference from
the highest pixel count. The first positive entry is found (z,) and the steady value is generated
as follows,

>, f(@)

steady =
n+1l—p

(7.3)

where p is the position of the 1st positive entry.The percentage overshoot is then recorded as a

feature using the steady value in Eq.(7.4) and computed as follows,

3 overshoot max

I =

= -1 74
steady steady (74)
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Figure 7.5: Ink analysis: (a) Genuine ink spread, (b) Fake ink spread, (c) Histogram of
genuine ink, (d), Histogram of fake ink, (e) Normalized graph with steady value (genuine
ink), and (f) Normalized graph with steady value (fake ink).

7.3.3 Thread

Two security thread related features are considered: the registration of the notes and the text in
the security strip.

Registration (f}): The thread should always appear as a single line. This is a way to test of the
registration of the notes. We check this using a binary feature, f;', which decides whether a note
is genuine (G = 1) or fake (D = 0). Two sets of thick blobs are found (see Fig. 7.6(i)b), one
represents the thread parts seen from the front while the other represents the thread parts on
the back of the note. Two lines, one for the front and the other for the back, are fit through the
centroid (cg,¢,) points of the corresponding blobs. The centroid of a blob is calculated using the

following formulae where A be the area of the blob. The blobs are treated as non intersecting
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polygons defined by n points. Assume C is the set of all centroids, C' = {cp,¢1,...,¢n}. Each
of the m centroids are defined by a tuple (cg,¢,). The co-ordinates ¢, and ¢, are calculated as

shown below.
Z?:_ol(zi + 2ip1) (TiYit1 — YiTip1)
6A

Cy =

-1
oy Wi vir) (@Y1 — Yitig)
v = 6A

This is followed by a distance check of the lines using a threshold distance ¢, empirically computed
from 100 note samples. According to the domain experts this is a highly sensitive feature and
a good point to do an initial check. We observe that the variance was very low on the order of
0.01 when sampled over 100 genuine images. The expected value from this sampling was set as

the threshold t.

d(tys,t < t, Genuine,
(ts,to) (7.5)
>=1t, Fake.

where ¢ty = foreground line points, ¢, = background line points. The feature, f} is a binary
feature which generates a decision based on Eq. 7.5. Fig. 7.6(i) shows the registration problem
of thread in a fake note.

Text in Thread (f?): This is another binary feature that checks whether thread text exists. The
texts "RBI" and "Bharat” (Hindi for 'India’) in Devanagari script are written on original notes
where these two words appear alternatively. We extracted the text portion from the threads and
then used conventional pattern matching tools to compare. There were only 4 such texts patterns
as shown in Fig. 7.6(ii)(a-d) to compare so the templates were extracted from the original image
and then used to as ground truth data for pattern matching. A majority of fake notes showed

negligible matching because they do not have any text as shown in Fig. 7.6(ii)(f).

7.3.4 Art work

This section deals with printing patterns that are intricately introduced in note design. Initially
the image is passed through a median (3 x 3 sub window) filter to remove impulsive noise. Next,
the centroid of each dot is mapped as shown in Fig. 7.7. The three features described below are
extracted and analysed.

Dot distribution (f}) The distribution of the dot centroids gives us the impression that in

133



7. A case Study:Machine Authentication of Indian Currency Note

(i)

Figure 7.6: Analysis of security thread: (i) Security Thread: (a) fake note image (b) thick
blobs representing the thread on the front (c) line in front (d) two lines which do not overlap;
(ii) Text in Security Thread: (a)-(d) four occurring patterns (e) original note (f) fake note.

Figure 7.7: Analysis of dot distribution: (a) Genuine note (b) distribution of dots centroids
for the genuine note (c) Fake note (d) distribution of dot centroids for the fake note.
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the fake note the distribution of the dots are far less uniform when compared to the genuine
notes. Entropy count provides a measure of this randomness. The entropy (H) is calculated as

a feature, fl, and the following equation measures it as-

n

fi=H==>p(x;) log p(x;) (7.6)

i=1

where n is the number of dots.

Cluster distribution and dot density features (f2 and f2): We also compute the number of clusters
occurring at the character strokes of the letters. An unsupervised agglomerative hierarchical
clustering scheme is used with a Euclidean distance check to calculate the number of clusters. Let
C4 and C5 be the two clusters and d is the distance matrix, then maz{d(z,y) : € C1,y € Ca}.
An iterative process continues until the separation of the clusters exceeds a threshold (indicated

by a Euclidean distance). The cluster density is defined as

#Clusters

2 _
Ja= Area of Character Stroke’

(7.7)

From Fig. 7.7 it is evident that the original notes have a more even distribution of dots and far
more dots in the character strokes. This difference in the dot count is used as another simple

feature which gives the dot density, f2 as,

#dots

3 _
Ja = Area of Character Stroke

(7.8)

Adaptive Otsu threshold removes most of the background leaving only the character stroke whose
area is calculated.
Reading Latent Denomination (f+): When viewing the strip left to the Mahatma Gandhi‘s pic-
ture, the denomination of the note is seen engraved quite distinctively. The machine readability
of these denomination digits is measured in Eq. 7.9. This zone comprises of two sets of lines-
horizontal and vertical. The vertical lines represent the text part. The sharpness of the lines is
different in the two categories of notes (genuine vs. fake) resulting in different readability index
¥ which is defined as

f4 = Score of NN classifier. (7.9)
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MLP-NN classifier was trained with digit samples taken from the genuine notes. The vertical

lines need to be extracted for the text to be read properly so we use a 3 x 3 convolution matrix

(CM)

-2 4 =2
CM=| -2 4 -2
-2 4 =2

that reduces the number of horizontal lines in the image and strengthens the vertical lines. The
image that results from this operation has a lot of clutter and noise (Fig. 7.9 (b)). A particular
component tag is assigned to each 8-connected cluster and the number of pixels in each cluster
is recorded. Fig. 7.9 shows the histogram of component size vs. component tag. A threshold is
selected from this histogram to eliminate most of the clutter. This method brings out the latent

information from the image. Fig. 7.9 (c) shows the resultant image after thresholding.
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Figure 7.8: Component size (along the y-axis) vs. Component tag (along the x-axis).

.:zummm

Figure 7.9: Analysis of latent image: (a) Image of genuine note, (b) after convolution, (c)
after filtration. Observe that using only a simple convolution filter doesn’t remove all noise,
but after filtration the result is substantially better and the digit can be recognised
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7.4. Experiment

7.4 Experiment

Experiments are conducted to check the validity of the proposed approach using several real life
samples. This section explains the data set, the capture conditions, our experimental strategies,

and finally, the results.

7.4.1 Dataset

The scanning of banknotes involves different medium as explained in the next section. Forensic
experts note that a particular group shows a particular kind of proficiency for making fake notes.
Two denominations, namely 500 and 1000 (1000 being the highest denomination for Indian bank
notes) are considered as the fake note makers mostly target these two denominations. The
experts encounter the highest number of fake notes for denomination of 500. In refection to the
real scenario, the dataset considers 500 and 1000 denominations in a ratio of 7:3.

The experiment considers 1000 samples (genuine: 500 and fake: 500). All of these are not
whole currency notes. Availability of genuine samples is not a problem whereas getting fake note
samples is difficult because of security issues. The forensic experts provided us some fake as well
as genuine samples. We extracted multiple samples from a single currency note. From Fig. 2.3
one may understand that in a note there are many regions correspond to a particular security
feature. For example, samples for intaglio printing can be found in several regions of a banknote.
However, regions were selected carefully so that a sample must have all the security features

considered in this experiment. Each sample is tagged with its class (genuine or fake).

7.4.2 Capturing Conditions

In our experiment, four different scanning techniques: (i) UV Scan, (ii) Latent, (iii) Flood
I and (iv) Flood II, are used to image a currency note, using a VSC 5000 (Visual Spectral
Comparator) [126]. It uses a spectrometer and other built-in light sources (ultraviolet, infra-red
7.1 on top of visible spectrum light sources) installed specifically to capture images for the task
at hand. This type of machine is specially tuned for scanning banknotes, resulting in properties
a simple flat bed scanner or a simple photocopier fail to achieve. Anti scan lines over the
notes corrupts the output image from simple scanners. These anti scan lines are deliberately

incorporated as a design feature, to prevent cheap duplicates from being circulated. An added
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advantage of using a specialised high resolution scanner is that it nullifies effects due to ageing
or tempering of banknotes and we need not enhance the image as a part of the preprocessing
process. Different regions of a note are scanned using different techniques. For example, the
central design of the note appears prominent under ultraviolet (UV) light, hence, this region
is scanned with UV. There are latent marks on the side of a note. The parameters of the
cameras used for imaging are given in Table 7.1. As explained in Section 3, the proposed method
captures several features in order to authenticate a note. Not these features are extracted from
every image. Four different scans resulting in different features as listed in Table 7.2. It is noted
that while scanning different regions of a note under different capture conditions, we have used
only one wave length of the light source. This leads to a relatively low cost adaptation of our
proposed method as most of the commercial systems and patents (as discussed in Sec. 1) have

used high cost multiple light sources of different wavelengths.

Table 7.1: Capturing Conditions

Condition | UV Scan | Latent Flood

I I
Light Source | 365nm UV | Co-axial | 100% | 100%
Long pass VIS VIS VIS | VIS
Band pass OFF OFF OFF | OFF
Magnitude 2.069 9.64 29.97 | 40.08
Gain 12dB 1dB 0dB | 2dB
Iris 73% 50% 64% | 64%

Integration % % % %

7.4.3 Experimental Strategies

The authentication of notes is modeled as a 2-class classification problem: discrimination of gen-
uine (denoted by G) vs. fake (denoted by F). The reason being that the end users are interested
in only knowing whether a note is fake or genuine. Different groups of features are taken into
account to accomplish this classification task. The feature groups, as discussed in the previous
sections, are based on Ink, Thread, Artwork and Printing techniques. It may be noted that
though the problem is considered as 2-class problem, our mail goal is to model the concept of
genuineness. Fake samples are considered as negative samples and as we do not assume any

prior knowledge about how the fake notes are generated, we consider them homogeneous instead
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Table 7.2: Source of features

Features Captured from

» CCratios [i UV Scan
E Micro letter, f? Flood 1

Ink fluidity, f Flood II
9 Registration, f! UV Scan
[}
5 Thread text, f7 UV Scan
e Dot distribution, f. Flood 1
2 Cluster distribution, f2 Flood 1
E Dot density, f3 Flood 1

Latent denomination, f2 Latent

= All the nine features related Flood 11
E to printing techniques

of heterogeneous samples. Rather, using a prior map of the source to their targeted method of
forgery would fail to take into account that these groups are quite dynamic and can change from
one method to another.

An initial clustering (bi-clustering) is done on the individual feature groups to visualise their de-
gree of separability in feature space. Classification is done using both Support Vector Machines
(SVM) and Artificial Neural Network (ANN) which have already discussed in chapter 2.3.2.1.
Four-fold cross validation is followed using both the SVM and ANN based classification. The
data set is divided in a 2:1:1 ratio to generate training, validation and test sets. The relative
robustness of the individual features is measured by Linear Discriminant Analysis (LDA) to pro-
vide a comparative performance analysis of the feature groups. Classification with SVM makes
use of two kernels (polynomial and RBF kernel). Mean squared error (MSE) which are computed
as on equations 2.2, 2.3, 2.4 under 2.3.2.1 section respectively.

Three different sets of Neural Network classifiers are used for each feature group. Input nodes in
each of these networks depend on the number of features i.e. Ink work (3 nodes), Art Work (4
nodes), Printing (9 nodes). Each of the networks have 1 hidden layer and 2 output nodes. The
main goal was to realize a simple architecture that would be fast and reliable. In the present
form using one hidden layer we got impressive accuracies. Therefore we did not look for higher

abstraction of the data using a multi layer perceptron model. It can be argued that that the
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query time would not be affected much. However, at the scale of operation which we would oper-
ate, Indian economy, small optimizations would result in a huge improvements. The normal back
propagation algorithm has been used for training with a sigmoid activation function [equation
no 2.6]. A gradient descent method is used to find the optimized set of connection weights that
are updated as per equation no 2.8.

Next, we use Fisher linear discrimination analysis (LDA) [127] to study the performance of in-
dividual features and their impact on the classification process. The idea is to rank the features
based on their degree of separability, being measured by the margin perpendicular to the dis-
criminant hyperplane which elaborately discussed on 2.3.2.1 section. Finally, the cumulative
accuracy taking all the features into consideration is computed and a study is conducted to find
out a proper sequence in which the features are to be tested. This is important as this reduces
the load of the machine if at various stages the number of notes to be checked could be reduced

without sacrificing the accuracy.

7.5 Experimental Results

At first, results are reported based on individual feature groups. The capacity of these features
are then analysed in the context of detecting fake notes. Finally, results are reported considering
all the features and a sequence by which features are to be checked is highlighted in order to

authenticate a bank note in question.

7.5.1 Accuracy of Ink Based Features

There are three ink based features: f1,f? and f?. The bi-clustering results using these three
features are shown in Table 7.3. Table 7.4 reports the classification results when SVM and ANN,

respectively are used as classifiers.

7.5.2 Accuracy of Art Work Based Feature

There are four features which are captured from the note artwork: f1,f2, f2 and f2 as discussed
in Section-3. Bi-clustering results using these features are shown in Table 7.5. Classification

accuracies by SVM and ANN are reported in Table 7.6.
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Table 7.3: Bi-Clustering using Ink Based Features

#Samples of | #Sample of | Clustering
Genuine (G) Fake (F) Accuracy
G D G D
Iterationl | 478 11 22 489 967 (96.7%)
Iteration2 | 471 18 29 482 953 (95.3%)
Iteration3 | 464 22 36 478 942 (94.2%)
Avg. 95.4%

Table 7.4: Ink Features based classification using SVM and ANN

SVM ANN
%Correct MSE

Poly | RBF | Poly | RBF
Foldl | 100.0 | 94.0 | 0.491 | 0.530 | 96.00%
Fold2 | 98.0 | 94.0 | 0.217 | 0.219 | 100.00%
Fold3 | 98.0 | 92.0 | 0.103 | 0.199 | 100.00%
Fold4 | 98.0 | 98.0 | 0.064 | 0.256 | 98.00%
Avg. 98.5 94.5 | 0.219 | 0.301 | 98.50%

Table 7.5: Bi-Clustering using Artwork Based Features

#Samples of | #Sample of | Clustering
Genuine (G) Fake (F) Accuracy
G D G D
Tterationl | 476 15 24 485 961 (96.10%)
Iteration2 | 474 14 26 486 960 (96.00%)
Iteration3 | 478 18 22 | 482 | 960 (96.00%)
Avg. 96.0%

Table 7.6: Art work based classification using SVM and ANN

SVM ANN
%Correct MSE

Poly | RBF | Poly RBF
Foldl | 99.2 98.00 0.011721 0.00527 | 100.00%
Fold2 | 100.0 | 100.00 | 0.018473 | 0.008652 | 99.20%
Fold3 | 100.0 | 99.00 0.012698 | 0.006285 | 100.00%
Fold4 | 98.0 99.00 0.010526 | 0.008807 | 98.00%
Avg. 99.3 99.00 | 0.0133545 | 0.007253 | 99.30%
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7.5.3 Accuracy of printing based features

A comprehensive study of the printing based features ( f;— fz? ) is presented in Table 7.7. In spite

Table 7.7: Printing Technique based classification using SVM and ANN

SVM ANN
%Correct MSE

Poly | RBF Poly RBF
Foldl | 100 | 100.00 | 0.000121 | 0.00527 | 100.00%
Fold2 | 100 | 100.00 | 0.000873 | 0.008652 100%
Fold3 | 100 | 100.00 | 0.01028 | 0.006285 100%
Fold4 | 100 98.80 | 0.000205 | 0.008807 | 99.20%
Avg. 100 99.75 | 0.002869 | 0.007253 | 99.80%

of the high accuracy of the individual feature group more than one feature group makes the
system more robust. This makes it more immune to the counterfeiter’s effort, even if the fake
note generators happen to develop means to surpass the security measures of any particular
feature set. Use of other features would help in maintaining the high performance of the system.
With currency notes we are extra careful in making the system conservative so that no fake
currency passes through the system. The two thread based features (f},f?) are therefore used
upfront that are binary in nature and discriminate notes based on either the presence or absence
of two features (namely registration (f!) and text(f3) as defined in Sec.3.2.3) into Genuine (G)

and Fake (F). This reduces the processing time too which we have analysed next.

7.5.4 Recognition accuracy of the complete system

The performance of individual feature group is quite good but not perfect. Now all the features
are taken together to test the system. Individual feature groups are selected in different sequence
in order to optimize the performance of the system in terms of accuracy, speed and computational
overhead. The Table 7.8 shows that the system operates fastest if the thread based features is
placed in the beginning. A total of 1000 samples (500:G, 500:F ) were used to compute the
speed of the system. The time reported here comprises the time required to scan the notes using
the four scanning methods mentioned in Table 7.1, for registration to figure out which part of
the image should be fed to which module and finally to execute the authentication framework.

There is a marked improvement in time by using thread based features as the very first step in
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processing. However observe that the remaining modules are independent of each other, so to
further improve time we parallelize the system as shown in Fig 7.10. A Final decision is taken
by using an AND gate on the decision vectors got from the various classifiers. This ensures that

whatever passes as genuine has an uncontested majority vote. Even a single negation would

result in the note being rejected.

Table 7.8: Processing time under different ordering of security features, Genuine (G) and

Fake (F)

Feature Ordering Test Set | Accuracy | Time
(Mins)

1.Thread (F:500 100% 160

2.Ink G:500)

3.Printing Technique

4.Art Work

1.Ink (F:500 100% 222

2. Thread G:500)

3.Printing Technique

4.Art Work

1.Ink (F:500 100% 271

2.Printing Technique | G:500)

3.Thread

4.Art Work

1.Ink (F:500 100% 324

2.Printing Technique | G:500)

3.Art Work

4. Thread

1. Thread (F:500 100% 64

Parallel sub modules | (G:500)

7.5.5 Comparison with Respect to Human Experts

We conducted a comparative study to check system’s performance with respect to human experts.
Two categories of people were involved in this experiment. One was trained forensic experts and
the other was bank staffs who are the first in line to receive the bank notes from circulation. The

result is tabulated in Table 7.9. At every run the notes were selected at random from Set 2 of

the database as mentioned in Sec. 7.4.1

Forensic experts analyze each note individually using various optoelectronic devices which takes

quite some time. So, the dataset was kept deliberately small to account for this long process.
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Figure 7.10: Work flow of the full system, it starts of with two thread based features
deterministically accepting or rejecting notes based on a set threshold. This is followed by
feature extraction and prediction from three sub groups of features namely ink, artwork and
printing technique using two classifiers. Cumulative decision based on all outcomes gives
the final decision.

The results clearly show that the machine outperforms both the forensic experts and the bank
staff in accuracy and speed. The bank staff has a reasonable speed of producing results but there
accuracy suffers mainly because of the qualitative aspect involved in the authentication process.
Bank staffs generally detect notes based on feel of the paper currency. If any suspicious note is

encountered they go for further verification but that the lack of sophisticated machines hampers
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the overall accuracy. The speed of this system together with its accuracy would be a very good

help for the Indian economy that is trying very hard to arrest the counterfeiting efforts.
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Figure 7.11: LDA analysis of the individual feature groups. (a) Ink Features, (b) Art
Work and (c) Printing. For all the the cases the problem is casted as a 2 class problem

Table 7.9: Performance with respect to Human Subjects

Testing Accuracy Time
Method Sample Test Result ( Percentage) | (mins)
Forensic 50(D) 25(G)  50(D) 25(G) 100 124
Experts 50(D) 50(G)  48(D) 50(G) 98 166
25(D) 100(G) 25(D) 100(G) 100 204
Bank 50(D) 25(G)  32(D) 25(G) 76 28
Staff 50(D) 50(G)  41(D) 25(G) 91 36
25(D) 100(G) 22(D) 100(G) 96 41
Our 50(D) 25(G)  50(D) 25(G) 100 12
System 50(D) 50(G)  49(D) 50(G) 99 16
25(D) 100(G) 25(D) 100(G) 100 20
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7.5.6 Relative performance of the feature group

The ability of the three feature groups, namely Ink, Artwork and Printing technique based
features, in detecting fake currency notes is analysed using Fisher linear discrimination analysis
(LDA) [127]. The previous sub-section 7.4.3 highlights how we use LDA for this purpose. The
projection of the individual feature groups are taken on the best discriminant plane and further
mapped to show the separability of the feature groups in a 2-D plot. Fig. 7.11 shows the results.

The ROC curve shows that printing technique based features are more robust and reliable among
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Figure 7.12: Further analysis is done using : (a) ROC Curve, (b) Recall Precision Curve,
the different sub groups of features are Print (green), Ink (red) and Art Work (blue).
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the three feature groups. They are followed by art work and finally Ink based features. The steep
rise in ROC curves depicts the that the individual feature groups by themselves are extremely
robust but not perfect. We also observe that the true positive rate quickly shoots to 1 (ideal)

with a very low fraction of false positive. A classifier’s performance is judged on the basis of
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Figure 7.13: Performance of individual features. The features are along the z-axis and
the corresponding accuracies (%) are along the y-axis.

how close the precision recall curve Fig. 7.12 is compared to the (1,1) mark which is considered
ideal performance of a classifier. We see that all the three feature groups are very close to that
mark. Finally, performance of the individual features on a 0-100 % accuracy scale is reported in
Fig. 7.11. However, it may be noted that the study on the individual feature strength presented
here strongly depends on the samples that are used during the training process and hence, the
uniformity of the result presented in Fig. 7.11 is difficult to prove in general. We added this
result as the relative performance of the features may give important information to the note
designers as to which feature is performing the best and which feature is more susceptible to

counterfeiting attack.

7.6 Summary

Now-a-days, an automatic method for authentication of currency notes is explored. In this
chapter we have experimented on real dataset i.e. Indian bank notes by our proposed framework
which followed by different chapters. This study investigates various security features and the
method of authentication as followed by the Forensic examiners while dealing with detecting

fake paper money. The chapter shows that how many of these features can be computationally
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captured in order to automate the authentication process. Several Image Processing and Pattern
Recognition methods are exploited to design the overall system. Exhaustive evaluation of the

method using real life samples brings out the potential of the approach.
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Chapter 8

Conclusion

8.1 Introduction

In this thesis, authentication of security documents are composed with a complex combination
with different security level features which answer some important and common authentica-
tion level questions. Throughout history, issuing authorities have faced one common thread i.e.
counterfeit of security documents. Today, counterfeiting remains an on-going challenge, influ-
ence by the continual technological advancements in reprographic equipment available to both
the counterfeiters and general public. The current trends observed in this literature that security
documents recognition software is a growing area of research, particularly banknote recognition
software is implemented on a wide array of devices from ATMs, banknote sorting machines,
self service payment kiosks etc. In literatures it also seen that key computational features can
be derived by two broad categories i.e. after capturing image, authentication check by specific
ROIs and sensing of intrinsic physical properties associated with a genuine one. Later machine
intelligence and speed were integrated for system demand. So, automatic authentication systems
rely on a combination of image processing techniques and pattern recognition. In this direction
we tried to formulate the answer of security document authentication level question which are
generally raised in recent times by forensic peoples. Our research proposals have included with
different security features on different types of documents like bank cheques, currency notes, old

documents etc.
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Our first experiment, Bank cheques were taken as a reference. The proposed method was es-
sentially based on principles of image processing and pattern recognition. Here, we have tested
on synthetic data which are generated separately with the help of security design software and
others printing devices. First the security features are extracted from the scanned document
images and then the notion of 'genuine’ vs. ’duplicate’ was defined in the feature space. After
that Support Vector Machines (SVMs) and Neural Networks (NN) were involved to verify au-
thenticity by these feature space. In this section, a new inverse half toning method has been
proposed for reconstructing low resolution line halftone images. This reconstruction is done in
order to authenticate an image in question. The reconstructed image is compared with its origi-
nal image in terms of standard image quality metrics such as peak signal to noise ratio (PSNR)
and structural similarity index measure (SSIM). Our proposed inverse halftone technique con-
sists of two parts: at first, the resolution (in lines per inch, Ipi) of an input image is estimated
and a low level image from the binary line halftone image is constructed. In the second phase,
gray level continuous image is generated from the low level description and the Ipi information.
The method is based on learning based pattern classification techniques namely, neural nets. A
comparative study shows that the proposed method outperforms many existing inverse halftone
techniques while dealing with line halftone images.

The next challenge of our research was printing technique authentication. Printing technique
is itself a security feature in most of the security paper documents. Fraudulent currency notes
often could not match the genuine printing technique while producing fake notes. This research
embodied in that chapter nicely shows that using the standard image analysis and pattern classi-
fication techniques an automatic method have designed to capture many fraudulent cases. Three
different classifiers have used in this study i.e. k-means, NN and SVM. This research provides a
viable framework for machine authentication of security documents through verifying the print-
ing technique.

Any paper based security document, paper itself is an important security aspect. Next chapter 5
concern with machine aided authentication of security paper documents. The role of paper pulps
is investigated in order to authenticate a paper in question. To the best of our knowledge, this
was one of pioneering efforts for involving paper pulp for developing automatic authentication
of security paper documents. Experiments with banknotes strongly attest the viability of the

proposed method. As availability of real forensic data in large scale is a hurdle in every country,
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a small set of real forensic samples is used to develop and verify the system.

In the next chapter attempt was made to analys a ink-age on old printed documents. Here
also pattern recognition principles have provided a viable framework for the purposed of ink-age
determination. Through image processing (IP) technique, we extracted some selective features
which especially affect according ink-age. Decision making have done by two different ways.
Firstly, classification result was computed by Neural Network (NN) on selective features set.
This method was fully automated which previously trained by training dataset. On second at-
tain, one mathematical-model is designed for ink-Color degradation of paper document which is
done through image processing (IP) and optimizing technique. The computed feature value is
applied on our proposed optimizing algorithm. This algorithm based on designed probabilistic
laws with having some flexibility. This approach integrated in probabilistic model, so that it can
edify according predicament. In literature, it is a unique and distinctive approach to realize this
changing effect.

An automatic method for authentication of currency notes have described in chapter 7. This
research is particularly important when the problem of fake bank notes is considered as a serious
problem in many countries. Indian bank notes were taken as reference to show how systems
have developed for discriminating fake notes from genuine ones. Image processing and pattern
recognition techniques are used to design the overall approach. The ability of the embedded se-
curity aspects was thoroughly analyzed for detecting fake currencies. Real forensic samples were
involved in the experiment that shows a high precision machine have developed for authentica-
tion of paper money. This study investigated how the security features can be computationally
captured in order to automate the authentication process. Exhaustive evaluation of the method

using real life samples were supported the potential of the approach.

8.2 Discussions on the outcome of this Research

In chapter 3 presented a pioneering effort to involve machine in checking authenticity of bank
cheques. The proposed method first computationally extracts the security features from the
document images and then the notion of authenticity vs. duplicity is defined in the feature
space. Support Vector Machines (SVMs) and Neural networks (NN) are involved to verify au-

thenticity of these bank cheques. The training, validation and test sets used in different runs of
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experiments are exactly the same for designing SVM as well as NN-based classification scheme.
Non-linear kernel functions are used to conduct this experiment. Results show that a polynomial
kernel based SVM gives about 99% accuracy discriminating duplicate cheques from genuine ones.
NN-based classification gives about 97.5% accuracy in classifying test documents as genuine or
duplicate. The accuracy is slightly less than that of SVM-based classifier but both the results are
definitely comparable. This strongly attests the viability of the proposed approach for machine
authentication of printed security documents. In this chapter, a new inverse half toning method
has proposed for reconstructing line halftone images. This study presents a neural net based
inverse half-toning method for line halftones. The comparison shows that the proposed method
outperforms the other existing methods ( i.e. LUT, MAP, LPA-ICT etc.) often by significant
margin based on both the metrics, i.e., PSNR and SSIM. As line halftones are generally of low
resolution images, inverse halftone images give slightly less PSNR and SSIM value compared to
those obtained for dispersed dot (higher resolution) based halftones.

An image analysis based pattern classification method is proposed to authentic the printing pro-
cess used in printing different texts on currency notes in chapter 4. Features suitable for doing
this are selected and then studied to detect fraudulent samples based on the printing method.
This classification is also done by using Support Vector Machines and Neural Nets. Polynomial
kernel based SVM achieved 99.9% accuracy discriminating result. Whereas, NN-based classifica-
tion too achieves very high accuracy (about 99.5%, 0.5% error is attributed to true negative) in
classifying printing process as genuine or fake. The discriminatory power of the selected features
in authenticating the printing process is tested using the Linear Discriminate Analysis (LDA).
Like SVM and NN a four-fold experiment, maximizing class separablility criterion is computed
5.0231 and average error showed 0.125% in LDA . Experimental results show that the proposed
framework provides a highly accurate framework for authenticating the printing process in bank
notes.

In chapter 5 magnified UV scan Indian currency notes used for paper pulps investigation ex-
periment. Using the shape and color features, a multilayer back propagation neural network is
used to discriminate paper pulps as genuine or fake. Here, pulp level recognition achieved 94%
confidence level. When all the pulps are mixed together to recognition of their types using the
neural net then about 88% pulps are accurately classified as genuine or fake. This accuracy is

achieved at quite low MSE, i.e. 0.037. Experiment shows that consideration of paper pulps is
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quite efficient in authenticating the currency notes.

In chapter 6, we attempt to design ink-Color degradation on old printed paper. Through IP
technique, we extracted some selective color-level features which especially affect according ink-
age. Firstly pattern recognition principles have provided a viable framework for the purpose
of ink age determination. The method is fully automated and shows 74.5% overall accuracy.
For better understating of color-level variation according its age we elaborated on next part of
our experiment where these features vector is applied on our proposed optimising algorithm.
This algorithm based on designed probabilistic laws with having some flexibility. This approach
integrated in probabilistic model, so that it can edify according predicament. LIFE magazine
cover page have applied to generate this model and EBONY magazine cover page applied for
verification. On both cases experiment have specified particular sample on different age segment
and also shows 76% and 72% overall accuracy rate respectively. The overall accuracy results
show that the system can assist the human experts with a great extent.

In chapter 7 automatic authentication of paper money has been targeted. Indian bank notes are
taken as reference to show how a system can be developed for discriminating fake notes from
genuine ones. Image processing and pattern recognition techniques are used to design the overall
approach. Our feature extraction process considers four different aspects of the banknote: i)
printer identification ii) Ink property iii) Thread, and (iv) the Art work used in designing the
note. The feature space is analyzed and visualized by using clustering technique. The decision
making process is built using two different classifiers: i) Artificial Neural Networks (ANNs) ii)
Support Vector Machines. Under flow of experiments firstly concerted on thread based features.
The two thread based features are therefore used upfront that are binary in nature and discrim-
inate notes based on either the presence or absence of two features. This reduces the processing
time too which we have analysed next. Then separately three different areas achieved 99%,
98.5%, 100% by SVM classifier and 99.3%, 98.5%, 99.8% by NN classifier on artwork, ink-based
and printing base features respectively. Furthermore, a Linear Discriminate Analysis is used to

measure the performance of each feature.
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8.3 Future Scope of Work

Security art work base authentication provides primary verification of authenticity because this
fine line design uses maximum number of security documents. The proposed method which based
on principles of image processing and pattern recognition is essentially needed for processing huge
number of documents. The future extension of the microprint line authentication method would
conduct experiment on a larger dataset to test the generality and scalability of the proposed
method. Analysis of error cases has not been reported here. Finding the reasons for occurring
errors and design of a more sophisticated approach to minimize these errors are considered as
the next part of the study presented here. Finally, experiments with other kinds of security doc-
uments like legal deeds, lottery tickets, tickets for watching different outdoor games, certificates,
mark sheets, postal stamps, etc. are to be conducted to establish the well acceptance of the
method for authenticating security documents. The IHT study can be also extended in several
directions. At first, improvement of inverse halftone images is definitely an area where more
research is needed. It is shown here that a two-stage neural net performs better than a single
stage architecture. This can be further extended to investigate whether a series of neural net
could produce better quality inverse halftone. As the current work is motivated by the practical
need of generating original gray tone image in situation where the original image is not available
or the printed halftone is in question of copyrighting issue, performance evaluation on a much
larger dataset is required to bring out the potential of the present approach in practical scenario.
Once established its efficiency on a larger dataset the present method could of good assistance for
the forensic scientists, printing engineers and even for restoration of many historical documents.
In chapter 4, we are mainly concerned about currency note authentication by printing technique
verification. The features used in this experiment are quickly computable and therefore, the
proposed method provides a quick (and possibly low cost too) solution to the problem. Three
different classifiers have been used in this study. Integration of them can also be done in future to
build a more robust classification scheme. However, testing of this method using a large dataset
is required to establish it as a standard practice. The method, indeed, is not only restricted to
currency notes only.

In the chapter 5 reports an interesting experiment in the context of machine aided authentica-

tion of security paper documents. This study investigated the role of paper pulps in order to
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authenticate a paper. Here we used few number of real dataset i.e. Indian bank notes. The
future of this research would consider a separate dataset to test the generality of the approach.
The proposed approach could be a generic framework or a part for authenticating any security
paper documents where the paper itself carries security aspects. For this purpose, certificates,
legal deeds, mark sheets, etc. is to be considered next.

Ink age determination (chapter 6) of printed documents started back in 1920. Iron gallotannate
inks properties have determinate the age on that period. From that time, ink dating experiment
have great demand for criminal investigations and civil litigations. Capabilities of this experi-
mental knowledge are now widespread throughout the world. In the United State, ink dating on
question documents has become a routine question. Early ink dating research is available in the
forensic examination of ink and paper. That types of experiments were destructive in nature.
That examination was not reasonably cooperative for those documents which require in future.
So, our proposed model tries to integrate this scarcity. However, a lot more experiments are
to be done to establish this practice as an acceptable one. In fact, the findings of this study
open up new research avenues in this domain. Rigorous experiment on a larger dataset and
then establishing the statistical significance of the results are to be conducted next. It would be
exciting to attempt to compare with other optimization model or pattern recognition techniques
for printer inks and then estimate the aging parameters from samples. This model can later be
employed to predict the age of a printed document. Similar attempt is reported from chemical
viewpoint. And also there might be some technique through destructive and time consuming
method which is presently used such type of problem. Our study was lookout to overcome such
problem. This scheme has relevancy and will get real challenge in this research area. We believe
that future research work would proceed elaborately towards this direction. Extension of the
present study for handwriting manuscripts would also be another motivating area of study.

In chapter 7 automatic method for authentication of currency notes is explored. This research
is particularly important when the problem of fake is considered as a serious problem in many
countries. The present experiment considers Indian bank notes as reference as in the recent
times Indian economy has been severely challenged by the presence of fake notes. Moreover,
Indian currency notes are nice examples of embedding many heterogeneous security features.
The complexity of the overall system is kept optimal so that a low cost hardware realization of

the proposed method is feasible. A low cost system is in demand so that a large scale deployment
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of such a system becomes possible. For this purpose, we are in touch with a few companies who
are interested in prototyping such a system. Some algorithmic optimization may be needed for
embedded realization of the present system.

Another immediate extension of this study is to evaluate the method on a different test collec-
tion. We are in process of collecting a new set of sample from another laboratory (different from
the one from which we received the current data set) of the Department of Forensic Sciences.
Exploiting new features and method for authentication is indeed needed to make the system
robust against future counterfeiting efforts. In fact, the present study does not consider one
important security feature, namely the watermark feature of the currency notes. The reason
behind this refers to the strange habits of Indian people scribbling by ink pen over the blank
region on the note where watermark is embedded. Such scribbling marks make the use of the
watermark feature very sensitive in authenticating bank notes. Our future effort will explore
how to get rid of such scribbling marks and use the embedded watermark as one of the security
features.

Criminal activity concerning generation of duplicate copies of certain kinds of security docu-
ments has been becoming a potential threat to our civil society. Today’s quality and complexity
of security features are still used as a major prevention. Whereas, complicated designs are still
not possible on commonly available reprographic equipment. It would require emphasizing auto-
matic document inspection. This thesis provides such help of an automatic means for verification
of authenticity. All experiments were not only focuses currency note but others documents also.
All proposed methods consider design of an efficient but low-cost solution to this problem of
detecting duplicate documents so that mass scale deployment of such systems can be feasible.
Finally, experiments with other kinds of security documents like legal deeds, lottery tickets, tick-
ets for watching games like football, cricket, certificates, mark sheets, postal stamps, etc. are to
be conducted with relevant organizational help, to establish the proposed framework as well as

an accepted tool for authenticating security documents.
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