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The External Memory Wall Problem

von Neumann (Architecture) Bottleneck

1068

CPU Speed =
DRAM Speed —

Input Output

-
=
=

Performance
- =

.1 1 1 1 1
1975 1988 1985 1998 1995 2888 2885 2818

Year




And a Huge Energy Bottleneck

Operation Energy/Op Cost
(16-bit operand) (45 nm) | (vs. Add)
Add operation 0.18 pJ 1X
Load from on-chip SRAM 11 pJ 61X
Send to off-chip DRAM 640 pJ 3,556X

>1000X more energy to go to memory

A. Pedbam, S. Galal, S. Richardson, S. Kvatinsky, and M. Horowitz, “Dark Memory and Accelerator-Rich System
Optimization in the Dark Silicon Era,” IEEE Design & Test, April 2017




Moving Computation to Memory

Input

Output




Processing “In-Memory” (PIM)
Reducing Data Movement

Prior Art

Configuration
PIM machine

Memory

00’s - Active Pages (DRAM)

SA connected to

SIMD pipeline

Automata
Memory

Ambit

Recent Data transfer is still required

to/from DRAM and PUs

H. S. Stone, “A Logic-in-Memory Computer,” IEEE Transactions on Computers, January 1970

M. Gokhale et al., “Processing in memory: the Terasys massively parallel PIM array,” Computer, 1995

M. Oskin et al., “Active pages: A computation model for intelligent memory,” Comput. Archit. News, 1998

D. Elliott et al., “Computational ram: Implementing processors in memory,” IEEE Des. Test, 1999

P. Dlugosch et al., "An Efficient and Scalable Semiconductor Architecture for Parallel Automata Processing," IEEE TPDS, 2014

V. Seshadri et al., “Ambit: In-Memory Accelerator for Bulk Bitwise Operations Using Commodity DRAM Technology,” MICRO 2017



This Tutorial

The need for Processing-in-Memory
Memristors and Memristive Memory
Memristive logic classification
Out-of-memory logic

Near-memory logic

Real in-memory logic

Memristors for HW security



Memory Hierarchy

Cache Memory System High-Performance Storage
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P/E Endurance

The Problem with Flash Memory

Flash memory

10,000 4 .
B MLC-2 NAND ECC -
MLC MAND Endurance -
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Ox X 5x Ax 3x 2% 1x
Geometry (nm)

Source: D. Ruggeri, MICRON
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Memristors
Emerging Nonvolatile Memory Technologies

Resistive STT MRAM Phase Change
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3 Fundamental Circuit Elements

W~ i
Resistor Capacitor
Resistor - \&C;ocitor
hm 1827 SYYY -
Georg Ohm 18 von Kleist 1745
Inductor
@p=L-I

Inductor
13 Michael Faraday 1831



4 Basic Circuit Variables

* Joltage (1)

e Current i(7)

* Charge q(t) £ j.fwi(r)dr or | d=

e Flux

14
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3 Fundamental Circuit Elements
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The Missing Circuit Element
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The Memristor 1971

-MM:@ I

Resistor j‘ Capacitor

(D

Memristor

¢:L-i¢=|\/|'q

IEEE TRANSACTIONS ON CIRCUIT THEORY, VOL. CT-18, NO. 5, SEPTEMBER 1

Memristor—The Missing Circuit Element

LEON O. CHUA, SENIOR MEMBER, IEEE

Inductor

507



Memristor

The Missing Fourth Element?
-

w- Tk

Resistor | | Capacitor

v=R-j qg=0"v

() f
SYYY -

Inductor

p=1L-1I

¢

L.O. Chua, “Memristor — The Missing Circuit Element,” IEEE Trans. on Circuit Theory, 1971



The Conventional Story

| May 2008

The missing memristor found

Dmitri B. Strukov', Gregory S. Snider', Duncan R. Stewart' & R. Stanley Williams'



Memristor — A Practical lllustration

Resistor with Varying Resistance
Current y

High resisitive siie
= ((RQP@ lH:@)

Voltage

Oacrease resistance
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cCurrent

" Memristor




CMOS compatible
Dense

Nonvolatile

Fast

Low power

High endurance (oran]  [sours)

Metal7

Metal6é

Metal5

Metal4

Metal3

Metal2

Metall

Attractive for Memory!

Rad hard
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We Want to Compute within the

Memristive Crossbar Memory
Bitlines
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Read Operation in the
Memristive Memory

’ Voltage Sense
Driver Amplifier
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Immediate Applications

* NAND Flash replacement

* Embedded NVM

CPU Register

Cost
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Immediate Applications

* NAND Flash replacement

* Embedded NVM

CPU Register

e Storage Class Memory

Cost

®* _CPU L1-3 Cache

. DRAM

. SCM
SSD

HDD
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Existing Products 2019
3¢ Gen. MRAM | INTEl OPTANE™ SSD J05P SERIES

{1.5TB, 2.5in PCle* x4, 3D XPoi

2017~

300 mm -

GF@Singapore fab.
pMT) ST-MRAM

256 Mb ~ 1 Gb Ly,
MgO Based
40 nm (256 Mb)

28 nm/22 nm FDX (1 Gb, Dev.) 20nm, 1.5 TB, PCle NVMe

INTEL’ l]PTANE"' MEMORY M10 SERIES

[GdGB M.2 80mm PCle* 3.0, 20nm, 3D XPoi

* | 20nm, 64 GB, PCle
(intel”)

We anticipate seeing new memory products throughout 2019 and into 2020, including
Samsung's 28 nm FDSOI STT-MRAM, TSMC eSTT-MEAM and eReRAM, Intel 22FFL STT-
MRAM, Micron XPoint QunantX and Panasonic/UMC 28nm FDX ePCM.




The Way for Commercialization 2019

Intel Expands 22FFL With

Production-Ready RRAM and MRAM
on FINnFET

Leading-Edge Foundry
Emerging Memory

0.10—+
/. 0.0486
22222
0.06 (R/MRAM)
40nm
E (MRAM)
3 7
s 0.0364
zzzzz /—\‘
< (MRAM) i n tel ®
0.01
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Logic with Memristors

Integrating memristors

with standard logic
Beyond Moore Beyond von Neumann

Logic within memory

Reconfigurable Logic

31



Numerous Logic Families
Need Classification!

» Statefulness: representation of data

* Proximity of computation: integration of

processing and storage

* Flexibility: variety of logic operations using the

same circuit

32
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State Variable

* CMOS logic -> voltage

* Memristive logic ->

voltage and resistance

e Stateful logic family:
resistance is the state

variable

33
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Proximity of Computation

In-memory
Near-memory

Out-of-memory

Input

Output

Defined by where the computation is performed

What is a memory array?

34




In-Memory Computing

e All of the computation is performed

within the array

Control

Memory Array

Commands

.
Data movement

>

On-Chip
Controller

Periphery l

Memristor
Memory
Array




Near-Memory Computing

* Some of the computation is out of the memory

array — data movement On-Chip
Controller

Control Periphery ﬁ

Memory Array 9

Memristor

Commands> I\/Iemory

Data movement AI" ray
-




Out-of-Memory Computing

e All of the computation is out of the memory

array — data movement, _
Processing
dedicated processing units Szl
_ Read Write
Control Periphery Operands Results
Controller
Memory Array
Memristor
Commands> Memory
Data movement Ar ray
37 >




Proximity of Computation

Computation Computation Computation
using logic blocks using peripheral using
s Memory \ circuit memory cells

Logic

Dlugosch et al., IEEE TPDS, 2014

Oskin et al., Comput. Archit. News, 1998
Elliott et al., IEEE Des. Test, 1999
Gokhale et al., Computer, 1995

OUT- NEAR- IN-

Li et al., DAC, 2016
Seshadri et al., MICRO 2017
Aga et.al. HPCA 2017
Eckert et.al. ISCA 2018

Kvatinsky et al., TCAS-II,
2014
Talati et al., TNANO 2016

J. Reuben, R. Ben Hur, N. Wald, N. Talati, A. Haj Ali, P.-E. Gaillardon, and S. Kvatinsky,

"Memristive Logic: A Framework for Evaluation and Comparison”, PATMOS 2017 e



Flexibility

* How sequence of control signals can execute

different functions?
 What is the basic logic function?

e What is the basic structure?
i)

| o




Classification Summary

» Statefulness: representation of data

* Proximity of computation: integration of

processing and storage

* Flexibility: variety of logic operations

using the same circuit

J. Reuggn et al., “Memristive Logic: A Framework for Evaluation and Comparison,” PATMOS 2017
J. Reuben et al., “A Taxonomy and Evaluation Framework for Memristive Logic",
Handbook of Memristor Networks, Springer 2019
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Hybrid Memristor-CMOS Logic

Save die area

More logic on die

Beyond Moore



Memristor Ratioed Logic (MRL)
* Similar to CMOS logic

* Using CMOS for inversion and amplification

* Memristors operate only as computational
elements

AND OR

Kvatinsky, G. Satat, N. Wald, E. G. Friedman, A. Kolodny, and U. C. Weiser, “MRL — Memristor Ratioed Logic,” CNNA 2012



AND Operation

R R
\V/ =LV ON zVCC .__ON
o - RON T ROFF ROFF

Increase resistance

<<V,c

IN,

IN,

Decrease resistance
. Rorr >> Ron



OR Operation

R
V :V . OFF zV
ouT cC RON N ROFF cC ROFF >> RON

Decrease resistance

0 0] o 5

.Y

0 1| 1 < <
1 0| 1
1 =

Increase resistance

45



N-Input MRL

1I"'FEIL.IT
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MRL Delay
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Need for Amplification

~Vhigh

=Viow
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Integration with CMOS Inverters

e Memristors can be fabricated with CMOS

* |Input/output are voltages — as in standard

CMOS logic E

 CMOS gates have gain - amplifier

IN, ¢ 7/

IE I |N2 £

L
Ll

AND

49



Standard Cell Approach

* MRL standard cells — NAND and NOR
* Robust - no current leakage between stages

* Two CMOS-memristor cross-layer connections
per cell — consume area and power

i P
—hI1r

—E —

)o— NAND D NOR

A1
LI




NAND Physical Design

! )
F 1 X IR Y et i
4L o A e 3 ' ot V] « . ) . .
[ ORSTY Seps 'vm“ b < | “x J
U VOV FFUSINR Sy v XeAPUPIS YOS > 1\ ! “ y ] A
. - | S .

CMOS

MRL

K. Cho, S.-J. Lee, and K. Eshraghian, “Memristor-CMOS Logic and Digital Computational Components,” MEJ 2015



Optimized Approach

* Target - minimize CMOS-memristor cross-layer

connections

* Solution — use inverters only when needed

— Signal restoration (voltage optimization)

— Logic function requires inversion

o
DS |
=
)

)

52



Different MRL Full Adders (Cho 2015)

ABD—r H

BE—r1 -S“-““.:; H . ®
Cin BB Cn®

N— 3 Eh-—m—._|[|l LGM

S=A® B Cy, rr—— i

Cou=(A-B)® (Cn- (4 ® B)) :”“", |

53
K. Cho, S.-J. Lee, and K. Eshraghian, “Memristor-CMOS Logic and Digital Computational Components,” MEJ 2015



MRL — Summary

Beyond Moore’s Law

Hybrid CMOS-memristor logic

CMOS inverters for signal restoration and

complete logic structure
Increase logic density

Applications?

54
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Akers Logic Arrays 1972

* Executes any Boolean function

/

/

111__9

—>

— |l&—S

/

I1I 5

A

4

—>

!
B
v

V4

»

I1! >

IR

4

—>

!

!

|

3 x 3 Akers array

S. B. Eéers Jr., “ A Rectangular Logic Array,” IEEE Trans. on Computing, August 1972

X
Z

v [ s farn
v

f(x,y,2)

Primitive logic cell



Primitive Logic Cell

 Three input majority gate
 The input combinations (1,0,0) and (1,0,1)

never occur (X <Y)
X

Z
y —> %—> f(x,y,2)

v

f(x,y,z) fO(x'y'Z):yx_l_yZ

f1(x,y,Z) — MA](X,y,Z)

fz(x;Y;Z) — XZ_-I_yZ

R | Ok, | O |O|(FRL |0 | X
R |lRr|O|lO|R|R|O|O|<

57 f3(x,v,z) =x+ yz

RPIP(PPOIOCIOIO|IN




The Input Matrix

* IfA, B, C, D are the input
entries to the logic array,

we say that
A B
C D

is the input matrix

58

Al//B
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Basic Properties

* |f there is a O-path over the 0
rows, then the array output
IS zero 5

* |f thereis a 1-path over the

columns, then the array 111
output is one 1
1
1
y— > f
!



Various Boolean Functions with

Akers Arrays
A e
[%le[c ]

.—-_\ B

RBc e, 5

W? AlB
| B x Alc

AD B J\-ﬁ-tﬁiﬁ]
noo 0o
Al AT | c|a
|Blc|A| Al B

%B: I:E‘L-::hna

60



XOR Akers Array




Memristive Akers Arrays

A A
Yo i f01> xl
MZ MZ gM
A
2 E f_,
v v ",
7z Mz
— i, @Ej‘” +@E fﬂt
M, M, fJ,
F n
Joy v Primitive memristive
2 X 2 memristive logic cell

Akers array

62 : . : : . .
Y. Levy, J. Bruck, Y. Cassuto, E. G. Friedman, A. Kolodny, E. Yaacobi, and S. Kvatinsky, "Logic Operation in Memory Using a
Memristive Akers Array," Microelectronics Journal, Nov. 2014



Primitive Memristive Logic Cell

* Based on complementary memristor (CRS)
* Implementing f,(x,y, z)

)|

L (x,y,z) =xZ+ yz



Write to the Primitive Cell

e Write to both memristors

v, = ¥,

Y
Reduce M, l My

X

., @V[
Increase M., ‘ Mz

¢ X
— I, = Ground

Write logical ‘1’

64



Primitive Cell Write Simulations

2 -

Voltage [Volt]

1
e
1

U
N

-20.0 -10.0 0.0 10.0 20.0
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20 4
0.0

2.0
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125.0 1
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-25.0
125.0 ]
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250 -
-25.0

Vy [V]

S

Rz [KQ]

TN I

Rz[KQ]

0.0 20.0 40.0 60.0 80.0

65 Time [nS]
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Memristive Akers within Memory

X inputs

L

oo A A
M M
| oo A A
3,3
—

sandui A

ZII—‘ ZII—‘ ZII—‘

$13|]|0J3U0d 28Ee]|ON pue J2P0IIP MOY

M
[
M, r M;, \ M
| o Al Al
Select _II: _IE

ot
ot
1

Column decoder and voltage controllers




Memristive Akers 2-Input XOR

I0¢I I(il
X X —
Ov 1v ,1Iﬁ A B
HWZ_ EMZ_ fo1 _
AT >R > "1"—>| B | A
My M,
fout
v v 1.0 -
Ej\/lz EMZ_ fout : ﬁ/\\ A=0 B=0
e I3 Y —
Z VA i
1.0 7
fw* vpout E 00 f A=0 B=1 \
S 1.0 T
§ j A=l B=0
S 00 —*) W —
1.0
] A=1 B=1
0.0 | ==—=S"" N——
0.0 50 10.0 15.0 20.0 25.0 30.0

Time [nS]



Memristive Akers Arrays
Open Issues

* Akers memory design (Y. Levy thesis 2015)

* Non-binary Akers arrays (extends E. Yaakobi et

al. ISIT 2013)

X inputs

69 Column decoder and voltage controllers




70

Agenda

The need for Processing-in-Memory
Memristors and Memristive Memory
Memristive logic classification
Out-of-memory logic

Near-memory logic

— Akers

— Associative Processors
— Neuromorphic

Real in-memory logic
Memristor for HW security



Content Addressable Memory (CAM)

Regular Memory Cells

SearchData10011 Port #
Compare | [J 1|1 0 1 00
Compare 01110 0 1
Compare |1 |0 (1|00 110 reel
Compare |1 (0|0 |1 (1 11| <=
\ Match
CAM Cells
Search Data1001 1
0(1{1]0(1] oo
0(1(1[|1|0| o1
Match 1]0(1]0]0] 10 Result
mp (1 (00|11 11 ¢




CMOS CAM




Memristive CAM

Jus[ ™ u] e[ e [T
-l L T
WS T T
[wi] =& LT mal |
VL $
oIS NG
MLp e MLy+1)
B T s uee]
ss +—1 I
W5 T 3 T
M1 5B 5B M3
VL
D% v

K. Eshraghian et al., TVLSI 2011
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Associative In-Memory Processing

e Associative processing = computing by
Look-Up-Table (LUT)

* In typical LUT, function values are stored in
memory, while data is fed from outside

* |n associative processor, data is stored in
memory while function arguments are fed
from outside

— Computing is done in-situ



Associative Processor

* Processing-near-memory (PNM) using CAM
AP is similar to a look-up table

 Computation is a series of “compare” and

7 cy N l
write” operation Search Data100 1 1

0(1(1({0(1]| oo
0|1(1(1|0] o1
Match 1/0/1/0]0 10 Result
mp (10011 11 ¢cm




Example: Associative Vector Addition

ASSOCIATIVE PROCESSOR: MEMORY MAP

55 1211 8 7 4 3 0
0oo01fo100
01011]10101
0oo0o0foo1o0
01000110
1001 foo0o0o0
01000101
0011 1(1101
00000101
1001 o010
0011 11010

O
wn
Il
>
+
vy

76



Example: Associative Vector Addition

ASSOCIATIVE PROCESSOR: MEMORY MAP

55 1211 8 7 4 3 0
010110101 0 0 0 0 0
O OOOJ0OO010O0 0 1 0 0 1
1 001 1]J00O00O 1 0 0 1 1
010010101 0 1 1 0 0
001111101 0 1 1 0 1
O00OT (0101
1 0 1 1 0
1 0010 1
0O 011 1)1 1 1 1 1 1 1
C S =A + B

77



Example: Associative Vector Addition

SELECTING BIT COLUMNO
55 1211 8 7 4 3 0

0 O 101|110 1 01 0 0 0 0 0
0 O 0 0J0j]JO O 1}0 0 1 0 0 1
0 1 0 01110 0 0|0 1 0 0 1 1
0 O 1 0j0||0 1 0}1 0 1 1 0 0
0 O O 11|11 1 01 0 1 1 0 1
0 O 0 OjJ0jJO0 1 01

1 0 1 1 0
0 1 0 0110 1 1 1 1 1 1
0 O 0 1|1 1
cC S = A + B

78



Example: Associative Vector Addition

COMPARE
55 8 7 4 3 0
O 1 01110 1 01 0 0 0 0 0
7N
000#\9)0010\/ 0 1 0 0 1
=
o1ofoffor()|V | g 1 o 1 o0
1 0o0|1/]o 0o oo 1 0 0 1 1
o1 0[0/llo1o0]1 0 1 1 0 0
O O 11|11 1 01 0 1 1 0 1
o0 oloflo 1 0l1
1 0 1 1 0
1 00/1/lo 01 . . . . .
00 1la)]r 01
= A + B

79



Example: Associative Vector Addition

WRITE
55 8 7 4 3 0

o00o0|1/]lo 1 o]0
O 1 01110 1 01 [0 0 0 0 0
000000010\/ 0 1 0 0 1
gﬂ01000110\/ 0 1 0 1 0
1 0 0f1/]lo o olo 1 0 0 1 1
o010/0/lo 101 0 1 1 0 0
00 1|1/]1 1 o1 0 1 1 0 1
o00o0|ollo 1 0]1 " . ] . .
1 00[1/]lo 0o 1
001141 ! 1 1 1 1 1

S = A + B

80



Example: Associative Vector Addition

COMPARE
55 8 7 4 3 0
O 1 01110 1 01 0 0 0 0 0
OJj0 0 0100 O 110 0 1 0 0 1
olo 1 olo|lo 1 1]0 0 1 0 1 0
1 0 0f1/]lo o olo 1 0 0 1 1
010073\010#?*\/
N ~1 0 1 1 0 0
001’1\110’: 0 1 1 0 1
o 0 ofo)|o 1 o(2)] Vv
~ ~ 1 0 1 1 0
1 0 0f1/]lo o 110 " " " " "
00 11 0 1l0
= A + B

81



Example: Associative Vector Addition

WRITE
55 8 7 4 3 0
O 1 01110 1 01 0 0 0 0 0
OO O OJ0|JO0 O 110 0 1 0 0 1
oflo 1 olo|lo 1 110 0 1 0 1 0
1 00|1/lo 0 o]0
Mo 1 olollo 1 ofa||V ; ° ° ; ;
ht 0 1 1 0 0
00 1|1/|1 1 o1
n o 1 1 o0 1
(o o ofof]o 1 ofz||V
1 0 1 1 0
1 00/1/]lo 0 1
001141 ! 1 1 1 1 1
cC S = A + B

82



Ition

tive Vector Addi

ia

ASSOC

Example

SELECTING BIT COLUMN 1

ote)

OO «+=H O «+H O «— —
O O +H +H O O i
O O O O d «+d «+d
O dH +H O +dH «+H O
O O O +H O O «—+H «d
o
O «€H O O O «H€H «+€H +H o o
0011000011_
" =< O «H O = «=H «+H O o
M o o o o o o 4 o o -+
<
A «Hd O O +H O «+dH o «H -+
0000001001_
O «H O Hd O +H€H o o o o
N o o o o 4 o o o 4H o
o] 4« o o O d +d O «+dH «d «
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Example: Associative Vector Addition

END OF COMPUTATION
55 1211 8 7 4 3 0
IR I LI I ESCICN W cout | s |, [ a |0
ofi1{0 1 0|01 0 1 0|1 O 1 0 0 0 0 0
oilolo 1 ololo 0 o folo 1 0 o 1 0 0 1
off21|J0 1 0|01 0 O 0|1 1 O 0 1 0 1 0
olli1o o 1|10 0o 1 folo 0 o 1 o o0 1 1
of{1{o o 1]o|1 0 0 Jo|1 0 1 o 1 1 0 0
off1]0 o ojofo 1 1 1|1 0 1 o 1 1 o0 1
ollolz o 2lolo 0o 0 o1 0 1
1 0 1 1 0
oflt]o 1 1{1{o 0o 1 Jolo 1
of{1J1 0 1]0J0 1 1 1 1 1 1 1 L L
C S = A + B
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AP Complexity

Arithmetic:
— Fixed point

* m bit add / sub: 0(m) cycles

e m bit mult/div: 0(m?) cycles
Pattern match: O(1) cycles
Finding max/min: 0(1) cycles

Independent of the dataset size:
The larger the problem, the better the
performance of the Associative Processor!



Resistive Associative Processor

MASK

KEY

9747 vV vy %%(

/
/
s
s
/
/
s
s
s
4
e

Bitcell| |-~

Ma chfWord Line ”
“leam | |CAM [ [CAM |  |[cAM | TTTTT "1 cAM
Bitcell Bitcell Bitcell Bitcell
MaLch/Word Line
“leam [ |[CAM [T | CAM [ | CAM [ 77T | cAM
Bitcell Bitcell Bitcell Bitcell Bitcell
Match/Word Line
“leam [ |[CAM [ |[cAM [ | cAM [ TTTTT | cAM
Bitcell Bitcell Bitcell Bitcell Bitcell
T 1T |
| | | | | | | MaLch/Word L|ne| |
“lcam [ |[CAM [ | CAM [ | CAM | TTT°T | cAM
Bitcell Bitcell Bitcell Bitcell Bitcell
T |

(a)

i A Y i wiovd g
|
(st Bit I
| I
| |
I |
I |
| I
| |
o

|1 )
TAG
TAG ﬁ Precharge

, +—[>o>e— Latch
Match/Word Line BsT
| write \;*,
- " reset
TAG N (@) :j
(b)
\\\ FIRST_TAG

TAG

‘ (c)
\ s
NNZ_TAG

* Converting a memory crossbar into a massively parallel
SIMD processor
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L. Yavits et al., “Resistive Associative Processor,” Computer Architecture Letters, 2015



What AP is Good for

Dense and sparse linear algebra
K-means clustering

Linear SVM classification

FFT, convolution, feature extraction
Sequence alignment (Smith-Waterman)

Graph processing (Dijkstra’s shortest path
finding)



Performance and Power Consumption

— T 1000 T T T
L +  BSC ReAP 4 + BSC ReAP &
Q_ 10000f| © DMM ReAP AR O DMM ReAP (&)
@) O FFTReAP . 90 O FFTReAP 8-
— < Titan X (Peak) o /ﬂ ; j0l 9 TitanX g
L Knights Landing (Peak) é o Knights Landing i
(D 1000 * O ~
~— +* O — B
a GJ g

Q * O ;

QO . 2 o 10+ .

C 100 o 4 (@]

© * o &

S S o :

¢ O

B 10t 2 C 1 ﬁ
Y £ o &

- * 5 é

Q @]

O
o 1 : : 0.15 ' : :
0 1 10 5, 100 1000 0 1 10 100 1000
2
Area (mm") Area (mm’)

* ReAP size (and consequently performance) are
constrained by memristor write energy

 Max Dense Matrix Multiplication performance is
5TFLOPS under this constraint

L. Yavits et al., “Resistive Associative Processor,” Computer Architecture Letters, 2015
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Agenda

The need for Processing-in-Memory
Memristors and Memristive Memory
Memristive logic classification
Out-of-memory logic

Near-memory logic

— Akers

— Associative Processors
— Neuromorphic

Real in-memory logic



Al Requires a Lot of Data

80 -

~l
o

(o)}
(9]

Top-1 accuracy [%]

(=)}
o

55 -

50

90

Inception-v4

Inception-v3 ResNet-152
ResNet-50 VGG-16 VGG-19
| ResNet-101
. ResNet-34
q ResNet-18
GoogLeNet Memory
ENet
Millions of different weights
© BN-NIN |
5M 35M 65M 95M 125M 155M
BN-AlexNet
AlexNet
é 1.0 1.5 2I0 2.5 3.0 3I5 4.0

Operations [G-Ops]

Billions of calculations CPU, GPU



Memristor-Based ASIC for DNN

* Enable near-memory processing

— Reduce memory traffic

* Analog MAC operation

— Reduce energy consumption

L

— Parallel computation



DNN Inference and Training

Feed forward

Backpropagation



Memristive Processing for DNN

* The crossbar is used to store the weights data
The conductance = the weight value
Gij = Wi
* The activation is the voltage
drop over the columns (rows)
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Multiply and Accumulate
(Feed Forward)

* Using KCL

The output currentis 5 4, a
the weighted sum
(inner-product)

N
I] = 2 Wijal-
=1

* Parallel operation
to all rows is the
crossbar

94

= Wi1a, + Wiza, + Wizas

= Wria1 + Wraa; + Wasas

= W31a; + W3za; + Wszaz
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Data Representation

Input V- discrete

R R

R

R
R
R

RN

Weights W- discrete

InputV discrete
Welghts W- analog

Input V- analog
Weights W- analog

Input V- analog
Weights W- discrete



Back Propagation

The error 0; is propagate
according to:

Y= £W17;13’l+12 X o' (z)
51

03 = Wiz y, + Wosy, + Wisys

W11 W12 W13
PRNCE s
W34 W35

o Y2

Y3

D.¢gSoudry, D. Di Castro, A. Gal, A. Kolodny, and S. Kvatinsky, “Memristor-based Multilayer Neural
Networks with Online Gradient Descent Training,” IEEE TNNLS 2015



Stochastic Gradient Descent Training

The gradient value AW for fully
connected layers:

oC . W11 2
ow ¢
Y1
For Stochastic gradient descent 2 Wys
(SGD):
aC y
W=W-n—=W —nya’ 2
GW W31 W32 Q
Y3 ; >\

D.¢cSoudry, D. Di Castro, A. Gal, A. Kolodny, and S. Kvatinsky, “Memristor-based Multilayer Neural
Networks with Online Gradient Descent Training,” IEEE TNNLS 2015
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SGD Memristive Weight Update

Conductivity:
AG = f1(ATy,'V) = fL(AW)
AT, = abs(y),V = sign(y)a
" NG Ly A d
Moving from voltage
to time and voltage

V1

a --> V (voltage) W54 ) W %
A [

D.gSoudry, D. Di Castro, A. Gal, A. Kolodny, and S. Kvatinsky, “Memristor-based Multilayer Neural
Networks with Online Gradient Descent Training,” IEEE TNNLS 2015




Going Beyond SGD
(Optimization Algorithms)

* Helps SGD performance

— Increase dCCUuracy

o
C X’
— Accelerate convergence y msGp N\_  CWwew y)

Momentum ~

 Momentum _r } N

N
— Keeps the update = oL
history =
0.1
— Memory overhead N I | S TR N sy

— Computation overhead B "
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Runtime Speedup vs. GPU

903.68 947 .25
813.19

ot
oo =
= =
= =

600

400

200

Normalized Speedup

=

MMIST1 MNISTZ MNIST3
B Limited His.

@ Internal Mem.

T. Grggnberg-Toledo, R. Mazor, A. Haj-Ali and S. Kvatinsky, "Supporting the Momentum Training
Algorithm Using a Memristor-Based Synapse," IEEE TCAS-I 2019



Challenges

* Architecture
— Programmability
— Limited crossbar size
— Pipeline utilization

H (1 (1)
D0
(@ @)

TﬂﬂhﬂT

: EXTERNAL IO INTERFACEH

CHIP (NODE)

— Data converters overhead

* Technology
— Precision
— Reliability
— Endurance (training)

101

Shafiee et al.,

-

e e e

..................................................

ISAAC A convolutional

neural network accelerator with in-situ
analog arithmetic in crossbars," ISCA 2016



Ongoing/Future Work

* Quantized neural networks
— BNN/TNN for inference |
— BNN/TNN for training

* Programmable accelerators  |-< x

* Intelligent mixed-signal circuits " L2

out =a &k

E. Giacomin et al., "A Robust Digital RRAM-Based Convolutional Block for Low-Power Image Processing and Learning
Applications," IEEE TCAS-I 2019

L. Danial, N. Wainstein, S. Kraus, and S. Kvatinsky, "Breaking Through the Speed-Power-Accuracy Tradeoff in ADCs
using a Memristive Neuromorphic Architecture”, IEEE TETCI 2018

L. Danﬁb N. Wainstein, S. Kraus, and S. Kvatinsky, "DIDACTIC: A Data-Intelligent Digital-to-Analog Converter with a
Trainable Integrated Circuit using Memristors", IEEE JETCAS 2018



Agenda

* The need for Processing-in-Memory
* Memristors and Memristive Memory
* Memristive logic classification

e Out-of-memory logic

* Near-memory logic

* Real in-memory logic

— Stateful logic — IMPLY, MAGIC
— Memristive Memory Processing Unit (mMPU)

 Memristor for HW security
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Proximity of Computation

Computation Computation /Computation\
using logic blocks using peripheral using
s Memory \ circuit memory cells

Logic

Dlugosch et al., IEEE TPDS, 2014

Oskin et al., Comput. Archit. News, 1998

Li et al., DAC, 2016
Seshadri et al., MICRO 2017

Kvatinsky et al., TCAS-II,

: 2014
Elliott et al., IEEE Des. Test, 1999 Aga et.al. HPCA 2017 :
Gokhale et al., Computer, 1995 Eckert et.al. ISCA 2018 Qalatl AT IS Zoy

J. Reuben, R. Ben Hur, N. Wald, N. Talati, A. Haj Ali, P.-E. Gaillardon, and S. Kvatinsky,

"Memristive Logic: A Framework for Evaluation and Comparison”, PATMOS 2017 104



State Variable

* CMOS logic -> voltage

* Memristive logic ->

voltage and resistance

e Stateful logic family:
resistance is the state

variable

105
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Real Computing within the Memory
Beyond von Neumann Architecture

CPU
Control Unit
Inp.ut Out|?ut
Device Arithmetic/ Device
Logic Unit

Memory l T
Processing
Unit Memory
(MPU)
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We Want to Compute within the

Memristive Crossbar Memory
Bitlines

Ky
%,
%,
iy
%,
%,




Processing In-Memory with Memristors
Logic Families

IN, Vconp

— L ouT
Ve il o=

—E = P q

IN,

MAGIC %

Kvatinsky et al., TCAS-1l 2014

IMPLY

Borghetti et al., Nature 2010

J. Reyhgn, R. Ben Hur, N. Wald, N. Talati, A. Haj Ali, P.-E. Gaillardon, and S. Kvatinsky,
"Memristive Logic: A Framework for Evaluation and Comparison", PATMOS 2017



IMPLY Function

* One of the elementary 2 input Boolean functions

Truth Table
b a pMPg
0 0 1 p—4
0 1 1 If p then ¢
1 O 0
1 1 1

IMPLY + FALSE == Complete logic

109



IMPLY Logic with Memristors

Logic 0 — Rggr

Logic 1 — Rgy

oo ) (B

0 1 1
1 O 0) RON < RG < ROFF
1 1 1
|Veono 1< Veer |

110 -

J. Borghetti et al, “Memristive Switches Enable ‘Stateful’ Logic Operation via Material Implication,” Nature, 2010



Behavior for Different Cases

OuUT : 1 kQ
Decrease resis State Drift

111



Performance and Robustness
Tradeoff

TRADEOFF

2

3 1 State drift

4 1 1 1 \
OUT Refreshing the gate
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IMPLY — Basic Operation

e Performance and robustness tradeoff
* Need for refresh because of state drift

* Widely used linear ion drift memristor model is

incompatible for logic design

VCOND VSET

%




Complete Logic with IMPLY
* Sequential operation of IMPLY and FALSE

+ NAND: va V VVS

— Step 1 — FALSE(S)

— Step 2—-P IMPLY S .ﬁ/ Oﬁ‘ ﬁ
— Step 3—-Q IMPLY S

* Many different optimizations for various
Boolean functions
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IMPLY within a Crossbar

* Natural method within memristive crossbar
—Input and output are resistance
— Basic structure is a crossbar-like
— Additional resistor per wordline

V.. Y. V.. Y.

Var
e & @9
M, M, M. M;;
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Other Stateful Logic - Example

—

Vv
COND- Veer

Vconp+
P q q P q q
0 0 0 0 0 0
1 0 0 1 0 1
0 1 0 0 1 1
1 1 1 1 1 1

Y. Zhang et al., "A Novel Design for a Memristor-Based OR Gate," I[EEE TCAS I, Aug. 2015
116



MAGIC — Memristor Aided LoGIC

* One applied voltage V¢, no additional devices
e Separate input and output memristors

IN, IN, OUT IN, IN,  OUT
Ve THI T VehIhIldhild
NAND = AND -
NOR

S Kvatingky, D. Belousov, S. Liman, G. Satat, N. Wald, E. G. Friedman, A. Kolodny, and U. C. Welser
"MAGIC — Memristor Aided LoGIC," IEEE TCAS I, Nov. 2014



MAGIC — Memristor Aided LoGIC
Example of MAGIC NOR

Initialize OUT to R, Roee >> Ry
‘our

1N, | IN, |_NOR_Jldce L
o of ! Rorr

0 0o

0 < ..>

Increase resistance

0

S. Kvating8ky, D. Belousov, S. Liman, G. Satat, N. Wald, E. G. Friedman, A. Kolodny, and U. C. Weiser,
"MAGIC - Memristor Aided LoGIC," IEEE TCAS II, Nov. 2014



N-Input MAGIC NOR




Real MAGIC

Logic-in-Memory 10° : X .
2 on Textile :3‘.‘.’,‘;'... I !
z ' 104 1 1
5 AVpEGDMA - | |
E Ya S I 1 I
3 Untreated "\ 210 0 o 1]y 0[]0 ¢ fi]o oy flf]o
Yarn Gl s ¢ : | 1 |
Time (s) Y w‘ | I | l |
ime (s \ |
<NOT gate> N I. I
g ' 10° Time (sec)

Time (s) ¢ NOT gate
<NOR gate> Time (sec)

Jung et al., Nano Research, July 2017 Bae et al., Nano Letters, Oct. 2017

"7
S
l

\\)
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Lab Demonstration

TaOx memristors

Fabricated by
Vikas Rana (Julich)
Tested by Barak
Hoffer (Technion)

(Unpublished)
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MAGIC NOR in a Crossbar

IN,
OuT

IN,




MAGIC NOR in a Crossbar




MAGIC NOR in a Memristive Memory

Ve Vs

> b ﬁ Parallelism
S AD S| ko
A 894

N. Talaii2,48. Gupta, P. Mane, and S. Kvatinsky, “Logic Design within Memristive Memories Using MAGIC,*
IEEE Transactions on Nanotechnology, July 2016




Hierarchy of Logical Functions

Matrix .
e Convolution

o[ copv JRl NAND

MUL

wor P ror

MAGIC - NOR :
125 logic family

Complete



Agenda

* The need for Processing-in-Memory
* Memristors and Memristive Memory
* Memristive logic classification

e Out-of-memory logic

* Near-memory logic

* Real in-memory logic
— Stateful logic — IMPLY, MAGIC
— Memristive Memory Processing Unit (mMPU)

 Memristor for HW security
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mMPU pArchitecture

M
q

127
R. Ben-Hur and S. Kvatinsky, "Memory Processing Unit for In-Memory Processing,”" NANOARCH 2016



mMPU pArchitecture

1|/ Colu.nn Control
TTITLLL e

1200 NdIAW|

1
I
I
I
I
I V- _— I
1 Memristive =2 [
1 m O I
1 Memory == -
[ - — Q =1
I —_ = S Q i
| 1 !
: ==l =t

128
R. Ben-Hur and S. Kvatinsky, "Memory Processing Unit for In-Memory Processing,”" NANOARCH 2016



mMPU pArchitecture

1|/ Colu.nn Control
TTTTTLLTr

Memristive *

€3 NdINW

I D

| H

1 Memory T= P

I — “m Q —+
— r =

I b "- : o

[ . g —

: S

129
R. Ben-Hur and S. Kvatinsky, "Memory Processing Unit for In-Memory Processing,”" NANOARCH 2016



mMPU pArchitecture

1| Colu.nn Control
TTTTTLL e

=1

S [

S|

| cl

P - |

: Memristive “m3 ~ [

1 Memory =E o
| — =S e O

| ==l =

[ =2 D I

I—---------------l

130
R. Ben-Hur and S. Kvatinsky, "Memory Processing Unit for In-Memory Processing,”" NANOARCH 2016



Issues Involved in mMMPU System

Periphery
Design mMPU System

Programminga

CPU

mMPU
Controller
Design and
Optimization mMPU
N J
131 \ : '::::.‘;%:rc Council



Circuit and Memory Example

Node Analysis Tool
KCL: (vlr_el) + (6’1;37) + (e1—e'1) — 0
»Voltage
Driver

High Resistance ROFF%
Low Resistance Roy ¢—>

132
Ameer Haj Ali, M.Sc. thesis



Outputs of the Tool

Important parameters 31mW

e 1S1R,16 X 16
7, = 4.530 (16nm) 76mA 7.9mAY 155mAA i

.
lllllllllllllllllllllllllllllllllllll

. _ Bltllne number
Roy = 1000 RSP - 19 12 14 16

i ROFF — 100kQ 2
* Vmagic =2V a4 = 2
¢ VTH,l = 0.3V g 6
< 8
¢ VTH,Z — _09V (b}
£ 10
° RSel,l — RSel,Z = 0Q T 15
* BLyy < NOR(BL,,BL;) =14
133 16

Ameer Haj Ali, M.Sc. thesis



MMPU Controller

e Supports regular memory operations (R-DDR)

{ )

* Optimized logic flow:

— Parallelism (in-array and banks)

— Cost function

(latency, throughput, area, energy) mMPU

* Real-time memory mapping

J

N. Talati et al., “CONCEPT: A Column Oriented Memory Controller for Efficient Memory and PIM Operations in RRAM," IEEE MICRO 2019
R. Ben HB4et al., “SIMPLE MAGIC: Synthesis and Mapping of Boolean Functions for Memristor Aided Logic (MAGIC)," ICCAD 2017
R. Ben Hur et al., “Algorithmic Considerations in Memristive Memory Processing Units (MPU),“ NANOARCH 2016



Exploit Parallelism

e Reducing the number of gates is not enough

* Mapping determines the possible parallelism

2 gates In 1 step 2 gates In 2 steps

£
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N bits

i

Supporting Addition

N bits

[

Input 2

11N-1 bits

Sequence of Full Adders

—&

N+1 bits

A4

i

% P |

g
i

i

t

Ao 4 o4 4 4
o A 44 o4

Zin

4 4
4 4
>

:

Full Adder using
12 NOR gates

N. Tala%i3,6s. Gupta, P. Mane, and S. Kvatinsky, “Logic Design within Memristive Memories Using MAGIC,*
IEEE Transactions on Nanotechnology, July 2016



Supporting Multiplication — Prior Work

Requires
~3700>>512
columns for
N=16

N bits N bits 3NZ? bits  12N-(N-1) bits ZNits
iiiiiir-ﬁl-n | - p— A
Input 2

g 58| & 8] 8| 8] 5] 4| 9] 9] 8| 5] 9]¢
AR AN AN A AR AW VAR AR AN AR AW AV

Addition , 2
18220 Partial products<:> N=AND <:> 3N2 NOR
operations operations

1008111

%, [,
% [,

137
M. Imani et al., “Ultra-Efficient Processing In-Memory for Data Intensive Applications,” DAC 2017



Supporting Multiplication — Solution

One
adder at
a time

N bitsN bits  3N2bits  12N:(N-1) bit&” 2N bits

g1 £\ 9] o] £\ 9] #] 9 4] £ £ & # 5 8 # 5
g £ 8 # 98] £ 98] #] £ 9 # £ 8 £ 8 &

Addition , 2
18220 Partial products<:> N=AND <:> 3N2 NOR
operations operations

1008111

A. Haj-Alg R. Ben Hur, N. Wald, and S. Kvatinsky, “Efficient Algorithms for In-memory Fixed Point Multiplication
Using MAGIC,” ISCAS 2018




Supporting Multiplication — Solution

N bitsN bits 3N2bits 12N bits—~ 2N bits
| I - L

EEEY
EEEY,

1101
1011

Addition , 2
18220 Partial products<:> N=AND <:> 3N2 NOR
operations operations

1008111

A. Haj-Aly R. Ben Hur, N. Wald, and S. Kvatinsky, “Efficient Algorithms for In-memory Fixed Point Multiplication
Using MAGIC,” ISCAS 2018




Supporting Multiplication — Solution

Requires
~300<512
columns for

partial
product
at 3 time

N bitsN bits 3N b|t@ 12N bltso 2N bits QO
_ ﬁ-—h—iw
AR g 8¢
#’###%#####%##&###

1101
1011 300

Addition , 2
18220 Partial products<:> N=AND <:> 3N2 NOR
operations operations

1008111

More optimizations in the paper

A. Haj-Alp R. Ben Hur, N. Wald, and S. Kvatinsky, “Efficient Algorithms for In-memory Fixed Point Multiplication
Using MAGIC,” ISCAS 2018
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Single Row Execution

a} aIIellsm
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SIMPLER MAGIC:
Synthesis and In-memory Mapping of
Logic Execution

Customized Array A 56 4 ;?1
standard : EEEEY
- SIZEN 4 4 4 4 Al
cell library : .
. , olumn Number
module ckt( ‘ Mlnlmlzed NOR ‘ [A]lB]c]a]afafa]a]a]1]
r and NOT netis B
|l Synthesis ey W . gy Mapping my| e
Logic Tool : [ALe [ Jeslaol s ades] o]
function = Tool Execution
(.blif / .pla) al, | sequence

1. Synthesis tool - reducing the number of gates

2. Mapping tool - mapping the gates into the memristive memory

R. Ben-Hur, R. Ronen, A. Haj-Ali, D. Bhattacharjee, A. Eliahu, and S. Kvatinsky, "SIMPLER MAGIC - Synthesis and Mapping
of In-memory Logic Executed in a Single Row to Improve Throughput,” IEEE TCAD (in press)



mMPU Performance Potential

1000
g
>
g 173 217
3
o 100
= 35 37
—
pe;
N
= 10
©
- 3
S
o
=

1
Dot Product Image Convolution Hadamard Product

mMPU/Pinatubo ® mMPU/APIM

A. Haj-Ali et al., “IMAGING - In-Memory AlGorithms for Image processING,” IEEE TCAS |, December 2018

A. Haj-Ali et al., “Not in Name Alone: a Memristive Memory Processing Unit for Real In-Memory Processing,”
IEEE Micro, October 2018

S. Lietal., “Pinatubo: A Processing-in-Memory Architecture for Bulk Bitwise Operations in Emerging Non-volatile
Memoriés,” DAC 2016

M. Imani et al., “Ultra-Efficient Processing In-Memory for Data Intensive Applications,” DAC 2017



mMPU for DNN

* FloatPIM, Imani et al., ISCA 2019
* Real-life issues (endurance, array size)

Il GPU Il PipeLayer [ IFloatPIM (No Switches) [ |FloatPIM|

10° - - - - - 10°

=1)
=1)

Speedup (GPU
3 3
Energy Saving (GPU
=

et pet el o pid pet  omet  owet  omel
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Agenda

* The need for Processing-in-Memory
* Memristors and Memristive Memory
 Memristive logic classification

e Out-of-memory logic

* Near-memory logic

* Real in-memory logic

 Memristor for HW security
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Memristive Circuits for Hardware Security

* Need for unique signature in security primitives

* Variations in memristors are usually a problem

!MIIAT IEETOLD YOU

\' |

\
TS NOT A BUG, ITS A FEATURE
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Physical Unclonable Function (PUF)

* Digital fingerprint of a semiconductor device
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Arbiter PUF

e Based on a mismatch between two identical

delay paths

* The output of the flip-flop will be 0 or 1
depending on the winner path

148



Arbiter PUF

e Based on a mismatch between two identical

delay paths

* The output of the flip-flop will be 0 or 1
depending on the winner path

149



Arbiter PUF

_b_:z_b.::_' _______ b_ o
L S X» > |

C1 C2 Cn

e Based on a mismatch between two identical

delay paths

* The output of the flip-flop will be 0 or 1
depending on the winner path

* Bits of the challenge switch between the paths
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Ring Oscillator PUF (RO-PUF)

RO, A rD——ib—1—t =
:t = COUNTER
5 Qut
0or 1
RON.y A D =
ROy ’:D_D._[;;._T[}_—-— S H=|COUNTER
Challenge

 Comparing frequencies of matched ring oscillators
* The challenge bits select the oscillators
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Memristors and PUF

Challenge
(a) Decodear -+ ra
e Memristors add more A AN AT A \1
C h a O S Riows /‘?’ /'/ /C’/ / /‘?/ § CM-RO — -r:;-.lnqz -
— Harder to model ::::_ Far FAvAr, : Mﬂ;
— Better statistics o 2 A T
&2 &g |
Coly Cols Cols Colus Colus Coly i
* Example: e y
Memristive RO-PUF § m
— Memristors bias the current & . (b):

controlled oscillators
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Memristive RO-PUF

RO}

RO4

%

N ow M
Nanocrossbar
|
Multiplexer

L

2

I_
I_

2

challenge A MUX, A MUX /
response

cnt cnt

O. Kavehei et al., "mrPUF: A Memristive Device Based Physical Unclonable Function,"” arXiv 2013
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Memristor-Based Arbiter PUF

Vgst: Reset control voltage
Vkst Vce: Challenge Enable voltage

(e]
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Timing
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* The main idea — challenge based stage delays
* Advantages:

— Low area

— Good statistical randomness

Mathew et al., “A Novel Memristor-Based Hardware Security Primitive”, ACM Transactions on Embedded Computing Systems, 2015
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Spin Torgue Transfer
Magnetic Tunnel Junction (STT-MTJ)

e Constructed of 3 layers:

1. Free (ferromagnetic) > \Hj

. —> = =~
2. Barrier e —
3. Fixed (ferromagnetic) \ ’ J

 Two stable states: ,
_ P - Parallel AP - Anti Parallel
— Parallel (R,,, resistance) |

— Anti-Parallel (R, s resistance)
— Ron < Rygr
e State switch using current

— Stochastic switching time |
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Asynchronous TRNG Using
STT-MTJ

B. Perach and S. Kvatinsky, DATE 2019
B. Perach and S. Kvatinsky, IEEE TVLSI, November 2019



Results

Entropy rate Energy per
[Mbps] bit [pJ]

Our Solution | [ETIEREPL! 6.0-7.7

Better than CMOS TRNG with the same area

[1] Yang et al., ISSCC14

[2] Srinivasan et ?5I%, VLSIC'10



MemHash:
Memristive Hardware Hash Function

* Crossbar array read & write disturbed
— Sneak path currents

Bit-lines

* Subjected to Memristor : / x

l \
comensme o A4S A
Word-lines \/: ﬁ, Q’g

A AdA s

L. Azriel and S. Kvatinsky, HOST 2017
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MemHash:
Memristive Hardware Hash Function

Formatted %ser Message

Message | Suffix (8b) | / Hash state

Serial feed
| Prefix (8b) |
R 7—Address—-
| Crosshar Array
—Value—|
Scrambler _
! } }

<}

/

Mix input with state

L. Azriel and S. Kvatinsky, HOST 2017
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Differential Read

}

Read back

S

Reliable read



Agenda

The need for Processing-in-Memory
Memristors and Memristive Memory
Memristive logic classification
Out-of-memory logic

Near-memory logic

— Akers

— Associative Processors
— Neuromorphic

Real in-memory logic
— Stateful logic — IMPLY, MAGIC
— Memristive Memory Processing Unit (mMPU)

Memristors for HW security



Memristors for Computing - Summary

* Memristors enable non-von Neumann machines
to overcome the memory wall and many more
other applications (HW security and others)

* |n-, Near-, Out- of memory computing

* Not necessarily one winner — the future is in
heterogeneous systems
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