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ABSTRACT. For applications of elliptic curve cryptography in censorship cir-
cumvention, the traffic generated by a cryptographic protocol must appear
indistinguishable from uniformly random strings to blend in with random traf-
fic. To address this challenge, previous works have proposed various mappings
that map finite field elements to elliptic curve points, focusing primarily on
short Weierstrass, Montgomery, and (twisted) Edwards curve forms. In this
article, we primarily focus on the Legendre curve Ey : y? = z(z — 1)(z — X)
targeting the Kummer lines, ensuring no exception points and a constant-time
algorithm. We present two such mappings: Elligator-L3 and Elligator-L1.
Elligator-L3 maps elements of a prime field Fq, where ¢ = 3 (mod 4), to a
Legendre curve Ey with x(A) = —1, while Elligator-L1 maps elements of Fg,
where ¢ =1 (mod 4), to Ex with x(\) = 1. We also extend these mappings to
Kummer lines, resulting in Elligator-K3 and Elligator-K1.

Previously, Bernstein et al. [2] proposed two efficient encoding-decoding
functions: Elligator-1 and Elligator-2. Elligator-1 maps elements of a prime
field Fq with ¢ = 3 (mod 4) to an Edwards curve E; 4 : 22 +y? =1+ da?y?
with x(d) = —1 and vice versa. Elligator-2, in contrast, considers Montgomery
curves over a prime field and can be extended to twisted Edwards curves. How-
ever, to operate on any element of the prime field, Elligator-2 requires primes
of the form 1 (mod 4). Addressing this, we propose a new map, Elligator-T,
which enables encoding from a prime field F; with ¢ = 3 (mod 4) to a complete
twisted Edwards curve with no exception points. Further, we extend it to a
y-coordinate only mapping called Elligator-T\,.

Elligator-T is crucial in verifiable XEdDSA (VXEdDSA) signatures [25].
However, VXEdDSA requires the computation of square roots to manage
compressed point representations. To overcome this, we introduce the verifi-
able quotient Edwards curve Digital Signature Algorithm (VqEdADSA), which
utilises Elligator-T and relies solely on y-coordinate arithmetic. VqEdDSA
eliminates the need for square root computations, replacing them with a few
field multiplications. We propose several twisted Edwards curves and squared
Kummer lines over prime fields for cryptographic applications, leveraging the
newly introduced Elligator maps.

1. Introduction. Elliptic curve cryptography (ECC), introduced by Koblitz [19]
and Miller [22], has emerged as a leading research area due to its ability to offer short
key and signature sizes alongside efficient implementation without compromising
security. Moreover, the geometric intricacy inherent in elliptic curves has facilitated
the development of various cryptographic protocols over the past decades. Notable
examples include Joux’s tripartite key agreement [17] and Boneh and Franklin’s
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identity-based encryption scheme [3]. Across the internet, widespread applications
such as TLS, SSH, and WhatsApp, as well as anonymity and privacy-preserving
tools like Tor and Bitcoin, rely on elliptic curves for necessary security.

However, in circumvention applications, ECC exhibits a security vulnerability.
ECC protocols transmit elliptic curve points openly as long-term or ephemeral pub-
lic keys, ciphertext prefixes, and other elements. In their natural representation,
these elliptic curve points are distinguishable from uniform binary strings, making
them susceptible to identification. Even when considering the compressed form
of elliptic curve points, which primarily consist of the z-coordinates, roughly half
correspond to points on the actual elliptic curve. In contrast, the remainder corre-
sponds to points on a twist of the elliptic curve. This inherent structure facilitates
attackers in distinguishing, blocking, or tampering with ECC traffic.

Bernstein et al. [2] classify these distinguishers into three categories: least severe,
more severe, and most severe. For instance, they analyse the NIST prime curve
P-256: y?> = 2% — 32 + b, where b is a standard constant. This curve operates
over the prime field F,,, where p = 2256 — 2224 4 9219 4 296 _ 1 The least severe
distinguisher monitors the traffic and confidently identifies ECC traffic if the strings
are all less than 22°6 — 2224, In contrast, the more severe distinguisher not only
observes but also verifies whether a 512-bit string satisfies the curve equation when
interpreted as (x,y). Although many systems transmit a compressed version of the
point, consisting of x and a sign bit, the computational overhead of square root
calculations often outweighs the benefits of reduced point size for regular users.
Finally, the most severe distinguisher examines whether the term 23 — 32z + b is a
quadratic residue, with a probability of % If this occurs over numerous consecutive
iterations, the distinguisher reasonably concludes that the traffic is ECC traffic.

1.1. Moller’s approach. A proposed solution to the problem involves the “curve-
or-twist” technique introduced by Moller [23]. In his research, Moller outlines a
practical public-key encryption method designed to withstand adaptive chosen-
ciphertext attacks (CCA) while ensuring pseudo-randomness in ciphertexts. This
pseudo-randomness is achieved through a novel Key Encapsulation Mechanism
(KEM) rooted in the elliptic curve Diffie-Hellman. The proposed technique em-
ploys a pair of elliptic curves where each curve serves as a twist of the other. Moller
adapts the ElGamal encryption by transmitting points randomly situated either
on the elliptic curve or its non-trivial quadratic twist over a binary field. In this
modified scheme, a user’s public key consists of a pair of points (aP, o’ P’), where P
denotes a point on the elliptic curve, P’ represents a point on the twist of the elliptic
curve, and (a, a’) constitutes the private key. When sending a message, the sender
selects a point randomly from (aP,a’P’), denoted as de, and an arbitrary integer b.
Subsequently, the sender encrypts the message using baP. Upon receiving the point
bP and the encrypted message, the receiver initially verifies whether the received
point belongs to the curve or its twist. Then, the user computes baP and proceeds
to decrypt the message. Bernstein et al. [2] suggest that opting for o’ equal to a
enables Montgomery scalar multiplication to manage both computations [5, 20, 24].

Building on this framework, Young and Yung successfully attained DDH secu-
rity within the standard model and put forth a secure key exchange protocol [30],
alongside an encryption scheme [31]. Additionally, Méller’s methodology has found
practical application in censorship circumvention tools. For instance, StegoTorus, a
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concealment proxy designed for the Tor anonymity system [28], and Telex, a mech-
anism for anticensorship within network infrastructure [29], have both implemented
Moller’s approach.

1.2. Elligator. Bernstein et al. proposed a different approach in [2]. Their idea is
based on an efficiently computable algebraic function ¢ from the set S = {0, 1, ...,

%} to an elliptic curve E(F,), where p is a prime. The map is injective and

efficiently invertible. The mapping is subject to suitable p and F. Bernstein et
al. noticed that a point P € ¢(S) C E(F,) has a uniform random preimage in S.
Therefore, one can map a point P to a uniformly random bit string, however unique
integer 1~ (P), if it exists.

In the paper [2], the authors provide two constructions: Elligator-1 and Elligator-
2. Elligator-1 deals with Edwards curve over a prime field F,, with p = 3 (mod 4).
Elligator-1 takes an injective encoding function implicitly mentioned in [10]. On
the other hand, Elligator-2 maps any field element to a Montgomery curve over a
prime field F,, with p =1 (mod 4). Using Elligator-2, one can map a field element
to a twisted Edwards curve via the Montgomery curve. For the primes of the form 3
(mod 4), Elligator-2 has two or six exception points. Furthermore, twisted Edwards
curves are essential because they provide the fastest digital signature [15].

1.2.1. Advantage of Elligator over Mdller’s approach. Elligator has several advan-
tages over Moller’s approach. Elligator not only achieves ciphertext indistinguisha-
bility but also achieves public-key indistinguishability. In Moller method, the length
of the public key is double, while Elligator needs only a minimal length public key.
While Moller’s method is limited to Elgamal-type schemes, Elligator can be applied
to a wider range of elliptic curve protocols. Elligator does not require extra security
requirements like T'wist security, which is essential for Moller’s approach. Also,
Elligator is easier to adapt to existing protocols without modifying them.

1.3. Mapping strings to elliptic-curve points. This research area originated
from an algorithmic number theoretic question: Given an elliptic curve E and an
element from the underlying sufficiently large finite field F,, is there any algorithm
to construct a point on the curve E(F,)? There are provably easy probabilis-
tic algorithms to use. Then, how about a provably deterministic polynomial-time
algorithm? Shallue and Woestijne first proposed a mapping that answers the ques-
tion [26]. They give a deterministic polynomial-time algorithm that computes a
nontrivial rational point on an elliptic curve over a finite field, given a Weierstrass
equation for the curve by providing a map ¢ : F, — E(F,). For this, they reduce
the problem to finding a rational point on a curve of genus zero. Their work shows
that each element of E(F,) has a fixed number of preimages, say k. Trying k+1 el-
ements of Fy, they produce a ¢(t) € E(F,) given E, F, and ¢. Icart and subsequent
authors explored many other replacements of ¢ [4, 16, 12, 11, 7, 13, §].

1.4. Our contribution.

1. In this work, we explicitly address the problem of mapping a field element to
a point on a Legendre curve, which is crucial for mapping to a Kummer line.
We present two distinct constant-time mappings for finite fields of odd prime
characteristic: (i) Elligator-L3, which maps an element of a finite field F, to
a point on a Legendre curve Ey with x(\) = —1 when ¢ = 3 (mod 4); and
(i) Elligator-L1, which maps an element of F, to a Legendre curve E with
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X(A) =1 when ¢ =1 (mod 4). Moreover, both the mappings do not have any
exception points. Furthermore, we also provide efficient inversion algorithms
for both mappings and proofs for both the encoding and inversion.

2. Next, we introduce two mappings, Elligator-K3 and Elligator-K1, to the Kum-
mer line, constructed based on the Elligator-L3 and Elligator-L.1 mappings,
respectively. Elligator-K3 maps an element of the prime field F; to the Kum-
mer line when ¢ = 3 (mod 4), while Elligator-K1 handles the case when g = 1
(mod 4).

e To comprehensively compare all existing encodings applicable to Legendre
curves, we provide a constant-time variant of the encoding proposed in [6],
along with its inverse mapping. We also extend this encoding to the
Kummer Line. Further details are provided in Appendix H. This article
also includes an encoding map that in general covers all forms of elliptic
curves, including Legendre, Montgomery, and Hessian of prime orders and
with j # 0,1728.

3. In the paper [2], authors provide a mapping Elligator-2 that maps a field
element to a Montgomery curve defined over a prime field F, with ¢ being a
prime. From the obtained point via this mapping, one can compute a point
on the associated twisted Edwards curve. However, the necessary condition
for the construction to work for all elements of Fy is ¢ = 1 (mod 4). For
g =3 (mod 4), we cannot convert all elements of F, to a point of the twisted
Edwards curve. This paper presents a mapping, Elligator-T, that addresses
this gap'!. Theorem 5.1 ensures the existence of such a map to a twisted
Edwards curve. Also, the twisted Edwards curves in the construction support
a complete addition formula.

4. A major application of encoding to twisted Edwards curve is the verifiable
Edwards curve digital signature in WhatsApp [25]. But in the algorithm, one
has to recreate the full point of twisted Edwards from a compressed point
where one bit is used to identify the z-coordinate. [2] comments that the
cost of square root computation for common users outweighs the benefit of
the reduced point size. Using Elligator-T,, (a reduced version of Elligator-T),
we propose an y-coordinate only verifiable Edwards curve digital signature
(called VqEADSA). We also provide suitable curves for the applications.

We show the applicability of Elligator-K* (both K3 and K1) in the context
of the Diffie-Hellman Key exchange protocol using squared Kummer Lines.
We also suggest some suitable Kummer lines for applications.

All the test codes are written in Magma and are publicly available at:

https://github.com/gourabsahal992/Encodings-to-Legendre-curve.

2. Definitions. In this paper, we provide mappings that take elements of a finite
field F, to and from three major curves: Twisted Edwards curve, Legendre curve,
and Kummer line. Thus, we briefly introduce these three curves in this section. The
quadratic character is an essential ingredient in the mappings and in their proofs
of correctness. Therefore, we begin by describing the quadratic character.

IPerformance-wise, Elligator-2 is better than Elligator-T. The probability of hitting an excep-
tion point is negligible; however, for Elligator-T, this probability is zero.
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2.1. Quadratic character. Let ¢ be a prime integer. Then the function x : F, —
{0,1, —1} is defined by x(a) = a?=1/2 for any element a € Fy. x is called quadratic
character [2]. For any a € Fy, it can also be defined as

0 if a is zero,
x(a)=¢ 1 if a is a square,
—1 if a is non-square.

X is multiplicative in nature, that is, x(ab) = x(a)x(b). Trivially, x(a?) = 1.
Therefore, x(1) = x(a-1/a) and in turn we have x(1/a) = 1/x(a) = x(a) for a non-
zero a. Let a and b both be either squares or non-squares, then x(ab) = x(a)x(b) =
1. Also, if x(ab) = —1, one of a and b is square and the other is non-square.

Now, we consider some properties of x specific to the primes of the form ¢ = 3
(mod 4). First x(x(a)) = x(a). As (¢g—1)/2is odd, (—1)@~1)/2 = —1. This implies
that —1 is a non-square in Fy with ¢ = 3 (mod 4). Also aldtD/4 is a square root
of a if x(a) = 1. We call it the principal square root of a, the unique square root
that is a square, and the other root is non-square. Notice that if a € F, is a square,
then a(?t1/2 = q(¢=1/2¢ = y(a)a = a as x(a) = 1. For any square root of b of a,
b= x(b)alatD/4,

Now, we provide some features of y relevant to primes ¢ = 1 (mod 4). In this
case (—1)(9=1/2 = 1 since (q — 1)/2 is even. Therefore, —1 is a square here. Also,
there is no concept of principal square root because both roots are either squares or
non-squares. Define a square root function ,/ : Fg — F, such that Va? € {a,—a}

where F2 = {a® : a € F,}. Let us define ,/F2 = {0,1,...,%*}. One can also
. -1
define |/FZ by the negation of {0,1,..., 95}

2.2. Twisted Edwards curve. Let F, be a finite field with characteristic # 2.
The twisted Edwards curve [1] over F, is defined by

Eoa: az? + % =1+ dx?y?,
where a,d € F; are non-zero and distinct.
For applications, Twisted Edwards curves with a = —1 are widely used. By [9],
the projective addition formula for E, 4 is complete if and only if x(ad) = —1. If
F, is a prime field with ¢ = 3 (mod 4), then —1 is non-square. Consequently, the

projective addition formula for the twisted Edwards curve E_; 4 over F,, where d
is a square, is complete.

2.3. Legendre curve. Let F, be a finite field with characteristic # 2. Let A € I,
such that A(A — 1) # 0. The Legendre form [27] of an elliptic curve is defined by

Ex:v?=x(z—1)(z—\).

2.4. Kummer line. Let 7 € C with a positive imaginary part and w € C. Let
¢1,& € Q. Then Theta functions with characteristics ¥[€1, &2](w, 7) are defined by

Iér, &o)(w,7) = > exp [wi(n + )7 + 2mi(n + &) (w + &),
neL
where ¢ = +/—1.
For a fixed 7, ¥1(w) and Y2(w) are defined as 90, 0](w, 7) and 90, 1/2](w, 7).
Let P1(C) be the projective line over C. The Kummer line (K) associated with 7
is the image of the map @ from C to P!(C) defined by w : w + [ (w) : ¥2(w)].
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The mappings are defined over C. However, the Lefschetz principle [14] shows that
the identities proved over the complex field are also valid over a large prime field.
Consequently, the arithmetic of Kummer lines defined over the complex field also
applies over large prime fields.

Let Ey : y? = x(x — 1)(x — X) be an elliptic curve of Legendre form and the
corresponding projective form is Y?Z = X (X — Z)(X — A\Z). For simplicity we are
using the projective form Ey, that has three point of order 2, namely (0:0: 1), (1:
0:1)and (A:0:1).

A (squared) Kummer line ICy2 52 [18] can be associated with a Ey where A\ =
af—jlﬂ. Let 0 : Ex — E) be an automorphism which map a point to its inverse point.
A map IT: Kuz2 52 \ {[b? : a®]} — E, /0 is defined by

5 9 1:-:0), if [z2 : 22] = [a? : b?
T([=": 27) = { Eazxz : ) a2£2 - b2l2),[other\}vise, and

(1)

-1 o Cf a? P i (X Z)=(1:-:0)
(-2 2)) = { [b2X : a?(X — Z)], otherwise. (2)
The map II does not preserve the consistency of addition and doubling between
Koz 52 and Ey. To establish the consistency, we need to add T = (A:0: 1), a point
of order 2 of Ey, with the image point of II. The updated maps are defined by

[I(P) =TI(P) + T, and
I Y(P)=0"'(P+T).

Now the map 11 preserves the consistency of addition and doubling. We refer [18]
for further details.

3. Encodings to Legendre curve. The existing literature primarily focuses on
the Weierstrass, Montgomery, and Edwards forms of elliptic curves. However, there
is no explicit encoding dedicated solely to Legendre curves. Elligator-2 [2] addresses
elliptic curves of the form y? = 23+ Ax?+ Bz, excluding the specific case y? = z3+x.
For Legendre curves, we observe that A = —(A + 1) and B = A. Nevertheless,
Elligator-2 introduces exception points when applied to Legendre curves.

In this section, we propose two encodings: Elligator-L3 and Elligator-L1,
which map an element of the finite field F, to a point on a Legendre curve. Both
constructions are constant-time and free of exception points. Elligator-L3 is defined
for primes of the form 3 (mod 4) and supports A when x(\) = —1. In contrast,
Elligator-L1 is defined for primes of the form 1 (mod 4) and is applicable when
x(A) = 1. Notably, Elligator-L1 achieves the lowest operation count among all
known constant-time encodings for Legendre curves. Given the practical impor-
tance of such encodings, we present several concrete Legendre curve proposals, each
offering the desired security level, and the encodings are applicable.

Additionally, [6] proposes an encoding for elliptic curves of the form 3? = 2% +
Az? + Bz that also avoids exception points. However, it does not operate in
constant-time. In Appendix H, we introduce a constant-time variant of this en-
coding and offer a comparative analysis of all proposals in Section 4.3.

We also note that [10] implicitly includes a map to Legendre curves for primes of
the form 3 (mod 4), and it is quite similar to our proposed Elligator-L3 encoding.
However, our work is applicable to a wider range of Legendre curves compared to
the encoding of [10] (See Section 4.3). Furthermore, our proposal is accompanied
by simple and compact proofs.
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3.1. Elligator-L3 map. Elligator-L3 map is an encoding map from [F; to Legendre
curve Ey : y? = z(z—1)(z — \) where the prime ¢ is of the form ¢ = 3 (mod 4). The
next theorem explicitly provides the encoding map, and the pseudocode is given in
Table 8 of Appendix A.

Theorem 3.1. Let F, be a finite field with a prime ¢ = 3 (mod 4). Let ¢ €
F,\ {-1,0,1}. Definer =c— %, a; = —-2+4c+ %, and ag = =2 — ¢ — % Then
either a1 or ap is a quadratic residue in IFy. Without loss of generality, assume oy is
a square and (3 is a square root of ay. Define X = 22. Then for each t € Fg\ {£1},

[e5] ‘
the following quantities are defined:

1-1¢
U= vS —u® 4+ (r* +2)ud —u, e = —x(v)® + x(v) + 1,
1
X=eu, Y= (ev)%ex (uQ— 2),
c
X
Y= Y e o e v =8

Furthermore, the point (x,y) lies on the Legendre curve y?> = x(x — 1)(x — \), and
the point (X,Y) satisfies Y2 = —X° + (r? + 2) X3 — X

Proof. o At least one of o3 or as is a sqaure: By hypothesis, a3 = —2+c+%
and g = —2 —¢c— % Since ajog = — (c — %)2 and —1 is a non-square in [F,
(as ¢ =3 (mod 4)), exactly one of ay or az must be a quadratic residue.

e u and v is defined and u # 0: Since t ¢ {£1}, both 1 +¢ and 1 — ¢ are
nonzero. Thus, u is well-defined and nonzero, and v is consequently defined.

e X+1+#0, so 2’ and y are defined : Suppose X + 1 = 0. Then, we have
X =—-1=eu.

o If u=—1, then 1 —¢t = —(1 4 t), which implies 1 = —1, a contradiction.
o If u =1, then v = r2 and hence X = 1, again a contradiction.
Therefore, X +1 # 0, and so 2’ and y’ are well-defined

e z and y are defined : If o; = 0, then —2+c+% = 0 = ¢ = 1 which
contradicts to ¢ € F, \ {-1,0,1}. Similarly, e = 0 = ¢ = —1, which is
another contradiction.

Without loss of generality, let a; be a non-zero square and [ be a square
root of a;. Then 8 # 0. Therefore, x and y are defined.

e (X,Y) satisfies Y2 = —-X5+ (r2 +2)X3 - X : If v # 0, then X = eu =
x(v)u. Furthermore, —X° + (r? + 2)X3 — X = y(v)(—u® + (r* + 2)u® —
u) = x(v)v. Since x(x(v)v) = x(v)?, x(v)v is a square. Therefore, we have
(X(v)v)% = x(v)v and thus (X(v)v)%rl is the principal square root. On the
other hand,

Also, if v = 0, then u € {#+c,+1}, which implies X € {#c,+1}. Then,
X5+ (r? +2)X3 — X = 0. Therefore, (X,Y) lies on the curve Y? =
X5+ (r*+2)X3 - X.
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o (x',y’) satisfies y'2 = x/3 + 4x/2 — r2x’ :
y/2 27“4 Y2

(14 X)6

ot (=X 4 (P 4+ 2) X% - X)

N (1+X)8
Xr? X2t 4r?X 9

= + — T

I+X)2\1+X)* (1+X)2

— 33/(.13/2 +4$/ —7“2)

=23 + 42" — rz.

Therefore, 2’ and ¥’ satisfy y'? = /3 + 422 — r22’.
e (x,y) satisfies y2 = x(x — 1)(x — A\) where A = az/ay :
The discriminant of 2/ 4+ 42’ —r? is 16+ 472 = 16 +4(c— 1)> =4 (c + %)2,
a square. Therefore, y'? = 23 + 42/ — 22’ can be written as

2
1
y/2:$/($/2+4$/—7“2) :J?/ <$/2+4$/— (C—) > :.17/(1‘/—061)(37/—0[2).

c

a+1
Without loss of generality, let a; be quadratic residue and 8 = a;* be the

principal square root of ;. Using the change of variables: z = z’/a; and
y=y'/B° we get

x(x—l)(w—x>:i(i—1) (i”)

(2 —aq) (@ — a1 \)

g
2 (2 =) (2 — )
= o
_ y/2
- B
:y2_

Therefore, (x,y) lies on the curve y? = z(z — 1)(z — \).
O

Definition 3.2. Let F, be a finite field with prime ¢ = 3 (mod 4) and Ey : y? =
z(z — 1)(x — A) be a Legrendre curve over Fy with x(A\) = —1 and X ¢ {0, £1}.
Then, in the situation of Theorem 3.1, an encoding map ; : F; — E is defined by
P1(£1) = (0,0) and if ¢ # +1 then ¢ (¢) = (z,y).

3.1.1. Euzistence of ¢ for Ex. Let A € F,;\ {0, £1} be fixed. Suppose there exists an
element c such that:
Oé1=—2+6+17 g =—-2—c— —.
c c
We analyse two cases based on the quadratic residuosity of a; and as:
1. a; is a quadratic residue and «s is not: In this case, define A = g—? A
straightforward simplification leads to the quadratic equation:

A+ 1) —(2A=2) + (A +1) =0.
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This equation is solvable in I, if and only if its discriminant, —162, is a square
in the field. Therefore, we require y(A) = —1.

2. a1 is not a quadratic residue and «» is: In this scenario, % = g—f, and
the same algebraic steps apply. Thus, as in the previous case, we conclude

that x(A) = —1 must hold.

3.1.2. Inversion of Elligator-L3 map. The following theorem shows the invertibility
of the Elligator-L3 map 11, and the pseudocode is given in Table 8 of Appendix A.

Theorem 3.3. Let F, be a finite field with prime ¢ = 3 (mod 4) and ¢; : Fg — Ex
be the encoding map defined in Definition 3.2. Then the following statements hold:

1. Ift € F,, then the set of preimage of 11(t) under the encoding 11 is {t, —t}.
2. Y1(Fy) is the set of (x,y) € Ex(Fq) satisfying
(a) if £ =0, then y = 0.
(b) if x # 0, then (1 —(r?)? — 1 is a square where = 2;&1.
(c) if (r? =2, theny = 77«3;%;@‘
3. Let (z,y) € ¥1(Fy). If (x,y) = (0,0), then t =1 and if x # 0, the following
elements X, z,u,t of F, are defined and 1 (t) = (z,y):

Proof. Statement 1 has a forward part asserting 1 (t) = ¥1(—t), and the reverse
part states that there is no other preimage. Similarly, statement 2 consists of both
forward and reverse parts. The forward part states that any point (z,y) € ¥1(F,)
satisfies conditions (a), (b) and (c¢). The reverse part claims that any point (z,y) €
Ex(F,) satisfying those conditions lies in i1 (Fy).

o First, we shall show that ¢ and —¢ map to the same point on E)(F,). If
t € {£1}, then by definition, ¢ (t) = ¥1(—t) = (0,0).

— 1 1+ 1
Assume t € § = {alze pded I e = £l

Similarly, if ¢ = :I:}'fz, then x = A and y = 0.
Assume from now on that ¢t € Fy \ (S U{%1}). Then v # 0 which implies
e = x(v). Define u,v, X,Y,2’,y', 2,y from t as in Theorem 3.1. By definition

1/)1(75) = (‘T7y)-

Let t; = —t. Let uy, vy, €1, X1, Y1, 2,9}, x1,y1 be the values corresponding
to t1, as defined in Theorem 3.1. Then u1 = 112 = %Jr; = %, and conse-
quently vy = —uf + (r? + 2)uf —uy = -5 + (P +2)5 — L = % Since u
and v are both non-zero, it follows that 61 x(v1) = x(v)x(5%) = X(v) as u®
is a square.

Next, we have that X; = x(v1)u; = %, and x} = r? (1+)§§1)2 =72 (1_:;)2

! /
z'. Thus, z; = —12%233.

Now let us focus on Y7 and recall that Y7 = (evl)%ex (u? — %). Note
that x(u)u? is square, and hence it is the principal square root of u5, that is,
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(u6)T = (u3)T = (u3)Tu3 = X(u3)u3 = X(u)u3 = eu®. Then

(
=00 ® (s ) xoon (8- )
=000 (X5 ) o (u = ) ote that x(w) = 1/x0)

= (o) X5 o (5 - 5 ) IPutting x(0) = x() and 1 = 1/

u c
q+1
_ (ox(@) T x()x (v ~ )
ux(v)
B (ve)queX (u2 — C%)
uix(v)
Y
= (wep
Y
'ch
XY ’ ’
Therefore, y] = r2(1+Y7)1(1)3 = TQﬁ =y and y; = % = 45 = y. Hence,

P1(—t) = (x,y) and forward part of statement 1 is proved. The latter part of
the proof contains the proof of the reverse of statement 1.
o Next, we will prove the forward part of statement 2. Let (z,y) € Ex(F,).
By Theorem 3.1, there are two cases (a) if t € {£1} then x = 0, and (b) if
t ¢ {1} then x # 0.
By definition of 4, 9;(+1) = (0,0). Now assume = # 0. Then, by

Theorem 3.1, we know that x = rzﬁ which can be rearranged into
X2+2(1-¢?) X +1=0. (3)

Equation (3) has a root if the discriminant is a square. The discriminant is

2
4 (1 —r? 20;) —4=4((1=¢r?)?* -1).
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Thus, a solution exists if (1—(r?)?—1 is a square in F,, proving statements 2a
and 2b.

Dividing equation (3) by X, we obtain X + % = -2 (1 — (7“2), which will
be useful latter.

To prove statement 2c, substitute (r? = 2 into equation (3):

X2 421-2)X+1=0=X?>-2X+1=0=(X-1) =0= X =1.
From Theorem 3.1, we have X = eu. Since X = 1, it follows that u € {£1}.

Ifu=—1, then 1—t = —(1+t) = 1 = —1 which is a contradiction. Therefore,
u =1 and then ¢t = 0. Now compute v = —1° + (r? +2)1> — 1 = 72, Then

Y = ()% x(1 - &) = x(r)rx(r/c) = x(r)rx(re/c®) = x(r)rx(re) = rx(c),

i 2 2 r? r3x(c)
since x(1/c®) = 1 and x(r®) = 1. Therefore, z = - and y = S5
so ¥1(0) = (%, i)é(sc)). This completes the proof of the forward part of

statement 2c. These final expressions of z and y will be used latter.
Now, we prove statement 3 of the theorem. As before, there are two cases:
(a) if t € {£1} then (z,y) = (0,0), and (b) if ¢ ¢ {£1} then (x,y) # (0,0).

The first case is straightforward. For the second case, assume (z,y) # (0,0).
Define u,v,X,Y,2’,y',xz,y from t € F, \ {£1} as in Theorem 3.1. Then, by
definition, ¥1(t) = (x,y).

Now fix t; = —t and define the corresponding values uy,v1, X1, Y1, 2, v}, 21,
y1 for tq.

By the construction of X, we know that 1 — (2 + X is a square root of
(1—¢r?)?2 — 1. Hence (1 — (7?2 + X)2 = (1 — ¢r?)? — 1 which simplifies to the
equation

X24+2(1—¢rHX +1=0. (4)
Observe that X; = < and thus X + X; = —2(1 — (r?), where ¢ = 51—

Then, (X —X)(X - X1)=X?>— (X + X)X +XX; = X?4+2(1-(rH)X +1.
This confirms that X and X; are two roots of equation (4).

Now consider the case X = X. Then y = TQM/W and hence,

1 1
zx(Y(chQ)> X(Y)X(XQCQ) and e = —22 + 2z 4 1.

at+1

If v # 0, then € = x(v) and (ev) * is a square. Also, x(u? — 1/c?) =
x(X? —1/c?). Therefore, x(Y) = x ((ev)%ex (X% - C%)) =ex (X2-4%)
which implies € = x(v) = 2. Furthermore, if v = 0, then ¢ = 1.
From Theorem 3.1, we have X = eu, so & = €X = u and thus ¢ = ¢.
Similarly, if X = X1, then € = x(v1), % = u1 and t = t; = —t. This proves
statement 3. Using the same reasoning, it follows that for any fixed (z,y) €
Ex(F,), the only possible preimages under ¢; are {¢, —t}, which completes the
proof of the reverse direction of statement 1.
Now, we come to the final part of the proof: the reverse direction of state-
ment 2. Let, (z,y) € Ex(Fy) such that (a) if z = 0, then y = 0, and (b) if
x # 0, then (1 —¢r?)? — 1 is a square where ¢ = 51— Also, if (r? = 2, then

201"
2
z = 7o-. We must show that (z,y) € 91 (F,).

If £ = 0, then y = 0 from the equation of Ey, and by definition, (x,y) =
(0,0) = ¢1(1) € ¥1(Fy). So, the claim holds in this case.
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Next, assume that @ # 0. Set X = —(1—(r?) + ((1—¢r?)? - 1)%. Then,
1—(r?+X is a square root of (1—¢r?)?2—1. Thus X?+2(1—¢r?)X+1 = 0. This
quadratic identity, established earlier, leads to several key implications. First,
X #0. Second, X ;é —1. IfX = —1then X242(1-(r)X+1=0= (r? =0.
Substituting ¢ = and r? = 70410&2, we get 52 = 0 = ag = 0. This further
implies ¢ = —1, since ag = =2 — ¢ — E' But thls leads to a contradiction, so
X # —1. Third, substituting ¢ = into X2 +2(1 — (r?)X + 1 = 0 gives

2a:c

1
X 201
2
r=raiaexz
3

If X =1, then ¢ = -—. Also, ¢(r? = 2 implies y = ( ), Thus, (z,y) =
¥1(0) € ¥ (Fy).

If X #1, then

v =ale—1)(@ -

= m(ﬁxwx —a1(1+X)?)(r’X — A (14 X)?))

1
D
[As A = as/aq]

r2X 49 ) ) .
ZW(TX — (a1 + )’ X(1+ X)? + ajan(1 + X)*)

r2 X
= m(r‘lx2 +4rX(1+ X)2 —r2(1+ X)%)
1

,,,4

= m(_X5 +(r*+2)X3 - X).

(XX —a (14 X)?)(r*X — ax(1 + X)?))

Define Y = y33(1 + X)3/r2, where 3 is a square root of a;. Then,
Y2=9y28%(1+X)/rt = = X° + (P +2)X° - X.

Next, define z = x(YV(X? — %)) and € = —2% + z + 1. Clearly, € € {£1}.

Define u = eX. Then, u € {:I:X} and since X # +1, u # £1.

Now define v = —u® + (r? + 2)u® — u. Substituting u = €X and using
the identity for Y2, we find that v = ¢Y2. If y = 0, then Y = 0, and so
X e {ic, i%} Consequently, z = 0 and e = 1. Now if, y # 0, then Y # 0,
and we compute x(v) = x(eY?) = x(¢) = . Then, X = eu and Y2 = ev.
Since Y # 0, then v # 0 and x (v ) =z=e=xY(X?- %)) =xY (- %)),

c2
so again we have x(Y) = ex(u? — %). Now, taking the principal square
root, we get Y = (ev)qz ex(u? — %). Define t = %I_—Z Then, t ¢ {£1}
and u = % The formulas for u,v, X,Y, 2,9y, x,y are satisfied and so we

conclude, ¢1(t) = (z,y) € ¢1(Fy).
O

3.1.3. Encoding as strings. The following theorem is an adaptation of Theorem 4
of [2]. However, we include it here to make this article self-contained. Let ¢ be a
prime number of b bits. Let R be the set of all b-bit binary stings whose decimal
values lie in the set {0, 1,..., q;—l} The theorem below shows that the mapping
11 induces an injection from R to Ex(F,).
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Theorem 3.4. Let Fy be a finite field with prime ¢ = 3 (mod 4). Let ¢; : Fy — Ex
be the map defined in Definition 3.2. Fizb = |logy q| and define a map o : {0,1}° —
Fy by o(po,p1s---spo—1) = D, pi2". Define a set R = 0! ({O, 1,2,..., %_1})
Define 11 : R — Ex(Fy) by T1(p) = ¢1(c(p)). Then, R has exactly % elements, T
is injective and T (R) = 1 (F,).

Proof. Since 2° < g, the integers in the set {0,1,...,2% — 1} are all distinct in F,.
Hence, the mapping o is injective. Furthermore, since 2° > 4, it follows that the
set {0, 1,2,..., %} is a subset of {O, 1,2,...,20 — 1}. Therefore, every element in
{0,1,..., %1} has a preimage under o, and thus the set R contains exactly %t
elements.

Now, suppose 71(p) = 11(p’). Then ¢;1(c(p)) = ¥1(c(p’)), which implies that
o(p) = £o(p'). Since both o(p) and o(p’) lie in the range {0,1,..., %5+ }, it must
be that o(p) = o(p’), and hence p = p’. This shows that 7y is injective.

Each element of 71(R) is of the form 1 (c(p)), and so 7 (R) C ¢1(c(R)). Con-

versely, let x € 1(F,), so x = 91(t) for some t € F,. By Theorem 3.3, we also

have © = 11(—t). Since at least one of ¢ or —t lies in the range {0, 1,..., q;—l},
it follows that x € 71 (R). Therefore, 11(c(R)) C 71(R), and we conclude that
T1(R) = ¢1(Fy). O

3.2. Elligator-L1 map. This section focuses on mapping elements from finite field
F, with prime ¢ =1 (mod 4) to a Legendre curve. The following theorem explicitly
describes the map, which we call Elligator-L1, and the pseudocode is given in Table 9
of Appendix B.

Theorem 3.5. Let F, be a finite field with prime ¢ =1 (mod 4). Let A € F with
X(A) =1 and X ¢ {0, £1}, and u be a non-square in Fy. For any non-zero t € Fy,
the following quantities are defined:
A+1
= = —1 —

V=g Fwol e=x(ww—-1)(—-2A)),

z=ev+(1—€e)(A+1)/2, y=—ey/z(z—1)(z—N).
Furthermore, y? = x(z — 1)(z — \).

Proof. e v is defined and v # 0 : Suppose 1+ ut?> = 0. Then t? = —%, which
is a contradiction since —1 is a square and u is a non-square. Thus, 1+ut? # 0,

SO v = 11212 is defined. Also, since A ¢ {0,+1}, it follows that v # 0.
e v(v—1)(v— ) is non-zero: Assume v(v —1)(v — A) = 0. Since v # 0, we
must have either v = 1 or v = \. If v = 1, then 2, =1 = \ = ut?. But

14+ut?2 —
then x(\) = x(u)x(t?) = —1, contradicting the assumption that y(\) = 1.
If v = X, then 1{‘@12 = A = Aut? = 1, which again contradicts the fact that

Aut? is a non-square, while 1 is a square. Hence, v(v — 1)(v — ) # 0.
e x(x—1)(x — ) is non-zero and square: If ¢ = 1, then x = v, and so
x(x —1)(x — A) =v(v — 1)(v — A), which is non-zero and a square.
If e = —1, then * = —v + (XA + 1) = vut®>. Each term of x is non-zero and
hence z # 0. Let z(z — 1)(z — \) = 0. Now either z = 1 or A where z = vut?.

If vut? = 1, then 11212 ut? = 1 = \ut? = 1. Now Aut? is a non-square

from the assumptions of the theorem. However, 1 is a square, which is a

contradiction. Similarly if vut? = A\, then (13‘;;12) ut? = A = ut? = )\, which

again forms a similar contradiction. Hence, z(z — 1)(z — A) is non-zero.
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Again for € = —1, & = vut? gives that x(z) = —x(v)x(u)x(t?) = —x(v)
since u is a non-square. Notice that v = Ptz = vut? = —v+(A+1) and thus
z=-v+A+1). Nowz(z— (A+1))=(—v+ A+ 1) (—v)=v(v—(A+1))
and therefore 72 — (A+ 1)z + X = v?2 — (A+1)v+A. Then x(z(z—1)(z—N)) =
M@ ((E—1)(@—2) = —x@X((r=1)(8-X)) = —x(o(o—1)(v—A)) = — = 1.
Hence, z(x — 1)(z — A) is a square.

e y is defined, y # 0 and (x,y) satisfies y2 = x(x — 1)(x — \) : Since z(z —
1)(z — A) is non-zero and a square, y = +/z(x — 1)(z — A) is defined and
non-zero. By construction, y? = z(z — 1)(z — ).

O

Definition 3.6. Let F, be a finite field with prime ¢ = 1 (mod 4) and Ey : y? =
z(x — 1)(z — X) be a Legrendre curve over F, with x(A\) = 1 and A ¢ {0,£1}.
Then, in the situation of Theorem 3.5, an encoding map 5 : F; — E) is defined by
12(0) = (0,0) and if t # 0 then V5 (t) = (z,y).
3.2.1. Inversion of Elligator-L1 map. In this section, we provide the inversion of
the Elligator-L1 map 15, and the pseudocode is given in Table 9 of Appendix B.
Theorem 3.7. Let F, be a finite field with prime ¢ =1 (mod 4) and 2 : F; — Ey
be the encoding map defined in Definition 3.6. Then the following statements hold:
1. Ift € F,, then the set of preimage of 12(t) under the encoding o is {t, —t}.
2. For any (x,y) in Ex(Fq), (z,y) is in ¥2(Fy) if and only if
(a) x X+ 1 and if y =0 then z = 0.
(b) —zu(zx — X\ —1) is square in F,.
3. If (z,y) € Yo(Fy), then t is defined and Po(t) = (z,y):

V=@ =X=1u), ify € ,/F2,
V=@ = X=1)/(zu), ify ¢ \/@'

Proof. This proof is identical to the proof of Theorem 7 of [2] with A replaced by
—(A+1) and B replaced by A. O

|
I

3.2.2. Encoding as strings. Let ¢ be a prime that is b-bit long. Define R as the set
of all binary strings of length b, whose decimal values range from 0 to q;—l. The
following theorem shows that the map 5 induces an injection from the set R into
the elliptic curve E»(F,).

Theorem 3.8. Let Fy be a finite field with prime ¢ = 1 (mod 4) and 9 : F, —
Ex be the encoding map defined in Definition 3.6. Fiz b = |logyq| and define
a map o : {0,1}* — Fy by o(po,p1,....pp—1) = >, pi2". Define a set R =
0*1({0,1,2,...,(15—1}), Now we can define an injective map 1 : R — Ex(F,)
by 7a(p) = P2(o(p)). Then, R has exactly % elements, T is injective and T2(R) =
¢2(Fq)-
Proof. This proof is almost identical to Theorem 3.4. Therefore, we omit the proof.
O

4. Maps to Kummer line. In this section, we extend Elligator-L.3 and Elligator-
L1 maps to Kummer lines. To do so, we first reduce to Elligator-L3 and Elligator-L1
map up to xz-coordinate only version and then compose those reduced maps with the
mapping II! from the Legendre curve to the Kummer Line to achieve the desired
mappings. The details of the final maps are given below.
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4.1. Elligator-K3 map. In this section, we consider the extension of Elligator-
L3 map to Kummer lines over finite field F, with prime ¢ = 3 (mod 4). The
following lemma gives the explicit map, and the pseudocode is given in Table 10 of
Appendix C.

Lemma 4.1. Let F, be a finite field with prime ¢ = 3 (mod 4). Let ¢ € F, \
{-1,0,1}, r = cf% and S = {:ﬁ:l_c :i:1+°}. Then either oy = 72+c+% or

Ttec’ T1—c
Qg = —2—0—% is a square. Without loss of generality, assume that oy is square and

B is a square root of ay. Let Ky2 2 be the Kummer Line associated with Legendre
curve Ey where A = (14[’7741)4 = z—f over a finite field F,.

1. First we define the x-coordinate only version of map ¥ of Theorem 3.1 as
given below and we call it Y1,. If t # £1, then

1—1¢
u:m, U:7U5+(T2+2)U37U, Ezfx(v)Q‘i”X(U)‘i’l,
X a’
€u, T r (1—|—X)2’ x al,

where (x,-) is a point on Ej.
2. Now composition of V1, and II=% of equation (2), we get a map 1, =171 o
P1g : Fg \ {SU{£1}} —= K242 defined as follows:

1—t
w= gy v =W 2w e= () 4+ X () + 1,
X !
X = ==
€u, xr =r (1—|—X)2’$ o

X =b*z, Z=a*(z—1).

Proof. 1. First let us define Y = (ev)%ex (u2 - 6%)7 and y = r2m. Now
by the proof of Theorem 3.1, we can show that (x,y) satisfies Ey : y? =

x(x —1)(x — A). This implies that there exists a y corresponding to = defined

in the proposed theorem such that (z,y) is a point on the Legendre curve Ej.

2. As there exists a birational equivalence between E and g2 32 by the mappings

of equations (1) and (2), we can convert the projective version of (z,-), that

is (x :-: 1), to a birational equivalent point (X : Z) as
O Yz::1) = (%2 :d*(x — 1)) = (X: 2).
O

Definition 4.2. Let F, be a finite field with prime ¢ = 3 (mod 4) and .2 42 be
a Kummer line over IF;. Then, in the situation of Lemma 4.1, an encoding map
U1 i Fy — Kg2 42 is defined by (i) if ¢ € {£1} U S, then ¢ (t) = (0% : @), and (ii)
otherwise, 11 (t) = (X : Z).

4.1.1. Inversion of Elligator-K3. In the follwoing section, we show that Elligator-
K3 is efficiently invertible. First, in Lemma 4.3, we show that the map 1, is
efficiently invertible and then we extend the invertibility from the Kummer line to
a field element by Corollary 4.4. The corresponding pseudocode is given in Table 10
of Appendix C.

Lemma 4.3. Let F, be a finite field with prime ¢ = 3 (mod 4) and 1, : Fg —
Ex/{x1} be the encoding map defined in Lemma 4.1. Then the followings hold:
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1. For anyt € Fg \ {SU{£1}}, ¥1, maps {:I:t,:l:%} to a x such that the points
(2,) € Ex(F,).

2. 1.(Fy) is the set of x such that (xz,-) € Ex(F,) satisfying if © # 0, then
(1 —¢r?)? — 1 is a square where ( = ﬁ

3. If x € P1.(F,), then if x # 0 the following elements X ,t of F, are defined and
g+1 1—

X=-(-¢?)+((1-¢?)*=1) =

S| Bt

Furthermore, if v = 0, then t = 1.

Proof. By Theorem 3.3, we have already shown that 1); maps ¢t and —¢ to the same
point of Ex(F,), that is, 11,(t) = ¢1,(—t). To conclude that ¥, maps {+t,+1}
to the points on Ey(F,) whose z-coordinates are the same, we only need to show
that ¢ and 1 map to the points (,-) € Ex(Fy) by 1 that is ¢1,(t) = ¢1.(3) = =.
For any t € F, \ {S U {£1}}, u,v,X,2" and = are defined as in Lemma 4.1.
Now, let 1 = ;. Then we have u; = 377 = —u and v; = —uf + (r? + 2)u} —u; =
—(=ub 4 (r? +2)u —u) = —v. This implies X; = x(—v)(—u) = x(v)u = X, 2} = 2’
and z; = x. Conversely, let ¢1,t2 € F, such that t1,(t1) = ¥1,(t2) = x. Then,

a1(7412-i()é1)2 = a1(qz-i()§z)2 and this implies X; X9 =1 or X7 = X5. X7 X, = 1 implies
t1 = —ty or t1 = —i and X; = X, implies t; = g or t; = i This proves
statement 1 of the lemma.

Statement 2 is already proved in Theorem 3.3.

Now, we come to statement 3 of the lemma. Let z € ¢1,(F,) and ¢ = 2;&1 . This

also implies (z,-) € ¥1(F,). First note that  # 0 and ((1 — ¢(r?)? — 1) is a square
by statement 2. From statement 3 of Theorem 3.3, the expression z provides the
sign using the value of the y-coordinate. Using % = X, we get two value of £ and
both the value maps to (z,-) by statement 1. Hence, we omit the computation of
z, € and 4, and the inverse map is given by

a+1 1—

T=-(-¢)+(1-¢?)*-1) =%

S| Bt

O

Corollary 4.4. In the situation of Lemma /.1 and Lemma 4.3, the following state-
ments hold:

1. For anyt € Fy, U1 maps {:l:t, :i:%} to the points (X : Z) € Kg2 p2.

2. Let (X:Z) € Kg2p2 and (x,-) = (%, ) € Ey. If x satisfying statement 2
of Lemma /.53, then the following elements X,t of F, are defined and 1/;1(5) =
(X:2):

g+1 v
- T - 1-X
X=—(1-0)+((1-¢?)'=1) "

4.1.2. Encoding as strings. Let ¢ be a b-bit prime and T} C {0, 1}° as defined below.
Corollary 4.5 shows the injection between T and the Kummer line.

Corollary 4.5. Let F, be a finite field with prime ¢ =3 (mod 4). Fiz b = |log, ¢|
and define a map o : {0,1}° — Fy by o(po, p1,---,po—1) = > ; pi2'. Let i : t
% and ¢ : t — —t fort § F,. Define Ty = o= (Fy/{s1,2)). Then,Aby using
Lemma 4.1, the map 71 = ¢ 00 : T1 — Ka2 12 is defined, then 71(Th) = 11 (Fyq).
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Proof of this corollary is similar to Theorem 3.4.

4.2. Elligator-K1 map. In this section, we consider the extension of the Elligator-
L1 map to Kummer lines over a finite field F, with prime ¢ = 1 (mod 4). The

following lemma gives the explicit map, and the pseudocode is given in Table 11 of
Appendix D.

Lemma 4.6. Let Fy be a finite field with prime ¢ = 1 (mod 4). Let A € F, with
X(A) =1 and X\ ¢ {0,£1}, and u be a non-square in Fq. Let Ky2 2 be a Kummer

Line of corresponding Legendre form Ey where \ = ﬁ over a finite field F,.

1. First we define the x-coordinate only version of map ¥ of Theorem 3.5 as
given below and we call it Yo,. If t # 0, then

A+1
V= "3,
1+ ut?
where (x,-) is a point on Ejy.
2. Now composing o, and 1171 of equation (2), we get the map 1o, = I~ Loty :
Fy = Koz 2 defined as follows:
A+1
— - — (v — = 1-— 1)/2
V= = X = D= N), 7 = v+ (1 - A+ 1)/2

X =0z, Z=a?*(z—1).

€= x(0(v—1)(=N), =+ (1 -)A+1)/2,

Proof. 1. Define y = —e\/23 — (A + 1)22 + Az. By the proof of Theorem 3.5,
(x,y) satisfies Ey : 4?2 = x(x — 1)(z — \).
2. Using similar argument of Lemma 4.1, (X : Z) is on g2 p2.
O

Definition 4.7. Let F, be a finite field with prime ¢ = 1 (mod 4) and C,2 42 be
a Kummer line over IF;. Then, in the situation of Lemma 4.6, an encoding map
Vo 1 Fy — Ky2 2 is defined by 12(0) = (b% : a?) and if ¢ # 0 then a(t) = (X : 2).

4.2.1. Inversion of Elligator-K1. In the following section, we show that Elligator-
K1 is efficiently invertible. First, in Lemma 4.8, we show that the map o, is
efficiently invertible and then we extend the invertibility from Kummer line to a
field element by Corollary 4.9. The pseudocode is given in Table 11 of Appendix D.

Lemma 4.8. Let F, be a finite field with prime ¢ = 1 (mod 4) and 99, : Fy —
Ex/{£1} be the encoding map defined in Lemma 4.6. Then the followings hold:
1. For any t € Fy\ {0}, 12, maps {£t,+-5} to a x such that the points (x,-) €
Ex(F,).
2. oy (Fy) is the set of x such that (x,-) € Ex(Fy) stisfying
(a) v # X+ 1.
(b) —zu(z — X —1) is square in F,.
3. If © € 9, (F,), then t is defined and 1o, (t) = x:

t=+/—z/((x —X—1u).
Proof. By Theorem 3.7, we have already shown that s maps ¢t and —t to the same
point on the curve Ey. Now, we want to show that for any ¢ € IF, ¢t and i map to
points on the curve Ey by 15 such that ¥»(t) = (z,-) and ¥2(2) = (z,-). Then we

can conclude that s, maps {:tt, :I:%} to the points on E(F;) whose z-coordinate
are the same.
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14+ut? \ 1+ut? 1+ut?

(1_"}#12)3(/\ — ut?)(1 — Aut?). Let t; = L and e; = x(vi(v1 — 1)(v1 — A)), then

vi(vy — (o1 — A) = ut? 7255 (1 — Mut?)(\ — ut?) and x(vi(vy — 1)(vy — ) =

For any t € F, \ {0}, v(v — 1)(v — \) = -Atl (Hl _1) ( Al —/\> _

(1+wut?)3
—x(w(w —=1)(v = A)). If e =1, then ¢; = —1 and z1 = viut? = v = x. Also, if
e = —1, then ¢; = 1 and z; = v; = vut? = x. Therefore, for the both cases, z; = «.

Conversely, let t1,to € F, such that ¥o(t1) = (x1,31) and ¥2(t2) = (w2, y2) are of
the form (z,-). If 21 = vy and @y = ve, then ty = +t;. Again if 21 = vjut? and
To = vgutg, then t5 = £t;. Now consider the case if 1 = v; and x5 = vgutg, then

_ 2 A1l A1 42 _ a1 ;
v] = vaut; = THat? = Yitad t5 =t = :I:utl. This proves statement 1 of the

theorem.

Statement 2 of the theorem follows from Theorem 3.7.

By statement 3 of Theorem 3.7, the value of y-coordinate chooses the preimage ¢
of the map 1) between \/—xz/((x — A — 1)u) and \/—(z — A — 1) /zu. But, both the
values of ¢ map to the point of the form (z,-). Therefore, without loss of generality,
we can define the inverse function by

t=+/—z/((x—X—1u).

O

Corollary 4.9. In the situation of Lemma 4.6 and Lemma 4.8, the following state-
ments hold:

1. For anyt € Fy, 1/;2 maps {:I:t, :ti} to the points (X : Z) € K2 p2.

2. Let (X:Z) € Kg2p2 and (x,-) = (%, ) € E). If z satisfying statement 2

of Theorem 4.8, then the following element t of Fy is defined and 1/;2(73 =(X:
Z):

_ a?X
b= \/ (@X = (\+ ) (@X —52Z))a

4.2.2. Encoding as strings. Let q be a b-bit prime and R; C {0, 1}? as defined below.
Corollary 4.10 shows the injection between R; and the Kummer line.

Corollary 4.10. Let F, be a finite field with prime g =1 (mod 4). Fiz b = |log, ¢|
and define a map o : {0,1}° — Fy by 0 (po, p1, -y po—1) = 3, pi2. Let s 1 t
—t and 3 : ¢t — é fort € Fq and u as defined in Lemma 4.6. Define Ry =
o~V (Fy/(s2,63)). In the situation of Lemma /4.6, the map 75 = Yooo: Ry — Kaz p2
is defined, then 75(Ry) = 12(F,).

Proof. Proof of this corollary is similar to Theorem 3.4. O

4.3. Comparison of Encodings for Legendre curve and Kummer line. This
section compares our proposed encodings with those defined in [2, 6, 10]. The
encoding proposed in [6], which we refer to as the F-F encoding, is not constant-time.
Therefore, we provide a constant-time variant of the F-F encoding in Appendix H
and use that variant for our comparisons, to ensure consistency since all other
encodings considered here are constant-time.

4.3.1. Encodings defined for primes of the form 3 (mod 4). Fouque et al., in [10],
propose a map from a finite field F,, ¢ = 3 (mod 4), to a hyperelliptic curve of the
form HS : 4% = f(x) = d2° + (02 + ciz) 23 + dz, where ¢ € F, \ {0,£1}, § = +1, and



ENCODING TO LEGENDRE, KUMMER AND TWISTED EDWARDS 19

subsequently to an elliptic curve of the form Ejs. : y* = z® — 462? + §(c + §/c)?x.
When 6§ = —1, this map can be extended to the curve of the form E,, 4, : ¥*> =
x(z — a1)(x — ag), where x(ag + a1) = —1 and x(ajas) = —1. Without loss of
generality, putting vy = 1 and as = A, we get Legendre curves, and consequently
A must satisfies that (A + 1) = —1 and x(A) = —1. We refer to this map as the
F-J-T map. On the contrary, our construction covers all Legendre curves E), : 4% =
z(x — 1)(x — N) with x(A) = —1, a wider range.

Our construction, Elligator-L3, is largely similar to the F-J-T map. however,
unlike the F-J-T map, which has exception points® in F, for injective encoding,
Elligator-L3 avoids such exceptions. Both constructions, however, require compa-
rable computational costs for encoding.

Similar to Elligator-L3, the F-F encoding also does not introduce exception
points. Moreover, the F-F encoding achieves better performance than Elligator-
L3. In contrast, Bernstein et al. [2] proposed Elligator-2, which also applies to the
Legendre curve over F, with ¢ = 3 (mod 4). However, Elligator-2 always exhibits
exception points for injective encoding.

4.3.2. Encodings defined for primes of the form 1 (mod 4). F-J-T map [10] is not
applicable in this case. However, Elligator-L.1 covers all the Legendre curves with
X(A) = 1. In that sense, the encodings proposed in this paper cover a significantly
wider range of Legendre curves, in total, compared to the F-J-T map. The Elligator-
2 map is also applicable to the Legendre curve over F, with ¢ =1 (mod 4). While
Elligator-2 is similar to our construction Elligator-L1, it does not cover the whole IF,.
In contrast, Elligator-L1 avoids exception points entirely. Similar to Elligator-L1,
the F-F encoding also has no exception points. However, in terms of performance,
Elligator-L1 outperforms the F-F encoding.

Table 1 compares the operation counts of our constructions with those of existing
maps applicable to Legendre curves.

TABLE 1. Operation Count for encoding to Legendre curve over
prime field F,, where S, M, |, C, C, x and Sqrt denote a field squar-
ing, a field multiplication, a field inversion, a multiplication by a
constant, a multiplication by a small constant, a quadratic charac-
ter and a square root computation, respectively.

Map Operation Count Condition of Fy | x(A) | Exception Point
Elliagtor-2 [2] 1S+ 6M + 11 4+ 1C + 1Cs + 1x + 1Sqrt All +1 Yes
F-F Map [6], (Table 14) | 1S +8M + 114+ 1C + 1C, + 1x + 1Sqrt All +1 No
F-J-T Map [10] 25+ 11IM + 21 + 2C + 2y + 1Sqrt 3 (mod 4) -1 Yes
Elligator-L3 (This work) 2S5+ 11IM + 21 + 2C + 2y + 1Sqrt 3 (mod 4) -1 No
Elliagtor-L1 (This work) | 1S +6M + 11 4 1C + 1C, + 1x + 1Sqrt 1 (mod 4) 1 No

4.4. Encodings for Kummer line. In this section, we have included Table 2
that compares the operation count of our constructions that map a finite field F,
to Kummer line via the Legendre curve.

2First paragraph of Section 3.2 of [10] ensures the exception points.
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TABLE 2. Operation count for encoding to Kummer line map over
prime field Fy.

Map Operation Count condition of I,
F-F-K Map (This work) | 1S+ 5M + 1C +3C, + 1x All
Elligator-K3 (This work) | 1S + 3M + 3C + 2C, + 1y 3 (mod 4)
Elliagtor-K1 (This work) | 1S + 3M + 3C + 3C, + 1y 1 (mod 4)

5. Elligator-T. In this section, we describe our proposed map Elligator-T that
takes an element from the prime field IF to a twisted Edwards curve. For this map-
ping, ¢ must be a prime of the form ¢ = 3 (mod 4). Previously, [2] also considered
twisted Edwards curve via Montgomery curve using Elligator-2. However, it covers
the whole F, if ¢ = 1 (mod 4). In that respect, our present work also complements
the [2]. In our work, we consider twisted Edwards curve with complete addition
formulas.

The essence of the mapping is the function ¢ : F; — E_; 4(F,) defined in Theo-
rem 5.1 and Definition 5.2. The only existing collision is that ¢(t) = ¢(—t) for any
t € F,. Therefore, if we restrict our mapping to S = {0,1,2,...,(¢ — 1)/2}, then
the mapping becomes injective.

The proposed map has a constraint that —1 has to be non-square. For prime
field F,, —1 is non-square only when ¢ = 3 (mod 4). Also, the targeted twisted
Edwards curve has a coefficient a = —1 and d is a square, and the twisted Edwards
curve has a complete addition and doubling formula. Theorem 5.1 describes the
map, and Theorem 5.3 provides the inversion of the map and gives the condition
under which a point on the twisted Edwards curve has a preimage. The pseudocode
is given in Table 12 of Appendix E.

5.1. Elligator-T map.

Theorem 5.1. Let F, be a finite field with prime ¢ =3 (mod 4). Let s € F}, such
2

that (s> —2)(s* +2) # 0 and ((522 + g — 2) — 4) is a quadratic non-residue.

(c=1)*

Now fiz ¢ = S%, r= c—i—% and d = Then the following elements of Fy are

(cTD)Z -
defined for each t € Fy \ {£1}:
-t 5 2 3
= — = _2
U= v +(r Ju® + u,
q+1 2 1
X =x()u, Y = (x(v)o) T x(w)x (v + 5 ],
rX + (1+ X)?2
= DsX(X+1)/Y, y=—F—+""F5-

Furthermore, we have that Y? = X5 + (r? —=2) X3 + X, and —2? + y? = 1 + dz?y?.

Proof. The proof given below follows the same proof techniques used by the authors
of [2] while proving the Theorem 1 of [2]. The proof of our proposed Theorem 5.1 and
the proof of Theorem 1 of [2] are the same for the first six bullet points, that is, they
are the same for the statements “c(c—1)(c+1) # 07, “r # 07, “u is defined and u #
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07, “v #£ 07, “XY #£ 0, so x is defined” and “1 + X # 0, so « # 0”. However, we
replicate them to provide a complete understanding of the proof.

c(c—1)(c+1)#0: By definition, ¢ = %. So, ¢ # 0. If ¢ = £1, then
52 = 42. Therefore, (52 —2)(s% +2) = 0 forms a contradiction.

r # 0 :r =0 implies that ¢ + % =0, that is ¢> = —1. But —1 is a quadratic
non residue modulo ¢ if ¢ =3 (mod 4). Therefore, we have a contradiction.
u is defined and u # 0 : By assumption, ¢ € F,\ {£1}, that is ¢t # {£1} and
this implies 1 £+ ¢ # 0. Therefore, u is defined and non-zero by the definition
of the map u = }—_T_i

v # 0 : First notice that 2 — 2 = ¢® + %2 Then, we have v = u® + (r? —
2)ud +u =’ + (*+ F)ud +u=u(u? + *)(u? + %). Since u is non-zero,
either u® + ¢* or u? + & must be zero to make v = 0. However, u? + ¢* =0
or u? + c% = 0 implies (%)2 = —1 or (uc)? = —1 respectively. In either case,
—1 is a square, which is a contradiction.

XY #0, so z is defined : As above (u?+ %) # 0, then all factors of X and
Y are non-zero and z is defined.

1+X#0, sox#0: Assume that X +1 = 0. From X = x(v)u, we get
x(v)u = —1. Multiplying both sides by x(v), we get x(v)?u = —x(v), that is,
u = —x(v). Therefore, v = (=x(v))’ + (r? = 2)(=x(v))* + (=x(v)) = —x(v)r*
as (—x(v))? = 1. Now we have x(v) = x(—=1)x(x(v))x(r?) = —x(v) and that
is a contradiction.

(X,Y) satisfies Y2 = X® + (r? — 2)X3 + X : From X = x(v)u, X° + (r? —
2X3 - X = () + (12 — 20 +u) = x()v. Now x(x(v)0) =

(X(v)v)% is the principal square root. On the other hand,

g+1
2

v = (@ P xox (24 5)) = e = xiope

Therefore, (X,Y) satisfies Y2 = X° + (r2 — 2) X3 + X.

rX — (1+X)2 #0, so y is defined : Let rX — (1+X)? = 0, then X2 — (r —

2)X +1 = 0. Replacing r by (c+ 1), we get that X — (c+ < —2)X +1=0.

The quadratic equation has a root over IFy if and only if the discriminant
2

(c+1-22-4= (S% + % —2) —4 is a quadratic residue, which is a

contradiction to the hypothesis. Therefore, y is defined.

—x? +y? =1+ dx?y?: Observe that (c + 1)%s*> = 2(c + 1)2 = 2(r + 2). So,

Y2(1+2?) = Y2+ (c+1)?2X?(1+ X)2 = XP + (r? —2)X3 + X +2(r +

2)X2(1+X)?2=X(rX + (1+ X)?)2

Similarly, d = (<=2 P e=2l/e _ roa Now, Y%(1 — d*2?) = Y? —
Ys c+1 c+2+1/c r42° ’

(1) e+ 17X+ 507 = v2 = (52) 26+ 2)X2(0 + X)? = (X0 +
(r? = 2)X° 4+ X) = 2(r — 2)X2(1 4 X)? = X(rX — (14 X)?)2.

Since (rX — (1 + X)?)? and X are non-zero,

1+ 22

T d y?, that is — 22 4+ y% = 1 + dz?y?.
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Definition 5.2. Let Fy be a finite field with prime ¢ = 3 (mod 4) and E_; 4 :
—22 4+ 4?2 =1+ da?y? be a twisted Edwards curve over Fy. Then, in the situation
of Theorem 5.1, an encoding function ¢ : F, — E_; 4(F,) is defined by the map

¢(£1) = (0,1) and if ¢ # {1} then ¢(t) = (z,y).

5.2. Inversion map of Elligator-T. The theorem proposed next shows the ex-
istence of an efficient inversion map of the encoding map ¢, and the pseudocode is
given in Table 12 of Appendix E.

Theorem 5.3. Let F, be a finite field with prime ¢ = 3(mod 4) and ¢ : F; — E_1 4
be the encoding map deﬁned in Definition 5.2. Then the following statements hold:
1. Ift € Fy, then the set of preimage of ¢(t) under the encoding map ¢ is {t, —t}.
2. ¢(Fy) is the set of (z,y) € E_1 q4(Fy) satisfying
(a) y+1#0,
(b) (1 —nr)? —1 is a square, where n =
(c) if nr =2, then x = 2s(c+ 1)x(c)/r.
3. If (z,y) € ¢(F,), then the following elements X, z,u,t of F, are defined and
o(t) = (z,y):

1
2(v+1)

Proof. The following proof also employs similar techniques used in the proof of
Theorem 3 of [2]. Statement 1 has a forward part that says ¢(t) = ¢(—t), and
the reverse part says that there is no other preimage. Similarly, statement 2 has a
forward part and a reverse part. The forward part states that any point (z,y) €
¢(F,) satisfies conditions (a), (b) and (c). As for the reverse part, it says that any
point (z,y) € E_1 4(F,) satisfying those conditions is in ¢(F,).

e First, we shall prove the forward of statement 1: ¢ and —t map to the same
point of E_; 4(F,). If t € {£1}, then ¢(t) = ¢(—t) = (0, 1), by definition of ¢.
Assume from now that t € F, \ {£1}. Define w,v, X,Y,z,y from ¢ as

in Theorem 5.1. Then, by deﬁnition, o(t) = (z,y). Now let ' = —t and
u', 0", X' Y 2’y are the values corresponding to ¢ as in Theorem 5.1. Then
u = L‘ri, = 1 = L and consequently v/ = u/® + (r* = 2)u* + v/ = L + (r? -
2) + 1 = % with x(v')
we have X' = y(v')u’ = -

= x(v)x(535) = x(v) because u® is a square. Then
v) _ x(©)? 1 1

2 x(v)u = x(v)u — X° )
_rX'+0+X%) rx +(1+ )® _ rX4(X+1)
Next, y/ - :X’7(1+X’)2 - X ( ) :X (X+1) =Y.
Now let us focus on Y/ = ( (v ) ) ( x (u’2 + ). First note that

q+1

(uG)ﬂ =)= = (u?’)q; u = x(u®)u? = x(u)u?, and therefore x(u)u? is
the principle square root of u®. Thus x(u)u? is a square. Then
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= (UX(U))q41 Xl(: x(v)x (ulQ + ;) [As x(v) = x(v') and v’ = 1/u]

= (vx(v)) = XS;”)X <C2u4 (;2 + ;) <u2 + 012)2> [As x(a) = x(ab?)]
(

= (vx(v) 5 XEZU)X u (u2 + CZ)) [Putting v = u(u®+ %) <u2 + le)]

Next, 2/ = (c+ 1)sX'(1+ X')/Y' = (c+ 1)s+ (1+ %) /55 = (c+ 1)sX (1 +
X)/Y = z. Hence, ¢(—t) = (x,y) and forward part of statement 1 is proved.
The latter part of the proof contains the proof of the reverse of statement 1.

o Next, we will prove the forward part of statement 2. Let ¢ € F, and define
#(t) = (z,y). There are two cases, (a) t € {£1} then (x,y) = (0,1) and (b)
t ¢ {£1} then (z,y) # (0,1).

Case (a). As (z,y) = (0,1), y+1 = 2 # 0, and thus n = Q(yyjrll) = 0.

Therefore, (1 —nr)2 —1 = 0 is a square.

Case (b). First we prove that y+1 # 0. Let y = —1. Then by Theorem 5.1,
% = —1. Simplifying the expression, we get rX + (1+X)? = —(rX —
(1+X)?), that is X = 0. However, r and X are both non-zero by Theorem 5.1
and lead to a contradiction. Now,

rX+(1+X)2 y—1 (1+X)?

_ N _
rX —(1+X)2  y+1 rX
-1
éX2+2X<y)rX+1O

y+1

y—1

X2 421 —nr)X +1=0wh ==

= X" +2(1—nr)X + 0 where 7 2yt 1)

The last quadratic equation has a root and thus the discriminant 4(1 —nr)? —
4=4((1—nr)?—1) is a square, that is, (1 — nr)? — 1 is a square as claimed.
Both cases prove statements 2a and 2b. After dividing X2+2(1—nr)X+1=0
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by X, we get X + % = —2(1 — nr) and this will be used in the later part of
the proof.
For statement 2c, let nr = 2, then

X2 421 -2)X +1=0=X?-2X+1=0=(X-1)’=0= X =1.
From Theorem 5.1, we have X = y(v)u. As X =1, u € {£1}. If u = —1, then
1—t=—(141%), that is 1 = —1 and hence a contradiction. Therefore, u must
belandt=0.So,v=1"+(12-2)12+1=7r2and Y = (TQ)%X(I-FC%) =
x(r)rx(r/e) = x(r)rx(re/c®) = x(r)rx(re) = rx(c), as x(1/c¢*) = 1 and
x(r?) = 1. Therefore, z = (c + 1)sX (X + 1)/Y = 2(c + 1)sx(c)/r. This
proves statement 2 of the theorem.

For future reference, note that y = T+4

Consequently, we obtain

00) = (2(c+ Dt/ =13

Now, we will prove statement 3 of the theorem. Let ¢ € F, and define ¢(t) =
(z,y). We prove that the quantities X, z, @, f of are defined and for t € {t, —t},
@(t) = (z,y). This part of the proof is also divided into two parts: (a)t € {1}
then (z,y) = (0,1) and (b) ¢t ¢ {£1} then (x,y) # (0,1).

Case (a). As (z,y) = (0,1), X = —(1-0) +0% = —1. On the other hand,
z contains a factor (14 X), thus z = x(0) = 0. Then we have & = 2X = 0
and t = 1+1 =1 € {£t}. Therefore, {1,—1} are the only preimages of (0,1).

Case (b). Let, (z,y) # (0,1). Fix ¢’ = —t and then define «/,v', X', Y,
«' .y for . From the construction of X, we have that 1 — nr + X is a square
root of (1 —nr)2 — 1. Therefore, (1 —nr + X)2 = (1 —nr)? — 1 and further
simplification gives us

X242l —nr)X +1=0. (5)

We have already shown that X’ = + and thus X + X' = —2(1 — nr).
Therefore, X and X’ are two roots of equation (5) and thus we have (X —
X)X -XN)=X?-(X+X)X+XX =X?+2(1-nr)X +1. Then, X = X
or X = X'. So, 4 = u or 4 = v/, since definition of z matches x(v) and x(v').

If X = X, then (¢ +1)sX (1 + X) = 2Y. Then we also have

z=x (xZY (X2 + 012)) =x(Y)x <X2 + jz)

Further we have that (x(v)v) « is a square and y(u? + 1/c?) = x(X?% +
1/e2). o, x(¥) = x ((x(0)0) T x(w)x (X2 + &) ) = x(w)x (X2 + &) .=
Xx(), % = x(v)X = v and ¢ = ¢t. Similarly, for X = X', we have z = x(v),
=" and t =t = —t. This proves statement 3 of the theorem.

Using the same logic, it can also be shown that for any fixed (x,y) €
E_1,4(F,), the only possible preimage is {t, —t} which proves the reverse part
of part the statement 1.

Now, we come to the last part of the proof that is the reverse of statement 2.
Let, (z,y) E E 1,a(Fy) such that y + 1 # 0 and (1 —nr)? — 1 is a square
where n = 2(y+1) If nr = 2 then z = 2(c + 1)sx(c)/r. We must show that

(z,y) € ¢(IFy).
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If z = 0, then (z,y) = (0,4£1), but y + 1 # 0. Hence, y = 1 and (z,y) =
(0,1) = 6(1) € 6(F,).

From now on, assume that z # 0. If y = 1, then x = 0 from the curve
equation, and it creates a contradiction. Therefore, y # 1 and it implies n # 0.

Let X = —(1—nr)+ ((1—nr)2—1)*. Then, 1 —nr+ X is a square root
of (1—nr)?—1 and thus X2 +2(1—nr)X +1 = 0. Now we can conclude four
facts from it. First, by construction, X # 0. Second, 7X — (1 + X)? # 0. Let

rX — (1+ X)? =0, and that implies
rX =1+2X +X°
> X2+ 2-7)X+1=0
= 2(l—-nr)X+2-7)X =0 [As X?+2(1 —gr)X +1=0]
=C2n-1rX=0

=2n=1
y—1l=y+1
= 1 = —1, a contradiction.
Hence, X — (1 + X)? # 0. Third, X # —1 otherwise n = 0. Fourth,
o X+04+Xx)% . _ y—1
X (1rx)2 WSME T = 505y

If X =1, then y = 2t} Also nr = 2 implies z = 2s(c + 1)x(c)/r. So,
(z,y) = 6(0) € ¢(Fy).

2
Now, let X #1and d= (1) = 52, then

(rX -1+ X)) 1 -y =X -(1+X)?)2 - (X + 1+ X)?)?
= —4rX(1+X)?
and
(rX — (14 X)?)%(1 + dy?)

—2
= (rX —(1+ X))+ —
X - (xR

= Sl 20X = (1 XPP+ (= DX + (1 + X))
2r

= T+2(X4+ (r? —2)X% +1).
Since d is a square, 1 + dy? # 0. Then
2 1—y? o 2(r +2)X2(1 + X)?
1+ dy? X5+ (r2—-2)X3+ X
2 2(r+2)X?(1+ X)?
X5+ (r2-2)X3+ X
Define Y = (¢ + 1)sX (14 X)/x. Then,
Y2 = (c+1)%2X2(1 + X)?/2?
=2(c+1)2X%(1 + X)?/ca?
20c+1/c+2)X3(1+ X)?/2?
=2(r+2)X%(1+ X)?/2?

(rX +(1+X)%)?

=T
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= X5+ (r?-2)X3 4+ X.

Define z = x(Y(X? + %)), both Y and (X2 + %) are non-zero. Therefore,
z € {£1}.

Define w = 2X. Then, u € {£X} and u # —1, since X # +1. Next,
define v = v® + (r? — 2)u® + u = 2(X° + (r* — 2)X3 + X) = 2Y2. So,
x(v) = x(2Y?) = x(2) = z. Then, X = x(v)u and Y? = x(v)v. Now,
x(v) =z = x(Y(X? + &) = x(Y(«* + &)). Then, x(Y) = x(v)x(u® +

02
%2) and Y2 = zv = y(v)v. Taking the principal square root, we get ¥ =
(X(U)v)%x(v)x(uz + %). Define ¢t = ;—Z Then, ¢t ¢ {£1} and v = %—Iﬁ

The formulas of u,v, X, Y, z,y are defined and so, ¢(t) = (z,y) € ¢(F,). This
proves the reverse part of statement 2 of the theorem.

O
5.3. Encoding as strings. Let ¢ be a b-bit long prime. Let R be the set of all
b-bit long binary strings whose decimal values range from 0 to %1. The following

theorem shows that the mapping ¢ induces an injection from R to E_q 4(F,).

Theorem 5.4. Let F, be a finite field with prime ¢ = 3 (mod 4) and ¢ : F; —
E_1.4 be the encoding map defined in Definition 5.2. Fiz b = [log,q| and de-
fine a map o : {0,1}° = Fy by o(po, p1,.cs po_1) = »_; pi2'. Define a set R =
o 1({0,1,2,..., %51 }). Define 73 : R — E_1,4(Fy) by 73(p) = ¢(0(p)). Then, R
has ezxactly % elements, T3 is injective and t3(R) = ¢(F,).

Proof. The proof is identical to the proof of Theorem 4 of [2]. Therefore, we omit
it here. O

5.4. y-coordinate only Elligator-T (Elligator-T,). In this section, we provide
the y-coordinate-only version of the proposed map Elligator-T, and the pseudocode
is given in Table 13 of Appendix F.

Lemma 5.5. Let Fy be a finite field with prime ¢ = 3 (mod 4)). Let s € F; such
2
that (s> — 2)(s*> +2) # 0 and ((522 + % - 2) - 4) is a quadratic non-residue.

2
Now fix c = S%, r= c—l—% and d = (2;%) . Then for each t € F,\ {£1}, following

quantities are defined:
1—-1t

rX 4+ (1+ X)?
U=-——,"0
1+t

rX — (1+ X)?’
and if t = +1, y = 1. Then, there exists a x such that —x? + 3% = 1 + dx?y>.

:u5+(r2 —2)u‘°’—i—u7 X =xu, y=

Proof. Define Y = (X(U)’U)%X(’U)X (u*+ %), and z = (c+ 1)sX (X +1)/Y. Now
the rest of the proof is similar to the proof of Theorem 5.1, and is omitted here. [

Definition 5.6. Let y(E_; 4) = {y € Fy : 3z € F, such that (z,y) € E_14}. In
the situation of Lemma 5.5, the map qAS :Fy — y(E_1,4) is defined as: if ¢ = %1,

G(t) =1 and if t # £1, ¢(t) = y.

5.4.1. Inversion map of Elligator-T,. The following lemma shows that there exists
an eflicient inversion map for Elligator-T,, and the pseudocode is given in Table 13
of Appendix F.
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Lemma 5.7. Let Fy be a finite field with prime ¢ = 3 (mod 4) and b - F, —
y(E_1,4) be the encoding map defined in Definition 5.6. Then the following state-
ments hold:

1. For anyt € T, é maps {it, i%} to ay such that y € y(E_1,4).
2. (;AS(IE‘q) is the set of y such that y € y(E_1.q4) satisfying

(a) y+1#0,
y—1

(b) (1 —nr)? —1 is a square, where n = TeEyE

3 Ify € QAS(IFQ) \ {1}, then the following elements X,t of F, are defined and
o(t) =y
a1 1-X

X=—-(0-nr)+((1=nr)*=1) %, f:ﬁ.

Proof. By Theorem 5.3, we have already shown that ¢ and —¢t map to the same y €
y(E_1,4). Now, we have to show that ¢ and 1 map to the same y € y(E_1,q). For any
t € Fo\{£1}, u,v, X and y are defined as in Lemma 5.5. Now, let t; = % Then we
have u; = 17 = —uwand v = —uf — (1 +2)uf —us = —(u® + (r* +2)u® +u) = —v.
This implies X; = x(—v)(—u) = x(v)u = X and y; = y. Conversely, let t1,t; € F,

such that gZ;(tl) = cZ;(tg) = y. Then, :ﬁigiﬁi;z = :ﬁifﬁiﬁzgz and this implies

X1X2 =1or X1 = XQ. X1X2 =1 1mphes tl = —tz or tl = —% and X1 = X2
implies t; =ty or t; = i This proves statement 1 of the lemma.

Statement 2 is already proved in Theorem 5.3.

Now, we come to statement 3 of the lemma. Let y € ngS(IFq) \ {1} and n = 2(3’?!;_‘_11)
First note that y +1 # 0 and (1 —nr)? — 1 is a square by statement 2. From the
statement 3 of Theorem 5.3, the expression z provides the sign using the value of
the y-coordinate. Using @ = 2X, we get two value of £ and both the value maps to
(,y) by statement 1. Hence, we omit the computation of z and @, and without loss

of generality, the inverse map is given by

>

_ ar1 - 1 —
X=—(1- L—gr)?—1)*, t=—2.
(=) + (=) =)™, T=

>

O

5.4.2. Encoding as strings. Let g be a b-bit prime and T3 C {0, 1}" as defined below.
Corollary 5.8 shows the injection between 77 and y-coordinates of twisted Edwards
curve E_; 4.

Corollary 5.8. Let F, be a finite field with prime ¢ =3 (mod 4). Fiz b= |log, ¢]
and define a map o : {0,1}° = Fy by o(po, p1,-- -, pp—1) = 2, pi2". Let q 1t 1
and sy it —t fort € F,. Ty = 071 (F,/(c1,2)), where o is define in Theorem 5.4.
Then, by using Lemma 5.7, the map 73 = poo : Ty — y(E_1,4) is defined and if
y € y(E_1.4) satisfies y +1# 0 and ((1 —nr)? — 1) is a square where n = 2(327111),

then 75(Th) = ¢(F,).

6. Applications of Elligator-T and Elligator-T, maps. To show the appli-
cations of Elligator-T and Elligator-T, maps, we consider the verifiable XEdDSA
scheme [25] used in WhatsApp. The verifiable XEdDSA scheme needs to hash a
message to a point on a twisted Edwards curve. For a prime field F, with ¢ =1
(mod 4), one can obtain an element F, from the message by using any standard
cryptographic hash function like the SHA family. After that, this field element can
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be mapped to a Montgomery curve using Elligator-2, and subsequently to an iso-
morphic twisted Edwards curve. However, only for the primes of the form ¢ = 1
(mod 4), Elligator-2 covers the whole field F,. Thus, our proposed Elligator-T map
complements the earlier works. The Elligator-T map can be directly used to veri-
fiable XEdDSA algorithm without any necessary modification. For the application
of the Elligator-T, map, we propose a y-coordinate only variant of the verifiable
XEdDSA as given below.

6.1. y-coordinate only verifiable XEdDSA using Elligator-T,. During com-
munication, (twisted) Edwards curve points are represented in a compressed form.
Let a n-bit string represent the point in little-endian representation. The First
(n — 1) bits represent the y-coordinate, while the last bit is used for the sign bit.
One main caveat is that one square root computation is required to recover the x
coordinate. However, the computational overhead of square root calculations of-
ten outweighs the benefits of reduced point size for regular users [2]. To overcome
this issue, we propose a new verifiable EdADSA algorithm called Verifiable Quotient
Edwards Curve Digital Signature Algorithm (VqEdDSA). This algorithm uses only
y-coordinate-based arithmetic of the Twisted Edwards curve [21]. This algorithm
is one of our contributions and an application of the Elligator-T, map.

TABLE 3. Key generation.

keyGen:

output: (a,y(4))

1. Choose a a & {2,3....,p—1}
2. Compute y(A) = y(aB).

3. return (a,y(A))

TABLE 4. VqEdDSA signature generation and verification.

Parameter: Curve E_; 4, Base point B

Sign : Verify :
Tnput: m, (a,y(A)) uput: A,m, (y(V) [y(R)ly(R.)s), )
Output:(y(V)|ly(R)||y(Ry)||s), v Output: Accept/Reject
1. y(By)=Elligator-T, (H (y(A)|[m) (mod q)) | 1. y(B,)=Elligator-T, (y(A4)|m)
2 y(V) = y(aBy) 2 h= H(Aly(V)lly(R)ly(Ro)llm) (mod q)
3. r=H(a|ly(V))(mod q) 3. yu =y(sB)
4. y(R)=y(rB) 4. yi2 = y(hA)
5. y(Ry) = y(rBy) 5. yxu =y(sBy)
6. h=H(Aly(V)ly@)ly(Ry)[lm) (mod q) | 6. ya2 =y(hV)
7. s=r+ ha (mod q) 7. If f(y11,y12,y(R)) == 0 and f(yo1,y22,y(Ry)) == 0
8. v = H(y(cV))(mod 2°) 8. v = H(y(cV))(mod 2%)
9. return ((y(V)|ly(R)|ly(Rv)lls), v) 9. Return v

10. Else

11. Return false

The VqEdDSA protocol has two main components. One is signature generation,
and the other is a verification algorithm. Both algorithms require hashing a field
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element to an elliptic curve point, specifically to a twisted Edwards curve. The
VqEdDSA signature generation and verification can be performed by using only
the y-coordinate-based arithmetic of the twisted Edwards curve. In VqEdDSA, all
the scalar multiplication is done by using the y-coordinate only Montgomery-style
scalar multiplication. Let H be a collision-resistant hash function. Let E_; 4 be
a twisted Edwards curve over a prime field F, with ¢ = 3 (mod 4) and ¢ is of
bit-length b-bit. Also, d is square. Let B be the base point of the largest prime
subgroup of the curve, and let the order of B be p. If P be a point on the curve,
then we denote the y-coordinate by y(P).

The keyGen algorithm returns a pair (a,y(A)) where a is the secret key and
y(A) is the public key. The details of key generation are given in Table 3. The
user converts y(A) into a binary string 7; ' (y(A)). Before using the public key, the
signer or verifier retrieves y(A) by computing y(A4) = 73(75 ' (y(A))).

The signing algorithm Sign takes a message m and the user’s key pair (a,y(A)) as
input and generates the signature ((y(V)|y(R)||y(Ry)]||s),v) as described in Table 4.
The signer shares the signature as (75 ' ((y(V))||75 *(y(R))||73  (y(R.))||s), v).

Before verification, verifier converts the binary strings 75 *((y(V)), 75 ' (y(R)),
and 75 *(y(R,)) to y-coordinates of twisted Edwards curve points as 73(7; *((y(V))),
73(75 1 (y(R))), and 73(75 *(y(R,))). Then, the verification algorithm Verify employs
the same technique as the verification of gDSA on Kummer line [18]. Let, P;, Py
and P; be three points on the curve such that P, + P, = P3. We formulate f
function from the y(P;) and y(P,) such that y(Ps) satisfies the expression. The
formulaizations of «; are given in Appendix G. Let y1 = y(P1), yo = y(P2) and
ys = y(P3) and the f function is defined as given below.

F(y1,y2,y3) = aoy3 — arys + oz

where ag = — (2 —1)(1+dy3) + (d+1)y?, a1 = 2(d+ 1)y1y2 and as = (y —1)(1+
dy?) + (d+1)y3. The details of the verification algorithm are also given in Table 4.

Performance comparison between verifiable XEdDSA and proposed
VqEdDSA. The signing algorithm of our proposed VqEdDSA eliminates the square
root computations of the signing algorithm of the original XEdDSA algorithm [18].
However, the verification algorithm of VqEdDSA replaces two square root compu-
tations required to retrieve R and R, fully with a total of 20 field multiplications
and 12 field squarings in projective space. Therefore, it improves the performance
of the signing and verification algorithm by avoiding costly square root computation
at the cost of a few field multiplications.

6.2. Some suitable twisted Edwards curves for Elligator-T. For the
Elligator-T map, we restrict ourselves to the prime fields F,, with p = 3 (mod 4).
For cryptographic implementation purposes, some popular primes of the form p = 3
(mod 4) are p2519 = 2251 — 9, p2859 = 2285 — 9. These primes are useful because
they are of the form 2™ + ¢ with small 6. Thus, they provide efficient modular
reduction. Here, for each prime, one twisted Edwards curve is suggested such that
the curve and its quadratic twists both have small cofactors. These curves are
parametrised by the coefficient d of the twisted Edwards curve E_; 4. Let [ and Ir
be the largest primes that divide the cardinality of the twisted Edwards curve and
its quadratic twist, respectively. Also, let A and At denote the cofactors accordingly.

7. Application of Elligator-K1 and Elligator-K3 map. Elligator-K3 and -K1
map a prime field element to Kummer Lines. If the prime is of the form 3 (mod 4)
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TABLE 5. Suitable twisted Edwards curve.

Field | Twisted Edwards Curve(d) | (logl,loglr) | (h,hr) Base Point(z : y)
p2519 149321 (250,249) | (4,4) (z1,14)

2859 150423 (283,284) | (4,4) (22,18)

z1 = 0x1589f196fae086c11e9347ce4c86bb73e2aea92c676d0c8bd90e30992b0dd06

29 = 0x8b6d66d398fd1b1f18cd7f4270e116929a1c0del12586f6dfcadeedc796757dd688f32fa

then one can use Elligator-K3, and if the prime is of the form 1 (mod 4), then
one can use Elligator-K1. By [18], the Kummer line provides the fastest scalar
multiplication among all forms of elliptic curves. Because of that, we choose Diffie-
Hellman key exchange [2] using Kummer line to show the application of Elligator-K*
(K3 and K1 both).

7.1. Diffie-Hellman using Kummer line. Depending on the prime field, one
can use either Elligator-K1 or Elligator-K3 to map on a Kummer line. Here, the
user publishes a bit string (field element) instead of a curve point. Let A and B be
two parties trying to establish a shared key by Diffie-Hellman key exchange using
Kummer Line. User A generates a (public key, secret key) pair by following the
steps given below.

1. A chooses a random integer a.

2. Computes P4 = aP, where P is the base point of the Kummer line.

3. Check whether P4 is in the image set of Elligator-K. If “False”, goto step 1.

4. Compute ffl(PA) = pa and sends p4 to B. (From the Corollary 4.5 and 4.10

and 7 € {1,2} depending on the prime of the underlying field)

Similarly, B also computes pp and sends it to A. Upon receiving pupg, A computes
the following Steps.

1. Computes Pg = 7;(uB)-

2. Computes ¢ = H(aPp).

Similarly, A computes the same c. Hence, A and B share a secret key.

7.2. Some suitable Kummer lines. As mentioned earlier, the primes p2519 and
p2859 are primes of the form 3 (mod 4). For primes of the form 1 (mod 4), we
choose two well-known primes commonly used in cryptographic implementations,
p25519 = 2255 — 19 and p2663 = 2266 — 3. For each prime, one Kummer line is
suggested so that the curve and its quadratic twists have a small cofactor. Table 6
and Table 7 enlist the Legendre curves along with the associated Kummer lines that
can be used for Diffie-Hellman using Elligator-K3 and Elligator-K1, respectively.
Here, [ and [ are the largest prime factors of the cardinalities of the associated
Legendre curve and its quadratic twist, respectively. Similarly, h and hp are the
corresponding cofactors.

8. Conclusion. In this paper, we have introduced a map, Elligator-T, from a prime
field of the form 3 (mod 4) to a complete twisted Edwards curve E_; 4. Addition-
ally, we have proposed a y-coordinate-only verifiable gEdDSA using Elligator-T,,.
There is no existing literature about the mapping to the Kummer Line. In this
context, we have first constructed two maps, Elligator-L3 and Elligator-L1, from
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TABLE 6. Kummer lines for Elligator-K3.

Field | Legendre Curve()) | Kummer line(a?,b%) | (logl,loglr) | (h,hr) | Base Point(X : Z)
p2519 At (122,202) (248,249) | (8,8) (2:1)
2859 Ao (268,273) (282,283) | (8,8) (13: 1)

A1 = 0x555046cb892a59c20de7faf17633d5046cb892a59c20de7faf17633d5046¢cb2
Ao = 0x9bc6d67407314ea53d9c3ffOf16ceelcf5af2d8589526e59876de063f07aa7222a358f1

TABLE 7. Kummer lines for Elligator-K1.

Field | Legendre Curve(A) | Kummer line(a?,b?) | (logl,loglr) | (h,hr) | Base Point(X : Z)
Pp25519 s (289, 515) (252,253) | (16,4) (2:1)
2663 A (211, 345) (263,263) | (16,12) (56 : 1)

A3 = 0x12cadb5b93d7bd5d89e6d2067837a2509694e414dfc0e1c840d4cc4beac96c8a
A4 = 0x1f9162ee532e191fdbef659ff49096db4d8b8100da25fd3238ae63036fal7090b2e

prime fields to a Legendre curve, covering all forms of prime fields. Using these
maps, we have introduced the maps Elligator-K3 and Elligator-K1, which map an
element of the prime field to the Kummer Line. We have also shown the applica-
bility of Elligator-K3 and Elligator-K1 in the Diffie-Hellman key exchange protocol
context. Furthermore, we have suggested some examples of twisted Edwards curves
and Kummer lines over popular primes suitable for cryptographic implementation.
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Appendix A. Pseudocode for Elligator-L3. Table 8 includes the pseudocode
of the encoding and decoding of Elligator-L3 as given by Theorem 3.1 ( and Defi-
nition 3.2) and Theorem 3.3.

TABLE 8. Elligator-L3.

Parameter: Fix ¢ =3 (mod 4), c € Fy \ {-1,0,1}, r =c— %, ar=—-2+4c+ % and ap = —2 — ¢ — %
ay is a square and 3 is a square root of ay and A = as/ay, A= %,B = ;3—23

Encoding Decoding

Input: t € Fg \ {£1} Input: (z,y) € ¢1(Fq) C Ex

Output: (z,y) € Ex Output: ¢ € F,

1. u=1-t¢ 1. If (z,y) = (0,0)

2. up = %ﬂ 2 Return ¢t =1

3. U= ug - Uy 3. Else

4. vy = u? 4. vog=2-T a1

5. v=—u-(vg—c?)(vo— %) 5. vlzi

6. e =—x()?+xw) +1 6 vg=1—wvy-72

7. X =€ u 7 V3 = Vg - Vg

8. Yo = Sqrt(ey - v) 8 X = —vy + Sqrt(vs — 1)

9. €2 = x(vo — C%) 9. zo=X-X— c%

10 Y=Yy €16 10. =x(B-(1+X)-y-z2)

1. 2o=1+4+X 1. e=-22+2z+1

12,  zy =a} 12 a=e¢-X

13. Yo = T1 - To 13. to = lJlra’

14. ’szl/yo 14. {:(1717,)-150

15. z=A-X -w-xo 15. Return ¢

16. y=B-Y -w

17. Return (z,y)

Appendix B. Pseudocode for Elligator-L1. Table 9 includes the pseudocode
of the encoding and decoding of Elligator-L1 as given by Theorem 3.5 ( and Defi-
nition 3.6) and Theorem 3.7.

TABLE 9. Elligator-L1.

Parameter: Fix ¢ =1 (mod 4), u € F, is a non-square, \ € Fy is a square, A = %

Encoding
Input: t € Fy \ {0}
Output: (z,y) € Ex

Decoding
Input: (z,y) € ¥2(Fq) C Ex
Output: ¢ € F,

uy =u- 12

ulzﬁ
upg=A+1)-u
v=ug-(uz — 1) (ug — \)
e=x(v)
r=¢€-(ug—A)+ A
vp=z-(x—1) - (x—A)
y = —e€-Sart(vy)

Return (z,y)

© 20N Do W

1. Iye{0,1,2,---, % Tthen
2 rp=(@—-A—-1)-u

3 xo =1/21

4. T3 = —T -T2

5. t = sqrt(z3)

6 Return

7. Else

8. T =2 U

9. xo = 1/21

10. z3=—(x—A—1) 2
11. t = Sqrt(xs)
12. Return
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Appendix C. Pseudocode for Elligator-K3. Table 10 includes the pseudocode
of the encoding and decoding of Elligator-K3 as given by Lemma 4.1 ( and Defini-

tion 4.2) and Corollary 4.4.

TABLE 10. Elligator-K3.

Parameter: Fix ¢ =3 (mod 4), ce F,\ {-1,0,1}, r =c— % o = 72+c+% and ap = —2 —c —

. ~2
oy is a square and A\ = a/a;,A = z’71

1

c"

Encoding Decoding

Input: ¢t € F, \ ({£1}US) Input: (X : Z) € ¢1(F,) C Ky2 42
Output:(X: Z) € K2 32 Output: ¢t € F,

1. ug = t? 1. If(X:2)=(b?:a?)

2 u =t+t 2 Return ¢t =1

3. Ugey = ug —up + 1 3. Else

4 Uy = U +ug + 1 4 o =a?- X

5 u01:1—u0 5 Ilzzo—bQ'Z

6 Vo = U2 — € - U2 6. xr3 =2 20 Q1

7. V] = Uge — L% S UL 7. v = i

8 V= —Up1 " Vg " V1 8 ’L)U:ll)-xl

9 e=—x()?+x(v)+1 9 vy =1—vg-r?

10.  x0=€-ug 10. vy =v?

11. x=A-z 11. X = —v; + Sqrt(vy — 1)
12. Z = ugpy + ui2 + (xo + 1‘0) 12. to = H%

13.  X=p-x 13. t=(1-X) -t

14. Z=a% (x—2) 14. Return ¢

15. Return (X : Z)

Appendix D. Pseudocode for Elligator-K1. Table 11 includes the pseudocode
of the encoding and decoding of Elligator-K1 as given by Lemma 4.6 ( and Defini-

tion 4.7) and Corollary 4.9.

TABLE 11. Elligator-K1.

Parameter: Fix ¢ =1 (mod 4), v € F, is a non-square, A € F, is a square, A = %
and B=A+1

Encoding Decoding

Input: t € F, \ {0} Input: (X :2Z) € ¢a(F,) C Kz p2

Output: (X:Z) € Ky2 pe Output: t € F,

1. up = u - t2 1. If(X:2)=(b?:a?

2. v =14 ug 2 Return ¢ =0

3. v=B-vi-(A—ug) (1 =X up) 3. Else

4. e=x(v) 4. xg =a%-X

5. vy =A-v; 5. r1=x0—-0%2-Z

6. x=¢€-(B—wv3)+v2 6 zo=(xo—(A+1)-21) u

7. Z =1 7 T3 = %

8. XIbQ-X 8 t():—x3~l'0

9. Z=a’ (x—1z) 9. t = Sqrt(to)

10. Return (X : Z) 10. Return ¢
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Appendix E. Pseudocode for Elligator-T. Table 12 includes the pseudocode
of the encoding and decoding of Elligator-T as given by Theorem 5.1 ( and Defini-

‘

tion 5.2) and Theorem 5.3

TABLE 12. Elligator-T.

; p)
Parameter: Fix ¢ =3 (mod 4) and s € F, such that (s> — 2)(s? +2) # 0 and <(% + % - 2) - 4) is a quadratic non-residue.

2
Fixc:%,r:CJr%,d:(“’l) and B=s-(c+1)

§ oF1

Encoding Decoding

Input: ¢t € Fy \ {1} Input: (z,y) € ¢(Fy) C E_1 4.
Output:(z,y) €E_14 Output: t € F,

1. u=1—t 1. z=2-(y+1)

2. Uy = %th 2. T = %l,

3. U= ug - Uy 3. zo=(y—1) a1

4. vy = u? 4. z3=1—x9 1

5. v:u»(vg-%—c2)-(vo+c%) 5. T4 =23 T3

6. e=x(v) 6. X = —x3+ Sqrt(zg — 1)
7. X=cu 7. a:;:)?2+c%

8. Yy = Sqrt(e - v) 8. z=x(B-(1+X)-X-z-a5)
9. Y1 = x(vo + %) 9. i=z-X

10. Y=Yy-e- Y1 10. ll)—rlﬂ

11. zo=r-X 11. =(1—a)-ty

12. z=01+X)(1+X) 12.  Return

13. zo=(xg— 1) Y

14. ==

15. z2=B-X-(14+X) -w-(xo—x1)

16. y=(vo+mz) w-Y

17. Return (z,y)

Appendix F. Pseudocode for Elligator-T,. Table 13 includes the pseudocode
of the encoding and decoding Elligator-T, as given by Lemma 5.5 ( and Defini-
tion 5.6) and Lemma 5.7.

TABLE 13. Elligator-T,,.

p 2
Parameter: Fix ¢ =3 (mod 4) and s € F, such that (s> — 2)(s? +2) # 0 and <(% + % - 2) - 4) is a quadratic non-residue.
1 E

2

2
. 2 1 c
1X677,4T—C+Zﬁndd—(c+l)

Encoding
Input: ¢t € Fy \ {1}
Output: y € y(E_1.4)

Decoding
Input: y € ¢(Fy) C y(E-1,a)
Output: ¢ € F,

uy = t? 1. 20=2-(y+1)
2 up=t+t 2. m=4
3. ugy = ug —ug +1 3. zo=(y—1) a1
4 ue =ug+up +1 4. r3=1—x9-7T
5 ugr =1 —up 5. Ty = T3 T3
6. v = Ugg + ¢ uja 6. X =—a3+ Sqrt(zg — 1)
7 v = ug2 + C% S U 7. to = ﬁ
8. v =gy - Vg + U1 8. t=(1-X)-t
9. e=x(v) 9. Return ¢

0. Xy=e-(1-1)

11. Xo=1+t

12. y1=71-X1-Xo

13. Y2 = (X1 + X2) - (X1 + Xo)
14. Y=y1+u

15. Z =y~

6. y=Y/Z

18. Return y
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Appendix G. Detailed calculation of f(y1,y2,y) in Section 6.1.

Let E_14 : —2% + y? = 1 + d2?y? be a twisted Edwards curve over a finite

field F,. Let, (x1,y1) and (z2,y2) be two points on twisted Edwards E_; 4 and

(w3,y3) = (x1,91) + (22,92), (¥4,94) = (x1,y1) — (22,92). Then,

Now,

ys = Y1y2 + 122 dys = Y1Y2 — T1T2
3= = —
1 — dzi2oy1y2 1+ dzizay1y2
_ (y2 +21w0) (1 + derzayiye) + (Y1y2 — 122) (1 — deizay1y2)
Y3 +ys = 1 — 222220242
T1T3Y1Y2
_ 2y1ya + 2dz3 x5y
1 — d*atadytys
2 2d % vizl vi- 2
Yy1y2 + mESET +1y1yz ) ) y2 —1
= " 1y : Slncemi:d’2+1
2 - .
1= & Gy ayari iy Y
gy (W DA+ 1) +d(yF ~ D(y5 -~ 1)
(dyt +1)(dy3 +1) — d*(y? — 1)(y3 — D)yivs
oy Pytys + dy? + dy3 + 1+ dyfys — dyi — dys +d
= 2y112
dPyiys +dyt + dys + 1 — d?ytys + dPylys + d*yiys — d2yiys
P (d+1)(1 + dy?y3)
(1 + dyfy3)(dy? + dys — dyiys + 1)
_ 2(d+ L)y1yo
dyt + dy3 — dy3ys + 1
Also,
BT Y
1 — d?x3z3y7y3
yi—1 y3—1
YIY2 ~ g dy22+1 . o  yi-—1
= Since =7 = —5
1_d2?/11y2 dy; +1

711 dy3 +1yly2

B y%yz(dyl + )(dy3 +1) — (yi —D(y5 - 1)
C (dyf +1)(dy3 +1) — d?(y — D (¥3 — Dyiv3

_ yiya(Pytys + 1+ dy? +dy3) —yiys — 1+ 7 +u3

(dy? +1)(dy3 + 1) — d?(y7 — 1)(y3 — Dyiy3

(U +dyiy3)(vi + 5+ dyiys — 1)

(U +dy?y3)(dy? + dy3 — dyfy3 + 1)
_ yityitdyiyi—1

dy? + dys — dyiys + 1

Then, y3 and y4 are both the roots of the polynomial

fyiye,y) =y* — 2(d + Dy -y Y+ s +dyiys — 1
) Y2, dy? + dys — dy3ys + dy? +dy3 — dy?y3 + 1
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Equivalently,
Flyy2,9) = (dy? + dyi — dy?ys + 1)y = 2(d+ Dyryay + (v7 + v3 + dyiys — 1)
= (=(yf = 1)1 +dy3) + (d + Dy?)y® — 2(d + yi1yay
+((y7 = D1+ dy3) + (d + 1)y3)
= apy® — a1y + as
where
ap = —(yi = 1)(1 +dy3) + (d+ 1)y}
ar = 2(d + 1)y1y2
ag = (yi — (1 + dy3) + (d+ 1)y3

Appendix H. F-F encoding [6]. Let F, be a finite field of odd characteristic.
Let E : y? = 23 + Az? + Bz be an elliptic curve defined over F,. Note that Ej is
of the form E where A = —(1 + \) and B = X. In [6], Fadavi et al. proposed a
mapping, from hereon we call it F-F, that maps an element of IF, to a point of E.
First, we state Lemma 3 of [6] as Lemma H.1 given below.

Lemma H.1. [6] Let F, be a finite field of odd characteristic, A, B,C € F, (A% —
4B) # 0 and x(C) = —1. Let f(x) = 23+ Ax?+ Bz and E : y> = f(x) be an elliptic
curve. For any t € Fy, either X1 = —% (1 + #) or Xo = —%(1 + Ct?) is the
abscissa of Fy-rational point on the elliptic curve E. Also, if f(X1(t)) # 0 ezxactly
one of the values X1 (t) or Xa(t) is the abscissa of a point on E(Fy).

Theorem H.2. [6] Let F, be a finite field of odd characteristic, A,B,C € Fy,
(A2 —4B) # 0 and x(C) = —1. Let R={0,1,2,--- ,q;zl}, f(z) =23 + A2 + Bx
and E : y* = f(x) be an elliptic curve. Then,
1. The function ® : F, — E(F,) where
O, if t=0,
O(t) = ¢ (Xa(t),Vf(X1(t))) if x(f(X1())) # -1,
(X2(t), =/ [(X2(t))) if x(f(X1(1))) = —1,
and X1 (t), Xa(t) are given in Lemma H.1, is a 2:1 encoding function on F}.

2. There is an injective encoding function ® : R — E(F,), that &1 is efficiently
computable.

The encoding algorithm defined by ® given in [6] is not constant-time. Theo-
rem H.3 provides the constant-time version of the F-F map. We also include the
algorithmic version of the map in Table 14.

Theorem H.3. Let F, be a finite field of odd characteristic, A, B,C € Fy, (A% —

4B) # 0 and x(C) = —1. For any non-zero t € F,, the following quantities are
defined:

B
— | 2
v A( + Ct?),
e = x(v* + Av? + Bu),
v(1+ Ct?)
202 7

y = —eV a3+ Az? + Bx.

zr=ev+ (1l —¢)
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Furthermore, y*> = 23 + Axz? + Bux.

Proof. The proof of the theorem is straightforward. O

H.1. Inversion of ® map. In this section, we provide the inversion of the ® map.
Theorem H.4. Let F, be a finite field and ® : Fy — E be the encoding map defined
in Theorem H.2. Then the following statements hold:

1. For any (z,y) in E(Fy), (z,y) is in ®(F,) if and only if — (§x + 1) is non-
square in F,.
2. If (z,y) € ®(F,), then t is defined and ®(t) = (z,y):

V-1/C (4x+1), ify € ,/F2,

=
\V/—& (%x-i—l), ify ¢ m.
Proof. The proof of the theorem is similar to Theorem 3.7. O
TABLE 14. F-F Map.
Parameter: C' € F) and C' is a non-square. fix D = —%
Encoding Decoding
Input: t € F, \ {0} Input: (z,y) € ®(F,) CE
Output: (z,y) € E Output: t € Fy
1. u=C -t 1 xoz—%-x—l-l
2. r1 =D (1+u) 2. ifye{0,1,2,---,%2} then
3. Ty = 27 3 t = Sqrt (f Cio)
4. v==x1-To+A- 29+ B-x; |4 Else
5. = x(v) 5 t=Sart (—1 - z0)
6. UL =u—+u 6. Return ¢
7. Ug = ufll
8. uz =1 (L+u)-ug
9. x=c¢€-(r1 —us)+us
10. vg = 22
11. vi=x-v9+A-v9g+B-x
12. y = —e-Sqrt(v1)
12. Return (z,y)

H.2. F-F-K: Encoding to Kummer line using F-F map, and its Pseu-
docode.

Theorem H.5. Let Fy be a finite field of odd characteristic, \,C € F; with \ ¢
{£1} and x(C) = —1. Let K22 be a Kummer Line of corresponding Legendre

form Ey where \ = (14"7_41)4 over a finite field F,. For any non-zero t € Fy, define a
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map P : Fg — Koz p2 by

Furthermore,

é(iﬁ) = (2 : a?).

if ®0) =

A

——t—t| 2
v )\+1( + Ct?),
e = x(v(v = 1D(v=2A),

v(1+ Ct?)
$:6U+(1_E)W,
X =b%z,Z =a*(xz—1).
(a® : b?). If ¢ = 3 (mod 4), then —% is a square and
TABLE 15. F-F-K Map.

Parameter: C' € F; is a non-square, A = %

+1

Encoding

Decoding

Fix ¢ =3 (mod 4)
Input: ¢t € Fy \ {OU:E f%}
Output: (X :Z) € Ky2 p2

Input: (X:Z) € ®(F,) C Ky2 40
Output: ¢ € F,

Fix ¢ =1 (mod 4)

Input: ¢t € F, \ {0}

Output: (X:Z) € g2y

1. u=C -t

2. z1=A-(14u)

3. v==x1-(x1 — 1) (1 —A)
4. e=x(v)

5. Uy = U+ U

6. T = Uz - T

7. 212 = (u+1)- 21

8. x=¢€-(z11 — Z12) + T12
9. Z = Uo

10. X=b%x

11. Z=a% (x—12)

12. Return (X : Z)

If (X : Z) = (a2 : b?)

Return t =0

Else if (X : Z) = (b? : a®)
Return £ = 4/ —2

1
2
3
4
5. Else
6
7
8
9

Ql

z0=a’-X

$1:$0—b2~z

1'2:%
T =z Ty

z+1
11. t=Sqrt (=1 - 23)

12. Return ¢

10. T3 = *%‘
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