K2SN-MSS: An Efficient Post-Quantum Signature’

Sabyasachi Karati'
School of Computer Sciences
National Institute of Science Education and Research, India
skarati@niser.ac.in

ABSTRACT

With the rapid development of quantum technologies, quantum-
safe cryptography has found significant attention. Hash-based sig-
nature schemes have been in particular of interest because of (i)
the importance of digital signature as the main source of trust
on the Internet, (ii) the fact that the security of these signatures
relies on existence of one-way functions, which is the minimal
assumption for signature schemes, and (iii) they can be efficiently
implemented. Basic hash-based signatures are for a single message,
but have been extended for signing multiple messages. In this paper
we design a Multi-message Signature Scheme (MSS) based on an
existing One-Time Signature (OTS) that we refer to as KSN-OTS.
KSN uses SWIFFT, an additive homomorphic lattice-based hash
function family with provable one-wayness property, as the one-
way-function and achieves a short signature. We prove security
of our proposed signature scheme in a new strengthened security
model (multi-target multi-function) of MSS, determine the system
parameters for 512 bit classical (256 bit quantum) security, and
compare parameter sizes of our scheme against XMSS, a widely
studied hash based MSS that has been a candidate for NIST stan-
dardization of post-quantum signature scheme. We give an efficient
implementation of our scheme using Intel SIMD (Single Instruction
Multiple Data) instruction set. For this, we first implement SWIFFT
computation using a SIMD parallelization of Number Theoretic
Transform (NTT) of elements of the ring Z,, [X]/(X 4+ 1), that can
support different levels of parallelization. We compare efficiency of
this implementation with a comparable (security level) implemen-
tation of XMSS and show its superior performance on a number of
efficiency parameters.
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1 INTRODUCTION

Cryptographic primitive Digital signatures [14] form the basis of
establishing trust over the Internet. Today’s commonly used sig-
natures are RSA, DSA and ECDSA [12], and use the hardness of
Integer Factorization and Discrete Logarithm problems as the basis
of security. Shor [39] gave efficient quantum algorithms for both
the problems which make these signature schemes insecure against
quantum computers. The recent call by security agencies [40] has
resulted in efforts by IETF [1], NIST [36] and other organizations to
move to post-quantum algorithms, and this has made development
of post-quantum secure digital signature of high importance. As
the digital signatures form the backbone of trust on the Internet,
it is essential to employ quantum-safe signature algorithms to ex-
tend this trust into the future. To provide security against quantum
computers, digital signature schemes may use computational as-
sumptions such as the hardness of decoding of random codes [9], or
finding short vectors in lattices [15], for which no efficient quantum
algorithm is known today. Such schemes will remain secure as long
as no efficient quantum algorithms for the underlying problems
are found. However, these signatures suffer from inefficient com-
putation, large signature length and/or public keys, or unproven
security [5].

Quantum-safe digital signature schemes can be based on One-
Way-Functions (OWF) which are known to be the minimum as-
sumption for digital signatures [38], and is expected to provide
long-term security assurance. Hash-based signature schemes use
hash function families as OWF. OTS, introduced by Lamport in
1979 [27], uses a secret and public key-pair to sign a single message.
In Lamport’s construction, the secret key is a set of random binary
strings, called component secret keys, and the public key is obtained
by applying a OWF to each component secret key. A message is as-
sociated with a subset of component keys and signature will be the
set of secret component keys associated with the subset. Security
of the scheme depends on the hardness of inverting the OWF. The
main advantages of OTS are: (i) it can be built using any OWF, and
(ii) the signing and the verification are fast [42]. The sizes of the
keys and the signature, however, can be significantly larger than
today’s digital signatures such as RSA, DSA or ECDSA.

To sign 2h messages, one needs to use a OTS scheme with 2h
different keys. Using a Merkle tree [31], the public keys of the 2h
OTSs can be hashed into a single short public key. A signature now
will include the signature that is generated by a OTS, together with
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a list of nodes in the Merkle tree which are required to compute the
OTS public key to the root of the Merkle tree. A signed message
will have an index/address that will indicate the position of OTS
public key in the set of leaves of the Merkle tree, that will be used
for authentication path verification.

In [11], a generic construction of a multi-message signature from
a OTS using Merkle tree is given and the security of MSS is reduced
to the security of the OTS and the second pre-image resistance of the
hash function. The construction, known as SPR-MSS, is particularly
attractive because it relaxes the requirement on the hash function
(second pre-image instead of one-wayness and collision-freeness),
and has been the basis of widely studied construction of multi-
message signature scheme XMSS [7, 19]. XMSS (eXtended Merkle
Signature Scheme) uses W-OTS" [32] as the one-time signature.
XMSS is a prime candidate of standardization [35] of quantum-safe
secure signature schemes by NIST [36] and IETF [1]. In [21], it was
shown that the security model of MSS must be strengthened to
realistically capture all the hash values that become available to
the adversary in a MSS setting and can significantly improve their
success chance of a forgery. The new security notion is captured by
multi-target-multi-function preimage (or second-preimage) prop-
erty in [21].

In [23], Kalach and Safavi-Naini introduced a hash-based OTS
scheme, called as KSN-OTS, that reduces the number of secret key
components of Lamport’s system [27] by using a 1-CFF (Cover-
Free-Family - See Definition 3.1). KSN-OTS has a short signature
because of using a family of homomorphic (additive) hash func-
tions called SWIFFT that allows the component secret keys of a
message be combined. KSN-OTS security proof reduces unforgeabil-
ity of the signature to the collision resistance of SWIFFT. KSN-OTS
has short signature length, and fast signing and verification (Table
1 of [23]). The main computation step in KSN-OTS is the com-
putation of SWIFFT function that needs m multiplications over
R = Zp[X]/(X i 1 1). The fastest method of implementing ring
multiplication uses Number Theoretic Transform (NTT) [28] to
transform the ring elements to vectors of dimension 71, and allows
ring multiplication and addition to become component-wise vector
multiplication and addition modulo p.

1.1 Our Contribution

We design K2SN-MSS, a multi-message signature scheme, using an
approach that is inspired by SPR-MSS [11], and prove its security
using the notion of multi-target, multi-function pre-image and
second pre-image resistance. We use SWIFFT as the hash function
for KSN-OTS and also the Merkle tree. This has the benefit of using
a single optimized code for the whole construction. However it
requires addressing a number of challenges, including the need
to introduce a new operation, called Merge, for constructing the
Merkle tree to compensate for the mis-match between parameter
sizes of SWIFFT and the SPR-MSS construction. We prove that use
of this operation does not affect security of the construction.

We implement the signature scheme using an efficient imple-
mentation of SWIFFT which relies on an efficient implementation
of NTT. We use SIMD parallelization to achieve low level instruc-
tional efficiency. SWIFFT and KSN-OTS are highly parallelizable

algorithms that can be further parallelized at higher levels (process
level).

To compare our results with XMSS, we will obtain concrete
security parameters of K2SN-MSS taking into account security
level and parameters of existing implementations of XMSS. Our
results show that K2SN-MSS has 3 times faster key generation,
signature generation and verification. It however has 5% larger
public key and 4 times longer signature.

1.1.1  K2SN-MSS. Our construction uses a modified construction
of SPR-MSS in two ways: (i) the Merge operation is used in each
tree node to combine the hash output of the lower level, and (ii)
different hash keys and random pads are used at each node and so
each node is effectively using a different hash function. We prove
that with these modifications, the resulting MSS is secure in the
multi-function multi-target attack model, and the security of the
scheme reduces to the multi-function multi-target preimage and
second-preimage resistance of the underlying hash function.

1.1.2 K2SN-MSS implementation. K2SN-MSS consists of three al-
gorithms: key generation, signing and verification algorithms. To
generate component secret keys, hash keys and random pads of
the Merkle tree, ChaCha20 pseudo-random function family (PRF)
is used. ChaChaz20 is a state-of-the-art PRF which takes 40-bytes
input seed and can generate output of 128 bytes long [4]. We choose
parameters of SWIFFT such that it provides 512-bit classical (256-bit
quantum) security for K2SN-MSS against existential unforgeabil-
ity in chosen message attack (EUF-CMA) (See Section 3.3). We
implement the following code modules

e Key generation algorithm, that uses Chacha20 as a sub-
module, and computes the component secret keys, hash
keys and the random pads. SWIFFT hash function was used
to compute the component public keys, and construct the
Merkle tree.

e We implemented the 1-CFF Algorithm [6] to determine the
subset of component keys that are associated with a message.
This module is called in signing and verification, both.

e The signing and the verification algorithms use ChaCha20,
SWIFFT, and the 1-CFF algorithm above.

The time for key generation, signing and verification is dominated
by the time required for calculating the hash function SWIFFT.
Below we briefly describe our efficient implementation of SWIFFT
using SIMD instructions.

1.1.3  Efficient implementation of SWIFFT using SIMD. Ring multi-
plication over the ring R dominates the computation cost of SWIFFT
function. For the efficient implementation of multiplication in the
ring R, we use NTT. We show that the computation of NTT trans-
formation can be parallelized using SIMD, with different levels of
parallelization that is parametrized by J, denoting simultaneous
computation of 20 components of the output vector. The paral-
lelization can be used for § = 0 (no parallelization) to § = 6 (full
parallelization for the ring R with 7i = 64). The parallelization
in [2, 30, 34] is an instance of our general approach with § = 3.
We show the result of SWIFFT function with § = 4 that leads to
25% higher speed compared to [34]. Our implementations of NTT
computation can be with, or without, precomputation. The former
approach results in improved speed but the memory requirement



grows double-exponentially 0(225) in the value of §. Thus we
consider precomputation when the required memory is acceptable.

For efficient verification of KSN-OTS (and also K2SN-MSS), we
also implemented gSWIFFT (generalized input SWIFFT) that allows
non-binary input strings. This extension was introduced in [23]
and is used in our work.

1.1.4  Evaluation of K2SN-MSS. We compare performance of K2SN-
MSS with XMSS for 2 messages, each of length 256 bits, and
security parameter n = 512-bit. We use SWIFFT function with
parameters m = 16, i = 64, p = 257 (Sec Section 2.4). As we
will discuss in Section 2.1, these parameters allow us to have a
fair comparison in terms of functionality and security level, with
XMSS. Additionally, they allow us to compare our implementation
of SWIFFT with the existing SWIFFT implementation in [30].

It shows that K2SN-MSS has smaller processing time for all algo-
rithms: key generation, signing and verification. The corresponding
times for K2SN-MSS are 2.76, 2.89 and 2.65 times faster than XMSS.
On the other hand, the signature length of K2SN-MSS is approxi-
mately 4 times larger than that of XMSS. Public and secret key sizes
of the two schemes are comparable (almost same). Thus the two
schemes will have complementary speed/signature size properties,
while enjoying similar security guarantee.

Table 1: Comparison between XMSS and K2SN-MSS scheme
at 512-bit classical security level

[ Name | K2SN-MSS/SWIFFT-16-avx2 | XMSS/SHA512/w = 16 [13] |
Key Generation (ms) 526069 1452600
Signing (ms) 4.70 13.57
Verification (ms) 0.34 0.90
Signature Size 21331 Bytes 5571 Bytes
Secret Key Size Seed Seed
Public Key Size 152 Bytes 144 Bytes

We note that although we implemented KSN-OTS using a single
hash function, but the homomorphic property of SWIFFT is only
required in the verification of KSN signatures and one can use a
different hash function, such as SHA2-512, for the construction of
the Merkle tree. Our choice of SWIFFT for Merkle tree is further
discussed in Section 7.

2 PRELIMINARIES

We use the following notations and function definitions.

e n € N: Security parameter where N denotes the set of natural
numbers.

e m € N: Length of the messages in bits.

o i, i € N: Parameters of SWIFFT hash function family.

e p: Prime integer.

o t: The number of component key-pairs for the OTS we em-
ploy. We assume t = 2 for some positive integer £ and

t

log, ( : ) >m.

e h: Merkle tree height. The K2SN-MSS is designed to sign 2
messages.

e ||: concatenation of two binary strings.
e @: bit-wise XOR of two binary strings.

e ©p: component-wise modulo p addition of two vectors of
same length.

e Op: component-wise modulo p multiplication of two vectors
of same length.

o F, = {fk :{0,1}2" - {0,1)2" | k € {0, 1}”} is pseudo-random
function family and will be used in KSN-OTS and K2SN-MSS.

o Fn={fx :{0,1}" = {0,1}" | k € {0, 1}"*} is pseudo-random
function family and will be used in W-OTS* and XMSS.

® ¢p;: A function that, on an input of m-bit, generates a row of
the 1-CFF function family table.

2.1 XMSS and W-OTS*

XMSS [7] is a hash-based signature scheme that extends the one
time signature W-OTS* to a multi-message signature scheme using
Merkle tree construction. The construction was proposed in [7]
and the security was reduced to the second-preimage resistance of
the hash function that was used in the Merkle tree and the security
of the W-OTS*. XMSSMT [20] extends XMSS to multiple layer
tree where each layer root node is signed using W-OTS*. It allows
for a virtually unlimited number of signatures, while it preserves its
desirable properties [20] of XMSS. This provides signature and key
generation computation time and signature size trade-off which
allow the users to choose parameters to match their requirements.
XMSS is a special case of XMSSMT . In [21], XMSS is proposed that
provides security against multi-function-multi-target preimage (or
second preimage) attacks. The new security requirement for the
signature schemes is given in full version [25] and is used in our
security analysis. There are several implementations for XMSS [13,
18]. We compare our implementation with the implementation
in [13] because this takes the multi-function-multi-attack notion of
security into consideration. Also, this is the only implementation
which takes advantage of SIMD parallelization and reports the
fastest result. On the other hand, choice of the parameters for
SWIFFT hash function leads to 512-bit classical (256-bit quantum)
security of K2SN-MSS in multi-function-multi-target model and it
should be noted that there is no existing software of XMSSMT at
the same security level.

2.2 W-OTS*

XMSS signature scheme uses W-OTS* [7] as the OTS scheme. The
public key and signature of W-OTS* is computed through random
walks in a function family F, = {fi : {0,1}" — {0,1}" | k €
{0,1}"}. For a k,x € {0,1}" and e € N, the random walk is defined
as:

R =k fix) = fiox), wherek = fi™(x).

For an m-bit message, and Winternitz parameter w, define following
parameters

1211+12,11=[ e },zzlw

log,(w) logy(w)
The secret key of W-OTS" is SK = {x¢, X1, ...,X;_1} where each
x; is a binary string of length n (that is generated by using a pseudo-
random function on a random seed), and the corresponding public
key is PK = {x, X‘;’_l(x), X‘;’_l(x), cees fx”l"__ll(x)}, where x is a

randomly generated element from {0, 1}".

j+1. (1)



To sign a message mes, first the message is written in base w as,
mes = {bg, b1, ..., by, _1}. Next a checksum C = 251:_01 w—1-b;j)
in base w is calculated, C = {bj , by, 41, - - ., bj—1}, and appended to
the message to obtain b = {by, b1,...,b;_1}.

The signature of b is omes = {00, 01, ...,07_1} = {fxl;0 (%), fxbll (%),

cees Xbl’:ll (%)}, resulting in an I X n-bit signature. Verification is done

by checking
? —1- —1— 11—
PK = (o0, T ), S TP (),

2.3 XMSS: A Secure Merkle Tree MSS

Construction [21]

In this section we describe XMSS briefly which is an instantiation
of SPR-MSS with W-OTS* and also takes the multi-function-multi-
target security model of hash functions into consideration. Let W-
OTS* be a secure one-time signature scheme with 2¢ component
secret keys (and the corresponding component public keys). To
design an MSS for 2h messages, 2h instances of the W-OTS* will
be used as follows. Let the secret key SK'; and public key PK; of
the i-th instance of the W-OTS™ be,

SKi =
PK: =

{Xig» Xiys .-, Xie_ 15 Xi; € {0,1}", and

{Xi, Yig» Vigs - - -

1

Vi bixinyi; €{0,1)".

To sign the i-th message, the i-th instance of the W-OTS" is used.
The construction uses a Merkle tree of height h + £, and attaches a
random binary string of length 2n for each node of the tree, denoted
by v;,j where (i, j) denotes the j-th node from left at height i as
0<i<h+(¢and0<j <2’ -1 Inour construction, we consider
that leaf nodes are at height 4 + £ and the root node is at the height
0. Similarly each node computation uses a different hash key k; ;
and random pad v; j. The construction of the Merkle tree consists
of two types of trees: (i) L; trees and (ii) MSS tree.

(1) Construction of L; trees: L; is a Merkle tree of height £
whose leaves are the component public keys of the i-th in-
stance of W-OTS*, that is {Xi, Vi,s Yijs - - -» Vi, }. Let Yir;
be a node of the tree where it is the j-th (0 < j < 2! — 1) node
from the left at height I (0 < I < £) of the £;. Now we assign
Vi, =yi; for0 <j < 2¢. The nodes yij; for0 <1 <€ are
computed as

Yiy; = Hkilyj ((yil+1,2j ||yil+1,2j+1) @ vil,j)’ (2

where Hj. € Hp, || and & denote the concatenation and bit-
wise XOR of two binary strings, respectively. Let the root of
the Merkle tree £; be y;, ; and then yj, ; =y ,.

(2) Construction of MSS tree: MSS has height h and the leaf
nodes are the root nodes of the .£; trees, thatis {yp o, y4,1-- - -»
Y. oh_1)- The intermediate nodes and the root node of the
MSS are constructed in the similar way shown in equa-
tion (2). Let the root of the MSS tree be yo,o.

The pictorial view of the Merkle tree is given in the Figure 1 and
Figure 2.

All the random pads and all the hash keys can be generated
using a seed and pseudo-random number generator (PRG). From
the seed and the PRG, we can compute the random pad and the
hash key for a particular node using the index of the node in the

Figure 2: Intermediate node computation

tree. Let the seed for hash key be hkseed and the seed of ran-
dom pads be rpseed. Also all the secret keys can be generated
using the PRG using another seed sk. The multi-message signa-
ture scheme has secret and public keys given by, SK = {sk} and
PK = {yo,0, hkseed, rpseed}, respectively. A signature consists of,
(i) the index of the message, i, (ii) the signature of the i-th W-OTS*
on the message, (iii) the public key PK; of the i-th W-OTS™, and
(iv) a list of nodes of MSS called authentication path which au-
thenticates the root of the L tree that corresponds to PK ;, against
the root of the MSS tree, yo 0. As the public key of W-OTS*
can be computed using the random walks in the function family
Fn from the W-OTS™ signature, the XMSS signature does not in-
clude the aforementioned third component PK; of i-th instance of
W-OTS™". K2SN-MSS uses this structure of Merkle, and employ a
pseudo-random generator together with a random seed to generate
the secret key components. Hash keys and random pads are also
generated in a similar way.

2.4 SWIFFT: An Efficient Lattice-Based
Hash-Function
The SWIFFT family of hash functions [30] is defined by three
parameters: (i) 71: a power of 2, (ii) ri: a small integer, and (iii) p: a
prime (the construction works for non-prime also).
Let R be a ring as defined in the equation (3):

R = Z,[X]/ (X" +1). 3)

A SWIFFT function of a given SWIFFT family is defined by m
elements, agp,ay,...,a;_1 € R called multipliers. The input of a
SWIFFT function is a binary string of length i: the input is divided
into m f-bit string, and each string is represented as an element of
R with binary coefficients. Let z = (2, z1, . - - , Z;;,_1) be a SWIFFT
input, where z; is a ring element with binary coefficients. Then



hash of z is computed as, et

SWIFFT(z) = Z (aj - i), 4)
i=0

where the multiplications and the additions are in the ring R. For
computational efficiency, the ring multiplications are performed
using NTT and so SWIFFT iy written as equation (5):

SWIFFT(z) = Z (NTT(a;) ©p NTT(z)) . (5)

i=0

Notice that we do not apply iNTT on the output of equation 5
to get back the same result as of equation 4. As FFT is linear and
bijective, there is no need to apply iNTT on the output of equation 5
as suggested in [30].

Security. SWIFFT is an efficient instantiation of the generalized
compact knapsack (GCK) [33] [30]. [33] proves that the GCK is
asymptotically one-way, and this implies that the SWIFFT family
also enjoys the same property. GCK is proved to be asymptotically
collision resistant[29, 37]. In [30], it is proved that the security of a
SWIFFT function reduces to the security of the subset-sum problem.

24.1 gSWIFFT. We use a generalized version of SWIFFT func-
tion that takes input from Zj',"” (instead of {0, 1}"™). Let the input
to gSWIFFT be z’ = (z(,2],...,2z), ) where z] € Z;’. The input
length of gSWIFFT is raifi [log, (p)] bits. Similar to SWIFFT, we de-
fine gSWIFFT function as: , |
gSWIFFT(z') = Z (NTT(a;) ©p NTT(z})), (6)
i=0
gSWIFFT is used for efficient verification of KSN-OTS scheme
(Section 3.1).

24.2  Parallelizing SWIFFT Implementation using SIMD . Efficient
implementation of K2SN-MSS requires efficient implementation of
SWIFFT computation that consists of m ring multiplications, fol-
lowed by ring additions. Thus efficient implementation of ring mul-
tiplication is essential for the efficient implementation of K2SN-MSS.
We show how to parallelize each ring multiplication using SIMD
instructions of Intel Intrinsics. The level of parallelization is deter-
mined by the parameter §, which indicates 20 output components
will be computed simultaneously. In our setting, the parallelization
level &, can be chosen in the range § = 0 (no parallelization at all)
to § = 6 corresponding to the full parallelization for ring R with
il = 64.

Intel Intrinsics for SIMD Intel introduced SIMD instruction set
MultiMedia eXtension (MMX) in their processors in 1997. MMX
has been later extended to Streaming SIMD Extensions (sse) like
sse2, sse3 upto sse4. 2. We use Advanced Vector Extensions (avx)
and in particular avx2 intrinsic. For more details see [16]. The
achievable level of parallelization will depend on the specific set
of instructions that will be chosen for the implementation. For 16
fold parallelization (§ = 4), we use 16 16-bit multiplication SIMD
instruction together with 16-bit addition, subtraction and other
operations such as shift. More details are in Section 5.

3 K2SN-MSS CONSTRUCTION

We first give an overview of KSN-OTS [23] and then describe
K2SN-MSS, and prove its security in using the stronger notion of
multi-target multi-target security.

3.1 KSN: An Efficient Post-Quantum OTS
We propose an MSS based on KSN [23], an OTS scheme with two
building blocks: a cover-free-family and SWIFFT hash function
family.

A w-Cover-Free Family (w-CFF) is a set system defined as follows.

Definition 3.1. Let (X, B) be a set system, where X = {x1,x2,...,x:}

is a set of t elements and B = {B1, Ba, . .., B¢} be a set of e subsets
of X and the size of each B; is k. If for all A C {1,2,...,e} with
Al = wand for all i ¢ A, we have |Bi N\ Ujea Bj| > 1 then we
call that the set system is a k-uniform w-Cover-free family with ¢
elements and e subsets, in short w-CFF(t, e, k).

The SWIFFT hash function family is additive homomorphic and
for two binary inputs x; and x3 of length i, satisfying

SWIFFT(x1) + SWIFFT(xz) = gSWIFFT(x; ® X2),

where addition SWIFFT (x;)+SWIFFT(x2) is in ring R, and addition
X1 @) X2 is a component-wise modulo p addition of two vectors
of length rm. This property is used in KSN signature scheme [23]
to achieve fast signing and verification, and short signature. An
overview of the scheme is given below. We use a pseudo-random
function family F,, : {fi : {0,1)2" = {0,1}?" | k € {0,1}"} to
generate component secret keys (instead of uniform selection from
{0,1}2™).

Consider a message space consisting of m-bit strings. The secret
key and the public key of KSN-OTS scheme consists of t compo-
nent keys, where t is an even integer satisfying log, ( 2) >m. A

component secret is a 2n bit random string and so the total secret
key length is 2tn bits. The component secret keys in practice (and
in our implementation) are generated by applying f € F, on an
initial seed. Thus the secret key can be considered as the seed of
the PRG. The hash key k of SWIFFT is ri multipliers which are ring
elements and are chosen uniformly at random from {0, 1}ﬁflog2 @)1,

The signature scheme consists of three algorithms: KeyGen, Sign
and Verify. The parameters of SWIFFT function (ri, 7 and p) and
the pseudo-random function family F, will be chosen to achieve
the required security level. A function f;i () is chosen from F,, and
sk is kept secret (this can be seen as the seed of the pseudo-random
function).

Key Generation. The KeyGen generates the secret key SK and
the public key PK as given in Algorithm 1. The i-th component
secret key is computed as fg (i + 1). This is the same as the secret
key generation in XMSS [7].

Algorithm 1 Key Generation (KeyGen(1™))

(1) Choose sk as a seed uniformly at random from {0, 1}".

(2) Fori=0,1,...,t — 1, compute x; as x; = fg (i + 1).

(3) Fori=0,1,...,t — 1, compute y; as y; = SWIFFT (x;).
(4) Return Secret Key SK = sk and Public Key PK =

{yo.¥1,---»yt-1}-

Signature Generation. The Sign takes an m-bit message mes
and computes the signature omes using Algorithm 2.

Signature Verification. The verification algorithm given by
Algorithm 3, takes a message and signature pair (mes, Omes), and
outputs Accept or Reject.



Algorithm 2 Signature Generation (Sign(mes,SK))

(1) Fori=0,1,...,t — 1, compute x; as X; = fgqgc (i + 1).

(2) Compute Bmes = cmm(mes), where Bmes = {io, i1, - - - » i%—l}’
and ij < ij4pforall 0 <j < % - 2.

(3) Compute omes = Xj, ©p Xi; Sp *+* Dp xi%_l; Return opmes.

Algorithm 3 Signature Verification (Verify(mes,omes, X))

(1) Compute B,os = cm(mes).

(2) If omes[i] < £,Y0 < i < riufi (0mes[i] denotes the i-th com-
ponent of the vector oimes), then continue else Reject.

(3) Compute ofes = iy +yi, + -+ +Yi,_, (addition in R), and
ij € Br,nes‘ ’

(4) If 0/ o5 = gSWIFFT) (0mes), then Accept, else Reject.

In [23], it has been proved that the KSN scheme is secure under
the collision-resistance of the hash function. The security theorem
is as given below:

THEOREM 3.2. [23] If A is a quantum adversary that (e, T)-wins
the unforgeability security game for KSN scheme, then A can be used
to (ec’, 7 + ¢)-find function collisions where c, ¢’ are constants.

Security of KSN in fact requires collision resistance of gSWIFFT
function when the input is a vector of short length that is infinity
norm is < % and then the collision resistance can be reduced to
finding a Short Integer Solution problem [3].

Definition 3.3. Strong Unforgeability. Let A has queried on a
message M during the query phase of the security game and o be
the signature of the message. In the strong unforgeability game, A
is considered to be successful even if it can return a signature o* of
the message M where o™ # 0.

SWIFFT hash function used in KSN-OTS is itself highly paral-
lelizable and this leads to higher speed of K2SN-MSS compared to
XMSS that is based on W-OTS* that uses | random walks in the
function family %, which are inherently sequential. Comparison
of the two signature schemes is given in Section 6.2.

3.2 K2SN-MSS construction

K2SN-MSS extends the KSN-OTS to multi-message signature scheme
and uses SWIFFT as the underlying hash function. However, SWIFFT
compresses 2n bits to n + n¢ bits and so concatenation of two out-
puts (in a node of the Merkle tree) results in 2n + 2n, bits. We
introduce a function Merge that effectively slides one string over
the other and XORs the overlapping part, to generate a 2n-bit string.
The overlapping part of the two strings is XOR-ed. For our chosen
parameters n = 512 and n = 64.

hin—ng (YI) [l (10W2n€ (YI) ® hiZne (Yz))
“]-OWn—ne (Yz)’ (7)
where (i) y1 and y, are (n + n¢)-bit strings, (ii) hi;(y) is the most
significant [ bits of y and (iii) low;(y) is the least significant [ bits
of y. The function Merge is used to calculate y}'. ; Figure 2 instead
of simple concatenation.

Merge(y1,y2) =

LEmMMA 3.4. Let f be a random oracle which outputs (n + n¢)-bit
long random strings. Let O, and Oy, be two oracles defined as follows:
On a query, O outputs a 2n-bit long string y which is computed asy =

lowy, (x1)]|lowy, (x2) : x1, x2 i f. On the other hand, Oy, outputs
a 2n-bit long string y’ which is computed as y’ = Merge(x1,xz) :

X1, X2 i f. Then O, and Oy, are indistinguishable.

Proof is in full version [25].

3.2.1  Algorithms. K2SN-MSS consists of three algorithms: K2SN.KeyGen,

K2SN.Sign and K2SN. Verify.

Key Generation: K2SN.KeyGen uses two function families: Fp,
and SWIFFT as given in Algorithm 4. Here n is the length of the
seed of the PRG that is used for secret key generation and is the
security parameter of K2SN-MSS. During computation of each node
in the tree a different hash key has been used. The public key length
is n + ne + hkseed + rpseed bits.

Algorithm 4 Key Generation of K2SN-MSS (K2SN.KeyGen(1™))

(1) Choose randomly, (i) sk € {0, 1}", (ii) hkseed € {0, 1}" and
(iii) rpseed € {0, 1}™.

(2) Fori=0,1,...,T — 1 (where T = 2") /* Construction of £;
trees */

(a) For each L; tree, compute sk; = low, (f5 (i + 1)).

(b) Forj=0,1,...,t —1,(t = 26), compute secret key com-
ponents of the i-th signature as, x;; = f, (G + 1)-

(c) Forj=0,1,...,t— 1, compute the public key component
of i-th signature as, y;; = SWIFFT}, (x;; ).

(d) Compute yp, ;, the root of the Merkle tree £; from leaves
Vip>Viy»- - - » Yi,—, - All the remaining nodes of the L; tree
are computed with a new random pad and hash key.

(3) The roots of the L; trees are the leaf nodes of the Merkle tree
MSS at height hDenote the nodes by yp, 0, V.15 - - -»Yh, 715
and construct the Merkle tree MSS using different hash
keys and random pads. The root of the tree is denoted by
Yo,o0-

(4) Return, (i) Secret key SK = sk, and (ii) Public key PK =
{y0,0, hkseed, rpseed}.

Signature Generation. For the i-th message, mes, the signature
Omes = (i, pk, PK i, Auth), where i,1 < i < 2" is the index of the
signature, pk is the sum of the components secret key associated
with Bmes, PK; is the set of component public keys of the i-th
signature (i-th instance of KSN-OTS) and Auth contains the nodes
of the MSS tree that are required for verification of L; tree. The
computations of pk, PK; and Auth are given in Algorithm 5. The
signature length consists of h-bits to represent i, ([Ing(%)J +1) X
2n bits to represent pk, PK; consisting of t outputs of SWIFFT
resulting in t(n + n¢) bits, and h(n + ne) bits to represent Auth
which consists of the h sibling nodes. In total signature size is
|Gmes| = b +n X (2 ([log2 (%)J + 1) +t+ h) +ne X (¢ + h) bits.

Signature Verification. To verify omes = (i, pk, PK i, Auth),
first pk is verified against PK; using the KSN-OTS verification
algorithm (Algorithm 3), and then P%; is authenticated against
¥o,0, the root of the MSS Merkle tree using Auth. The algorithm
is given in Algorithm 6.



Algorithm 5  Signature  Generation of K2SN-MSS

(K2SN.Sign (i, mes,SK))

(1) Compute the seed sk; for the £; tree as sk; = fg (i + 1).
(2) Compute Bmes = cm(mes) and let Bimes = {io, i1,...,iz_;}
2

such that ij < ijy; forall 0 < j < % -2.

(3) Forj=0,1,...,t — 1, compute the component secret keys
of the i-th KSN-OTS as x;; = fs, (j + 1).

(4) Compute the component public keys of the i-th KSN-OTS
as PK; = {y,’j = SWIFFTk(Xij),j =0,1,...,t—1}.

(5) pk =xj, ®p xj, ®p - Dp xi%_l, where ij € Bmes.

(6) Letyp, ; be the root of the Merkle tree .£;. The Auth contains
the sibling nodes of the MSS Merkle tree from yp, ; to the
root yo,o.

(7) Return omes = (i, pk, PK i, Auth).

Algorithm 6  Signature Verification of K2SN-MSS

(K2SN.Verify(mes, omes))
(1) Let omes = (i, pk, PK}, Auth).
(2) Compute Bmes = cm(mes) and and let Bmes =
{jo,jl,...,j%_l} such that ji < jr,q forall0 < k < é -2

(3) If pk[i] < %,\7’0 < i < i, then Continue else Reject.

(4) Let P?(; = {Y(I),Yi, e ,Y;_l} € Omes-

(5) Compute pk’ = yJ’.O + yJ’.1 +e yJ’.L o where the additions
-

are in the ring R.

(6) If pk” = gSWIFFT| (pk), then Continue, else Reject.

(7) Compute the root of the Merkle tree £; where the leaf nodes
areyg,y;, .. .,y;_; and with the hash keys and random pads
used during signing. The hash keys and random pads can be
easily regenerated from the published seed. Let the root of
the Merkle tree £; be y;l’i.

(8) Compute the root of the MSS Merkle tree from y’, . usin,
p Yh,i &

Auth as
’ _ / _ i
yl’%- = SWIFFTkLé. (Merge(yHLi, Auth[h=1]) ® v, %),
where i = 0 (mod 2),
y;’ﬂ = SWIFFTkL%l (Merge(Auth[h — l],y;H’i) ) Vl’iz;l),

2
where i = 1 (mod 2),
where Auth[h — [] denotes the (h — [)-th node of the Auth.
(9) Ifyg o = yo,0 (Where yo,o is the published root of the MSS
Merkle tree as a part of PK), then Accept, else Reject.

3.3 K2SN-MSS Security

THEOREM 3.5. If H isa 2h (2t — 1) multi-function multi-target
second-preimage resistant hash function then K2SN-MSS is (e, 2k 1)
secure against Strong Existential Unforgeable under Chosen Message
attack (SUF-CMA). This means that for any forger A with success
probability e against K2SN-MSS after 2" query in time t. The upper

bound of € is

InSecMM-SPR(( 2h 2h(1 4 20))
€ < n , where
€

(1- 9-2n _ me)(l _ 272!1) . max{272h272(h+f)’ (1- 272h)272(h+{')}.

e =

where q1,q < 2k, and q < 2h+t _q respectively.

Proor. The sketch of the proof is given in Appendix B and we
refer the full version [25] for the detailed proof.
[m}

Estimating security level of K2SN-MSS. In [21] it was argued that
(See Equation (16) of [21]), if a hash function H is considered as
random oracle, then

’

TnSecMM-SPR (g1 o 07) (q ernl,)q ’
where Hg : {0,1}2" — {0,1}" .

In K2SN-MSS, we instantiate H by SWIFFT with parameters
m = 16, A = 64 and p = 257. Therefore, n’, the size of the hash
output is 576 bits.

For h = 20, ¢ = 9,m = 256, n = 512 and n’ = 576, we have
(1—2727 —27m)(1-272") % 1, and so,

240(1 + 29)27576

~ 2—469.
max (27402758 (1 — 2740)2-58}

€

The bit-security of the signature scheme is computed as log, (¢/7) [7],

where 7 is the time (measured in the number of hash evaluation)
required for key generation, g signature generations, q verifica-
tions and the time required for A to forge a signature [42]. Key
generation requires 2h+t+l _ g computations of SWIFFT, signing
2h signatures requires 2% x (h + 1) x 2¢*! hash computations and
verification of 2" signatures requires 2% x (h + 2¢*1) hash compu-
tations [11]. Therefore, the lower bound on 7 is

T3 2 ook s (4 1) x 20 4 27 x (b4 201 x 230

and the bit-security of K2SN-MSS for the given parameters will be
504.

4 SIMD PARALLELIZATION OF NTT

Our implementation of K2SN-MSS uses SIMD parallelization of
SWIFFT. In the following we show how ring multiplication, which
is the most costly operation in SWIFFT, can be parallelized using
SIMD instructions of avx2. We use the level of parallelization as a
parameter that can be chosen based on the setting.

Notations. We will denote a vector by bold lowercase alphabet (e.g.
z, B). By a single subscript, we denote a vector of dimension 64 (e.g.
z; is a vector of length 64). If we use two subscript separated by a ,”,
then it denotes a vector of length 29. We denote the k-th component
of a vector z; (or z;, ;) as z;[k] (or z; j[k]). We use ®) and O as
defined in Section 2. The main computation of K2SN-MSS is the
computation of SWIFFT. We describe our SIMD parallelization of
this computation for the following parameters:

f=64,m=16,p = 257 and w = 42 (mod 257),

These are the parameters given in [2, 30]. For these parameters, the

output of SWIFFT and gSWIFFT are elements of Zg;. The input to



SWIFFT is from 2%024 and to gSWIFFT is from Z;g%“. An input vec-
tor z is mapped into elements of R by partitioning the vector z into
16 sub-vectors of dimension 64 each, such that z = (zg, z1, . . ., Z15) ,
where each z; can be represented as a ring element. Further assume
that each z; = (zi,o,z,-,l, . ,Zi’63), with zjj € Zy (or zij € Za57).
Let ag,ay,...,a,;_1 be the multipliers of a SWIFFT function. Then
the hash of z is computed by equation (4) as Z}z o @i * zi- This com-
putation in practice is by equation (5) as 2}20 NTT(a;) ©p NTT(z;)
and so the main computation here is NTT.

Let y; be the NTT of z; given by y; = NTT(z;) = (yi,0.Yi,15- - -»
i 63). Our objective is to parallelize the computation of y; =
NTT(z;) for 0 < i < 15. We introduce a parameter § that de-
termines the level of parallelization: that is a §-parallelized compu-
tation of NTT, performs operation on 20 components of the vector
yi. We divide y; into ;’—g vectors of dimension 29 such that yi =

(Yi,O,Yi,lw-in,qu)’ where y; ¢ = (yi,zﬁ‘l’+0’yi,25~£’+1""’

2

Y; 2(‘5,[+2§_1) for0 << g—;‘ — 1. Therefore, each y; ; is jéh compo-
nent of the vector y; j, for some 0 < jo < 29 _1and0 < J1 < s—g—l.
We rewrite the j of equation (8) as j = jo + 291, where 0 < jo <
29 —1and0 < ji < ;—;‘ — 1. As a consequence, k of the equation (8)
has to broken down into kg and kq as k = ko + ;—gkl, where 0 <

ko< & —1ando < £€31 < 2% — 1. Now we compute each y; ; as,

20
2k \s: .
yij = (zik0®)0¥*,vj,0 < j < 63. ®)
k=0
The equation (8) can be restated as:
64
g
29 ik
28+1 Jiko ,
Yi, jo+2% Z (w ) “Yjo.ko? )]
k0=0
’ j—
where Yjo.ko o, ko " Bjo.ko> (10)
2jo+1)k
Fjo, ko w( Jot1) ‘, (11)
29-1
5 ki (1+2jo)
Bjo.k (w25 1 Zi,k0+%k1) . (12)
ki1=0 2

For §-parallelization, lety; j, = (yi’25_j1+0, Yi 28 i1
We compute the components of the vectors y; j, in parallel for
b4 . (for

Jit)o

0<j1 <35 -1 From equation (9), we know y; »s
j1 Kk

28+1 Jirko .

((u ) yfo,kn'

64

&
0 < jo < 2% — 1) can be expressed as 2135_0

o=

Therefore, the vector y; j, can be written as

2 g+ \iiko 2 ps+1\iko
| 3 Y S Y
ko=0 ko=0

(13)
Thus the vector y; j, can be computed from the vector y;.o’ Kk =
, ’ ’ .. . 20+ i L
(yo’ ko' Yiko -+ 2 Ygo g, ko) by multiplications by scalars (w®  )/1%0,
0<ko< % -
On the other hand, each component y’, , of the vector y’,
s ko Josko
depends on a;, i, and B;, i, through the equation (10). Thus, we can
’ 7
express the vector Yok 8 Vi ko = (@0, ky * Bo.ky» ®1.ky * Brkgs - - +»
Ap5_1 ky Bos_4 ko)’ which can be viewed as the component-wise

2 Yi20 425 1)-

multiplication of the vectors & i, = (g, k,> #1, k> - -

and B, k, = (Bo, ko> Prkos - - -+ Pas—1.k,)-
The vectors a, i, can be precomputed as they do not depend on
71024
2

. azﬁ—l,ko)’

the input string. If z € , the vectors 8 i, can be precomputed
or computed in real-time during the execution and this depends on
the level of parallelization. To compute vectors y; in parallel, we
first compute vectors y;.o’ ko from &, and B, ,, and then using
equation (13), compute the vectors y; j, from the vectors yj’h’ ko'
Details are in Section 4.1.

4.1 Parallelization of NTT when z; € Zg4
(ONTT29(-))

For z; € Zg“, the computation is called PNTT — 25(-) and given
below.

(1) Precomputation of vectors a; i,: Define vectors &t r, =
s .

(@0, k> A1, kg - - -+ X5 _1.k,) € 2357, where o r, is defined by

equation (11) for 0 < ko < 26—§ — 1. The vectors @, g, can

have 26—§ possible values depending on the value of k. Let

A1 be the precomputation table where rows of the table are

the vectors a o, k- There are ko rows of the table A; which

are indexed by ko.
(2) Precomputation of vectors f; i, : Define vectors B i, =

20 :
(Bo.koy» Brkos - - > Bas 1. k,) € Zss;, Where B, is defined
5
by equation (12). For a given ko, B, x, can have 2%” possible
values depending on the combination of the bits
Ziky = (Zi,k0+;—§»0’zi,ko+;—§-1""’Zi,ko+;—§-(25—1))’ (14)
that can be easily precomputed and stored. Let the precom-
putation table Ay with these entries be indexed from 0 to
s
22° —1. We can choose an entry from the table by the decimal
value of z; ;, computed from the expression,
_ 0 201
decys (z; k,) = Zi,k0+26—§‘02 +ee Zi,k0+26—§~(25—1)2
(3) Computation of vectors y,jo,ko: For 0 < jo < 2% — 1, the
jéh component of y, ¢, only depends on the jéh—components
of the elements Aj(ko)s and Az(decys (z;,k,))s of 0 < ko <
;’—g — 1. Following the observation, we can compute, for 0 <
64
ko < 25 1,

Y o ko = At(ko) @257 Az(dec(z; ,))- (15)
Computation of the output vectors y; j,: Using the vec-

tors y,jo,ko’ 0 < ko < & — 1, the output vectors yi,j, can be

20
computed as:
84 _q
5 k 64
16\j .
Yiji = Z (0™ °)? oy’jo,k07V0 <Jj1 < 2—5 - 1. (16)
k():()

In order to compute the vectors y; j, of the equation (16),
29 vector multiplications are required and there are 26—§ such
vectors. Therefore, the computation is 64 vector multiplica-

tions.

Memory requirement of the precomputation: Required mem-
ory for the table A; of vectors a; x, is of O (S—f;). The size of



the table Az of vectors B i, is of order O (225 ) The memory re-

quirement is thus dominated by the size of the Ay and it increases
exponentially as § increases.

c Z64

4.2 Parallelization of NTT when z; 957

(GNTT2°())
The input to the function gNTT is a vector in ZggT The computation
of yi = gNTT(z;) is the same as the computation of the function
DNTT except for Step 2, for which we provide details below.
The components of z; . in equation (14) are now elements from

. ,Zi,k0+;%.(25_1))

Zys7 and so vector z; g, = Zi,k0+;—§-0’zi,k0+;—§-1’ ..

has 2572 possible values. If we processed the same as the com-
putation of bINTT, the size of the table Ay will be 22" which is
not acceptable. Therefore, we compute the required ; i, vectors
during the computation of gNTT(:) as given in Algorithm 7.

Define function Select2® (z; r,. /) = (z; k, Ul i ko U], - - -+ 21,1, [])-
To compute vectors f; i, as in Algorithm 7, we also require the
following precomputed vectors

(wz"—gkl(nzo) w%k1(1+2-1) w;—gkl(nz-(z‘s—l)))

Ofy,jo =

for0 < ky <29 —1.

Algorithm 7 Parallelized computation of 8 x,

Input: (z,0,. .., zi’%_l) and (@o, jy, - - - @51 ;)3
2

Output: Bj,,0, Bji.1-- -+ Bjy, o133
2

Bjnky = Bjoky ®257 (mkl,jo O257 SeleCtza(Zi,ko,kO), Y0 <

kosg—g—l,vo<k1<25—1

4.3 Optimization of the Step-4 of INTT2% and
gNTT2% for § = 3

To compute vectors y; j, of the equation (16), 64 vector multi-
plications are required. However, the particular choice of v =
42 (mod 257), we have !¢ = 22 (mod 257) and (0'®)* = -1 (mod 257).
This will remove the need for multiplication and simplify the com-
putations of y; j, s of equation (16) using left shifts by 2 and addition
operations only. Table 5 (See Appendix C) includes the computa-
tions of the y; j, and the expressions that involve only component-
wise addition or subtraction. In Table 6(See Appendix C), we list
all the sub-expressions which we have to compute to obtain the
final expressions of Table 5. The expressions of the Table 6 include
component-wise addition or subtraction, left shifts by 2, 4 and 6

only.

4.4 Optimization of the Step-4 of INTT2% and
gNTT2% for § = 4

For w = 42 (mod 257), we have w3 = 2* (mod 257) and (03?)% =

—1 (mod 257). We can simplify the computations of y; j, s of equa-

tion (16) using left shifts by 4 and addition/subtraction operations

only, without any multiplication. Table 7 includes all the computa-
tions of the y; j, and its all the expressions involve only component-
wise addition or subtraction. On the other hand, Table 8 (See Ap-
pendix C) includes all the sub-expressions which are required to
compute the final expressions of Table 7. Observe that the expres-
sions of the Table 8 (See Appendix C) only need component-wise
addition and subtraction and left shifts by 4.

4.5 Parallelizing SWIFFT with parameter &

28\

2575 Vi, be

the input and output of SWIFFT, respectively, and (ag, a1, . . .,a15)

denote the vector of multipliers. The pre-computation for SWIFFT

and gSWIFFT, both, will be for gNTT2% (a;) = (A0, A 1, - - - A, o).
T2

Let (2o, ...,215) and xs = (Xs,0,- .., Xg %_1),)(5,1- €Z
72

The computation of xg is given in the Algorithm 8.

Algorithm 8 SWIFFT-29

Input: (2o, . . 'szr?z—l)azi S 224; (Ai’(), LA %),0 is<m-1;

l,2

64

Output: xg = (Xs,0, . - - ’XS,Z"’—(‘;—l) € Zysss

(1) Compute y; = BNTT2%(z;) = (¥i,0 - ..,yi’%_l), Y0 <
2

i<m-1;
(2) Computet; j =i jO257A:,1,Y0 < i < h—1,Y0 < j < £5.
(3) Xs,; =%s,; ®257 1,3, Y0 < i < 3—§,V0 <j<m-1.

In gSWIFFT—Z‘S, the input vector z;s are in ZS%T and the compu-
tation is given by Algorithm 9 (Appendix A), where the inputs are
processed by the function gNTT2® while the rest of the computa-
tion is the same as in Algorithm 8.

Note that NTT computations and SWIFFT function evaluation
only use vector operations @257 and @257 that are performed on the
vectors component-wise. The output vector of these vector opera-
tions can be directly used for the next vector operation. Thus the
above 29-way parallelization of NTT implementation of SWIFFT
function is a suitable candidate for SIMD-based parallelization. The
choice of § depends on the available intrinsic operations that are
required for integer SIMD operations.

We provide two new implementations of SWIFFT for § = 3
and § = 4 using avx2 intrinsic [22], supporting 256-bit registers
for integer operations. We refer to the two implementations as
SWIFFT-8-avx2 and SWIFFT-16-avx2, achieving 8-way and 16-way
parallelizations, respectively. SWIFFT-16-avx2 has the highest par-
allelization level to the date which gives the fastest implementation.
We obtained better implementation results for K2SN-MSS using
SWIFFT-16-avx2 than SWIFFT-8-avx2 and so in the following we
give implementation details of SWIFFT-16-avx2 only. We omit the
implementation details of SWIFFT-8-avx2 here due to page limits.
All implemented codes are publicly available at GitHub [24].

The existing benchmark implementation of SWIFFT in [34] cor-
responds to [2, 30]. The implementation uses § = 3 and parallelizes
the code using sse2 [22] instructions of Intel processors. We refer
to this implementation as SWIFFT-8-sse2.



5 K2SN-MSS SOFTWARE IMPLEMENTATION
In this section, we provide the details of the implementation of the
software K2SN-MSS. Table 2 lists the values of the parameters used
for the software K2SN-MSS and also the functions are used.

Parameters
Symbol Value | Meaning
n 512 | Security parameter
m 256 | Message Space
f 64 | Dimension of the ring R of SWIFFT
m 16 | Number of multipliers of SWIFFT
P 257 | Prime of SWIFFT
t 262 | optimized CFF for 256-bit messages
Functions
Name Description

(0, 1} {0, 1) Tl ()]
{0, 1} loga (@)1 1 (0, 1) log2 ()]

Hash Function: SWIFFT
Hash Function: gSWIFFT

PRF ChaCha20 {0, 1)7 1 {0, 1)
1CFF: ¢, {0,1}m!—>{i0,i1,...,i%_1},
where each 0 < ij < tand ij, # ij,
forany 0 < ji <jz < %
Sizes
Name Lengths

Signature Size 21331 Bytes

Secret Key Size 40 Bytes

Public Key Size 152 Bytes

Table 2: K2SN-MSS parameters, functions and resulting sizes

The performance of K2SN-MSS is dominated by the computation
of SWIFFT. We describe our SIMD parallelization of this computa-
tion for the following parameters which are given in [2, 30]:

A =64,m = 16,p = 257 and w = 42 (mod 257),

Our reasoning for these choices are below. Lyubashevsky et al.
reduced the SWIFFT function to the subset sum problem and used
k-list attack to compute the preimage of a SWIFFT function [30] in
practice.

This choice of parameters also allows us to compare our im-
plementation of SWIFFT against existing software of SWIFFT [34],
both for correctness and efficiency. Note that in Z,, 42 is a 2/i = 128-
th root of unity. Therefore, for NTT, we use « = 42 (mod 257) and
show that with this choice of w, multiplications reduce to bit-wise
left-shift operations and results efficient implementation.

For 1 = 16 and i = 64, the input and output of SWIFFT are, 1024
and 576 bits, respectively. Therefore, SWIFFT is a hash function
which compresses 2n bits to n + ne with n = 512 and ne = 64.

Our implemented software is for 256-bit messages. Relaxing the
condition % < ‘% by 3, we choose % = 131, such that t becomes the

smallest even positive integer 262 where log, (fg%) > 256. There-
fore we use t = 262 for our software. We start with by providing
the implementation details using intel avx2 intrinsic.

On the other hand, choice of these parameters for SWIFFT hash
function leads to 512-bit classical (256-bit quantum) security of
K2SN-MSS in multi-function-multi-target model. Therefore, we can
only compare our implemented signature scheme against hash-
based signature schemes which provide same level of security in

the same security model. The most optimized implementation of
XMSS at the same security level is given in [13]. It should be noted
that there is no existing software of XMSSMT and SPHINCS at the
same security level.

5.1 SWIFFT-16-avx2

In the implementation of 16-way parallelization, each 256-bit regis-
ter __m2561 is partitioned into 16 blocks of 16-bit each. The input
strings are over Zys7, where each element is 9-bit. The resulting
vector of 16 Zys7-elements is stored in a register. This is called
packing. After completing the computation, the register content is
moved to an array of integers. This is called unpacking.

We will denote packed integers as vectors of (intg, inty, ..
each int; up to 16-bit. Here, unless otherwise stated, vectors are of
dimension 16. Initially, each of the 16-bit blocks contains an element
of Zy57 which is represented by 9-bit. The result of vector addition
and multiplication must be reduced modulo p = 257. The Details
of the avx2 implementations of modular reduction, and the three
main vector operations addition, subtraction and multiplication are
given in Appendix D and the code is publicly available at [24].

5.2 Implementation of Cover-Free-Family

KSN uses a 1-CFF which is obtained by taking all subsets of size
t/2 from a set of size t and so one can use a log, (zjz) bit message
space. Each subset corresponds to a particular message. For efficient
encoding of messages however, we use the algorithm proposed
in [6, 10, 42].

5.3 Implementation of Pseudo-Random
Function

For proof of theorem we assume all the randomness are uniform.
Then in implementation we use a pseudorandom generator. We use
ChaChaz20 [4] as the pseudo-random function family F,,. ChaCha20
is an state-of-the-art stream-cipher which we use to generate the
seed of each KSN-OTS from secret-key of K2SN-MSS, and all the
component secret keys of the OTS instances. Details of the hash
keys and random pads generation are given in full version [25].
We use the avx2-based implementation of ChaCha20 from super-
cop [26]1.

6 EXPERIMENTS
We used the following platform for our implementations and ex-
periments:

Skylake: Intel® Core™i7-6700 4-core CPU @ 3.40GHz running.
The timing experiments are performed on a single core. The OS
is 64-bit Ubuntu-18.04 LTS and C codes were compiled by GCC
version 7.3.0. The code of the software is available at [24]. Dur-
ing the experiments, the turbo boost and hyper-threading were
turned off. The cache warm-up was done by 25000 iterations and
the measurements are taken as the median over 100000 iterations.

The software is implemented by D. J. Bernstein and R. Dolbeau and available in the
directory “supercop-20171218/crypto_stream/chacha20/dolbeau/amd64-avx2”

.,intys),



6.1 Performance Comparison of SWIFFT

Implementations

We have implemented all the parallelized version of the SWIFFT
function using 16-bit avx2 intrinsic instructions. Each element of
Zgs7 is represented by 9-bit. The SWIFFT evaluations were com-
puted over 1024-bit data blocks. The generalized SWIFFT function
uses 9 X 1024 bit data blocks as input. The output in both cases is a
9 X 64 = 576 bits string. For binary versions of SWIFFT-8-avx2 and
SWIFFT-16-avx2, we require approximately 8KB and 2MB mem-
ory for the precomputation tables, respectively. The Time Stamp
Counter (TSC) was read from the CPU to RAX and RDX registers
using RDTSC instruction. All the experimental results are listed in
Table 3. The results show that SWIFFT-8-avx2 and SWIFFT-16-avx2
are approximately 8% and 25% faster than the previous implemen-
tation in [2, 30]. Based on these results, we use SWIFFT-16-avx2
for K2SN-MSS.

Intrinsic Flag ‘ Binary Version ‘ Generalized Version ‘
‘ Total clk ‘ clk/byte ‘ Total Clk ‘ clk/byte ‘

Function Name

SWIFFT-8-sse2 [34] mavx2 1150 8.98 - -
SWIFFT-8-avx2 [this paper] mavx2 1047 8.17 11435 9.93
SWIFFT-16-avx2 [this paper] mavx2 866 6.77 9535 8.27

Table 3: Required clock cycles (clk) for various SWIFFT im-
plementation.

6.2 Performance Comparison of KSN and
W-0TS*

KSN-OTS and W-OTS™ are the OTS that are used in K2SN-MSS
and XMSS respectively. We compare both of them at n = 512. For
the W-OTS*, we used the code for XMSS [19], available at [17, 18].
The Time Stamp Counter reading did not work with the XMSS code
of [17, 18]. We instead used clock() function of “time.h” header
file. Our measurement is the average over 1,000,000 iterations. The
results of performance comparison of KSN-OTS and W-OTS* are
in Table 4 and it shows that, the key generation of KSN is approx-
imately 22 times faster than that of W-OTS™, while signing and
verification are approximately 23 and 167 times faster than those of
W-OTS*. This performance is due to the simple signing operation
(generation of component secret keys and component-wise vector
addition) and efficient implementation of gSWIFFT that is used in
the verification operation of KSN-OTS.

\ | KSN/SWIFFT-16-avx2 | W-OTS*/SHA512/w = 16 |

Key Generation (us) 164 3575
Signing (us) 83 1872
Verification (us) 10 1674
Secret Key/ (Bytes) 40 64
Public Key (Bytes) 4608 4352
Signature Sizes (Bytes) 1024 4288

Table 4: Performance Comparison of KSN and W-OTS" in us

Remark: We compare our implemented K2SN-MSS software
against the results of [13], but the code of [13] is not public.? [13]
reports the fastest result for XMSS.

2We tried to communicate the authors, but did not receive any reply yet.

6.3 Performance Comparison between
K2SN-MSS and XMSS

The timing measurements are done the same as in Section 6.2. We
compare our implemented software against the XMSS software
results available at [13]. We used the SWIFFT-16-avx2 implemen-
tation of K2SN-MSS. We compute the authentication path using
the TREEHASH algorithm of [8]. The results of the performance
comparisons are in Table 1 and it shows that the key generation,
signing and verification of K2SN-MSS are 2.76 times, 2.89 times and
2.65 times faster than the corresponding operations in XMSS [13],
respectively.
Remarks:

(1) The signature size of K2SN-MSS is comparable with the
signature sizes of the XMSSMT [20] and the SPHINCS [5], but
we can not compare K2SN against XMSSMT and SPHINCS
because the use of the Merkle tree is different in the two cases.
In K2SN-MSS and XMSS (single tree version of XMSSMT) use
only one layer of Merkle tree where XMSSMT and SPHINCS
uses multiple layers of Merkle tree.

(2) Even so, if we want to compare K2SN-MSS against the XMSSMT
and SPHINCS, we need optimized software of them for
n = 512. But in the literature, we could not find a single
implementation of XMSSMT and SPHINCS which provides
512-bit classical (256-bit quantum) security. Thus we are
unable to compare them.

(3) Our comparison is against the multi-buffer entries of the
third row of TABLE IV of [13]. It is due to the following
reasons:

(a) thisis the only reported results for SHA512, where SWIFFT
output is 576 bits. This comparison is fair because of the
comparative sizes of the used hash functions.

(b) The experimental platform of [13] was
Skylake: Intel® Core™i7-6700 4-core CPU @ 4.0GHz
which is a faster machine than the machine used in our
experiments. Therefore, we believe that the comparisons
are made in Table 1 are valid and fair.

7 CONCLUDING REMARKS

Hash-based signatures are a strong alternative for post-quantum
signatures. We extended KSN-OTS for signing multiple messages
which is secure under multi-function multi-target attacks and gave
an efficient implementation using parallelization at the instruction
level, using a widely accessible technology of Intel. Our imple-
mentation also improves the state-of-the-art implementation of
SWIFFT and provides parallelization of NTT computation, both of
independent interest. Although our results are for concrete levels of
parallelization, but by providing implementation details we provide
a template for other parameters, for binary and non-binary input
vectors, and with or without precomputation. Our implementation
shows that K2SN-MSS is significantly faster than XMSS, which is
recently proposed as a candidate for standardization.

In our implementation we used SWIFFT both for KSN-OTS, and
the Merkle hash tree. Although SWIFFT is essential in KSN-OTS,
the Merkle tree is used to authenticate the public key PK ;, against
the root of the MSS tree and we are not restricted to SWIFFT for
the hash function. Thus, for this tree one can use traditional hash



functions such as SHA512. Our choice of SWIFFT hash function
family for the construction of L trees and MSS has the following
advantages. Firstly, it reduces the complexity of the code: using
two different hash function families will increase the code com-
plexity and size. Secondly, SWIFFT has (asymptotic) provable se-
curity and this improves confidence in the security of the design.
Finally, SHA512 hash function family follows Merkle-Damgard con-
struction [41] which is inherently a sequential construction and
so not easily amenable to parallelization. SWIFFT function family,
however, is highly parallelizable, and can benefit from processor
architecture with longer registers to achieve higher speed.

8
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GENERALIZED SWIFFT-29

This section includes the algorithm of gSWIFFT computation.

Algorithm 9 generalized SWIFFT-2°, in short gSWIFFT—Z‘S

Input: (zo, . ..,z15) where z; € Zg4 and (Ai,o, A %) for
’2

0<i<15;

Output: xg = (Xs,o, ... ,XS’%_l) € 78

257°

(1) Compute y; = gNTT2%(z;) = (Yi,o,.-
i< 15.

(2) Compute ti,j = yi,j @257 Aj,1,Y0 < i
64
2_5 - 1.

(3) Compute xg ;
15.

"yi,z%* ),VO <

< 15,¥0 < j <

Xs,; 257 tj,1,¥0 < i < ;_g -1,¥Y0<j <
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B PROOF SKETCH OF THEOREM 3.5

Due to the lack of spaces, we could not able to include the proof.
Here we only include the over view of the security game and we
refer the full version [25] for the detailed proof. Let 8B be a attacker
who has g1 + g2 pairs of (x;, y;, k;) pairs where y; = Hy, (x;) of the
hash function family SWIFFT and must find a second preimage of
one of them where q; < 2h and q2 < 2h*+¢ Let A be a SUF-CMA
attacker against the K2SN-MSS signature scheme and has success
probability e to forge a signature after g queries in time 7. In the
security game, 8 uses A as a sub-routine to find a second preimage
of a tuple of the target list.

The game has three steps: (i) setup phase, (ii) query phase, and
(iii) answer phase. In the setup phase, 8 creates an instance of
K2SN-MSS signature scheme to sign 2h messages, where each KSN-
OTS has 2¢ secret key (and public-key) components. 8 will embed
all the target pairs in the signature tree as follows: first randomly
chooses g1 KSN-OTSs and embeds q; target pairs in those KSN-
OTSs. It then chooses g2 positions in the Merkle tree of height h + ¢,
uniformly at random, and embeds the remaining target pairs at
those nodes.

Embedding a target pair (x’,y’, k) in KSN-OTS. First set the hash
key of the KSN-OTS at k’. Randomly select 2¢ component secret
keys and compute the respective component public keys. Now
choose one of the 2¢ components uniformly at random and set the
particular component secret key and corresponding component
public key as x” and y’ respectively.

Embedding a target pair (x’,y’,k’) in Merkle Tree. Let the node
be y; j. We set the hash key of the node k; j at k" and the hash value
yi,j at y’. Now we compute the random pad v; ; as

vij =x & (Merge(yir1,2j, Yit1,2j+1))-

During the construction of the Merkle tree, 8 uses Merge in-
stead of concatenation. Lemma 3.4 shows that Merge function is
indistinguishable from concatenation function if the hash functions
are modeled as random oracles. At the end 8B publishes the root
node of the tree and all the hash keys and the random pads used
in the tree. Notice that there are 2" instances of KSN-OTSs and
the Merkle tree of height (h + £) has 2h+¢ _ 1 intermediate nodes
including the root nodes. Therefore, the upper bounds on ¢; and
q2 guarantee that successful embedding can be achieved.

Next phase is the query phase. In this phase, A asks signature
queries for messages M;,1 = 1---q, to 8. A can query at most
one query for each KSN-OTS instance, and therefore A is allowed to
have at most 2" queries. Let {(Mo, 00), (M1, 01), - . ., (Mzh_l, crzh_l)}
denote the set of received message and signature pairs by A.

After receiving responses to all the queries, A returns a forged
message and signature pair, (M*, ™). A is successful if (M*, c*) #
(M;, 0;) and K2SN.verify(M*,6*) = 1forall0 < i < 2h. By
assumption, this happens with probability e. We will show that 8
can use this forgery to find a second pre-image for the hash function
with success probability given by €’. We distinguish between the
following cases: (i) the forged signature pair (M*, o*) is in one of the
q1 chosen KSN-OTSs by B, and (ii) the forged signature (M*, o*) is
in one of the remaining KSN-OTSs. Let the index of the KSN-OTS
(received as the part of the signature 0*) be i*. Each of the above
two case can be further subdivide into three cases: (i) M* = M;=

and 0" # oy, (l)M* # M; and ¢* = o0+, and (iii)M* # M;+ and
0" # oj. Notice that these cases are mutually exclusive and so the
maximum success probability of 8 is the maximum probability of
these cases. We show that

¢ = (1- 2721 — 3=m)(1 — 2721} . max {2—2h2—2(h+1’)’ (- 2—2h)2—2(h+[)}.

Details are omitted because of space. Therefore, 8 can find a second
preimage with probability e€e’, and upper bound of this InSecMM-SPR
(H, 2h oh (1 + 2%)). Therefore, the upper bound of € becomes

€< InSecMM_SPR((H, 2h 2h(1420))/¢’. o

C OPTIMIZATION TABLES

Table 5: Final computations of y; ;j,
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D SWIFFT-16-AVX2 IMPLEMENTATION
D.1 Modular Reduction

We use two types of modular reductions referred to as LazyReduced16
and Reduced16. In LazyReduced16 the output vector can have
components that are negative integers, while the components of
Reduced16 output vector are integers in the range [0, p — 1]. Even
though LazyReduced16 is a faster operation, the negative output
may not be accepted as the input in the next operation such as
shifting. Thus we use LazyReduced16 when negative output is
acceptable by the next operation.

(1) LazyReduced16: Let ¢ = (cg,c1, - - . , ¢15). Each component
c; of ¢ can be written as ¢; = ¢;0 + ¢i,1 28 = (ci,o —cij1) +
ci- (28 + 1). Therefore ¢; = ¢i,0 — ¢i,1 (mod p). Note that
the i-th component, depending on the values of ¢; o and
¢i,1, can be negative or positive. The _mm256_and_si256
instruction computes the bit-wise AND of two __m256i
registers. Let mask255 be a vector of length 16, and each
component be 255. Applying _-mm256_and_si256 on ¢ and
mask255, we obtain the vector ¢cp = (co,0,¢1,0 - - -»C15,0)-
The _mm256_srli_epi16 performs right-shift on packed 16-
bit integers of __m256i. We compute ¢; = _mm256_srli
_epi16(c,8). Let ¢; = (co,1,¢€1,1,- - - C15,1). We obtain the
lazy reduced vector ¢ as _mm256_sub_epi16(co, ¢1), where
_mm256_sub_epi16 performs subtraction on packed 16-bit
integers of two __m256i registers.

Reduced16: Let ¢ = {&o, ¢1,...,¢15} = LazyReduced16(c).
To determine if the i-th component of the reduced vector &
is negative, we use ¢/ = _mm256_cmpgt_epi16(¢,allone),
where allone is a vector of all =1 component. If ¢; > 0, then
¢’; = —1, else it is 0. Thus we obtain ¢* with 0 and -1 compo-
nents, and 0 components corresponding to negative compo-
nents of ¢’. Let p be a vector of length 16, each component
being p = 257. By applying _mm256_and_si256 on p and c’,
we obtain a vector whose i-th component is p if &; < 0, else
0. To obtain & modulo p, we use _mm256_add_epi16(p” and
¢), to add p’ and & where _mm256_add_epi16 performs addi-
tions on packed 16-bit integers of the two __m2561 registers.

For two vectors a = (ag, a1, ...,a15) and b = (bg, by, ..., bys),
we perform the following vector operations.

@

~

D.2 Modular Vector Addition (&,57)

The addition of the vectors is performed by instruction _mm256_add
_epil6and then perform the modular reduction on the result.

D.3 Modular Vector Subtraction (957)

First add vector kp (each component kp, for an appropriate choice
of integer k), to vector a such that all components of the vector
(a + kp) — b are positive. The vector subtraction operation is done
by the instruction _mm256_sub_epi16. Because of adding kp, the
positive components of (a—b) will become large and so we perform
a modular reduction to reduce each component to 9-bit.

D.4 Modular Vector Multiplication (O3s7)
Each a; and b; are 9-bit long and so ¢; = a; - b; may need more than
16-bit to represent, and this will result in an overflow. To overcome

this problem, c; is divided into two parts, ¢; = ¢; 0 +¢i,1 - 216 and
can be further reduced as ¢; = ¢ 0 + ¢;,1 (mod 257).

The maximum value of a; and b; is 256. If both a; and b; are 256
then only c; 1 becomes 1 and c; g is zero. For all other combinations
of a; and b;, ¢j 1 is 0.

Let Cy = {Co»o, C1,05---> 615,0} and C1 = {00,1,C171, ey 615’1}. We
compute vector ¢g using the instruction _-mm256_mullo_epi16, and
c; using the instruction _mm256_mulhi_epul6 from a and b. Then
we perform modular reduction Reduced16 on the vector cg. The
final vector is ¢*. Adding ¢* and ¢; gives the desired reduced vector.

D.5 Implementation of the function Select16

The Select function takes an input vector of length 16 and out-
puts a vector of length 16 whose each component is the same as
the one of the selected component of the input vector by an in-
dex as described in Section 4.2. This has been implemented using
_mm256_permutevar8x32_epi32 as avx2 does not provide a per-
mutation operation on 16-bit __m2561 register data. So, implementa-
tions of Select16() and Select8() are different. For Select16(), we
use the set of vectors {sg, 1, . . ., 87} where each s;,i = 0,1,...,7is
an 8-dimensional vector with each component i as s; = (i, 1, .. ., i).
Let a = (a2.0,2.0+1,92-1, 42.1+1, - - - » 42.7, @2.741) be the input to
Select() function. First we select the i-th pair (az.;, a2.;+1) of a us-
ing the instruction _mm256_permutevar8x32_epi32, and construct
the vector a; as a; = _mm256_permutevar8x32_epi32(a;,s;) =
(az-i,a2i+1, - - -)-

To select the 2i-th component of a, we first compute the vector
a; 0 = (a2.4,0,...,az.,0) using the instruction _mm256_and_si256
on vectors a; and vector (-1,0,...,—1,0). Applying _mm256_srli
_epi32 on a; o for 16-bit, we get a;’o =(0,az.i,...,0,az.;). If we
perform _mm256_or_si256 on a; o and a; ,, the resulting vector
will be the output of the select function for 2i. Similarly, we per-
form the select operation for (2i + 1)-th component.

D.6 Further Details

Reduction is a costly operation. In the following, we show how
the number of reductions can be reduced. In PINTT16 computation
of Algorithm 8, multiplications in step 3 are accompanied by a
LazyReduced16 and so the components of the vectors y’; ; are in
the range [—256, +255]. To compute the vectors y; j in step 4, we do
not perform reduction for vector addition and subtraction, and sub-
traction uses kp for k = 22 and 2°. This results in the components
of the output vector to be at most 14-bit long. The multiplications
t';j = yij @257 A’; j in Algorithm 8 are implemented using the
above vector multiplication followed by a Reduced16 operation,
resulting in each component of the output vector to be 9-bit and
so no further reduction for the additions x’s ; = x’s ; @257 t';j is
needed. This results in vectors whose components are at most 13
bits long. Finally, we use Reduced16 on the vector x’s ; to produce
the final result where components of x’s ; are all at most 9 bits.

These optimizations reduce the number of reduction operations.
Tables 5-8 show that the total number of required vector opera-
tions for steps 3 and 4 of 16-way parallelization of NTT which are
significantly smaller than the number of operations required for
8-way parallelization, and this leads to a substantial speedup of the
implementation of SWIFFT-16-avx2.
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