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Abstract. In this paper, we study several algorithms for batch verification of
ECDSA signatures. The first of these algorithms is based upon the naive idea of
taking square roots in the underlying field. We also propose two new and efficient
algorithms which replace square-root computations by symbolic manipulations.
Experiments carried out on NIST prime curves demonstrate a maximum speedup
of above six over individual verification if all the signatures in the batch belong
to the same signer, and a maximum speedup of about two if the signatures in the
batch belong to different signers, both achieved by a fast variant of our second
symbolic-manipulation algorithm. In terms of security, all the studied algorithms
are equivalent to standard ECDSA* batch verification. These algorithms are prac-
tical only for small (< 8) batch sizes. To the best of our knowledge, this is the
first reported study on the batch verification of original ECDSA signatures.

Keywords: Digital Signatures, Elliptic Curves, ECDSA, ECDSA*, Batch Verifi-
cation, Modular Square Root, Symbolic Computation, Linearization.

1 Introduction

Batch verification is used to verify multiple digital signatures in time less than total in-
dividual verification time. The concept of batch verification is introduced by Naccache
et al [7] in EuroCrypt’94. They propose an interactive batch-verification protocol for
DSA [8]. In this protocol, the signer generates ¢ signatures through interaction with the
verifier, and then the verifier validates all these ¢ signatures simultaneously.

Harn, in 1998, proposes an efficient scheme [4, 5] for the batch verification of RSA
signatures [12], where multiple signatures signed by the same private key can be ver-
ified simultaneously. Harn’s scheme uses only one exponentiation for batches of any
size t. There are some weaknesses in this scheme. For example, if batch verification
fails, we cannot identify the faulty signature(s) without making individual verification.
Moreover, Harn’s scheme does not adapt to the case of signatures from multiple signers.

These protocols are not straightaway applicable to ECDSA signatures [2, 6]. Since
ECDSA requires smaller key and signature sizes than DSA and RSA, there has been a
growing interest in ECDSA. ECDSA* [1], a modification of ECDSA, permits an easy
adaptation of Naccache et al’s batch-verification protocol for DSA. Cheon and Yi [3]
study batch verification of ECDSA* signatures, and report speedup factors of up to 7



for same signer and 4 for different signers. However, ECDSA* is not a standard, and
is thus unacceptable, particularly in applications where interoperability is of concern.
More importantly, ECDSA* increases the signature size compared to ECDSA without
any increase in the security. Consequently, batch verification of original ECDSA signa-
tures turns out to be a practically important open research problem. To the best of our
knowledge, no significant result in this area has ever been reported in the literature.

In this paper, we propose three algorithms to verify original ECDSA signatures
in batches. Our algorithms apply to all cases of ECDSA signatures sharing the same
curve parameters, although we obtain good speedup figures when all the signatures
in the batch come from the same signer. Our algorithms are effective only for small
batch sizes (like ¢ < 8). The first algorithm we introduce (henceforth denoted as Algo-
rithm N) is based upon a naive approach of taking square roots in the underlying field.
As the field size increases, square-root computations become quite costly. We mod-
ify Algorithm N by replacing square-root calculations by symbolic manipulations. We
propose two ECDSA batch-verification algorithms, called S1 and S2, using symbolic
manipulations. Algorithm S1 is not very practical, but is discussed in this paper, for it
provides the theoretical and practical foundations for arriving at Algorithm S2. For a
wide range of field and batch sizes, Algorithm S2 convincingly outperforms the naive
Algorithm N. Both S1 and S2 are probabilistic algorithms in the Monte Carlo sense,
that is, they may occasionally fail to verify correct signatures. We analytically establish
that for randomly generated signatures, the failure probability is extremely low.

The rest of this paper is organized as follows. In Section 2, we identify the problems
associated with ECDSA batch verification. In this process, we introduce the ECDSA
signature scheme, and set up the notations which we use throughout the rest of the pa-
per. In Section 3, we introduce a naive batch-verification algorithm N and its variant N’.
Section 4 elaborates our new algorithm S1 based upon symbolic manipulations. Sec-
tion 5 presents an analytic study of Algorithm S1. We furnish details about the running
time, the cases of failure, and the security of Algorithm S1. The running time estimates
for Algorithm S1 indicate that this algorithm is expected to perform poorly unless the
batch size ¢ is very small. In Section 6, we improve upon this algorithm to arrive at
Algorithm S2. Analytic results for Algorithm S2 are provided in Section 7. A heuristic
capable of significantly speeding up Algorithms S1 and S2 is presented in Section 8. In
Section 9, we list our experimental results, and compare the performances of the three
algorithms N, S1 and S2. We also study the performances of three faster variants N’,
S1’ and S2’ of these algorithms. Although we have concentrated only upon the curves
over prime fields, supplied in the NIST standard [9], our algorithms readily apply to
other curves with cofactor 1. As mentioned in [1], cofactor values larger than 1 can be
easily handled by appending only a few bits of extra information to standard ECDSA
signatures. The concluding Section 10 highlights some future research directions.

2 Notations

The elliptic-curve digital signature algorithm (ECDSA) is based upon some parameters
common to all entities participating in a network.

g = Order of the prime field F,.



E = An elliptic curve y? = z3 + az + b defined over the prime field I,
P = A random non-zero base point in E(Fy).

n = The order of P, typically a prime.
[B(E,)|

n

h = The cofactor

For the time being, we assume that h = 1, that is, E(FF,;) is a cyclic group, and P is a
generator of E(F,). This is indeed the case for certain elliptic curves standardized by
NIST. By Hasse’s theorem, we have |[n — g — 1| < 2\/6. If n > g, an element of Z,, has
a unique representation in Z,. On the other hand, if n < g, an element of Z,, has at most
two representations in Z,. The density of elements of Z,, having two representations in
Zgis < 2 / /g which is close to zero for large values of q.

In an ECDSA signature (M, 7, s), the values r and s are known modulo n. However,
r corresponds to an elliptic-curve point and should be known modulo q. If r corresponds
to a random point on F, it uniquely identifies an element of F, with probability close
to 1. In view of this, we will ignore the effect of issues associated with the ambiguous
representation stated above, in the rest of this article.

Note that the ambiguities arising out of & > 1 and/or ¢ > n can be practically solved
by appending only a few extra bits to standard ECDSA signatures [1, 3]. Consequently,
our assumptions are neither too restrictive nor too impractical.

An ECDSA key pair consists of the public key @) and the private key d satisfying
@ = dP. The steps for generating the ECDSA signature (r, s) on a message M follow.

k = A randomly chosen element in the range [1, n — 1] (the session key).
R=EP.

r = z(R) (the z-coordinate of R) reduced modulo n.

s = k=Y(H(M) + dr)(mod n) (where H is a cryptographic hash function like
SHA-1 [10]).

Eal o

The following steps verify the ECDSA signature (r, s) on a message M.

. w = s7!(mod n).

2. v = H(M)w (mod n).

3. v = rw (mod n).

4. R = uP+vQ € E(F,). 1)
5. Accept the signature if and only if 2(R) = r (mod n).

3 Naive Batch Verification Algorithms N and N’ for ECDSA

Throughout the rest of this paper, we plan to simultaneously verify ¢ ECDSA signatures
(r1,81),(r2,82), ..., (s, 8¢) on messages My, M, ..., M;. By m, we will denote 2¢.
For ¢ signed messages (M;,7;,s;),4=1,2,...,t, we have

t t
> Ri= < u> P+ 0Qi )
i=1 1 i=1

t
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If all the signatures belong to the same signer, we have Q1 = Q3 = ---
(say), and the last equation simplifies to:

zt:Rj, = <zi; u> P+ (é vi> Q. 3)

i=1

Qi =Q

The basic idea is to compute the two sides of Eqn (2) or Eqn (3), and check for the
equality. Use of these equations reduces the number of scalar multiplications from 2t
to [2,t + 1], where 2 corresponds to the case where all the signatures belong to same
signer, and ¢ + 1 corresponds to the case where the ¢ signers are distinct from one
another. However, only the x-coordinates of R; are known from the signatures. In gen-
eral, there are two y-coordinates corresponding to a given z-coordinate, but computing
these y-coordinates requires taking square roots modulo ¢, a time-consuming operation.
Moreover, there is nothing immediately available in the signatures to remove the ambi-
guity in these two values of y. Finally, computing all R; using Eqn (1) misses the basic
idea of batch verification, since after this expensive computation, there is only an in-
significant amount of effort left to complete individual verifications of the ¢ signatures.

ECDSA* [1], a modification of ECDSA where the entire point R is included in the
signature instead of 7, adapts readily to the above batch-verification idea. Nonetheless,
a naive algorithm (to be denoted as Algorithm N) for the batch verification of original
ECDSA signatures can be conceived of. For each i, we compute the square roots y;
of r} + ar; + b modulo q. There are (usually) 2¢ choices of the square roots y; for
alls = 1,2,...,t. If any of these combinations of square roots satisfies Eqn (2), we
accept the batch of signatures. This is definitely an obvious way of solving the ECDSA
batch-verification problem, but we have not found any previous mention of this algo-
rithm in the literature. Modular square-root computation turns out to be a costly op-
eration. Moreover, we need to check (at most) m = 2¢ possible conditions for batch
verification—a step that is also quite costly unless ¢ is small.

Using a single extra bit of information in an ECDSA signature, one can unam-
biguously identify the correct square root of r} + ar; + b, and thereby avoid the ©(2?)
overhead associated with Algorithm N. This updated (and efficient) version of the naive
algorithm will henceforth be denoted by Algorithm N’. Despite this updating, there is
apparently nothing present in ECDSA signatures, that provides a support for quickly
computing the correct square root. The basic aim of this paper is to develop algorithms
to reduce the overhead associated with square-root calculations. In effect, we are con-
verting ECDSA signatures to ECDSA* signatures. In that sense, this paper is not com-
peting with but complementary to the earlier works [1, 3] on ECDSA*.

4 A New Batch-verification Algorithm for ECDSA (Algorithm S1)

In this section, we present a new algorithm to convert Eqn (2) or Eqn (3) to a form which
eliminates the problems associated with the lack of knowledge of the y-coordinates of
R;. We compute the right side of Eqn (2) or Eqn (3) as efficiently as possible. The left
side is not computed explicitly, but symbolically in the unknown values y1, ya, . . . , Ys
(the y-coordinates of Ri, Ra, ..., R:). By solving a system of linear equations over



F,, we obtain enough information to verify the ¢ signatures simultaneously. This new
algorithm, called Algorithm S1, turns out to be faster than Algorithm N for small batch
sizes (typically for ¢ < 4) and for large underlying fields.

t
4.1 Symbolic Computation of R = Z R;

i=1

Let R; = (x;,y;). The z-coordinates x; = z(R;) are available from the signatures,
namely, x; = r; or z; = r; + n. The second case pertains to the condition n < ¢ and
has a very low probability. So we plan to ignore this case, and take x; = z(R;) = r;.
It is indeed easy to detect when the reduced x-coordinate r; has two representatives in
F,, and if so, we repeat Algorithm S1 for both these values.

Although the y-coordinate y; = y(R;) is unknown to us, we know the values of

y? =1} +ar; + b (mod q) 4)

foralli =1,2,...,t, since R; = (r;,y;) is a point on the curve E.
Applying the elliptic-curve point-addition formula repeatedly gives the following
representation of the point R = Zzzl R;:

R (gx(yhym--.,yt)’gy(y1,y27--~7yt)>7 )
hm(yl; Y2, ... ,yt) hy(ylvy% cee 7yt)

where ¢, gy, hy, hy are polynomials in Fy[y1, Yo, . . ., y¢). In view of Eqn (4), we may

assume that these polynomials have y;-degrees < 1 forall ¢ = 1,2, ..., ¢. This implies

that the denominator h,(y) is of the form u(y2, ys3, - - -, y¢)y1 + v(y2, Y3, - - - , Yz ). Mul-
tiplying both g,, and h,, by u(y2, ys, - - ., y¢)y1 —v(Y2, Y3, - - - , ¥+ ) and using Eqn (4), we

can eliminate y; from the denominator. Repeating this successively for yo,ys, ..., y:
allows us to represent the point R as a pair of polynomial expressions:
R:(Rm(y17y27"'7yt)aRy(y1ay27"‘,yt)) (6)

with the polynomials I, and R, linear individually with respect to all y;. It is useful
to clear the denominator after every symbolic addition instead of only once after the
entire sum R = 22:1 R; is computed symbolically. It is easy to establish that R,
is a polynomial with each non-zero term having even total degree, whereas R, is a
polynomial with each non-zero term having odd total degree (See Appendix A).

From the right side of Eqn (2) or Eqn (3), we compute the z- and y-coordinates of
Ras R = (a, B) for some «, 8 € F,. This gives us two initial multivariate equations:

RI(ylay27"'7yt):aa (7)
Ry(yhy?w"vyt):ﬂ' (8)

4.2 Solving the Multivariate Equations

We treat Eqns (7) and (8) as linear equations in the square-free monomials y;, ¥;¥;,
YiY;Yk, and so on. R, contains non-zero terms involving only the even-degree mono-
mials, that is, ¥;9;, ¥y YY1, and so on. There are exactly y = 271 —1 = 5 — Lsuch



monomials, where m = 2!. We name these monomials as z1, zo, . . ., Zy, and take out
the constant term from 7, to rewrite Eqn (7) as

p1,121 + proze + -+ Pz, = Q1. 9

If we square both sides of this equation, and use Eqn (4) to eliminate all squares of
variables, we obtain another linear equation:

P2,121 + p2222 + - + P22, = Qo. (10)
By repeated squaring, we generate a total of p linear equations in z1, 2o, ..., 2,. We
then solve the resulting system and obtain the values of z1, 23, . . ., 2.

If the system is not of full rank, we make use of Eqn (8) as follows. Each non-zero
term in 12, has odd degree. However, the equation Rz = /3% (along with the substitution

given by Eqn (4)) leads to a linear equation in the even-degree monomials z1, 22, ..., 2,
only. Repeated squaring of this equation continues to generate a second sequence of
linear equations in 21, 22, . .., Z,.

We expect to obtain y linearly independent equations from these two sequences.

4.3 A Strategy for Faster Equation Generation

There are indeed other ways of generating new linear equations in z1, 23, .. ., 2. Let

p121 + p2za+ - puzu = (11)
be an equation already generated, and let f(z1, 22, ..., 2,) be any F,-linear combina-
tion of the monomials z1, 23, . . ., 2,,. Simplification of the equation

(Plzl +0222 +-+ pﬂzu)f(217227 .. .,Z#) = ’Yf(zlvzav .. ')le)

using Eqn (4) again yields a linear equation in z1, 22, . . ., 2. In particular, the choice
f(z1,22,...,2,) = z; with a small degree of z; typically leads to a faster generation of
anew equation than squaring Eqn (11). Our experiments indicate that we can generate a
full-rank system by monomial multiplications and a few squaring operations. Moreover,
only Eqn (7) suffices to generate a uniquely solvable linearized system.

4.4 Retrieving the Unknown y-coordinates

The final step in Algorithm S1 involves the determination of the y-coordinates y; of the
points R;. Multiplying both sides of Eqn (8) by y; gives an equation of the form

By1 = €0 + €121 + €220 + - -+ €,2,.

Substitution of the values of z; available from the previous stage gives y; (provided
that 8 # 0). Subsequently, the values y; for i = 2,3, ...t can be obtained by dividing
the known value of y;y; by y; provided that y; # 0. Even if y; = 0, we can multiply
Eqn (8) by ys to solve for yo. If yo # 0, we are allowed to compute y; = (y2y:)/y2
for ¢ > 3. If yo = 0 too, we compute y3 by directly using Eqn (8), and so on. The only
condition that is necessary to solve for all y; values uniquely is 3 # 0, where 3 is the
y-coordinate of the point on the right side of Eqn (2) (or Eqn (3)).



We finally check whether Eqn (4) is valid for all 7 = 1,2, ..., ¢. If so, all the signa-
tures are verified simultaneously. If one or more of these equations fail(s) to hold, batch
verification fails.

In short, Algorithm S1 uniquely reconstructs the points R; with z(R;) = r;. The
computations do not involve taking modular square roots in F,. We also avoid com-
puting the points R}, = u; P + v;Q; needed in individual verification. The final check
(y? = r3 + ar; + b) guarantees that the reconstructed points really lie on the curve.
In the next section, we prove that the reconstruction process succeeds with very high
probability. Moreover, for small batch sizes, the reconstruction process is efficient.

5 Analysis of Algorithm S1

5.1 Running Time

The count of monomials handled during the equation-generation and equation-solving
stages is p = 2071 — 1 = % — 1 which grows exponentially with ¢. Determination
of the Eqns (7) and (8) needs ¢ — 1 symbolic additions involving rational functions
with at most ©(m) non-zero terms. Each symbolic addition is followed by at most ¢
uses of Eqn (4). Therefore, the symbolic derivation of R requires O(mt?) operations
in F,. The subsequent generation of the x x u linearized system requires O (m?t) field
operations. Finally, Gaussian elimination on an y x p system demands ©(m3) field
operations. Retrieving individual y; values calls for O(mt?) (usually O(mt)) field op-
erations. The running time of Algorithm S1 is dominated by the linear system-solving
stage. Evidently, Algorithm S1 becomes impractical except only for small values of t.

It is worthwhile to investigate the running time of the naive Algorithm N. First, this
algorithm needs to compute ¢ modular square roots in the field F,. Each such square-
root computation (for example, by the Tonelli-Shanks algorithm [13]) involves an ex-
ponentiation in F,. Subsequently, one needs to check at most m = 2! = 2(u + 1)
conditions, with each check involving the computation of the sum of ¢ points on the
curve. Therefore, the total running time of Algorithm N is O((c 4+ m)t), where o is the
time for computing one square root in F,. Thus, Algorithm S1 outperforms Algorithm N
only in situations where o is rather large compared to m. This happens typically when
the batch size ¢ is small and the field size q is large.

5.2 Unique Solvability of the Linearized System

In Algorithm S1, we solve a linearized p1 X p system to obtain the values of the even-
degree monomials z1, 2o, ..., 2, in the unknown y-coordinates y1,¥2, ...,y Let us
call the coefficient matrix M. In order that the linearized system is uniquely solvable,
we require det M # 0. We now investigate how often this condition is satisfied, and
also how we can force this condition to hold in most cases.

For a moment, let us treat the x-coordinates 1,73, . .., as symbols. But then the
failure condition det M = 0 can be rephrased in terms of a multivariate polynomial
equation in 71,79, ..., 7. Let us denote this equation as D(ry,ra,...,7) = 0. If D
is identically zero, then any values of r1, 72, ..., r; constitute a root of D. We explain
shortly how this situation can be avoided.



Assume that D is not identically zero. Let 6 be the maximum degree of each in-
dividual r; in D. One can derive that § < (22”3“03;2 t+2 4 3) (22%1’1 — 1) ~

92" +2t+3[logy 141 (See Appendix B). If we restrict our attention to the values t < 6,
we have § < 2°4. The maximum number of roots of D is bounded below t5g* ' (See
Appendix C). The total number of ¢-tuples (1,72, ...,7:) over F, is ¢*. Therefore, a
randomly chosen tuple (71,72, ...,7¢) is a root of D with probability < td¢'~!/qt =
td/q. If we use the inequalities ¢t < 6, § < 254 and ¢ > 2'%°, we conclude that this
probability is less than 27193, Therefore, if D is not the zero polynomial, we can solve
for 21, 22, ..., z, uniquely with very high probability.

What remains is to propose a way to avoid the condition D = 0. We start with any
t randomly chosen ECDSA signatures with r-values r1, 72, . . ., 7. We then choose any
sequence of squaring and multiplication by z; in order to arrive at a linear system in
21,%2,...,2u. If the corresponding coefficient matrix M is not invertible, we discard
the chosen sequence of squaring and multiplication. This is because det M = 0 implies
that either D is the zero polynomial or the chosen r1, 79, ..., constitute a root of a
non-zero D. The second case is extremely unlikely. With high probability, we, there-
fore, conclude that the chosen sequence of squaring and multiplication gives D = 0
identically. We change the sequence, and repeat the above process until we come across

the situation where r1, 79, ..., do not constitute a root of the non-zero polynomial
equation D(ry,79,...,r:) = 0. This implies that D is not identically zero, and ran-
domly chosen r1,79,...,7; satisfy D(ry,ra,...,7) = 0 with very low probability.

We keep this sequence for all future invocations of our batch-verification algorithm.

Table 1 lists some sequences of squaring and multiplication, that work for NIST
prime curves. Here, S stands for a squaring step, whereas a monomial (like y2y4) stands
for multiplication by that monomial. In all these cases, we use only Eqn (7), whereas
Eqn (8) is used only for the unique determination of individual y; values. These se-
quences depend upon ¢ alone, but not on the NIST curves. For other curves, this method
is expected to work equally well. Indeed, we may consider D(ry, 79, ...,7¢) as a poly-
nomial in Z[ry,ra, ..., 7]. If D is not identically zero, then it is identically zero modulo
only a finite number of primes (the common prime divisors of the coefficients of D).

Table 1. Sequences to generate linearized systems for NIST prime curves

Sequence in the linearization phase

No squaring or multiplication needed

Y1y2,Yy1ys

Y1Y2,Y1Y3,Y1Y4, Y2Y3, Y3Ya, Y1Y4

Y1Y2,Y1Y3, Y1Ya, Y1Ys, Y2Y3, Y2Y4, YaYs, Y1Y2, Y1Y3, Y1Y4, Y1Ys, Y1Y2, Y2Y4, Yy2y3
Y1Y2,Y1Ys3, Y1Y4,Y1Ys, Y1Ye, Y2Y3, Y2Y4, Y2Ys, Y1Y2, Ys¥Y4, Yays, Y1Ys, Y1Ye, Y1Y2YsYe, Y1yYys,
Y1Y4,Y1Y3,Y1Y2Ysye, Y1Y2, Y1Y3, Y1Y4, Y1Ys, Y2Ys, Y2ys, S, Y2Ye6, YaYe, YsYe, Ysye, Y1Ys

QN N B W N




5.3 Security Analysis

In Algorithm S1, we reconstruct the points R; with x-coordinates x(R;) = r; by forc-
ing the condition R = 22:1 R, = Zle R, = R’, where R, = u; P + v;Q;. Sup-
pose that an adversary too can force the condition R = R’. The adversary must also

reveal the x-coordinates 71,72, ...,7; as parts of ECDSA signatures. Given these z-
coordinates and the condition R = R/, there exists (with high probability) a unique
solution for the corresponding y-coordinates y1, yo, . ..,y of R1, Rs, ..., Rs. This so-

lution can be computed by the adversary, for example, using Algorithm S1 (or by taking
modular square roots in F, as in Algorithm N). So long as ¢ is restricted to small con-
stant values (like ¢ < 6), the adversary requires only moderate computing resources for
determining y1, y2, - . -, y; uniquely. This implies that although the adversary needs to
reveal only the x-coordinates r;, (s)he essentially knows the full points R;. But these
points Ry, Ro, ..., R; satisfy the standard batch-verification condition for ECDSA*.
That is, if the adversary can fool Algorithm S1, (s)he can fool the standard ECDSA*
batch-verification algorithm too. It follows that Algorithm S1 is no less secure than the
standard batch-verification algorithm for ECDSA*. Conversely, if an adversary can fool
any ECDSA* batch-verification algorithm, (s)he can always fool any ECDSA batch-
verification algorithm, since ECDSA signatures are only parts of ECDSA* signatures.
To sum up, Algorithm S1 is as secure as standard ECDSA* batch verification [7].

An analysis of the security of Algorithm N is also worth including here. Suppose
that an adversary can pass one of the m = 2¢ checks in Algorithm N along with dis-
closing 1,79, . .., r¢. The correct choices y; of the square roots of r? + ar; + b (that is,
those choices corresponding to the successful check) constitute a case of fulfillment of
the ECDSA* batch-verification criterion. Consequently, Algorithm N too is as secure
as standard ECDSA* batch verification.

5.4 Cases of Failure for Algorithm S1

Our Monte Carlo batch-verification Algorithm S1 may fail for a few reasons. We now
argue that these cases of failure are probabilistically very rare.

1. Taking x; = r; blindly is a possible cause of failure for Algorithm S1. As discussed
earlier, this situation has a very low probability. Furthermore, it is easy to identify
when this situation occurs. In case of ambiguity in the values of x;, we can repeat
Algorithm S1 for all possible candidate tuples (z1, 2, . . ., ;). If the points R; are
randomly chosen in E(F,), most of these x; values are unambiguously available to
us, and there should not be many repeated runs (if any) of Algorithm S1. Repeated
runs, if necessary, may be avoided, because doing so goes against the expected
benefits achievable by batch verification.

2. Although we are able to identify good sequences of squaring and multiplication in
order to force the determinant polynomial D(ry,7s,..., ;) to be not identically
zero, roots of this polynomial may appear in some cases of ECDSA signatures. We
have seen that if 1, 7o, . . ., 7; are randomly chosen, the probability of this situation
is no more than 27193 (for ¢ < 6).



3. Eqn (5) is derived using the point-addition formula on the curve E, which is differ-
ent from the doubling formula. So long as we work symbolically using the unknown
quantities y1, Y2, - - - , Y¢, it is impossible to predict when the two points being added
turn out to be equal. If Ry, Ry, ..., R; are randomly chosen from E(F,), the prob-
ability of this occurrence is extremely low.

4. Algorithm S1 fails if R’ is the point at infinity or lies on the z-axis (8 = 0). In
that case, one should resort to individual verification. For randomly chosen session
keys, this case occurs with a very small probability (nearly 4/q).

6 A More Efficient Batch-verification Algorithm (Algorithm S2)

The linearization stage in Algorithm S1 (requiring O(m?t) field operations) and the
subsequent Gaussian-elimination stage (O(m?) field operations) are rather costly, m
being an exponential function of the batch size ¢. Our second symbolic-manipulation
algorithm S2 avoids these two stages altogether.

Algorithm S1 uniquely solves for the monomials 21, 22, . . ., 2, using the equation
R, = « only. At this point, there are only two possible solutions for the y; values:
(y1,Y2s---,yt) and (—y1, —Yya, ..., —y:). This sign ambiguity is eliminated by using
the other equation R, = . As mentioned in connection with the security analysis of
Algorithm N, the exact determination of these signs is not important. In other words,
we would be happy even if we can determine each y; correctly up to multiplication by
=+1. This, in turn, implies that if we have any multivariate equation (linear in y;) of the
form uy; + v = 0 (where w, v are polynomials in y1,...,%i—1,Yit1,---,Yt), we do
not mind multiplying this equation by uy; — v so that +y; satisfy u?y? — v? = 0. But
y? =1} + ar; + b, so we have u? (13 + ar; + b) — v? = 0, an equation in which y; is
eliminated. This observation leads to Algorithm S2.

Like Algorithm S1, we first symbolically compute R = Zle R;, and arrive at
Eqns (7) and (8). Then, we consider only the multivariate equation R, — o = 0 linear
individually in each y;. We first eliminate y;, and with substitutions given by Eqn (4)
fori = 2,3,...,t, we arrive at a multivariate equation in yo, ys, . . . , ¥, again linear in
each of these variables. We eliminate y» from this equation, and arrive at a multivariate
equation in ys, Y4, . . . , Ys. We repeat this process until all variables yq,ys, ..., y; are
eliminated. If the polynomial after all these eliminations reduces to zero, the original
equation R, = « is consistent with respect to y? = r3 +ar; + bforalli =1,2,... ¢t

We may likewise eliminate y1, 2, ...,y from R, — 3 = 0 too, but this is not
necessary, because it suffices to know y; uniquely up to multiplication by +1.

Some comments on efficient implementations of the elimination stage are now in
order. First, we are not using Eqn (8) at all in Algorithm S2. Consequently, it is not
necessary to compute the polynomial R,,. However, in the symbolic-computation stage,
we need to compute all intermediate y-coordinates, since they are needed in the final
value of I?,.. The computation of only the last y-coordinate R, may be avoided. Still,
this saves quite some amount of effort (Q(mt) field operations, to be precise). This
saving does not affect the theoretical complexity of the algorithm in the big-Oh notation,
but its practical effects are noticeable.

The second issue is that the polynomials v and v in each elimination step have some
nice properties. Throughout this step, ¢ = uy; + v and v are polynomials with each
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non-zero term having even degree, whereas w is a polynomial with each non-zero term
having odd degree. In particular, when the first ¢ — 2 y-coordinates are eliminated, we
have ¢ = uy;_1y; + v with u,v € F,. Elimination of y;_; eliminates y; too, so an
explicit elimination of y; is not necessary.

The y-coordinates 1,2, ..., y: are not explicitly reconstructed in Algorithm S2.
However, if necessary, we can compute two sets of solutions y1,yo, ...,y and —y1,
—Ya, ..., —Yy; by using the values of ¢ = uy; +vfori =¢t—1,t —2,...,2 1. The

sign ambiguity can be removed by using R, = 3. Algorithm S2 does not include this
reconstruction phase, since this is cryptographically unimportant. However, we use this
result in the security proof for S2.

It is also important to note that the determination of individual y; values is cryp-
tographically unimportant for Algorithm S1 too, since R, = « already identifies ex-
actly two solutions for the reconstructed points. If these steps are omitted, the batch-
acceptance criterion would match 27 against appropriate products of r‘? ~+ar; +0b for all
1=1,2,..., . In fact, it suffices to consider only the monomials z; of degree 2. How-
ever, the unique determination of y; values takes only an insignificant fraction of time
in Algorithm S1, so it does not practically matter to make a choice between whether we
carry out these steps or not.

7 Analysis of Algorithm S2

7.1 Running Time

The symbolic computation of (R, R,) involves O(mt?) field operations (as in Al-
gorithm S1). Subsequently, we start with the polynomial ¢ = R; — a with at most
p+ 1 = 3 + 1 non-zero terms. Elimination of y; requires computing the squares u?
and v2, carrying out the polynomial arithmetic u?(r{ + ar; + b) — v?, and ¢ — i sub-
stitutions of y7 by 7% + ar; + b. Therefore, the reduction of ¢ too requires O(mt?)
field operations. This is significantly better than the O(m?) operations needed by Al-
gorithm S1. Moreover, Algorithm S2 outperforms Algorithm N for a wide range of ¢
and ¢, since the condition (o + m)t > mt? is more often satisfied than the condition
(0 +m)t > m3.

7.2 Security Analysis

We establish the equivalence between the security of Algorithm S2 and the security
of standard ECDSA* batch verification, as we have done for the earlier algorithms (N

and S1). Suppose that an adversary reveals the x-coordinates r1, 73, ..., in ECDSA
signatures which pass the batch-verification procedure of Algorithm S2. We mentioned
above that there are exactly two solutions (y1,¥y2,...,y:) and (—y1, —Yya,..., —Yt)

consistent with R, — a = 0 and y? = r3 + ar; + b fori = 1,2,...,t. One of
these solutions corresponds to the ECDSA* signatures based upon the disclosed values
T1,72,..., 7. Itis that solution that would pass 12, = /3. To sum up, the adversary can
forge the standard ECDSA* batch-verification algorithm. Moreover, this forging pro-
cedure which essentially involves the unique reconstruction of the points R; = (7, y;)
is practical for any adversary with only a moderate amount of computing resources, so
long as ¢ is restricted only to small values (the only cases where we can apply S2).
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8 Efficient Variants of S1 and S2

In Algorithm S1, we generate a system of linearized equations in 2 — 1 = 2/=1 — 1
monomials. Solving the resulting equation turns out to be the costhest step of Algo-
rithm S1, demanding ©(m?) field operations. In Algorithm S2, the symbolic computa-
tion of R = (R, R,) turns out to be the most time-consuming step. This step calls for
©(mt?) field operations. The elimination phase too calls for ©(mt?) operations.

In this section, we explain a strategy to reduce the number of monomials in Al-
gorithms S1 and S2. So far, we have been symbolically computing the point R =
22:1 R;, and equating the symbolic sum to R’ = (v, 3). This results in polynomial
expressions with ©(2¢~1) (that is, ©(m)) non-zero terms.

Now, let 7 = [t/2]. We symbolically compute the two sums:

T t
RY =3"R; and R® =R — Y R (12)

1=7+1

The polynomial expressions involved in R") and R(® contain only ©(27), that is,
©(y/m) non-zero terms. So computing these two symbolic sums needs ©(2772), that
is, ©(y/mt?) field operations which is significantly smaller than the ©(mt?) operations
associated with the symbolic computation of the complete sum 21;:1 R;. The condition
R = R’ is equivalent to the condition R(") = R(?). Using this new condition helps us
in speeding up the subsequent steps too.

8.1 Algorithm S1’

The symbolic computation of R in Algorithm S1 can be replaced by the two symbolic
computations given by Eqn (12). In that case, we replace the initial equations R, = «
and R, = /3 by the two equations z(R(")) = 2(R®) and y(RM) = y(R?). Itis easy
to argue that x(R(l)) is a polynomial in 1, yo, . . . , ¥, With each non-zero term having
even degree, whereas y(R(l)) is a polynomial in ¥y, y2, . . . , ¥ with each non-zero term
having odd degree. That is, the number of non-zero terms in these two expressions is
271 = @ However, the presence of R’ = («, 3) on the right side of the expression
for R (Eqn 12) lets both zz(R(*)) and y(R(?) contain all (square-free) monomials in
Yr+1s Yr+2, - - - » Yt (both even and odd degrees). There are exactly 2 lt/2] _1 < vm—1
monomials in these two expressions. In the linearized system that we subsequently
generate, we consider, as variables, only the even-degree monomials in y1,ys, ...,y
and all monomials in y,41,Yr42,...,%

We start with the equation x(R(l)) = a:(R(2 ). Subsequently, we keep on squaring
the equation z(R")) = z(R®) (and substituting values of y? wherever necessary).
This sequence does not increase the number of monomials in the linearized equations.
More precisely, for any j > 0, the equation z(R™M)?" = z(R*)?’ contains only the
©(y/m) monomials with which we start. If we fail to obtain a linearized system of full
rank, we start squaring the other initial equation y(R(")) = y(R(®)). For any j > 1,
the equation y(R™M)?" = y(R(?)? again contains only the monomials with which
we start. In all the cases studied, we have been able to obtain a full-rank linearized
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system by squaring the two initial equations. Since the number of linearized variables is
©(y/m), the linearization step of Algorithm S1 now reduces to Q(m¢t) field operations.
Finally, we solve a system with O (+/m) variables using ©(m?3/?) field operations.

To sum up, using the trick introduced in this section decreases the number of field
operations from ©(m?) to @(m?3/2). Let us plan to call this efficient variant of S1 as
S1’. Fundamentally, S1’ is not a different algorithm from S1. In particular, the security
of S1’ is the same as the security of S1 (in fact, little better, because fewer linearized
equations are involved). However, the reduction in the running time is very significant,
both theoretically and practically.

8.2 Algorithm S2’
Instead of starting with ¢ = R, — a, Algorithm S2’ starts with the initial expression
¢ = z(RW) — z(R@). (13)

We then repeatedly eliminate yq, yo, . . ., y;. Although the initial expression of ¢ con-
tains much less number of monomials than in the original Algorithm S2, elimination
of y; itself introduces many new monomials in ¢, that is, soon ¢ becomes almost full.
Consequently, the elimination phase continues to make ©(mt?) field operations as be-
fore, that is, the theoretical running time of S2’ is the same as that of S2. Still, the effects
of our heuristic are clearly noticeable in practical implementations.

As described in Section 6, the y-coordinates y(R(!)) and y(R®) need not be com-
puted. It is, however, necessary to symbolically compute the y-coordinates of all inter-
mediate sums.

9 Experimental Results

Our batch-verification algorithms are implemented using the GP/PARI calculator [11]
(version 2.3.5). Our choice of this implementation platform is dictated by the symbolic-
computation facilities and an easy user interface provided by the calculator. All exper-
iments are carried out in a 2.33 MHz Xeon server running Mandriva Linux Version
2010.1. The GNU C compiler 4.4.3 is used for compiling the GP/PARI calculator.

In Table 2, we list the average times for carrying out single scalar multiplications in
the NIST prime curves. This table also lists the times for single square-root calculations
in the underlying fields. Table 3 lists the overheads associated with the three algorithms
N, S1 and S2, and their variants N’, S1’ and S2’. These overhead figures do not include
the scalar-multiplication times. The algorithms S1, S1’ and S2 become impractical for
batch sizes ¢ > 6, so these algorithms are not implemented for ¢ = 7 and ¢ = 8.

Table 4 records the speedup values achieved by the six algorithms N, N’, S1, S1/, S2
and S2’. Here, the speedup is computed with respect to individual verification, and in-
corporates both scalar-multiplication times and batch-verification overheads. The max-
imum achievable speedup values (¢ in the case of same signer, and 2¢/(¢ 4+ 1) in the
case of different signers) are also listed in Table 4, in order to indicate how our batch-
verification algorithms compare with the ideal cases. The maximum speedup achieved
by our fully ECDSA-compliant algorithms is 6.20 in the case of same signer, and 1.70
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in the case of different signers. Both these records are achieved by Algorithm S2’ for
the curve P-521 and for the batch size t = 7.

From Table 4, it is evident that one should use Algorithm S2’ if extra information
(a bit identifying the correct square root of each r7 + ar; + b) is not available. In this
case, the optimal batch size is ¢ = 7 (or ¢ = 6 if the underlying field is small). If, on the
other hand, disambiguating extra bits are appended to ECDSA signatures, one should
use S2’ for t < 4 for (curves over) small fields and for ¢ < 6 (or ¢ < 7) for large fields.
If the batch size increases beyond these bounds, it is preferable to use Algorithm N’.

10 Conclusion

In this paper, we have proposed six algorithms for the batch verification of ECDSA sig-
natures. To the best of our knowledge, these are the first batch-verification algorithms
ever proposed for ECDSA. In particular, development of algorithms based upon sym-
bolic manipulations appears to be a novel approach in the history of batch-verification
algorithms. There are several ways to extend our study, some of which are listed below.

— Section 8 describes a way to reduce the running time of the symbolic-addition
phase of Algorithm S2 from O(mt?) to O(y/mt?). An analogous speedup for the
elimination phase would be very useful.

— Our best symbolic-computation algorithm runs in O(mt?) time. Removal of a fac-
tor of ¢ (that is, designing an Q(mt)-time algorithm) would be useful to achieve
higher speedup values.

— It is of interest to study our algorithms in conjunction with the earlier works [1, 3]
on ECDSA*.

— Our batch verification algorithms can be easily ported to other curves (like the
Koblitz and Pseudorandom families recommended by NIST). Solving quadratic
equations in binary fields is somewhat more involved than modular square-root
computations in prime fields, so our symbolic-manipulation algorithms are ex-
pected to be rather effective for binary fields.
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Appendix

A Properties of R, and R,

Theorem 1. R, contains only even-degree monomials, and R, contains only odd-
degree monomials in the variables y1, Yo, . . . , Yt.

Proof. We proceed by induction on the batch size ¢ > 1. If ¢ = 1 (case of individual
verification), we have R, = r; and R, = y;, for which the theorem evidently holds.

So assume that t > 2. We compute R = ' _, Ryjas R’ + R with R’ = >.7_| R;
and R" = Z§=T+1 R; for some 7 in the range 1 < 7 <t — 1. Let R' = (R}, R}) and
R" = (R}, Ry)). The inductive assumption is that all non-zero terms of R/, and R are
of even degrees (in y1,...,y, and y-41, ..., Y, respectively), and all non-zero terms
of R}, and R are of odd degrees.

We first symbolically compute A = (R; — R)/(R; — R.) as a rational function.
Clearing the variables y; from the denominator multiplies both the numerator and the
denominator of A by polynomials of non-zero terms having even degrees. Every substi-
tution of y2 by the field element r} +ar; + b reduces the y;-degree of certain terms by 2,
so the parity of the degrees in these terms is not altered. Finally, A becomes a polynomial
with each non-zero term having odd degree. But then, R, = \? — R, — R is a poly-
nomial with each non-zero term having even degree, whereas R, = \(R,, — R,) — R,
is a polynomial with each non-zero term having odd degree. Further substitutions of y?
by r? + ar; + b to simplify R, and R, preserve these degree properties.

B Derivation of ¢

For computing the number of roots (1,73, ..., ;) of det M = 0, we treat 7y, ra, ..., ¢
as symbols, and need to calculate an upper bound on the degree § of each individual
r;. Without loss of generality, we compute an upper bound on the degree ¢ of 71 in
det M = 0. To this effect, we first look at the expressions for R, and R, which are el-
ements of Fy(r1, 72, ..., 7¢)[y1, Y2, - - -, Ys). We can write R, = g, /h and R, = g, /h,
where g, g, are polynomials in Fy[r1,72,...,7¢, Y1,Y2, - . ., Y], and the common de-
nominator h is a polynomial in Fy[rq,72,. .., ¢]. Let 1, denote the maximum of the
ri-degrees in g, g, and h. We first recursively derive an upper bound for 7;.

We compute R = R'+R" with R' = (R, R;) = }._, R;and R"” = (R}, R})) =
ZE:T 41 Ri, where 7 = [t/2]. The r1-degree of R’ is 1), whereas the r-degree of R”
is 0. The initial r;-degree of A = (R — R,)/(R; — R}) is at most 7. Clearing y;
from the denominator of A changes the r;-degree to 27, + 3. Subsequent eliminations
of ya, ...,y finally reduces A with a y-free denominator. The maximum 7;-degree of
this expression for \ is 2¢71(2n, + 3). Therefore, A\? has r;-degree < 2¢(2n, + 3).
Subsequent computations of R, = A> — R/, — Rl and R, = A(R}, — R,) — R, yield

me < (28427 (20 +3) + 20, < (284271 (20 +3) + 201

with 7 = [t/2]. Solving this recurrence gives the upper bound 7, < 22 +3logz 1142,
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Now, we follow a sequence of squaring and monomial multiplication to convert
R, = a to a set of linear equations. If A; is the r1-degree of the i-th equation, we have

Ay =1,
A; 24,1+ 3 for i > 2.

The recurrence relation pertains to the case of squaring. One easily checks that A; <
(n¢ + 3)2¢~1 for all 4 > 1. Finally, the r;-degree of the equation det M = 0 is

5 < A1+A2+---+AH < (nt+3)(2u _1) <(22:‘,—%3[10,@:2ﬂ—i—?_’_3)<22t71_1 _1)'

Notice that this is potentially a very loose upper bound for . In general, we avoid
squaring. Multiplication by a monomial can increase the 7;-degree by 3 if the monomial
contains y; . If the monomial does not contain ¥y, the r;-degree does not increase at all.
Nevertheless, this loose upper bound is good enough in the present context.

C Number of Roots of det M = 0

Let us write the equation det M = 0 as D(ry,79,...,7:) = 0, where the r;-degree of
the multivariate polynomial D is < § for each i. We assume that D is not identically
zero. We plan to show that the maximum number B*) of roots of D is < tdg*~'. To
that effect, we first write D as a polynomial in r;:

D(ri,ra,...,7) = Ds(r1, 72, ..., 1110 + Ds_1(r1, 79, .., 7 1)rd L4 4
Dl(rla T2, .. 77nt71)7nt + DO(TlvT.Qa oo 77"7571)-

If D is not identically zero, at least one D; is not identically zero. If (ry,79,...,7¢_1)

is a common root of each D;, appending any value of r; gives a root of D. The max-

imum number of common roots of Dg, D1, ..., Ds is B®~1. On the other hand, if

(r1,79,...,7¢—1) is not a common root of all D;, there are at most ¢ values of 7, satis-
fying D(ry,7r2,...,7:) = 0. We, therefore, have

BW < B Vg4 (¢ = BUV)§ = (¢ — )BT + 5¢' L. (14)
Moreover, we have
BW <. (15)

By induction on ¢, one can show that B < téqt’l. This bound is rather tight, particu-
larly for § < ¢ (as it happens in our cases of interest). A polynomial D satisfying equal-
ities in (14) and (15) can be constructed as D(r1,7a,...,7¢) = A(r1)A(ra) - - A(ry),
where A is a square-free univariate polynomial of degree 6, that splits over F,. By the
principle of inclusion and exclusion (or by explicitly solving the recurrence (14)), we
obtain the total number of roots of this D as

5tqt—1 _ (;)62qt—1 + (;) 63qt—3 — et (_l)t—l(st

=¢ —(q=0) =6 "+ (a—8d"7+(@=0)*"+-+(g—8)"").

If § < g, this count is very close to tdq*~1. It remains questionable whether our equa-
tion det M = 0 actually encounters this worst-case situation, but this does not matter,
at least in a probabilistic sense.
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