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Abstract. One can compute scalar multiplication on an ordinary short
Weierstrass curve defined over a binary field. Also, one can move to the
associated binary Kummer line BKL;..), or isomorphic generalized Hes-
sian curve H, ) from short Weierstrass, and then compute the scalar
multiplication. A generalized Hessian curve provides the best perfor-
mance of scalar multiplication in AT coordinates where % = R3+ 52 and
T =T3 for a point P=(R:S:T) on H(,,5)- Montgomery scalar multi-
plication gives us the nP and (n+1) P, again in /RT. We propose a method
to uniquely obtain the R and S coordinates of nP given P = (R: S:T)
and RT coordinates of nP and (n + 1)P. Next, we show that BKL .
can be linked to an isomorphic H(, s5). But small ¢ does not guarantee
small v or . First, we introduce two isogenies and their duals: one 2-
isogeny between two short Weierstrass curves and one 3-isogeny between
two generalized Hessian curves to solve the issue. Using the introduced
isogenies, we show that there always exists a generalized Hessian curve
H(y 1) with \/73(y+ 1) = ¢ associated with a BKL(j..). The obtained
H(y,1) needs 5[M] + 4[S] + 1[C,] field operations for each ladder step of
Montgomery scalar multiplication, and the operation count is the small-
est one compared to any other curves over a binary field.

Keywords: Binary Kummer line, Generalized Hessian curve, Scalar
multiplication, Montgomery ladder, Isogeny.

1 Introduction

Elliptic curve cryptography was introduced by Miller [22] and Koblitz [20]. El-
liptic curves are widely used to implement real-world public-key cryptographic
primitives like Diffie-Hellman Key Exchange and Digital signatures [5] because
elliptic curve provides small key sizes and signature sizes. Scalar multiplication
is the basic building block of these protocols. We can categorize the scalar mul-
tiplications into two types: (i) Fixed-base scalar multiplication, where the point
is known and fixed during the setup phase, and (ii) Variable-base scalar multi-
plication where the point is unknown beforehand. We need one fixed-base and
one variable-base scalar multiplication for the Diffie-Hellman key exchange. On
the other hand, key generation and signing of Elliptic Curve Digital Signature
Algorithm (ECDSA) [12] each needs one fixed-base scalar multiplication, and



verification needs one fixed- and one variable-base scalar multiplication or a
multi-scalar multiplication. Improvement in the performance of the scalar mul-
tiplication directly affects the computational time of these protocols, and secure
and efficient scalar multiplication became a prerequisite for practical deployment.
To improve the performance of scalar multiplication, we must consider sev-
eral aspects of the target application. First, assume that the underlying system
does not support parallelization and possibly resource constraints. In this case,
one should choose the form of the curve that takes the minimum number of field
operations to perform the curve arithmetic. Second, consider that the underly-
ing system has a parallelization feature. Now, we should choose the curve that
provides the best-parallelized performance for the curve arithmetic. Third, the
curve should have small curve parameters and a small base point so that the
implementation can take advantage of optimized fixed-base scalar multiplication.
Over fields of large prime characteristic, it has been shown that Kummer
line [19,23] provides the best z-coordinate-based scalar multiplication if the
Single-Instruction-Multiple-Data (SIMD) feature is available. For Diffie-Hellman
key exchange, z-coordinate-based arithmetic is sufficient, and one can choose the
Kummer Line. But if SIMD is unavailable, Montgomery curve Curve25519 [1]
should be chosen because it needs fewer field operations. On the other hand, one
can take advantage of the twisted Edwards curve to have the best performance
of digital signatures [13]. [18,14] study the connections among these different
forms of elliptic curves to facilitate more flexibility in the choice of the curves.

1.1 Owur Contribution

In this work, we focus on finite fields of characteristics two. Kummer line BKL ;..
over the binary field was proposed by Gaudry and Lubicz [11]. The idea of scalar
multiplication using the BKL(;..y was studied and [17] develops all the relevant
details. BKL (1. is defined by a projection map from a particular form of Weier-
strass curve (BEw(.a) : y?+xy = z°+c*) to a projective line [11,17]. The BKL .
provides the fastest z-coordinate-based scalar multiplication where paralleliza-
tion is not available [17]. Hessian curve H(s) was introduced by Smart [26], and
[26] further shows that Hs) is suitable for parallelization. Farashahi and Joye
proposed the concept of a Generalized Hessian curve H, 5) [7], and the Hs) be-
comes a special case with v = 1. The twisted Hessian curve H€p7 5) Was proposed
by Bernstein, Chuengsatiansup, Kohel, and Lange [3], and it is isomorphic to a
generalized Hessian curve H(, 5). The generalized Hessian curve provides unified
formulas of curve arithmetic and has been shown that the formulas are more
efficient when the underlying field is of characteristic two.

Field square is significantly faster than field multiplication over a finite field
of characteristic 2. Thus, BKL1..) (5[M]+5[S]+1[C,] per bit of scalar®) provides
faster scalar multiplication than H, 5y (6[M] 4 4[S] + 1[C,] per bit of scalar) if
the underlying platform does not support parallelization. On the other hand,

3'M,S,C, and C, denotes a field multiplication, a square, a multiplication by a con-
stant, and a multiplication by a small constant.



[26, 7] show that H(, sy is efficiently parallelizable, but effect of parallelization on
BKL (1. is not known. In this work, we show the connection between BKL .,
and H, sy via isomorphism that supports interoperability between different plat-
forms so that platforms with SIMD feature can take advantage of H(, 5) while
platforms without SIMD feature can take advantage of BKL(y..). We also show
that we can connect BKL(1..) to a H(, 1, via isogeny, that supports faster scalar
multiplication (5[M] +4[S] 4+ 1[C,] per bit of scalar) than the associated BKL 1.,
on platforms without SIMD feature. Therefore, one can take advantage of scalar
multiplication of the Kummer line by moving from BEw(,4) to the Kummer Line
BKL(1.c) or generalized Hessian curve by moving to H, 5). A brief description of
our contributions is given below.

1. Retrieve R and S-coordinates of generalized Hessian curve in RY
coordinate system. To achieve the best possible operation count per bit of
the scalar for x-coordinate-based scalar multiplication, a binary Kummer line
uses xz coordinates and a generalized Hessian uses R%-coordinates where
R =R3+5%and T = T3 for apoint P = (R : S : T) on a generalized Hessian
curve. Using RT coordinates with Montgomery scalar multiplication, one
computes two points nP = (R, : Sy, : T,) and (n + 1)P = (Rp+1 : Sny1 :
Th+1), but they are again in RT coordinate. Recovering R,, and S,, is an
important problem but no solution is available in the literature. We propose
a method for the first time that allows us to compute unique R, and S,
from the known details R, S, T, RS + S3, T3, R3 | + 53 ,, and T3 ;.

2. Connecting Binary Kummer/Weierstrass to Binary Hessian using
Isomorphism. One can choose a generalized Hessian curve for scalar multi-
plication. [7] shows that there exists an isomorphic generalized Hessian curve
if the Weierstrass curve has a point of order three and provides the corre-
sponding mapping. But one particular map is not isomorphic. We give the
explicit map for binary fields following the map given in [30], and we con-
nect binary Kummer line BKL ;. 45) by connecting short Weierstrass curve
BEw(,) to a generalized Hessian curve. The obtained isomorphic generalized
Hessian curve needs 5[M] + 4[S] + 1[C] + 1[C,] field operations and for large
constant it becomes 6[M] + 4[S] + 1[C,].

3. Connecting Binary Kummer/Weierstrass to Binary Hessian using
Isogeny. First, we propose two isogenies and their duals: (i) ¢ is a 2-isogeny
between the short Weierstrass curves BEw) and BEW( VB and (i) £ is a
3-isogeny between generalized Hessian curves H(gs 1) and H(, 1) with v =
a + a? + a3. Next, with the help of ¢ and ¢, we connect binary Kummer
line BKL y.) by showing that a short Weierstrass curve BEw/,4) is isogenous
to the generalized Hessian curve H,, 1) where (x3,y3) is a point of order 3
on BEw(c2). The H,, 1) requires 5[M] 4 4[S] + 1[C,] field operations for the
arithmetic of each ladder step of Montgomery scalar multiplication which
is the smallest one for variable-base scalar multiplication compared to the
present state-of-the-art over binary fields as given in Table 1.

4. We go beyond the task of just providing the mappings and optimized arith-
metic on the generalized Hessian Curve and propose concrete Kummer lines



Table 1. Comparison of operation counts per ladder step for variable base scalar
multiplication over different curves

Curve Coordinates gsfﬁiiﬁfg:eﬁ

Short Weirstrass Curve [27] XZ 5[M] + 6][S] + 2[C4]

Binary Kummer line [17] Xz 5[M] + 5[S] + 1[C;

Binary Edwards Curve [17] UW 5[M] + 4[S] + 2[Cs
Generalized Hessian Curve (7] RT 5[M] + 4[S] + 1[C] + 1[C,]

Generalized Hessian Curve (this work) RT 5[M] + 4[S] + 1[C4]

with small curve parameters and associated binary generalized Hessian curves,
and binary Hessian curves with small curve parameters and the associated
binary Kummer lines.

2 Background

This section includes brief descriptions of the relevant curves: short Weierstrass
curve, binary Kummer Line, and generalized Hessian curve over Fom where Fom
denotes a finite field of characteristic two with 2™ elements for some m € N.

2.1 Weierstrass Curve

A short Weierstrass affine form of a non-supersingular elliptic curve over Fom is
given by the Equation (1) [12]:

BEW(q,5) : y? 4+ zy =25 + ax? + b, (1)

where b # 0. All the points (z,y) of the affine plane A? = F3,, that satisfy
the equation of the curve BEw(, ) along with a special point O, called point
at infinity, form an additive group. The projective form of a short Weierstrass
curve is given by the Equation (2):

BEw(ap) @ Y?+ XYZ =X’ +aX?Z+bZ° (2)

The affine point (x,y) can be identified with the projective points (X : Y : Z) €
P2 =F3,.\{0:0:0} where x = X/Z and y = Y/Z. We say two projective points
(X1:Y1:Zy) and (Xo : Ys : Zs) are called equivalent if there exists a non-zero
A € Fom such that X7 = AXs, Y7 = AY; and Z; = AZs. The point at infinity
O is the equivalent class of points with Z = 0. In the article, we will use the
projective versions mainly because of their practical relevance. But sometimes
we use the affine version in proofs for simplicity.



2.2 Binary Kummer Line

In this work, we are specifically interested in short Weierstrass curve BEw(q )
with a = 0 and we denote it by BEw;) whose projective form is given by Equa-
tion (3):

BEwg) : Y?Z +XYZ =X +0bZ° (3)

Let ¢ € Fam and ¢ # 0. A binary Kummer line BKL 1., is defined over projective
space P! by mapping 7 : BEw(.a)/{£1} — BKL(1.¢) [17,11] as:

R T e o

For each ¢ € Fom, BEw(,) has a unique BKL ;. 45) because each ¢ has a unique
square-root in a binary field.

[11] derives the arithmetic of binary Kummer line over projective space P!
using theta functions. Each point of BKL(j,.) in P! is defined as (x,z) € F3,..
Two points P = (x1,2z1) and Q = (x2,22) are said to be equivalent if there
exists a non-zero A € k such that x; = Axy and z; = A\zo. Let P = (x1,21) and
Q = (x2,22) be two points on BKL ;.. with known P —Q = (x,z). By Doubling
Algorithm dbly and Differential Addition Algorithm diffAdd; of Table 2, we
compute 2P = (x3,2z3) and P +Q = (x4, 24), respectively. In BKL(y.), I = (1,0)
is an identity and the point (0,1) is a point of order two [17]. With z = 1, we
need 5[M] + 5[S] + 1[C,] to compute dblj and diffAddy in total.

Table 2. Doubling and Differential Addition on Binary Kummer line

(x3,23) = dbli(X1,21) :|(X4,24) = diffAddy (X1, 21, X2,22,X,2) :
X3 = c(x% + z%)z; x4 = zZ(x1X2 + zlzz)Q;
73 = (x121)7; 24 = X(X122 + X221)%;

The inverse mapping 71 : BKL(,.) — BEw(.4)/{£1} maps a point P of
Kummer line BKL ;.. to elliptic curve BEw(.4) as given by Equation (5) [11]:

Notice that the points on BEw(.) are in P2. Putting = = % in Equation (3), we
can compute the Y-coordinate up to elliptic involution.

But the mapping 7 alone does not conserve the consistency of the scalar
multiplications between Kummer line BKL ;.. and the elliptic curve BEw ca). [17]
extends the mapping 7 to 7 with the help of the point of order two Ty = (0, c?)
on BEw(.4). Definitions of 7 and #~1 are given in Equation (6).

#(P) = (P 4+ Ty); and #~(P) = 7~ }(P) + Tb. (6)



2.3 Binary Generalized Hessian Curve

Hessian curve was introduced by Smart [26], and Joye and Quisquater [16] in
2001. Hessian curve was proposed to achieve side-channel resistant elliptic curve
cryptography. Smart [26] also showed that it achieves significant speedups using
parallelization. Farashahi and Joye developed the concept of Generalized Hessian
Curves in 2010 [7].

Let Fom be a finite field, and let ,d € Fam such that v,6 # 0 and 6% # 7.
The projective form of Generalized Hessian Curve [7] is defined by

Hey,) : B® + 8% +4T% = 6RST (7)

The identity element of H(, 5 is (1 : 1 : 0) and it is denoted by Op. If P = (R :
S :T) be a point on H(, 5, then —P = (S: R:T).

Let P, = (Rl 1 51 Tl) and P, = (Rg 155 TQ) be two points on H(%(;).
In RT coordinate system, the points are Py = (R : T1) = (R + 53 : T3) and
Pr=(Ry:Ty) = (R3+ 55 :T5). Let P= P, — P, = (R : 1) is given to us.
Note that, in RT coordinates, Py — Po = P, — P, = (R3+ 5% : 1) = (R : 1).
Now we compute P; = 2P, = (R3 : T3) and Py = P, + P» = (R4 : T4) by
(Ps, Py) = m_dbl_diffAdd( Py, Ps, P) given in Table 3 and needs 5[M]+4[S] + 3[C].

Table 3. Mixed Doubling and Differential Addition (m_dbl_diffAdd) on H(, s)

A=R1*T2,B=Ro*T1,C =AxB,D=R},E=T1,F =D+ /(53 +7)E,
G=6CH=68ER; =F>%3=D+xH,%,=(A+B)>*R =G+ R*%y.

Hessian Curve of [26, 16], denoted by Hg, is a special form of the Generalized
Hessian Curve H(, 5y with v =1 and is defined as Hs) : R34+ 834+ T3 =5§RST.
Let Fom (\?ﬁ) be the smallest extension field containing Fom and &7 Now we
define the map

¢ Hee) — Heyom) (8)
(R:S:T)— (R:S:AT)
The mapping ¢ is an isomorphism from H(, s5) to H(s g4) over Fam (\?/'7) For
H(s), the total cost for a mixed differential addition and doubling is 5[M] +4[S] +
2[C] field operations. Now, by choosing small §, one can make % small, but 5%
may not be a small constant, and the total cost becomes 5[M]+4[S]+1[C] +1[C;]
field operations (Table 4).

3 Retrieving the R and S-coordinates of nP

One of the objectives of this work is to have efficient scalar multiplication either
via binary Kummer Line or via generlized Hessian curve. To have resistance



Table 4. Mixed Doubling and Differential Addition (m_dbl_diffAdd) on H s

A=R1 %%, B=R+T1,C=AxB,D=R,E=%,F=D+E,G=6C,H= 5F,
Ry =(E+H)?,T3=D*E, Ty = (A+ B)* Ry = G+ R+ Ty

against side-channel attacks like Timing attacks, Power attacks, Montgomery
scalar multiplication is the most popular choice. Montgomery scalar multipli-
cation is an z-coordinate-only scalar multiplication that enables us to achieve
constant time scalar multiplication. Montgomery scalar multiplication is also
used when resources are limited. In this section, we provide a brief description
of Montgomery scalar multiplication. Montgomery ladder-based scalar multipli-
cation achieves the best result in the xz-coordinate for binary Kummer line [17],
X Z-coordinate for short Weierstrass [27] and RT for generalized Hessian [7].
Let P = (R : S : T) be a point on the generalized Hessian curve H, 5.
Then P = (R, %) with R = R3+ 83 and T = T3 in RT coordinates. We
can compute 2P = (R3,T3) = dbly(P) as given in [7, Equation 18]. Let n =
{1,n;_2,...,n1,n0}2 be an [-bit long scalar. We can compute nP = (R,,, T,,) by
Montgomery scalar multiplication as given in Table 5. We need one m_dbl_diffAdd
for each bit of the scalar. After the i-th iteration, we have R- and T-coordinates
of n;P and (n; + 1)P where n; = {1,n;_2,...,n;}2. Montgomery ladder scalar
multiplication always preserves the invariance P = (n; + 1)P — n; P.

Table 5. Montgomery Ladder Scalar Multiplication

nP=scalarMult(P,n) : ladderStep(P1, P2, n;) :

1. Let n = {1,m—2,...,n0};|1. If n; = 0 then

2. P, = P,R = dblg(P); 2. (P1, P2) = m_dbl_diffAdd( Py, P, P);
3. Fori=1—-2to0do 3. Else If n; = 1 then

4. laddarStep(Pl,Pg,ni) 4. (PQ,P1) = l'n,ddeI]CFAdd(PQ,131,]D)7
5. End For; 5. End If

6. Return Pi;

At the end of the ladder step, we have nP = (R, : ¥,,) and (n + 1)P =
(Rn+1 : The1) from the P and n in RT coordinate system. Let nP = (R, :
Sn 2 Ty) and (n+ 1)P = (Ryy1 ¢ Spy1 @ Tpy1), then R, = RS + 83, T, =
T3, Rnp1 = R3S, + 53,1 and T, = T2, Our objective is to retrieve the
R, and S,, explicitly from the known quantities R, S, T, R,,%,, R,.41 and
Tr41. We use the affine coordinates for simplicity, and our problem reduces to
computation of (r,,s,) explicitly given r = R/T, s = S/T, v, = R, /%, and
thr1 = Rng1/Tntre



Let the underlying field be Fom for some m € N. During retrieval of (r,, s,,),
we show that there will be two points (if m is odd) or six points (if m is even)
if v, = v = r® + s on the curve which satisfy that (n + 1)P = nP + P and
t, = rg + s3. Therefore, we need t, must not be the same as r. Theorem 2
shows how we should choose the P and the scalar n to have t,, # t. The proof
of Theorem 2 uses Lemmas 1 and 2, and Theorem 1. This also shows that we
can always explicitly compute (r,,s,) for the generalized Hessian curves used
in cryptography.

Lemma 1. Let H(, ) : 3+ 5%+ = 6rs be a generalized Hessian curve in
affine coordinate over Fom . Then, there exists a point of (r,s) on H, sy satisfying
r3 + 83 = v if and only if

©253

2. If m is even, then [ has cube roots in Fom, where

8= mz_z O+ 27”2_:1 2| and p € Fom with Tr(p) = 1
=t 253 I and p € Fom wi (n) =1.
=0

j=it1

1. Tr (M) =0, and

3
Proof. Let Tr ((Zjé? ) = 0. It is equivalent to saying that there exists a non-zero

3
r' € Fom such that % + v’ + % = 0. Now we can rewrite the equation as

3 3 3
e (Z,,t;) =0 < 7'+ (WTJ,:;? =t < r'+5 =r, where s’ = (er:;g) CIf
3
is a cube in Fom and let 3 =1/, then we have s’ = ((ngg) ) = 5% with s = 25

As a consequence, we get y+0drs =t =1'+5" = r3+53 that is 73+ 53+~ = ors.
3

If m is odd, then roots of the equation 2 + v/ + (%) = 0 are v X

HTr (qj;f) and (t x HTr (qjé?g) + t) [4]. Also, odd m ensures that every

element of Fom has a unique cube root, and so do 7’ and s’. Therefore, (r, s) is
a point on the curve H, 5) such that rd+s3 =1t

3
If m is even, then the roots of the equation 72 + v’ + (%) = 0 are

2¢ )
B and 8 + t, where 3 = tzygf (<(Z;F;3)s> Z;’Zil M2J> and u € Fam with

Tr(u) = 1 [4]. Let ¥/ = 3, and if 3 is a cube, then there exists a r € Fom such
that r3 = 7/ = 3. Therefore s = 25 € Fam. Now we have s* =% + v = +r.
Therefore, 3 + v also be a cube, and there is a point (r,s) on the curve H, )
with 7% + 53 = .

The other direction is trivially true. O

Lemma 2. Let H(y5) : r3 4+ 83 + v = érs be a generalized Hessian curve over
Fom. Let there be points (r,s) on H, 5 such that r3 + 53 =rv. If m is odd, then
there are two such points, else there are six such points.

Proof. 1. Let m be odd. If 73 + 53 = ¢, the equation r'? +tr' + ((7%)3) =0 has

roots in Fom by Lemma 1 as Tr ((Zj;g)s) = 0. The roots are tA\; and tA; +t¢



3
where \; = HTr ((’Ijga) ) Again, each element of Fom has a unique root in

Fom if m is odd. Therefore, there exists r1, 7y € Fom such that 7§ = tA; and
r3 = tA; +t. For each r;,i = 1,2, there is a unique s; = %. Then there are
two points (75, s;),7 = 1,2 on H, 5 such that r3 483 =t

3
2. If m is even, then the roots of the equation /2 4 tr’ + ((7%)) =0 are tAs

9 3y 2 1 3
and thy +t where Ao = > <<(1j;3) ) Z;n i 12 ) as Tr ((1;:;3) ) =0
from Lemma 1. Let the roots be 7§ = tAy and r5 = thy + t. If 7§ = tAy has
a solution in Fom, then it has three roots as 1, riw and riw? where w is a

primitive cube root of unity in Fom. For each such cube root, we have a point
(riw", s1,4) with s1; = g—:fé fori =0,1,2on H(, 5 such that riw3i 453 i=T

In Lemma 1, we have shown that if there are solutions of r§ = t)y, there
are solutions for r3 = vy + t. Similarly, we get another three such points
(row’, s9,;) where 3w + s3 ; = tv. Therefore, we have six points (r,s) on
H(,,s) such that 483 =r O

Theorem 1. Let H(, s : r3 4+ 53 + v = 6rs be a generalized Hessian curve over
Fom. Let P and Q be two points on the curve with >+ s3 =t. Then Q — P is a
point of order 3, or the point 2Q), or 2Q + P, where Ps is a point of order three.

Proof. We prove the theorem in two parts. First, we proof for Fom for some odd
m, and then for even m.

— Let m be odd. From Lemma 1, we have two points (r;,s;) with 7} =
tx HTr ((zgg,)g) +tx(i—1)and s; = 7%51 for i = 1,2 such that r} +s? = .

Let P = (r1,s1) and Q = (73, s2), then r§ri = (’Y;'t)?), that is riry = 'H' .
Using Equation (5) of [7], we get

P+Q=(r1:51:1)+(7’2:52:1):<r1:7+t:1)+<r2:7+t:1)

710 790
¥+t
=((y+v) 2 0) = ((y+1) : (v +71) : 0), where 7y = —
=(1:1:0).
This implies that P = —@Q. Therefore, Q — P = 2Q.
— Let m be even. Here rzfrg’ = ('Yj{t)g and choose 71,719 such that riry =
7+t From Lemma 2, we have six points (r; j,s;;) with r; ; = rjw’, r} =
m—2 m—1
t X Z (wt;;;)) Z 2 +tx (i—1) and s;; = ;’jg for all

j=k+1
2—12andj —012suchthatrj—|—sj =t Let P = (r;j,s;;) and
Q = (ryj,svj) and (i,5) # (7, j"). Now we compute @@ — P using the
projective addition formulas given in [7] in three different situations.



1. Let i =14',j # j/, and j' = j+j" with |j”| € {1, 2}. Using Equation (10)
of [7] and 1/w? = w?/w? = w, we get

Q=P (riyr sy i1)— (rogisiy 1) = (W" ot 1) _ (w ki 1)

riwi’d riwid
Wl (v+t 3 it v+ t)3 s
= (fyrioﬂ + 55 ) syrwd T 4 7%553 0] =(1:0 :0),

which is a point of order 3.
2. Let i # i and j + j' = 0 (mod 3). Now we add the points using the
projective addition formula given in Equation (5) of [7], we get

Y+ vyt
P+Q=(rij:sij: 1)+ (ryjspy:1)= (ri)j : o : 1) + (ri/hjf : re 0 : 1)
= ((v+71): (y+71):0), applying r; jry o = rrpwi ™ = 1 ° ;r i

=(1:1:0),

Hence, P = —Q that implies Q — P = 2Q.
3. Let i # 4 and j + 7' £ 0 (mod 3). Then

Q— P = (rirjr, 81 5) — (Tij,8i5) = (Tirjr, 8ir.7) — ((Ti,—j7 (mod 3)» Si,—j (mod 3)) — F3),
where P3 be a point of order 3 by case 1
= 2(7‘1‘/4‘/, Si/,j/) + P3; =2Q + P53, by case 2.

O

Theorem 2. Let P = (r,s) be a point of prime order p > 5 on a generalized
Hessian Curve Hy s5) : r3 4+ 83 + v = drs defined over Fom, and n be a scalar
multiple, with2 < n < p—2. Let nP = (ry,, 8,) witht, = rp +s3 and v = r3+s>.
Then t, # t.

Proof. Let (P) be the group generated by P. As the order of P is a prime p,
every non-identity element of (P) has order p. Let v = t,,.

1. P is a point of prime order p > 5, then nP — P = (n — 1)P can not be a
point of order 3. Therefore, case 1 of Theorem 1 can not occur.

2. Without loss of generality, assume that 2 <n < p—2. Then 3 < (n+ 1)
p—1. Now let nP — P = 2nP. Then (n+ 1)P = O, where 3 < (n+1)
p — 1, which contradicts that the order of the point P is p. Hence, case 2 of
Theorem 1 can not happen.

3. Let nP — P = 2nP 4 P3; where P3 be a point of order three. Then we have
(n+ 1)P = P;. Therefore, (n + 1)P is also of order p. Therefore, p must be
3, which contradicts the hypothesis. O

<
<

10



3.1 Retrieve R and S coordinates

Let P = (r,s) be a point on a generalized Hessian Curve H(, s : rd 4+ 83+
v = drs over a finite field Fom where m € N, and n > 2 be a scalar. Let
ord(P) = p > 5 and t = 73 + 5% # 0. Using Montgomery scalar multiplication,
we compute t,, = ry + s5 and t,41 =), + sb; in the RT coordinate where
t, =713+ 53 and v, =73 +s> ;. Notice that (n+1)P = nP + P. Applying
the addition formula (Equation (3) of [7]) of the generalized Hessian curve, we

_ (52rn,+si’r) _ (rzs",+ris)

SIS S
have 7,41 = ot and sp41 = Totrnes) - Therefore, we can write t;, | =
3 3 _ (Prp+sir)? (r?s,+r2s)? . . . e
Totl T Snt1 = Gatrne)® T (rotrne)® - After simplification, we apply rs = 5
and 7,5, = %, and we get

thrl(t + tn)3> /t7

1 1
S ford = (tELTS + 7%, + (@2 + )+ )+ 5 (e )+ + 5

03 1)
a quadratic equation in 3. Let the roots be rf’l,l and 7"73172 with 7”2,1 +ri72 =r.

1. Let m be odd. Then, using the relation rfm —1—85’171» = t,, we have two points
(rn.1s8n.1) = (P2 (71 ) V%) and (2, sn.2) = (1 + 0V, ()1 o+
t,)'/3). Let both the points (r,,;, s,.;) be on the curve H(,,5)- Then, we have

+t .
Tn,15n,1 = Tn,25n,2 = B 5 ™ from the equation of the curve H(Wg)

= 7"2,152,1 = 72,232,2 = 7"2,1(7”2,1 +tn) = (7‘2,1 + t)(ri,l +r+r,) = (vt =0.
As v #0, t = t,. By Lemma 2, this contradicts the fact ord(P) > 5, and it

is a contradiction to the assumption that both the points (7, i, sn,;) be on

the curve H(, 5). Hence we can compute nP uniquely.

2. Let m be even. Using the relation ) ; + s ; = t,, we have six points
(Tnjijs Snying) With 75 = rpw? for all i = 1,2 and j = 0,1,2 such that
i+ =t Let (rn1j,8n,1,5) and (72,50, 8n,2,57) be two points on
H(,5)- Then, we get

+t .
Tn1,jSn,1,j = Tn,2,j5n,2,j = %, from the equation of the curve H, s

3 3 _ .3 3 3 3 _ .3 .3
= Tn1,i%,1,5 = "™n,2,5'5n,2,5" = Tn,15n,1 = Tn,25n,2
3 (.3 3 3
= T’n,l(’rn,l + tn) = (rn,l + t)(rn,l +r+ tn) = t(t+ t’ﬂ) =0.

Ast#0, v =t,. By Lemma 2, this contradicts the fact ord(P) > 5. There-
fore, either (ry,1,5, 8n,1,5) OF (Tn,2,57, Sn,2,j+) is a point on the curve H, ), but
not both. Without loss of generality, let us assume that for (7, 1,1, $n,1,1) be
the point on the curve, and we get three points (71,5, 8n,1,5), 4 =0,1,2 on
the curve H, 5). By Proposition 1 of [7], these three points are nP, nP + P3
and nP + 2P;, where Ps is a point of order 3. Among these three points, nP
has order p, and the other two have order 3p. If p is known to us, we can
uniquely determine the nP by computing the order of any two.

11



In order to avoid the computation of the order of a point, we can choose the
scalar of the form 3n. Now we can compute nP, and take any point from
the above-mentioned three points. Then we compute 3nP with the fixed
addition chain (1, 1) at the cost of one standard addition and one standard
doubling on a generalized Hessian curve. This way we can uniquely compute
3nP that is side-channel attack resistant.

For cryptographic purposes, we use Fom with m as prime [2,9, 21, 15]. Except

for 2, all the prime numbers are odd, and we can compute the nP uniquely from
P, t(nP), and t((n + 1)P) following the algorithm as given in Table 6.

Table 6. Compute nP from P, v(nP) and t((n+1)P) on H(, s) over Fom with odd m

Input: The point P = (r,s) , t(nP) and t((n + 1)P)

Output: nP

1. Setv=r"+s°.

2. If t =0, Return L, else Continue;

3. Parse the input as t; = t(P),r2 = t(nP), t3 = t((n+ 1)P)
4. For i = 1,2, Compute a; = %

5. Compute ¢ = (tgr?’ +vor® + afazty + arade; + %%2)3) /8
6. Compute h = r; x HalfTrace(c).

7. Ifh(h+r2) = (%)5 (As the cube roots here are unique)
8. Return (7, sn) = (52, (b 4 t2)'/?)

9. Else

10. Return (7, 50) = ((h + 1), (h +v1 +t2)'/3)

4 Moving between Weierstrass curve and Generalized
Hessian curve

A short Weierstrass curve BEw(, ;) has an isomorphic Hessian curve if there ex-
ists a point of order three [26,7]. We first move BEw(, ) to the triangular form
of the Weierstrass curve, and then from the triangular form, the generalized Hes-
sian has been derived. The existence of a triangular form relies on the existence
of a point of order three on BEw(, ;). In this work, our objective is to connect
a binary Kummer line to a generalized Hessian curve, thus we will be using the
short Weierstrass curve of the form BEw,. First, we discuss the existence of
a point of order three on short Weierstrass curve BEw(;). Then we discuss the
isomorphic connection of the short Weierstrass curve to the generalized Hessian
curve via Triangular form. As the second method, we show that we can con-
nect BEw() to a generalized Hessian curve using two isogenies. This guarantees
an isogenous generalized Hessian curve just by choosing a binary Kummer line
with a small coefficient ¢ where the associated Weierstrass curve BEw,) has a

12



point of order three and the Hessian curve uses the same ¢ in the arithmetic of
Montgomery ladder step.

4.1 Moving between Weierstrass curve and Triangular Form

Let us start with the definition of the triangular form of the Weierstrass curve.

Definition 1. [7] Let ag € Fam and aj3(az + 1) # 0. The projective form of the
triangular Weierstrass curve over Fom is defined by

BEWT (4g) : Y2Z + XYZ + a3YZ? = X°. (9)

Lemma 3. Let BEwy,) be defined over Fam and has a point of order 3 if and
only if z* + 23 +b =0 has a root in Fom, namely x3, with Tr(z3) = 0.

Proof. Let x3 be a root of x* + 23 + b = 0 with Tr(z3) = 0. There exists a point
P = (x3,y3) on BEw(,) over Faom if y3 is a root of the equation Y +asy+(r3+b) =
0. y3 exists if and only if Tr ((z§ + b)/23) = 0. Using z3 + 23 + b = 0 and
the characteristic of the underlying field is two, we have Tr ((z§ + b)/23) =
Tr (25/23) = Tr (23) = Tr (x3) = 0. Therefore, P = (z3,ys) is a point on BEw
over Fom. Now, we compute 2P = (z2,y2) = (23 + b/23,23 + (n + 1)x2), where
n = 3 + y3/x3. Simplifying x5 and y2, we get xo = 2% + b/x3 = (23 +b) /23 =
x3/23 = 23, and y2 = 23 + (n + Vag = 23 + (v3+y3/x3+ 1) 23 = 23 + ¥3.
Therefore, we have 2P = (3,23 + y3) = —P, that is 3P = O.

Conversely, let P = (z3,y3) be a point of order 3 on BEw(y) over Fam. There-
fore, we have 3P = O, that is 2P = —P. Equating the z-coordinates, we get
23 +b/23 = 23, that is, 23 is a root of the equation z* + 23 + b = 0. Also, y3 is a
root of the quadratic equation y? + x3y + (23 + b) = 0, that implies Tr(x3) = 0.

O

Remark 1. One can also find the cardinality of the elliptic curve BEw(, 3, and
if it is divisible by 3, then there is a point of order three by Cauchy’s theorem.
But this does not give the point explicitly, our approach does.

Lemma 4. Let BEwg, : Y2Z + XYZ = X3 + bZ3 be a short Weierstrass
elliptic curve defined over Fom with b # 0 containing a point of order 3, say
P = (x3,y3). Then BEw,) is isomorphic to the triangular Weierstrass elliptic
curve BEWT () : Y2Z + XYZ + 23YZ?% = X3 such that x3(1 + z3) # 0 and P
maps to the point (0:0:1).

Proof. Consider the following map o : BEwy — BEWT 5, [26]:

3 + Y3
Z3
(10)
The map ¢ is of the form (u?X +rZ : u3Y +u?sX +tZ : Z) withu = 1,r =
r3,5 =1 and t = x3. Therefore, this map forms an isomorphism [25, P. 44]. O

oX:Y:2)—= (XY, Z)= (X +23Z:Y +nX +22Z: 7), where ) =
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4.2 Moving between BEwT (4,) to H(, s)

[7, Theorem 1] provides similar maps given in Theorem 3. But the map of [7,
Theorem 1] that corresponds x2 of Theorem 3 does not preserve the identity and
thus is not an isomorphism. The next theorem follows the map given in [30] and
provides the corrected version that fixes the identity and forms an isomorphism.

Theorem 3. Let BEwT,,) : Y2Z4+XYZ4a3YZ? = X3 be a Weierstrass elliptic
curve of triangular form with az € Fam and a3(az + 1) # 0. Then there exists a
Generalized Hessian Curve H, s : R3 + 8% + 4T3 = §RST that is isomorphic
to BEWT(as),

Proof. We prove it in two parts based on whether m is odd or even.

1. Let m be odd. Every element of FFom has a unique cube root, and thus the
1+ a3. Let v be the cube root of 1+ az. As char =2 # 3, x1 : BEWT(o,) —
H(s) (= H1,5)) forms an isomorphism where 6 = 1/(1 + v) by the Remark 1
of [7, Theorem 1]. x; is as given below.

x1(X:Y:Z)y=(R:5:T)
R=vX+Y+a3Z
S=(1+v)X+Y
T=(14+v)X+a3Z

(11)

2. Let m be even. Now only one-third of the elements of Fom have a cube root,
and BEwWT (,,) is isomorphic to Hs) by x1 whenever a3 + 1 has a cube root.
The map x2 : BEWT (4,) — H(144,,1) forms the isomorphism when az + 1 is
not a cube.

x2e(X:Y:Z)=(R:5:T)
R=wX+Y +aswZ
S =wX+Y + azw?Z
T =X,

(12)

where w is a primitive cube root of 1. Even m ensures the existence of w [6].
To resist GHS [10] and JV [15] attacks, finite fields with prime extensions are
used for cryptographic purposes. We are interested in the map y; because
all primes except 2 are odd. O

4.3 Moving Between BEw,) and H(, s5) via Isomorphism

In this section, we now combine all the individual mappings short Weierstrass
to and from triangular Weierstrass, and triangular Weierstrass to and from gen-
eralized Hessian. As a result, we achieve the necessary relations among short
Weierstrass Curve BEw(;) and generalized Hessian curve H, s).

Theorem 4. BEw(, : Y2Z +XYZ = X3 +bZ3 be a short Weierstrass curve
such that x* + 23 + b = 0 has a root in Fom, namely w3, with Tr(x3) = 0. Let
(73,y3) be a point of order 3 of BEw(y).

14



1. If 1+ 3 is a cube in Fom with the cube root v, then BEw ) is isomorphic to
a Hessian curve Hs=1/(14v)) : R3? + 83 + T3 = §RST by the mapping

M(X:Y:Z)=(R:5:T)
R = (vas + 5 +y3)X +a3Y + (vai +1323)Z
S = (23 +y3 +vas + x3)X +23Y + (vai + 1323)Z
T =231+ v)X +vaiZ.

2. If 1 + x3 does not have a cube root in Fom, then BEwy,) is isomorphic to
a generalized Hessian curve Hiy—144,1) : R3 + 83 4+ 4T3 = RST by the
mapping

9 (X:Y:Z)=(R:S5:T)
R= (w23 + 23 +y3) X +23Y + (25 + 23)Z
S = (wrs + 23 +y3) X + 23Y + (23 +23)7
T =ux3X + 237,
where w is a primitive cube root of 1 in Fom.

Proof. Let BEwy,) : Y2Z + XY Z = X? +bZ3 be a short Weierstrass curve. As
x3 € Fom is a root of z* + 2® + b = 0 and Tr(z3) = 0, BEw(;) has a point of
order 3 of the form (x3,-) by Theorem(3). Let P = (z3,ys) be a point order 3
that satisfies BEw ;). Therefore, BEw ;) is isomorphic to the triangular form of
the Weierstrass elliptic curve BEwT ;) : Y?2Z + XYZ + x3YZ? = X3 by mapping
o (Equation (10)) of Lemma 4.

1. If 1 + x3 is a cube in Fom, then BEwWT (,,) is isomorphic to a Hessian curve
H(s=1/(14+)) by the mapping x1 from Theorem 3, where v is a cube root of
1+ x3. Composition of ¢ and x; gives us ¥1 = x1 0 o, and makes the BEw
isomorphic to a Hessian curve Hs—1/(14.))-

2. 1+ x3 € Fom and 1 + x3 is not a cube only if the extension degree m of
Fam is even. Then BEwT ., is isomorphic to a generalized Hessian curve
H(y=1425,1) by the mapping x2 from Theorem 3. Similarly composing ¢ and
X2, we get J2 = X2 0 0, and Y2 makes BEw(;) isomorphic to a generalized
Hessian curve Hy=144, 1) O

4.4 Moving between BEw () and H(, 5) via Isogeny

To move between BEw(;) and Hy, 5, we define two isogenies with their duals: (i)
¢ is a 2-isogeny between BEw;) and BEW( by and (ii) £ is a 3-isogeny between
H(an) and H(A,l) with A = a + a? + a3.

Theorem 5. Let BEw, : Y2Z + XYZ = X3 +bZ? be a short Weierstrass

curve defined on Fom where b € Fom with b £ 0. Then there exists an 2-isogeny
¢ : BEwgy,) — BEW(\/B) defined by

OX Y : Z) = (X34+VbX 2% X2Y +VOX2Z VX Z2 VY 224027 - X2 Z),

and the dual is

XY :2)=(X?:Y%:2%
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Proof. For simplicity, we use the affine form of BEw(, : y* + zy = 2 +b. As
every element of Fom has a unique square root, (0, \/5) is the point of order 2 on
BEw(y). Let G be the subgroup of order two generated by (0, \/5) Using Velu’s
Formula [29] and Theorem 25.1.6 of [8], We construct an isogeny ¢; : BEw) —

E', where E' : y? + 2’y = 2® + Vba' + Vb + b as

23+ Vb 2y + Vb(z* +x+y)
(bl (l‘,y) = 2 ) 2 .
x x
Secondly, we define the isomorphism ¢o : E' — BEw ) as (', y) — (& =

z',9 = ' + vb). The composition of ¢; and ¢, gives us the isogeny ¢ from
BEW(b) to BEW(\/B) as

The dual isogeny ¢ : BEw 5 — BEw, is defined by ¢(&,7) = (32, §?),
where

In b b by2 b2
(pod)(P=(z,9) = <x2+$2,y2+b+$2+x4+x4)

2 b 3 b yb b
="+ =2t + 5+ 3+
x x x x

2 2 2 2 2

Finally, the projective version of ¢ and qAS can be written as ¢(X : Y : Z) =
(X®+VbXZ%: X?Y + VX2 Z +VbXZ? +VbY Z? +bZ3 : X?Z) and the dual
X :Y:2)=(X2:Y2:22). O

The form of the isogeny given by £ in Theorem 6 appears in [30] without any
proof, and also the dual is absent. Without the dual, we can not move in both
directions. Theorem 6 completes the isogeny by giving the dual and the required
proofs of isogeny and the dual.

Theorem 6. Let H,s 1y : R3+83+a>T? = RST be a generalized Hessian curve
defined over Fom with a # 0. Then there erists a 3-isogeny & : Hgs 1y — Ha
where A = a + a® + a® defined by

ER:S:T)=(a*T*S + aR*T + S?R : a®*T*R + aS*T + RS : RST),
and the dual is

ER:S:T)=(aRST + 5% : (1+a)RST + 5%+ AT® : RST + (1 + a + a®)T®).
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Proof. From the rational map & : Higs 1) — H(4,1), we have
R3+834+ AT+ RST = (aR>S*T?+R3S%+4a° R*T% 44 S°T%) (R*+S%4+a*T?+RST).

Therefore, the range of £ is indeed H 4 1). Let P = (R: S :T) and {(P) = (1 :
1:0). Then we have RST = 0, and

1. If R =0, then a>T2S = aS?T, i.e. aT = S, and P = (0,a,1).
2. If S =0, then aR*T = a?RT?, i.e. R =aT, and P = (a,0,1).
3. If T =0, then RS? = R%S,i.e. R= S, and P = (1,1,0).

Therefore, the kernel of £ is ker(§) = {(1:1:0),(a:0:1),(0:a: 1)}, and
makes ¢ a 3-isogeny.
Now consider the rational map & : H4,1) — H(qs,1) is defined by

ER:8:T)=(aRST + 5% : (1 +a)RST + S® + AT® : RST + (1 + a + a*)T?)

The é fixes the identity, and so f is an isogeny. Let P = (R : S : T') be a point on
Has,1). Let ((0&)(R:S:T) = (Ry:Sy:Ty) and A = R®+ S% 4+ a®T?% + RST.

1. If T # 0, then we compute doubling and addition by Equations (6) and (5)
of [7} Let 3P = (R3 : Sg : Td) Now
Rs =T(R4)
S = T(Sy + A(@®R*T? + a®*S*T? + R*S®))
T3 = T(Ty + A((1 + a) R*S?*T? + a®RST* + R*ST + RS*T))

Therefore, (0 &)(R:S:T) = (Ry:Sy:Ty) = (Rs:S3:T3) =3(R:S:T).

2. If T = 0, then addition by Equation (5) of [7] fails and produces (0: 0 : 0).
In this case, we do addition by Equation (9) of [7]. Notice that, if T' = 0
both R and S must be non-zero. Let 3P = (R} : S5 : T4) and we have

Ré = S(Ra4)

Sh = S(S;+ A(a®R3T? + aS3T? + R3S?))

T; = S(Ty + A((1 + a)R*S*T? + a®*RST* + R*ST + RS*T))
Therefore, (0 &)(R:S:T) = (Ry:Sy:Ty) = (Ry:S,:T5) =3(R:S:T).

This shows that é is the dual of &. O

Theorem 7. Let BEw() : Y2Z + XYZ = X3+ *Z3 be a short Weierstrass
curve on Fom where m is odd and c(# 0) € Fom, and BEw(.y has a point of
order 3. Then there erists a generalized Hessian curve H(, 1y that is isogenous

to BEw(4y such that /73 (v +1) = c.
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Proof. By Theorem 5, there exists an isogeny ¢ : BEw(.4) — BEw(c2). BEw/.s,

and BEw(.2) have the same cardinality by Theorem 1 of [28]. Therefore, BEw/.2)

has a point of order 3, and let the point be (x3,y3). Then by Lemma 3, 23 + 3 =

2. BEw/(c2) is isomorphic to triangular form BEwT,,) by the mapping ¢ of

Lemma 4. The map x; of Theorem 3 makes BEwT,,) isomorphic to the gen-
1

eralized Hessian curve H; 5), where § = 15 and v3 = 14 x3, for odd m.

Again, H( 5) is isomorphic to H(s%vl) = H((141)3,1) through the map ¢ (Equa-
tion (8)). By Theorem 6, there exists an isogeny & : H(14.3,1) = H¢,,1), where
vy=04v)+ 1 +v)?+ (1 +v)®=1+0v>= z3. Therefore, the composition
((opoxiopo@) as given in Figure 1, we get that H(,, 1) is isogenous to BEw 1)
with /3(y +1) = 2l +a3 = V2 =c. O

Figure 1 shows the diagrammatic view of the compositions of the maps and
the connectivity of different curves.

di=x100
X ube root H(l'{;)
(E ) bes ©
BEWT ,,
(Lc)m
25) hag
: y Mo

BKL(1.c)+—=BEw(..)

=

2., ) (#3,3) is a point of order 3 on BEw.

ﬁ@ 4 (¢, y5) is a point of order 3 on BEw,z

8

i‘ BEw/2)

<

= =142}

2 L

g 0 ==

E °=1 " /5—\

& .

¢ BEWT,, *—— H 5 «2—»H 3 ¢ H

] (a5) (19) ((1+v)%,1) I3 (2h.1)

g —

Fig. 1. All the paths of connection between Kummer and Hessian over binary field

4.5 Optimized Arithmetic on H( 1)

The H, 1) obtained by Theorem 7 requires the smallest number of field opera-
tions. Let the SRT-coordinates of P, @, and P—Q on H(, 1) be (R, T1), (Ra, Ta),
and (R, 1), respectively. RT-coordinate of 2P and P + @ are (Rs3,T3) and
(R4, T4) respectively. Applying 6 = 1 and /(73 + 1) = ¢ in the arithmetic
given in Table 3, we obtain new optimized arithmetic given in Table 7 that
needs only 5[M] + 4[S] + 1[C,] operations in total.

5 Concrete proposal of curves

In the previous sections, we have established the relations among the Binary
Kummer Lines and Hessian Curves. In this section, we apply all the results
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Table 7. Mixed Doubling and Differential Addition on Binary H,,1)

A=R +T,B=RoxT,,C=AxB,D=R{,E=T1,F =D +/y*(1 +7)E,
Ry =F>,T3=D*E,Ty=(A+B)> Ry =C+Rx+Ty

derived till now to propose the appropriate pair of secure and practical curves
which target 128-bit security over three binary fields: Fozs1 = Fo[t]/(#2°! + 17 +
4412 4-1), Fozsr = Fat] /(1257 +t124+1), and Faaes = Fo[t] /(263 419 5 5 44+
t3 +t2 +t+1). We choose these three particular fields as their extension degrees
are all primes. Therefore the proposed curves are resistant to GHS attack [9]
and JV attack [15].

Table 8. Pairs of Binary Kummer Lines and Binary Generalized Hessian Curves

Field BKL(LC) H(l,(;) (IOgQ(pl),IOgQ (pg)) (h,hT) Bit Security
BKL(25170171) H(251,1,61)

Fy251 BKL(251, c1.2) [H(251, 1, 02) (247.4,248.4) 123.7
BKL(257,c1.3)| H(257, 1, 03)

Fy2s7 BKL(25T c1 ) (257 1.564) (253.4,254.4) | (12,6) 126.7
BKL(263,0175) H(263, 1,65)

Fy263 BKL(263 1 ) [F(263 1.0 (259.4,260.4) 129.7

01,1=0X1bd9

c1,2=0x760a53a3277bf1{5fe922cc529eb7€95922999fec51£300d6885642c40f067a

01’3:0X3C81

c1,4=0x1073185a9d794b3ab04aade0f1fab315b290030dcce495e1a20afd1998b8557a
C175:0X19001
c1,6=0x1e491{f78af94d6ee907243a5dbd50922284849715d3ded4c70ff4e97a1d88e16f
61 =0x4824661fb5bbc013eb1922d62f25db7e83{8553b40bbbfa29d2b333386e621
62=0x326
03=0x1cdb20e7787e32aa7b48e2287da944fcf4e313eclbee64a440d047893b95fa2e4
64=0x111d2
05=0x4db5114bea200f30ccab250fal7cefc93c0eb4991bcfI0c0b25d3683be619cf579
66=0x9bbd

We list six pairs of binary Kummer lines and binary generalized Hessian
curves in Table 8. Here, BKL(m, ¢) denotes the BKL(1.c) defined over Fam such
that the corresponding BEw(.4) has a point of order 3, and H(m,~,d) denotes
the H(, 5y on the field Fom where 7,6 # 0 and 0% # ~. Observe that all
the curves have a cofactor of h = 12, and the cofactor of the corresponding
twist is hy = 6. Let BEW(C%J) be the associated short Weierstrass curve to

BKL(251,¢1,1). From [24] and the existence of a point of order 3, we have that
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BEw(.+ ) must have a cofactor divisible by 12. Let the cardinality of BEw (. )
be 12p,, where po is a prime. Then the cardinality of the twist of BEw(s  is
2mFl 4+ 2 —12py = 2(2™ + 1) — 12p, and is divisible by 2. Now the chosen m are
odd, and thus 2™ = 2 (mod 3), and (2™ + 1) is divisible by 3. Therefore, the ob-
tained cofactors are optimal. We first choose the smallest curve parameters (¢ or
0) for the boldfaced curve that achieves appropriate security. Next, we compute
the rest of the values in that row. For example, consider the BKL(251, ¢y 1) and
H(251,1, 61) pair. Here, we found that ¢; 1=0x1bd9 is the smallest parameter for
which we have optimal cofactor. Then the associated short Weierstrass curve is
BEw(.1 ), say (23,y3). By Theorem 4, we have an isomorphic generalized Hes-
sian curve H(y 5,y where §; = 1/(1 +v) and v® = 14 3. On the other hand,
consider the BKL(251, ¢y 2) and H(251,1,d5) pair. The inverse of the isomor-
phisms reveals that H(, 5 is isomorphic to BEWT(1/62+1/5§+1/§%). Furthermore,

it can be shown that BEWT(1/52+1/6§+1/6§) has an isomorphic form BEw), with

b= (1/02+1/63 + 1/63)3 (1+41/35)" if Tr(z) = 0. Therefore, we choose the
2
02 as the smallest one such that Tr(é%) = 0 and we have optimal cofactor, and
2

then 6%72 = b. This way of choosing a generalized Hessian curve is suggested
by [7]. But for the curves H(-, 1,d;), i = 2,4,6, although 47 is small, 1/4/53 is
not. Table 9 includes the binary Kummer line and generalized Hessian curve
pairs where we choose the curves H(-,~;, 1), ¢ = 1,2, 3, following the Theorem 6.
The generalized Hessian curves of Table 9 provide the best operation counts
mentioned in this article.

Table 9. Binary Generalized Hessian Curves

Field Hiy,1 c= /Y3 (v+1)| BKLu |(logy(p1),logs(p2))|(h, hr)|Bit Security
Fooor [H(251,71,1)|  Ox1bd9  |BKL(251,c21)| (247.4,248.4) 1237
Fooor |[H(257,72,1)|  0x3c81  |BKL(257,c20)| (253.4,254.4) |(12,6)[ 1267
Fyzes [H(263,7s,1)|  0x10001  |BKL(263,c23)|  (259.4,260.4) 129.7

71 =0xee2ff990cc63e819¢808dd80c72e8480cce06d2b345f5bed064dcl1eac95T
v2=0x1a60e52cdb75f34dd81a3d06572ad37d97244b45c383{d5af352f3d96bb681c40
v3=0x524570b33dddaa3eb326586232db22913ade54698e379dc9cb03258bfcf6beb571

6 Conclusion

We provide a method to retrieve the R and S coordinates of the point nP
obtained by the Montgomery ladder scalar multiplication in $RT coordinates of
a generalized Hessian curve. We connect binary Kummer line to generalized
Hessian curve via isomorphism and via isogeny. We also include new concrete
proposals of binary Kummer lines and corresponding generalized Hessian curves
that target 128-bit security levels and have small constants required for the
arithmetic.
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