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Abstract. A recent paper by Bathe et al. proposed a differential fault
injection attack on the stream cipher Espresso. The authors claimed that
the injection of 4 random faults in the internal state was enough for state
recovery. In this article we present an improved implementation of their
technique - with modifications in both the pre-processing and the online
phases. As a result we report internal state recovery of Espresso using
only 3 injected faults in comparable time. Our experimental data also
leads to some interesting observations regarding the dependence of the
stages of the Espresso state.
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1 Introduction

The stream cipher Espresso was proposed by E. Dubrova and M. Hell [1] with
the design rationale of “minimizing the hardware footprint and maximizing the
throughput of the design”(page 274, [1]), which would make it a candidate scheme
for providing security in 5G mobile communication. The main design feature of
Espresso is the use of a non-linear feedback shift register (NLFSR) in the so-
called Galois configuration, allowing non-linear feedback from multiple shift reg-
ister stages into several intermediate stages of the shift register. This is claimed
to result in “smaller” (cf. Section 4, [1]) feedback functions leading to a reduction
in the overall propagation delay. The Espresso NLFSR is thus different from the
more widely reported FSRs in the so-called Fibonacci configuration, where the
feedback function is input only at the terminal stage and the only input to each
intermediate stage is from its preceding stage.

Since its proposal in 2017, the application of the following major cryptanalysis
techniques has been reported on Espresso - differential fault attack [2], TMDTO
attack [3], algebraic attack [5]. As the main focus of our paper is the differ-
ential fault attack, its is treated in detail in the subsequent sections. In [3], a
possible TMDTO attack on Espresso is discussed along the lines of [4], where a
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pre-determined set of 39 internal state bits of Espresso are set to zero, and the
update equations are solved to extract the first 35 keystream bits. This reduces
the search space from 22°6 to 282, giving a dimension of the pre-computation
table. The main contribution of [3] is to provide state update tables which lead
to the computation of the 35 output bits as part of this conditional sampling
formulation. The paper outlines an algorithm to mount a TMDTO attack on
Espresso and presents estimates of TMDTO parameters.

A recurring theme in the algebraic cryptanalysis of Espresso is equivalence-
preserving transformations of NLFSRs in the Galois configuration to the Fi-
bonacci configuration, or another Galois configuration with fewer feedback func-
tions. The importance of such analysis stems from the fact that the security
claims made in the proposal paper [1] against standard cryptanalytic techniques
were based on a so-called ‘equivalent’ NLFSR which had only two non-linear feed-
back functions compared to the 14 feedback functions of the Espresso NLFSR.
In [5], the main contribution is the formulation and analysis of a transformation
which is claimed to reduce the Espresso NLFSR to an equivalent LFSR. The
authors further contend that the output generated by the transformed cipher
output function matches the output of the original Espresso cipher. Based on
the above framework, estimates of applying standard algebraic attacks, as for-
mulated in [6] and [7], on the equivalent LFSR-plus-non-linear output function
scheme are provided.

In this article, we present an improved implementation of a Differential Fault
Injection Attack on the Espresso stream cipher by Bathe et al., reported in IN-
DOCRYPT 2021 [2]. The concept of differential fault injection attack (cf. [8],
[9]) involves the creation of additional sets of equations in the form of difference
equations obtained from the different stages of a shift register state. These dif-
ference equations capture the cascading effect of the injection of a random fault
in one of the stages. The complete set of these difference equations, generated
over several clock intervals, is merged with the set of update equations for the
cipher without any fault injection and the union of all these sets of equations is
fed to a SAT solver. If the random fault locations have been correctly estimated
using the pre-computed data, the SAT solver would return the internal state of
the cipher with high probability. Differential fault attacks on Trivium, Grain,
ACORN and Lizard have been reported in [10], [11] and [12]. In [2], it was re-
ported that the injection of four random faults was enough for a successful run
of this attack on the Espresso stream cipher, and the time taken for the online
phase was around 400s.

Our Contributions: We report improvements on Bathe et al.’s algorithm [2]
in the implementation of both the pre-computation stage and the state recovery
phase of the attack as follows.

1. In [2], it was suggested that the pre-computation table be constructed using
220 yandom trials per component for all the 256 signatures. We have suc-
cessfully generated the pre-computation data with a reduced number of 2!°

random trials per component.
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2. We have introduced an abort-and-retry functionality in the online phase of
the state recovery attack.

3. We have succeeded in completing the state recovery attack injecting three
random faults in comparable time with that reported in [2] using four
random faults.

Organization of the paper: We begin with a brief description of the Espresso
cipher and outline the concept of a differential fault attack (DFA) on a stream ci-
pher. We then discuss the formulation and key steps of Bathe et al.’s differential
fault attack on Espresso. Next we present the details of the improved imple-
mentation algorithm, describing first our modifications in the pre-computation
phase and then in the online state recovery phase. Representative data are then
tabulated for both the 4-fault injection and 3-fault injection experiments. We
conclude with some observations based on our data and outline the scope of
future work.

2 Differential Fault Attack on Espresso

In this section, we first briefly describe the stream cipher Espresso following
[1]. Next we outline the concept of fault attack on stream ciphers from [2], and
describe the different stages of such an attack, with their objectives.

2.1 The Espresso NLFSR and Output Function

We use the same notation as [1] to denote the designed NLFSR as G; the feedback
function of the i-th stage of G is denoted g;. In terms of the functions g;, the
NLFSR G is defined as follows.

Go55(T) = 20 D L4170
G251() = 252 © 42283 © T8
g247(T) = T248 © T44T102 D Ta0
G243(T) = 244 ® 437118 © T103
G239(T) = 240 © T462141 © T117
9235(T) = T236 © T67T90T110T137
G231(%) = 232 ® T50T159 B T189
Go17(7) = 218 © T3T32
9213(I) X214 D T4T45
9209(T) = T210 © T6T64

9205 () = T206 © T5T80

9201 () = T202 © T8T103
9197(2) = T198 © T20T52T72T99
9193(%) = T194 ® T127121
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All the remaining feedback functions are defined as: g;(x) = x;11, i.e. the only
input to the stage is from the preceding stage, updated with each clock. The
output function is defined as:

2(x) =80 B Tog B T137 D T1s7 D T2 P Tao7 B T243T217 D Taa7T231 B T213T235

D 2557251 D 1817239 D T174%44 D T164%29 D T255T247T24302132181L174

(1)

Key and IV Initialization of Espresso:

Denoting the key bits as k;, 0 < ¢ < 127 and IV;, 0 < ¢ < 95, to be the bits
of the initialization value, the loading scheme of the key and the IV bits in the
shift register may be described as follows:

Z'i:I‘/i_lgg, 128§ZS223
r;=1, 224 <i<254

xo55 =0

In the initialization phase, the cipher is clocked 256 times and each time the
produced output bit is XOR-ed with the stages xo55 and x217. Hence, in this
phase, these two feedback functions of the NLFSR are given by:

9517 (x) = 218 B T3732 @ 2()

goas(x) = 0 & Ta1270 & 2()

2.2 Bathe et al.’s Differential Fault Attack Strategy

A simple strategy for mounting (differential) fault attacks on stream ciphers is
outlined as follows, which summarizes the technique of Bathe et al. in [2].

1. With a valid key and IV fed to the cipher, record a sufficiently long chunk
of the keystream after initialization.

2. Then ‘reset’ the cipher, randomly flip one bit of the cipher internal state,
and record a similar sized chunk of keystream with the same key and IV as
before.

3. The two strings of keystream bits - corresponding to the keystream without
fault and the fault-injected keystream, respectively - are compared. With
the aid of pre-computed data and some statistical analysis of the observed
keystreams, the fault location is estimated.

4. For each such bit-flip fault location estimate, a new (set of) difference equa-
tion(s) is (are) generated. Then the entire system of equations, including the
update equations for the cipher without any fault injection, is fed to a SAT
solver to solve for the unperturbed internal state of the cipher.
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DFA on a stream cipher typically involves two phases - the offline phase and
the online phase. The offline phase generates computational data, based on suffi-
ciently large number of trials, which contain statistical information specific to the
keystream generated by a fault injected in each possible location. For a stream
cipher employing an n-stage feedback shift register, there are n possible fault
locations. If A\ keystream bits are processed for R random trials to generate the
data identifying each fault, the offline computational data will be stored in a
3-dimensional array of size
nxXAXR

This offline data will be used in the first step of online calculation to extract the
random fault location from an observed keystream string of length A\, employing
statistical correlation tools.

Once multiple fault locations have been extracted, using multiple reset-inject-
extract sequences, the attack moves into the phase where systems of equations
are generated as follows.

1. The first system of equations is generated using the cipher update equations
along with the cipher output equation, corresponding to the case when no
fault is injected.

2. Further systems of equations are generated in the form of difference equa-
tions for the output and the cipher update equations, corresponding to the
extracted fault locations.

The union of all the sets of equations generated as above are then fed to a SAT
solver, which will return the correct internal state of the stream cipher provided
that a sufficient number of correct fault locations has been used to generate the
equation sets.

The Strategy of Fault Location using ‘Signatures’ In this subsection,
following Section 3 of [2] (cf. [11] also), we present some details on the offline
computation steps leading to the extraction of random faults in the initial stages
of the attack.

Consider that a fault has been injected into an unknown location f of an n-
stage cipher state, and we have access to A ~ n keystream bits. The offline
phase consists of the computation of a vector of length A, termed the signature,
for each possible fault location (say, from f =0 to f =n —1) defined as follows.

S(f):{s(()f)7s(()f),...,sg\@1} (2)
where sl(»f ), corresponding to the i-th keystream bit associated with fault f is
given by:

1
st = 5~ Prlai # 2] (3)

In the above equation, z; denotes the keystream bit obtained without fault in-
jection, and zi(f ) denotes the keystream bit obtained after injecting a fault in
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the location f. For each possible location f of the state of the cipher, the vector
SU) | with A components, is computed over a large number of random trials and
stored in a table. The fault signature is said to be strong if the following value

is close to 1. -
a(5<f>) :22% (4)

Extraction of Random Fault Location in the Online Phase:

The online phase commences with the adversary performing w trials, injecting a
fault in the cipher in each trial, where the parameter w is large enough to solve
for the state of the cipher. The fault location for each such trial is obtained in
the following steps.

1. Record the original keystream zg, z1, ..., 2x_1, and then reset the cipher to
the original state, re-keying the cipher with the same key and IV.

2. Inject a fault in an unknown location -, and record corresponding keystream
v M ()
)y 21

A U e
3. For each unknown fault v, a trail vector is computed for i = 0,1,..., A —1
as:

_lf g =2
70 [i] = { ?7 1 z ZZ(»Y) (5)
5, if z; # 2;
4. Ideally, the fault location f for which the signature S() has the closest match
with the trail 7(?), would be the correct fault location.

In the final step, given an unknown fault index -, one computes the sam-
ple Pearson correlation coefficient between the corresponding trail vector 7(7)
(Equation 5) and the signature vectors corresponding to each fault location (cf.
Equation 2). A list of indices, denoted L., is created and sorted in the decreasing
order of signature-vs.-trail correlation coefficient, which eventually leads to an
estimate of the fault location.

State Recovery Using the Fault-Injected Keystream Equations:

The above process is repeated w times, for w fault locations, hence the attack pro-
cesses w + 1 keystream sequences. Denoting the fault indices as vo, 71, - - - Yw—1,
we have w lists denoted by: Ly, L1,...,L,_1. Next choosing a set of w fault
locations, pg,p1,--.,Pw—1, Where each p; € L;, a system of equations is solved
to recover the state. The solution is used to generate a keystream of length A,
which is compared with the available keystream. If it does not match, the so-
lution process is repeated using the next best set of locations pj, p},...,p,_1,
chosen with increasing rank in the respective lists.

2.3 Setting up the Espresso Equations

Consider first the equations for the keystream bits without any fault injection.
As noted in [2], the Espresso non-linear feedback shift register (NLFSR) has 14
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non-linear feedback bits, for which new variables are introduced in each clocking.
These are fed back into the respective positions of the state bits, and form
another set of equations involving these new variables. This process results in
generating equations of shorter length, which are easier to solve, at the cost of
increasing the number of variables by a count of 14 every clock. This technique
is described as Algorithm 3 in [2], and we present the key steps as follows.

— The output function of Espresso is defined as eqo and it is matched with the
known keystream bits from i = 0 to 255.

— Then the 14 non-linear feedback functions at different intermediate stages
are defined.

— Next the forward shift from the predecessor x;11 to successor z; in the shift
register stages for every clocking is defined.

— The Crucial Step: The non-linear feedback equations are implemented by
introducing new variables in every iteration precisely for the 14 stages having
non-linear feedback. For instance at the i-th iteration, the existing variable
2217 is updated with a new variable va17 ;.

— The updated variables are matched with the non-linear function values of
the previous stage. This gives rise to a new set of 14 equations, labelled Ej ;
to E15, in every iteration.

— Finally the set of equations Fq is updated by considering the union with the
set Eq ;, for the output function matched with the i-th keystream bit, and
the 14 equations described earlier.

Generating Bit Difference Equations for Fault-injected Keystream If
a fault is injected at f in the state of the cipher, the change in the values of the
state bits is:

0, Vie{0,1,...,f—1, 1,...,255

Az, — i€ { f=1+ t

1, i=f
To obtain new sets of equations, difference equations are computed using the
output equations and the non-linear update equations. For instance, the differ-

ence expression corresponding to the feedback function at stage 217, given by
fo17 = 218 P x3.232, is shown below.

Aforr = Axg1s © Axs.w30 ® 3. Axz0 © Avg.Azxso

where Ax stands for the difference between the initial and final values of some
Boolean variable x.

A brief description of the key steps of the algorithm for generating the difference
equations for the fault-affected keystream bits from Section 4 of [2] follows.

1. Given the fault location f, the difference is initialized as Az y < 1.

2. Then the difference in the output at the i-th keystream bit, Az;, is computed.
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3. Next, the difference equations corresponding to the 14 non-linear update
functions are computed.

4. The following additional equation is appended to the update equation set:
I=Az; @z 2 (6)

This matches the computed output difference Az; with that between the i-th
keystream bit and the fault-affected i-th keystream bit.
The set of equations is updated as Fq = EqU I.

5. Then the differences at the various stages are updated taking into account
the feedback difference equations computed for the i-th iteration.

6. The final steps use the algorithm for bits without fault injection to update
the state bits for the i-th iteration.

Hence, given an extracted fault location f € {0,1,...,255}, the difference equa-
tion for the i-th keystream bit captures the effect of the fault in the f-th stage
of the state. The propagation of the fault introduced in the state f will be cap-
tured by the updates of the difference equations for all the non-linear states in
the subsequent steps.

The sole equation generated for the solver pertaining to a fault injected at f is
given by Equation 6, computed before the update steps, for each keystream bit
observed. Obviously, for correct fault extraction, the computed difference Az;
will be equal to the difference z; @ sz of the observed bits for the fault-free and
fault-injected strings. Therefore, if the experiment processes A generated bits for
m injected faults, the solver will be fed an additional mA\ equations, for a total
of (154 m)A equations including the fault-free equation set.

3 An Improved Differential Fault Attack on Espresso

In what follows, we discuss the different stages of our version of the differential
attack on Espresso. As stated before we closely follow the steps described in [2],
but with some key modifications introduced by us in our implementation.

3.1 Offline Phase: Experimental Observations

Recall, from the discussion in the previous subsection, that the offline phase
involves the computation of the signature vectors of length A, A being the number
of observed keystream bits, for every possible fault location. Our modification of
the implementation of the offline phase was based on the following observations.

1. While [2] suggests A ~ n = 256, the paper actually presents pre-computation
results for A = 100, and claims to use 22° trials per component for all the
256 signatures. Our efforts, using a system with better specifications than
those described in [2], to simulate for A = 256 and 22° trials did not produce
any output over a duration of several days.
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2. Reducing the number of trials per data point to 2'° yielded quick results, but
the signature estimates did not exhibit satisfactory statistical characteristics.

3. Increasing the number of trials to 2!2, while reducing A to 100 < n/2, yielded
better estimates.

4. The best estimates, with 2'° random trials per component, which turned
out to be adequate for successful attacks, were obtained using a parallel
processing approach detailed next.

3.2 Using Multiple Cores to Speed Up Random Trials

We implemented the offline computation using SageMath 9.5 on HP Z820 desk-
top Workstation (Intel Xeon(R) CPU E5-2630 0 @ 2.30GHz x 24, 96 GiB RAM,
Ubuntu-22.04.4).

To compute a signature vector for a specific fault location, we executed the pro-
cedure (cf. Section 2.2) with 2!5 random trials for each component, each time
with a randomly generated Key (128-bit) and a randomly generated IV (96-bit).
We parallelized the computation with the following steps:

1. Obtain information about the number of cores available in the system.

2. Divide the task equally among all possible cores (i.e. 256 divided by the
number of cores). For example, if there are 16 available cores, core 1 executes
the signature vector for fault locations 0-15, core 2 executes the signature
vector for fault locations 16-31, and so on.

3. Collect the outputs executed by the individual cores and combine them to
obtain the desired result.

The above procedure was implemented with a shell script and has yielded signa-
ture vectors leading to successful instantiations of the fault attack on Espresso
with high probability.

Choice of Functions in Signature Computation and Random Fault
Extraction We briefly outline some of the optimized choices in the selection of
statistical functions among the several available packages.

— Choice of the Correlation Function:
We chose to implement our correlation analysis with the function pearsonr
from the scipy.stats package instead of the function pearson_correlation
from the sage.stats.correlation package. The reasons for the above choice,
based on experimental evidence, are as follows:
1. The pearson_correlation was shown to consume significantly more
time than the function pearsonr.
2. The output of the pearson_correlation function required further pro-
cessing to be fed as input in the subsequent stages of the algorithm.
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— Choice of the random number generator:
We have further optimized our implementation with a judicious choice of
the random number generator, using randrange and randbits, depending
on the requirement of the algorithm.
Specifically, to generate the key and IV of the cipher we used the function
randbits from the secrets package, to specify the exact number of bits in
the representation of the generated random number.
Unspecified random numbers were generated with randrange from the ran-
dom package, which returns a random integer in the range specified.

3.3 Online State Recovery: Abort-and-Retry Implementation
As discussed earlier, we have implemented the attack in three stages as follows:

1. Generation of offline data and extraction of random faults using the offline
data.

2. Generation of the sets of equations for the fault-free keystream and the
difference equations for the fault-affected keystreams.

3. Internal state recovery of Espresso stream cipher using the SageMath SAT
solver.

Our modification, pertaining to this phase of the implementation, stemmed

from the following observation. In the online phase, ascertaining whether the
faults have been correctly extracted can only be done depending on the SAT
solver output. Two situations may arise where the attack is deemed unsuccessful.
In the first, the SAT solver fails to produce a solution within a predetermined
timeout period, which is based on the proof-of-concept estimates of the run-time
of successful attacks. Or, the SAT solver produces a solution before time-out,
but the output keystream based on the recovered state does not match with the
observed initial output.
In either case, we revert to the fault extraction stage by choosing a new set of
fault position candidates, based on their Pearson correlation scores, according
to the algorithm. Our implementation of the online phase features this abort-
and-retry functionality, which stops the SAT solver and goes back to retrieve
a new set of fault locations to resume the attack. This has been achieved by
implementing a multiprocessing routine in carrying out the complete attack
as described below.

Multiprocessing Implementation of Abort-and-Retry If the extracted
fault locations do not match the actual random ones, the SAT solver output
may be delayed indefinitely or be erroneous. To address this issue, we have
implemented a sequence where the SAT solver is terminated by a parent process
after the solver has run for a timeout period. The timeout period is based on
the available run-time estimates of successful attacks. Then a new set of fault
locations is chosen, having the next highest correlation score, to prepare the
equations anew to be fed to the SAT solver.
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The Python multiprocessing package has been used to call the SAT solver module
as a child of the parent process. However, to ensure that the parent process can
access a successful output of the SAT solver process, we have implemented an
interprocess communication (IPC) protocol.

Two standard techniques exist in Python to implement IPC, namely, queue and
pipe; we have implemented IPC for the DFA attack using queue. In the function
definition, we have appended an extra variable result_queue where the solver
process writes the obtained result for a successful run, which is then shared with
the parent process.

The entire procedure is outlined in the flow diagram of Figure 1.

Validation of Fault Location Update Strategy In implementing the abort-
and-retry via multiprocessing when the SAT solver failed to return a valid output
within the timeout period, we adopted the following strategy for updating the
fault location candidates before the solver re-run. We only swapped a single fault
location index with the index having the highest Pearson correlation score among
those remaining. Recall that this score was obtained using the pre-computed sig-
nature data and the trail data of the fault locations computed online. If that did
not produce a desired output, our implementation code declared that the attack
had failed.

We provide the following experimental validation of the above strategy by com-
puting the frequencies of failure in extracting the correct fault location for up
to a single swap of indices based on the correlation score. Over 32768 trials, the
initial choice identified the correct fault location with probability 0.96; allowing
a single swap increased the probability of successful identification to 0.99.

This also provides an indirect verification of our pre-computed signature data
which was obtained using a different approach, requiring significantly less com-
putation, than that of the original paper.

The Pearson correlation scores of the indices were stored as a sorted list in our
implementation, so that the first index corresponds to the highest score, the
second index corresponds to a score less than or equal to the first and so on, in
a monotonically decreasing fashion.

Experimental Validation of Fault Update Strategy

— Number of Trials: 32768; Execution Time: ~ 2471.91 Seconds.

— Number of correctly identified fault locations at the first index of the sorted
index list: 31409.

— Number of correctly identified fault locations at the second index of the
sorted index list: 949.

— Probability of SUCCESS in identifying fault location at the first index of
the sorted index list: 0.96.

— Probability of SUCCESS in identifying fault location within the first two
indices of the sorted index list: 0.99.
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4 Experimental Results

The algorithms described in [2] were implemented by Bathe et al. using Sage-
Math [13] and the Sage SAT solver on a system with a 2208MHz processor, 8 GB
RAM running on Ubuntu 20.04. It was claimed that injecting four random faults
s enough for a SAT solver to correctly extract the values of all the state bits.
They reported that injecting faults at four random locations {212, 33, 155, 3} and
using 200 keystream bits to generate a system of equations for the SageMath
solver returned the correct state bits in approximately 400 s.

We first append a sample of our experimental results tabulating 4-tuples of ran-
dom faults injected and the time taken for the algorithm to recover the internal
state. Next we present the same data for successful state recovery attack using
three randomly injected faults. Our experiments were performed on a sys-
tem with 16 GB RAM and a 12th Gen i7-1255U processor with 12 cores, running
on Ubuntu 22.04.

4.1 Experimental Results for 4 Fault Injection DFA

In the following Table 1, we present representative data of successful state re-
covery using four randomly injected faults.

Table 1. 4-Fault Injection DFA

Random Fault Locations|Solution Time (seconds)
[209, 16,128, 87] 409.87
(134,133, 163, 217] 312.94
(171,103, 209, 115] 517.29
220,199, 17, 24] 441.70
(111,210, 144, 214] 295.22
[209, 177,199, 84] 302.48
[177,169,179,186] 274.77
[214, 95,212, 107] 297.03
[60, 163, 218, 2] 452.12
[179,79,68,175] 349.60

We note that while the original paper reported a state recovery time of ~ 400s.,
our sample experiments tabulated above succeeded with an average time of
365.30s., with a fastest run of 274.77s.

4.2 Experimental Results for 3 Fault Injection DFA

We have demonstrated internal state recovery of the Espresso stream cipher by
differential fault injection attack using three faults instead of four, as pro-
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posed in [2]. Displayed below is the experimental data corresponding to a subset
of the numerous successful instances of the aforesaid attack, which demonstrate
attack timings comparable to the four-fault injection experiments.

Experimental Data: Contiguous Three-Fault Injection DFA In the fol-
lowing Table 2 we display representative data for differential fault injection at-
tacks, using only three fault locations, which appear to be closely spaced.

It is evident that all the instances share the first two indices given by 171,187,
and small changes in the third index continue to provide optimum fault locations
for the attack.

Implementation Setup: The codes were implemented on a computer system
equipped with a 12th Gen i7-1255U processor having 12 cores, along with 16 GB
of RAM, operating on Ubuntu 22.04, using SageMath version 9.5.

Key : 0X9510592363D65ESEBSIAECES5771ECB4
IV: 0XADAF4727BE237632424F3B2F

Table 2. Contiguous 3-Fault Injection DFA

Random Fault Locations|Solution Time (seconds)
[171,187,207] 393.62
[171,187,208] 835.47
(171,187, 211] 894.56
[171,187,214] 209.19
(171,187, 215] 154.00
(171,187, 216] 512.00
(171,187, 218] 631.16
(171,187, 225] 576.49
(171,187, 229] 156.69
(171,187, 231] 316.15
(171, 187, 236] 147.16
(171,187, 249] 124.48

Experimental Data: “‘Random” Three-Fault Injection DFA For the sake
of completeness, we also append representative data of successful DFA attack
using three random fault locations, which are farther apart and do not exhibit
any noticeable pattern in Table 3.
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Key : 0X9510592363D65ESEBS9AECF55771ECB4
IV: 0XADAF4727BE237632424F3B2F

Table 3. Non-Contiguous 3-Fault Injection DFA

Random Fault Locations|Solution Time (seconds)

[165, 203, 189] 159.22
[98,170,111] 327.86
[176, 130, 178] 343.28
[157,93,212] 370.66
[172,168,165] 410.05
183,79, 202] 426.10
[246, 230, 148] 474.19

(4,236, 185] 527.33
(103,143, 174] 531.71
[237,82,160] 546.68
(131,121, 219] 767.96
[125, 194, 157] 833.88

Table 4 provides statistical data pertaining to the 3-fault injection experi-
ments. It summarizes key metrics associated with the time taken by the SAT
Solver to provide a correct solution, such as Average, Median, Standard Devia-
tion, Maximum and Minimum, derived from 153 data points. Each data point
corresponds to a different 3-fault location leading to a successful attack. It is
noted that the majority of the 3-fault attacks succeeded in times comparable to
4-fault attacks, but the average time obtained from our data is skewed by the
presence of a few extremely lengthy experiments (maximum time exceeding 9.5
hours). In fact the quickest successful 3-fault attack took only 124.48 seconds,
which was better than what we have recorded for our 4-fault experiments.

Table 4. 3-Fault Injection DFA Statistics

Number of Data Points 153

Average 1597.55 Seconds
Median 669.80 Seconds
Standard Deviation 3246.35 Seconds
Max 34458.49 Seconds
Min 124.48 Seconds
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5 Conclusion and Future Work

In this article we have presented an improved implementation of a differential
fault attack on Espresso, based on the work of Bathe et al. in [2]. We have
speeded up the offline computation of the fault signatures, by conducting 2'°
random trials per element instead of 22° random trials prescribed by
the previous work. Further, we have implemented an original abort-and-retry
functionality with a multiprocessing routine, in the online phase of the attack.
These tweaks, coupled with a judicious choice of parameters and functions have
resulted in the following significant development:

Successful state recovery attacks were mounted in comparable time
using only three fault injections instead of four as reported in the
existing work.

An inspection of our experimental data, as presented in Section 4, leads to the
question whether it is possible to further reduce the number of random fault
injections and still mount a successful state recovery attack in reasonable time.
Also, further analysis of our data on the contiguous 3-fault locations may possibly
reveal some dependencies among the stages involved, which can be exploited to
improve algebraic attacks on Espresso.
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