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Abstract

Designing efficient Locally Decodable Codes with constant query complexity has been
a central open problem in theoretical computer science for over a decade. In recent years,
several construction of locally decodable codes have been proposed in the computationally
bounded model (due to Lipton), where the channel is modeled as a polynomial-time adversary.
Although most of these constructions achieve linear rates, the query complexity is quite high
(at least linear in the security parameter) if the receiver and the sender do not share the secret
key. In this paper, we explore the relations between LDCs in the computational model and
the information-theoretic LDCs. We prove that if the secret key is known only to the sender
then constant query LDCs for the bounded channel are essentially constant-query information-
theoretic LDCs with similar rate. Similarly, we show, if only the receiver holds the secret-key
then designing constant query linear LDCs in the computationally bounded channel is as hard
as the constant query information-theoretic LDCs.
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1 Introduction

Modern study of error-correcting codes started with the seminal papers of Shannon [14] and
Hamming [5]. The main goal is to communicate successfully over a noisy channel. Say Alice
wants to send an n-bit message to Bob through a channel. Unfortunately Eve (read as nature or
an evil adversary) tries to play spoilsport between Alice and Bob and adds noise to the message
while it is being transmitted via the channel. To get around the problem of Eve, Alice and Bob
agrees on a protocol before hand. Of course if Eve is all powerful and can add arbitrary amount
of noise in the message then clearly Alice and Bob are at the mercy of Eve irrespective of how
clever their protocol may be. So various reasonable restrictions on the power of Eve are usually
considered. The goal of error correcting codes is to design efficiently executable protocols under
various restrictions on Eve.

All the known protocols for error correction works on the simple framework of encoding and
decoding. That is Alice encodes her n-bit message as a m-bit string (adding redundancy cleverly).
Bob on receiving the noisy m-bit string manages to decipher the original message (cleverly using
the redundant bits). The code length m is a function of the message length n. The function m is
called the rate of the protocol.

Clearly the efficiency of an error correcting code (rate of the code and the error correcting
ability) depends on the power of Eve. Shannon [14] in his seminal paper assumed that Eve can flip
every bit of the encoded message independently with a certain probability. This is a very reasonable
restriction on Eve assuming she is not malicious. But in real life it is often seen that errors can be
introduced in a malicious way (like errors can be introduced in blocks as in a scratch on a compact
disk). On the other hand, Hamming in his seminal paper [5] assumed that Eve is allowed to flip a
certain fraction of the bits in the encoded message and she can do it in an adversarial way. That
is, Eve is assumed to be computationally unbounded and can find out the best way of introducing
errors under the restriction that the total amount of errors is less than a certain fraction of the
original message. Several other kinds of restrictions on Eve has also been considered all trying to
model noise that occurs in real life [15, 21].

The Computationally Bounded Adversary model was introduced in [10]. In this model, we
assume that Eve can flip a certain fraction of the bits in an adversarial way but she is also compu-
tationally bounded. To decide which bits to flip Eve can only run a poly-time algorithm. Thus in
this model the adversary (Eve) is more powerful than its counterpart in the Shannon’s Model [14]
but weaker than the one in the Hamming Model [5]. One natural question is how powerful is Eve
in the computationally bounded adversary model compared to the Eve in the Hamming model.

The art of decoding has also changed over the years. Traditionally decoding meant “unique
decoding” that is, the decoder wants to decipher the whole original message. But many times the
decoder is just interested in decoding only a few bits of the original message. This is modeled
by Locally Decodable Codes (LDCs). A g-query LDC consists of a randomized decoder that on
input a target message bit ¢ looks at only ¢ bits of the received, possibly corrupted codeword, and
predicts the ith bit of the original input with high probability (say with probability > 2/3). The
formal definition is given in Section 2.

LDC for the Hamming model (called Information Theoretic LDC) has received a lot of atten-
tion in the past decade but still our knowledge in this field is far from satisfactory. For ¢ = 2 we
have [1, 9, 17] tight exponential bound on the rate. But for ¢ > 3 our best lower bound on the rate



is less than quadratic [20] while the best upper bound is quasi-polynomial [2, 22].

In this paper we consider the problem of constructing LDC in the computationally bounded ad-
versary model.Since Eve is computationally bounded it is reasonable to expect that we can design
LDCs with constant query complexity (possibly based on some computational hardness assump-
tions), that can achieve better rates than information theoretic constant query LDCs. In [11], Micali
et al proved that under the assumption that One way function exists (hence digital signature scheme
exists) one can design a uniquely decodable code in the computationally bounded adversary model
which have strictly better error correcting capacity than that of the uniquely decodable codes in
the Hamming model. We try to answer the equivalent question in the LDC setting. Namely, can
one design a ¢g-query LDC (for constant ¢) in the computationally bounded adversary model which
have strictly better rate that the LDCs in the Hamming Model. From our results we get a better
understanding of the power of computationally bounded adversaries.

1.1 Main Results

Since the adversary (Eve) is assumed to be computationally bounded, it is natural to design the
code based on certain cryptographic assumptions. The security of any such scheme is based on the
fact that there is a “secret key” which the computationally bounded adversary is not expected to
guess or find out. Depending on whether the secret key is generated by the sender (Alice) or the
receiver (Bob) or whether the secret key is known to both, three models arise. Our results span all
three models.

Sender-secret Model

In this model Alice (the sender) has a secret key, and she encodes the message using her secret key.
All other parties (Bob and Eve) know the corresponding public key. Bob, upon receiving the cor-
rupted codeword, uses his decoding algorithm and the public key to decode the required message
bit. Micali et al [11] used this model to construct uniquely decodable codes in the computationally
bounded adversary model that has strictly better error correcting rate than any code in Hamming
Model.

Lower bound in the Sender Secret Model. Most of the lower bounds on LDCs were proved
via smooth codes, introduced by Katz and Trevisan [8]. C' : {0,1}" — {0,1}"™ is a g-query
smooth code if there exists a decoding algorithm that looks at the bits at ¢ “random” positions
in the uncorrupted codeword and outputs the correct bit with high probability. Since there is no
question of noise is the definition, so whether a code is a smooth code is irrespective of the model
of adversary we are considering. For formal definition of smooth code see Section 2. Katz and
Trevisan proved that the a constant query locally decodable code in the Hamming model is a
smooth code.

Because of the combinatorial nature of smooth codes it is often easier to obtain lower bounds
on the rate of smooth codes. This in turn gives a lower bound for locally decodable code. On the
other hand for constant ¢ if we have a (q, ¢, €)-smooth code then we also have a (g, d’, ¢')-LDC
in the Hamming model [18]. Thus the parameters for smooth codes are almost the best one can
expect from LDCs in the Hamming model.



Our first result shows that, even for the sender secret model, constant query LDCs are essen-
tially smooth code.

Theorem 1.1 For any ' < 6 and p > 0if C is a (q, 0, €)-query LDC in the Sender Secret Model
then C'is a (q, & + p, €)-smooth code.

Receiver Secret Model

The second model is called the Receiver Secret model. In this model, Bob (receiver) generates
his own public key and secret key and publishes the public key. The secret key is private to Bob.
Both Alice and Eve know only the public key. Alice encodes the message using Bob’s public key.
Bob uses his private (secret) key to decode the message bit by querying ¢ bits from the corrupted
codewords. In [6], Hemenway and Ostrovsky considered this model and they constructed a linear
rate (k2) query LDC under ¢-hiding assumption, where  is the security parameter. In a follow
up work [7], Hemenway, Ostrovsky, Strauss, and Wooters revisited the problem and achieved
O(k) query LDCs under the assumption of the existence of IND-CPA secure encryption. We
stress that the security parameter ~ can never be a constant, due to the constraints of underlying
cryptographic assumption. Hence the question of constant-query LDCs with polynomial rate in
the receiver-secret model is still open.

Most of the information theoretic LDCs, that are commonly used, have some extra properties.
Usually they satisfy the condition that if no error is introduced, then the output of the decoder is
correct with probability 1. This property is known as completeness. Additionally, they are assumed
to be linear. A code C : {0,1}" — {0, 1}™ is linear if there exists a matrix M € {0, 1}"™*" such
that for all z € {0,1}", C(z) = Mx. In fact most of our commonly used codes are linear. For
linear LDCs, the decoder outputs the XOR of all the bits it queries. Although, LDCs in general
need not be linear, they are popular in practice. For linear codes, it is easy to encode and update
a codeword from the generator matrix. Moreover, for applications like compressed sensing, linear
encoding is essential due to the nature of the data.

We prove that, in the Receiver Secret Model, one cannot obtain better constant-query linear
and complete LDCs than in the Hamming model.

Theorem 1.2 Let ¢ > 1 be a fixed integer. Let (G,E,D) be a (q, 6, ¢€)-Linear Receiver Secret
LDC with full completeness and based on blackbox reduction of any underlying one way trapdoor
function. Let the message length be n and the rate be p(n). Then there exists a (q, %, €)-smooth
code with rate p(qn).

Symmetric Key Model

The third model is called the symmetric key model. In this model Alice and Bob share a secret
key, which is unknown to Eve. Alice encodes the message using the secret key and transmits the
codeword. Bob, after receiving the corrupted codeword, decodes the required bit using the secret
key. Clearly this model is the strongest model as both Alice and Bob has a common secret key.
In [12], Ostrovsky et al considered a similar model where the decoder was required to output
the correct bit with probability more than (1 — 1/poly(rx)), where « is the security parameter, and
constructed a log” k query LDC.



In the symmetric key model, we show that the results of Ostrovsky er al [12] can easily be
extended to obtain a sub-quadratic rate constant query LDC when we require the decoder to be
successful only with probability significantly more that % Although this scheme closely follow
the scheme of [12], we include this result to complete the spectrum.

Theorem 1.3 There exist a constant q, fixed real 0, € and a (q, 0, €) Symmetric Key Locally Decod-
able Code of rate O(nlog®n).

1.2 Implication of Our Results

Our main results, are negative results in the sender-secret and receiver-secret model. In the sender
secret model, we prove that, one cannot obtain better LDCs than in the Hamming model (for
constant queries). This is in sharp contrast to the symmetric key model where we know a constant
query polynomial rate LDC, which is much better than what we currently have for Hamming
model.

In the receiver-secret model, our result shows that constant query linear LDCs can not have
better rate than the information theoretic counterparts. Although the existing upper bounds in the
receiver-secret model are not for the linear codes, our result can be considered as the significant
first step to finding lower bound of nonlinear LDCs in the receiver-secret model.

For our lower bound results in the sender-secret Model and the receiver-secret model, we prove
theorems analogous to Katz and Trevisan [8], with computationally bounded algorithms. These
results show that LDCs against adversaries in the sender secret model and the receiver secret model
are as hard as construction of smooth codes and hence as hard as LDC against computationally
unbounded adversaries. Thus in the sender-secret model and the receiver secret model the extra
information that the adversary in computationally bounded does not help us in constructing more
efficient LDCs.

1.3 Previous Results on LDC

Locally Decodable Codes were first formally introduced by Katz and Trevisan in [8]. For 2-
query LDCs tight lower bound of 2%(") was given in [3] for linear code and in [9] for nonlinear
codes. For ¢ > 3, the best known lower bound of Q(ng%1 /logn) is due to Woodruff [20]. On the
other side, in a breakthrough work [22], Yekhanin showed a construction of 3-query LDC of rate

1
exp (no(log logn)) under the assumption of existence of infinite number of Mersenne primes. In

a recent work [2], Efremenko has obtained a 3-query LDC of subexponential length without the
assumption.

1.4 Organization of the Paper

The rest of the paper is organized as follows: In Section 2, we introduce the notations and defini-
tions used throughout the paper. In Section 3 we prove the lower bound of constant query LDC in
Sender-secret model. For receiver secret LDCs, our proof is described in Section 4. In Section 6
we present a construction of constant query non-smooth LDC under symmetric key setup.



2 Notations and Definitions

In this paper the concatenation of two vectors = and y is denoted by z||y. [n] denotes the set
{1,2,...,n}. A negligible function in n is one which vanishes faster than Iﬁ for any fixed poly-
nomial p(n). We denote a negligible function by v(n).

In the rest of the section we present the formal definitions of the various different concepts that
are relevant to this paper. We start with definitions of locally decodable codes, locally decodable

codes against computationally bounded adversary and smooth codes.

Definition 2.1 [Locally Decodable Codes]
For any positive integer q and reals 0, € a code C' : {0,1}" — {0,1}™ is a (¢, 0, €)-locally decod-
able code (or (q, 0, €)-LDC for short) if there is a probabilistic algorithm D such that

e foreveryxz € {0,1}", and any y € {0, 1}™ with d(C(x),y) < dm and for every i € [n| we
have

1
Pr(D(i,y) = ;) 2 5 +e
where the probability is taken over internal random coin toss of D.

e every invocation of D(i,y) reads at most q bits of y.

All the previous works on LDC against computationally bounded adversary are on different
models and hence the definitions are different. Here we present a generalized definition of a LDC
against a computationally bounded adversary. We start with the observation that, in the above
definition, for every y with d(C(z),y) < dm, the decoding algorithm must output correct bit with
probability more than % + €. Now a polynomial time adversary is allowed to use random coins.
So it is possible that with a very small probability the computational adversary is acting like a
computationally unbounded adversary. So if we hope to use the computational limitations of the
adversary to design better codes then we have to allow the decoder to be completely wrong with a
very small probability. So it is natural to consider keyed LDC to get some better rate. Now if y is
the corrupted message then with probability 1 — (k) (probability is taken over joint distribution
of randomness of key generation algorithm and the adversary) the decoder has to correctly output
the :th bit with probability more than % + € (here the probability is taken over decoders random
coin tosses) more than % + €). Here v(k) is a negligible function of security parameter .

Definition 2.2 [LDC against a computationally bounded adversary]

For any positive integer q and reals 6, € and any security parameter k a code C : {0,1}" — {0, 1}™
is a (q, 9, €, k)-Locally decodable code against a computationally bounded adversary if there is a
probabilistic decoding algorithm D such that for any adversary A : {0,1}™ — {0,1}™ x [n]
whose running time is bounded by a polynomial in k we have

o forevery x € {0,1}", and A(C(x)) = (y,1) if d(C(z),y) < dém then
1?41‘ P;r(D(i,y) =x;) > %—F el >1—v(k)

where the first probability is taken over coin tosses of A and second probability is taken over
internal random coin toss of D.



e every invocation of D(i,y) reads at most q bits of y.

Definition 2.3 [Smooth Codes]
For any positive integer q and reals c, e a code C : {0,1}" — {0,1}™ is a (g, ¢, €)-smooth code if
there is a probabilistic algorithm D such that

e forevery x € {0,1}" and for every i € |n]

e foreveryi € [n] and every j € [m]

Pr[D(i, C(x)) queries bit j| < <
m

e cvery invocation D(i,C(x)) reads at most q bits of C(x)
where the probabilities are taken over the random coin tosses of D.

Now we give the formal definitions of the three different models for constructing LDCs against
computationally bounded adversary.

Definition 2.4 [Sender Secret Locally Decodable Codes]

For any positive integer q and positive real numbers 0, € a (q, 0, €)-Sender-secret Locally Decodable
Code (or (q, 0,€)-SSLDC in short) is a triple of probabilistic polynomial time algorithms (G, E,D)
such that for any positive k (security parameter) and for all large enough n (message length)

o (PK,SK) « G(17);
o c+ &(x,SK) wherex € {0,1}" and c € {0,1}";
o b« D(i,d, PK)wherec € {0,1}" and i € [n] and D queries at most q bits of ¢/;

such that for all for any polynomial-time adversary Ay and As

Pr[(PK,SK) «+ G(1"); (z,7) + A (PK);
¢+ E(x,SK); (i) + As(c,7) : Pr[D(i,d, PK) = z;] > % +e >1—v(k).

where x € {0,1}" and d(c, ) < dm and the first probability is taken over all internal coin tosses
of G,&,, Ay and A, and the second probability is over internal coin tosses of D.

Definition 2.5 [Receiver Secret Locally Decodable Codes]

For any positive integer q and positive real numbers 0 and € a (q, 9, €)-Receiver Secret Locally De-
codable Code (or (q, 6, €)-RSLDC in short) is a triple of probabilistic polynomial time algorithms
(G, &, D) such that for positive k (security parameter) and for all large enough n (message length)
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o (PK,SK) «+ G(1%);
o ¢+ &(x,PK) wherex € {0,1}" and c € {0,1}";
e b+ D(i,d,SK) where ¢ € {0,1}"™ and i € [n] and D queries at most q bits of ',

such that for all for any polynomial-time adversary A, and As

Pr[(PK,SK) + G(1"); (z,7) = A1 (PK);
1
¢+ E(x, PK);(d,i) + As(c,7y) : Pr[D(i,d, SK) = ;] > 5 +é >1—v(k)
where x € {0,1}" and d(c, ') < dm and the first probability is taken over all internal coin tosses
of G, &, Ay and As and the second probability is over internal coin tosses of D.
(G,E,D) is a Linear RSLDC D only outputs the XOR of the bits that it queries. That is D can
only decide what all positions to query and once it queries those positions it outputs the XOR of

the bits.
We say (G,E,D) is a(q, 0, €)-RSLDC with full completeness if for all x € {0,1}" and i € [n]

Pr[(PK,SK) <+ G(1");c + &(x, PK) : D(i,¢, SK) = ;] = 1

that is, if the adversary does not corrupt the codeword then the decoder outputs the correct answer
with probability 1.

Definition 2.6 [Symmetric Key Locally Decodable Codes]

For any positive integer q and positive real numbers delta and € a (g, ), €)-Symmetric Key locally
decodable code (or (q, 9, €)-SKLDC in short) is a triple of probabilistic polynomial time algorithms
(G, &, D) such that for positive k (security parameter) and for all large enough n

o (SK) < g(1%);
o ¢+ &(x,SK) where x € {0,1}" and c € {0,1}™;
e b+ D(i,d,SK) where ¢ € {0,1}"™ and i € [n] and D queries at most q bits of ¢/;

such that for all for any polynomial-time adversary A, and As

Pr((SK) « G(1"); (z,7) = Ai();
¢+ E(x,SK); (i) + As(c,7) : Pr[D(i,d, SK) = z;] > %4— el >1—v(r)

where x € {0,1}" and d(c,c) < dm and the first probability is taken over all internal coin tosses
of G, &, Ay and As and the second probability is over internal coin tosses of D.



2.1 Blackbox Reduction

A reduction of a primitive P to a primitive () is a construction of P from (). Such a construction
consists of showing that if there exists an implementation C of (), then there exists an implementa-
tion M of P. This is equivalent to showing that for every adversary that breaks M, there exists
an adversary that breaks C'. Such a reduction is semi-blackbox if it ignores the internal structure
of (s implementation, and it is fully blackbox, if the adversary for breaking C ignores the internal
structure of both C and of the (assumed) adversary breaking M.

2.2 (f) Oblivious Transfer

A 1-out-of-2 Oblivious Transfer ((?) OT) is a protocol between two communicating parties; one
sender and one receiver. The sender has two secret bits by and b; and the receiver’s input is value
o € {0,1}. At the end of the protocol the receiver retrieves b, while the sender does not learn o.
The security of the protocol guarantees that a cheating receiver should not be able to learn the bit
b1_, whereas a cheating sender should not know o. A (f) OT is called statistically-sender-private
if the view of the receiver is statistically close for both possibilities of the unrevealed bit.

In [4] Haitner et al proved the following Theorem

Theorem 2.7 Any O(k)-security-parameter-expanding fully-black-box construction of a (f) sta-

tistically sender private OT protocol has 102,-;) rounds.

As in every round, the sender must send at least one bit, we get the immediate corollary

Corollary 2.8 In any O(k)-security-parameter-expanding fully-black-box construction of a (2)

1
statistically sender private OT protocol, the sender sends Q(lo’;ﬁ) bits.

3 LDC in Sender-secret Model

In this section, we prove theorem Theorem 1.1, which states that a constant query sender secret
LDC is essentially a smooth code.

3.1 Proof of Theorem 1.1

Let us begin by recalling the proof of Katz and Trevisan [8] which says if C' : {0,1}" — {0, 1}™
is a (g, 9, €)-LDC then C is also a (g, ¢/d, €)-smooth code.

Given any g-query locally decoding algorithm D for C' that errs with probability at most € one
can prove that D can also be changed such that for all i € [n] and j € [m] Pr[D(i,.) queries j| <
q/dm. Let

Bads(i) = {j | Pr[D(i,.) queries j|] > q/dm}.

As D make at most g queries so |Bads(i)| < dm. Since the adversary knows the decoding algo-
rithm so she also knows the set Bads(i). Assume that the adversary makes all the bits correspond-
ing to the indices in Bads(i) have value 0, while leaving the rest of the bits untouched. So the
adversary introduces at most dm errors. Since the the code is supposed to handle any dm errors the
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decoding algorithm D makes at most ¢ queries and outputs the ith bit with probability more than
1/2 + e. Hence if a decoder D’ on receiving an uncorrupted message and bit 7 simulates the algo-
rithm D(4, .) but only queries the bits that are not in Bads(7) and assumes that the bits in Bads (1)
are all 0 then D’ will output the correct value with probability at at least (1/2 + ¢). Also since D’
does not query bits in Bads(i) itis a (¢, ¢/J, €)-smooth decoder and hence C'is a (¢, /9, €)-smooth
code.

We would like to prove a similar result for the the LDC in the Sender-secret Model. In the above
the proof the decoding algorithm D was expected to output the correct value when the adversary
corrupts the bits in Bads(i) - it is because the decoding algorithm was supposed to work against
any adversary possibly computationally unbounded. But a computationally bounded adversary
might not be able to figure out the indices that are in Bad;(i). Hence a decoding algorithm that
works against a computationally bounded adversary might not be able to decoded correctly if the
bits in Bad;(i) are corrupted. Hence the argument of Katz and Trevisan [8] does not exactly work
for the computationally bounded adversaries.

But in the sender-secret model since the decoder does not have a secret key. The adversary
knows all the fixed inputs of the decoding algorithm (except for the outcome of the random coin
tosses that the decoder might do). So while a computationally bounded adversary can run the
decoding algorithm using some random coins and can find a set of indices S; that with high proba-
bility will contain Badg (i) for some ¢’. And if |.5;| is is less than 0m then the proof of Theorem 1.1
follows in the same way as Katz and Trevisan’s proof.

Now, we formalize the idea. We formally prove that a computationally bounded adversary can
come up with such a set S;. Let ' < §. Let C be the (g, J, €, k)-LDC in the sender secret model.
Let D be the local decoding algorithm with the public key PK. Now let

Bady (i) = { j | Pr[D(i, ., PK) queries j] > 52}

While,
Bads(i) = { j | Pr[D(i, ., PK) queries j] > %}

So clearly Bads (i) C Bads(i). Let & = 4(1 + ) and R be the set of all possible outcomes
of the random coin tosses made by the decoding algorithm. For any r € R let )(r, i) be the set of
queries made by the decoding algorithm for decoding the bit .

On receiving the encoded word C'(x) and index ¢ the adversary picks a set U of k (k to be around
O(m(log m)d?/q*y*)) random elements from R. Let Q(U, ¢) be the multi-set | J,,; Q(r, ). Let
n;(j) denotes the number of times j occurs in the multi-set Q(U, 7). Let

D; = {j ) %(H%)}

Lemma 3.1 If k = O(m(logm)d?/q*v?) then for any p > 0 and large enough m, we have

Bad(;/(z') g l)Z Q Bad5(2)

with probability at least (1 — (p/m)).
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Note that |D;| < ém. So the computationally bounded adversary can set all the bits cor-
responding to the set D; to 0 while leaving the rest unchanged. Now since a computationally
bounded adversary has corrupted only 0 fraction of the message so the decoding algorithm D must
be able to output the ith bit with success probability at least (1/2 + €).

We now design the smooth decoding algorithm: after receiving the non-corrupted codeword
and index ¢ the decoder runs the decoding algorithm D in a black-box manner by reading indices
as requested by D except for the indices in D; (it return 0 without reading it). The new decoding
algorithm is correct with probability (1/2+¢). Also with probability more than (1 — (p/m)) for all
i the new decoding algorithm does not query indices in Badg (7). So the new decoding algorithm
is (¢,q/0" + p, €)-smooth.

3.2 Proof of Lemma 3.1
Let p;(j) denote the Pr[D(i, .) queries j]. Soif j € Badg (i) then p;(j) > q(1 + 7)/dm. Now

L) = |(2E () > kIR
pelj ¢ D] = Pr| %2 < L0+ D] =P | (2214 9) i) > 2 7]
If j € Bady (i) then p;(j) > q(1 + )/(5m and hence
. . . gk
) Dl < Pr | v — v 7
t1j # D] < Pr [pi)k = i) > A 7]
Since E[n;(j)] = kpi(j) by Chernoff Bound
2.21.2
. vk
PI'[j € Dz] < eXp(_ 282m, )

Thus if & = O(m(logm)8%/¢>~?)

Prlj ¢ Dy] < exp(—m)
Hence, by union bound, it follows that with probability greater than (1 — o(1/m)); for all 4,
Bad5/ (Z) Q Di.
Similarly the other direction follows, that is, with probability greater than (1 — o(1/m)) for all
i, D; C Bads(i).
Thus, with probability at least (1 — o(1/m)) we have
Bads (i) € D; C Badg(i)

and for large enough m the success probability is greater than (1 — (p/m)) for any given p > 0.

4 Lower Bounds on Receiver Secret LDCs

In this section, we prove Theorem 1.2, which argues that a linear constant-query receiver secret
LDC with full completeness can not have a better rate than smooth codes.

11



4.1 Proof of Theorem 1.2

Let (G,&,D)bea(q, 0, ¢)-Linear RSLDC with full completeness and based on black-box reduction
of any underlying one-way trap door function. Let the rate be p, where p is a function of the
message length. We want to show that if ¢ is a constant then either there exists a (g, %, €)-smooth
code with rate p’ (where, p’'(n/2) = p(n)) or there exists a computationally bounded adversary
that can change 0 fraction of the bits and force the decoder to make mistake with high probability.

Let us consider one round of the protocol. Let G(1%) = (PK, SK). In the rest of the proof
we will assume that the public-key (PK) and the secret-key (S K) are fixed and the secret-key is
known only to decoder while the public-key is known to all.

Now we assume that the decoder is linear. That is, on input ¢ the decoder decides (using the
secret key) to query some bits of the received message and outputs based on the XOR of these bits.
Thus if y is the received word and ¢; is the set of indices that decoder decides to query then the
output of the decoder is b(i, SK) & €D, v; where b(i, SK) is any bit depending independent of
the results of the queries.

To make the presentation of the proof simple we will assume that the bit b(i, SK) is 0 for all
1 and any secret key SK. The theorem still holds without this assumption albeit via a little more
complicated proof. For the rest of the proof, we consider, the decoder just outputs the XOR of the
bits it queries.

Definition 4.1 For the decoding algorithm D the recovery graph for any index i € [n| and secret
key SK is a q-regular hyper-graph G*(SK) such that

e G'(SK) has m vertices representing m bits of the codewords.

e (i1,i,...,14) is an hyper-edge in G'(SK) if D(i, ., SK) queries the tuple (iy,is, ..., iy).

Note that since D has full completeness and the output is the XOR of the bits it queries so for
any x € {0,1}" and any i € [n] if (i1, 12, ..., 1,) is an hyper-edge in G*(SK) then (C(z);, & -+ &
C(x);,) = x;. We relax the definition of recovery graphs slightly as follows.

A family H(SK) = {H*(SK), ..., H'(SK)} of q-regular graphs on m vertices is an almost-
recovery graph family if

e for all i € [n], the recovery graph G*(SK) is a subgraph of H*(SK).

e thereisa R C {0,1}", with |R| > 2"!, such thatforalli € [n] and all z € Rif (iy, is, ..., ;)
is an hyper-edge in H'(SK) then

(C(@)iy ©--- @ Cla)y,) = i

We call an ¢ € [n] a vulnerable index with respect to an almost-recovery graph family # if the
hypergraph H' has a vertex cover of size less than %’”

The main idea of the rest of the proof is that if the adversary can somehow construct an almost-
recovery graph H' for any vulnerable index i then the adversary can easily find a small vertex
cover of the graph H' and flips the bits of the vertex cover uniformly at random. Since the decoder
is linear the decoder would err will probability 1/2 irrespective of what query set it chooses from
the recovery graph G°. The next two lemmas proves that the adversary can easily construct an
almost-recovery graph H' for any vulnerable index i unless the code is a smooth code.
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Lemma 4.2 [f for any famil)é ‘H of almost-recovery graphs the number of vulnerable bits is at most
n/2; then there exists a (q, %, €)-smooth code of rate p', where p'(n/6) = p(n).

Lemma 4.3 There exists a polytime algorithm A that on input PK with high probability can
construct an almost-recovery graph family H.

Once the adversary uses the Lemma 4.3 to construct an almost-recovery graph family H. she
picks H*(SK) for some random index i. Using Lemma B.1 she can find an set of vertices that is
an approximate vertex cover vertex cover for H'(SK).

From Lemma 4.2 we can assume that more than more that n/2 indices are vulnerable. Recall
that, for any vulnerable i the size of the minimum vertex cover of H*(SK) is gm. As at least half
of the indices are vulnerable w.r.t H the adversary can, with high probability, find an ¢ such that
H'(SK) has a vertex cover of size is at most dm. Let this set of vertices in the vertex cover be N.

Now the adversary will flip the bits of the codeword which are at positions corresponding to
the set V and the resulting corrupted codeword be /. Since the decoding algorithm D(., ., SK) is
a linear function,

Pr[D(i,y', SK) = x;] = 1/2.

This contradicts the condition for (G, £, D) that the decoder outputs the correct message bit with
probability 1/2 + e.

4.2 Proof of Lemma 4.3

Let )(7) be the set of the query tuples made by D(7,., SK). In other words ()(7) denotes the set
of edges of the recovery graph of G*(SK). Since (G,&,D) is a (g, d, €)-Linear RSLDC with full
completeness so for any 4, j € [n], Q; N Q; = 0.

Lemma 4.4 Let q be a constant positive integer. Let (G,E,D) be a (q,0, €)-Linear RSLDC with
full completeness and based on black-box reduction of any underlying one-way trapdoor function.
Let the security parameter be O(k) and the message size be n. Then for all i, j € [n] there exist
efficient algorithm A; ; and polynomial p such that with all but negligible probability over SK, we
have for all but finite number of k

|Priz e Qi) : Ai;(x,i) = 1)] = Prlz € Q() : Ai;(x,i) = 1] > 1/p(k).

Then by using the algorithms A;; (from Theorem 4.4) repeatedly for a polynomial number of
times the adversary can construct the sets Sf 7, S;-’j C [m]? such that with high probability Q); C S;
and ; C S;. Now the adversary repeats this for different all pairs 4, j. Let for all 7, S; = ﬂij 7,
With high probability .S; contains @); for all 7.

Now since the adversary knows the the public key PK she can encode any random message
strings « € {0,1}". Now if (iy,...,i4) isin.S; and (C(x);, ®---®C(x);,) # x; then the adversary
removes the tuple (i1, .. ., i,) from the set .S;.

Note that if (i1, ...,1,) is in Q; then (C'(z);, ® --- @ C(v);,) is always z; as the decoder has
full completeness.

Thus by repeating the above trial polynomial number of times for all ¢ and all elements in S;
the adversary finally obtains a family of sets { H1, ..., H, } such that with probability
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e forall 7, ); € H;, and

o with high probability, for at least half the message strings of length n and for all ¢ if (i1, .. ., i,)
s in Hl and (C(l’)“ D---D C(.I‘)l(I) = T;

Thus this family gives a almost-recovery graph family.

4.3 Proof of Lemma 4.2

We first need to define a slight variant of smooth codes.

Definition 4.5 [Almost Smooth Codes] For any positive integer q and reals c, € a code C : {0,1}" —
{0,1}™ is a (g, ¢, €)-almost-smooth code if there is a probabilistic algorithm D such that

o thereis aset S C {0,1}", with |S| > 2" such that for all x € S and for every i € [n]

Pr[D(i, C(x)) = 2] > % te,

e foreveryi € [n| and every j € [m]
Pr[D(i, C(x)) queries bit j| < <
m
e every invocation D (i, C(z)) reads at most q bits of C(x)

where the probabilities are taken over the random coin tosses of D.

Lemma 4.6 IfC : {0,1}" — {0,1}™ is a almost-smooth code then there exists a smooth code
C':{0,1}% — {0, 1}™.

Proof. [of4.6]LetS C {0, 1}" be the set of = for which there is a guarantee that Pr[D(i, C(x)) =

1
) > 5 +e
Now the V' C-dimension of any set S C {0,1}" is the maximal % such that for some dis-
tinct 4y, . .., 4 in [n] the restriction of S to {i1,...,ix} contains all 2% possible assignments. The

following lemma known as Sauer’s lemma was proved independently by Sauer[13], Perles and
Shelah[16] and Vapnik and Chervonenkis[19]:

Lemma 4.7 For every n and every set S C {0, 1}" with V C-dimension k

4] < Z (”)

Thus in other words if S has size more than 2"~! then the V C-dimension of S is at least n/3,
that is, there exist 7y, . . ., i, /3 such that for all y € {0, 1}"/? there exist z(y) € S such that for all
J € [n/3] we have y; = z(y);,

Now the encoding C” will take y to the respective z(y) and encode x(y) using C. When the
decoder has to decode the jth bit will invoke the decoder for C' for the 7;th bit. Thus the decoder
will be smooth. Hence C’ is a smooth code. m

Now we return to the proof the Lemma 4.2. We again start with a definition.
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Definition 4.8 For any index i € [n| we say a D(., ., SK) is c-smooth for i if

c

Prob[D(i, ., SK) queries bit j] <
m

Let ‘H be the almost-recovery graph family. Firstly of all we prove that there exists a decoding
algorithm D’ such that if 7 is not a vulnerable index w.r.t  then D’ is %—smooth for 1.

If 7 is not a vulnerable index w.r.t H then the minimum vertex cover of H*(SK) is of size at
least gm. Hence Lemma B.1 says H*(SK) has a maximum matching M; of size at least ‘;—T We
construct a decoding algorithm D’ such that for each i, D' (i, .) randomly pick a hyper-edge e € M;
and queries all the bits corresponding to the edge e and invokes D(i, ., SK) when it queries the
edge e. Since (G, &, D) has full completeness so D'(i,z) = x;. Also since only the bits of the
edges in M; are queried and D’ chooses e uniformly at random from M; so
L _ s

prob|D'(i, ., SK) queries bit j] < (1

Hence if 7 is not a vulnerable index w.r.t H then D’ is %-smooth for 7. So if the number of
vulnerable index for D is at most n/2 then number of smooth index is at least n/2.

. g2 -
Now we prove that if D’ is &--smooth for more than n/2 indices then we can use the code £ to

construct a (g, %, €)-smooth code with rate o/, such that p'(n/2) = p(n).

First can define a one-one function x : [§] — [n] such that for all i € [F], D(.,.,SK) is %—

smooth for (7). Fory € {0,1}"/2 let E(y) € {0, 1}" be defined as: if E(;)j = y; if j = x(i)
and 0 otherwise. Now let C’(y) = C/(E(y)). Consider the decoder D : [5] x {0,1}™ defined as
D(i,y) = D'(x(i), y). )

Now since we started with an almost-recovery family the code C” is actually a (g, %, €)-almost-
smooth code with rate p/, where p'(n/2) = p(n).

But from Lemma 4.6 we obtain a (q, %, €)-almost-smooth code with rate p”, where p"(n/3) =
p'(n).

5 Proof of Lemma 4.4

Let (G, &, D) bea (g, d, €)-Linear RSLDC with full completeness and based on black-box reduction
of any underlying one-way trap door function. Let the message size be n and the codeword size
is m. Let (i) be the set of the query tuples made by D(i, ., SK), where (PK,SK) = G(r, 1%).
Because of the linearity of the decoding algorithm D, for i, € [n], Q(i) N Q(j) = 0. Our
arguments can be extended easily to nonlinear case also with a little messier proof.

Suppose for very high fraction of r there exist indices ¢, j € [n] such that for all probabilistic
polynomial time algorithm A

|Prixz < Qi) : A(x, PK) = 1] — Pr[z < Q(j) : A(z, PK) = 1]| < v(k) (2)

where probability is taken over random coin tosses of A and (k) is negligible in security parameter

k. Then we show that there exist a (f) Oblivious Transfer protocol where the sender sends ¢
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bits.Recall that, in oblivious transfer protocol the receiver wants to know 1 out of 2 secret bits (b
and b;) known to the sender. The protocol is correct if, after running the protocol the receiver
knows the desired bit b,(c € {0,1}) . The security of an oblivious transfer protocol requires that
the receiver knows only b, and the server should be “oblivious” about the value o.

The protocol works as following

1. Sender’s input by and b;.
2. Receiver’s input o € {0, 1}.
3. Receiver runs G(17) and gets (PK, SK).

4. Receiver sends (PK, i, j,w) where i,j € [n] satisfies Equation 2 and w is any element of

Q(¢(0)), with ¢(0) = 7 and ¢(1) = 5.

5. Sender constructs a n bit string  such that z; = by, x; = b; and rest of the bits are filled
randomly.

6. Sender runs &(z, PK).
7. Sender sends the bits of £(z, PK) queried in w. Let the response is y.
8. Receiver on receiving the bits run D(¢(c),y, SK). and gets z4(,).

The correctness of above protocol follows from the correctness of (G, £, D) as a Linear RSLDC
with full completeness. As Q(i,7) N Q(j,r) = 0, we have w ¢ Q(¢(1 — 0)). Using the linearity
of (G,&,D), we get

Prizgn-o) = 0ly] = Prlzsa—o) = 1]y] 3)
where the probability is taken over randomness of x. Hence the protocol is statistically sender
private. The security of the receiver is implied from Equation 2.

Clearly the communication complexity from the sender side is ¢. So if ¢ = o(x/ log k) (specif-
ically when ¢ is a constant) this contradicts Theorem 2.7.

Hence for constant ¢, with high probability, for all 7, j there exist a probabilistic polynomial
time algorithm A, ; such that

|Priw < Qi) : Aij(w) = 1] = Priw < Q(j) : Ai;(w) = 1] > 1/p1(r) “4)

where p; (k) is some polynomial on security parameter x.

6 Symmetric Key Locally Decodable Codes

6.1 Code Scrambling

Let (E, D) be any error correcting code. Let E*(z) = n(FE(x)) 4+ r where 7 is a random permuta-
tion of indices and r is a random binary string. Let D* be the corresponding decoding algorithm.
Lipton proved the following the result in [10]
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Lemma 6.1 If (E, D) is an error correcting code such that D can retrieve the message with prob-
ability p from a random error then (E*, D*) is an error correcting code such that D* can retrieve
the message with probability p from the error introduced an computationally bounded adversary.

6.2 Proof of Theorem 1.3

In this section we consider Locally Decodable Codes in the symmetric key model. Hence the
sender and the receiver shares a secret key S K, unknown to the computationally bounded adver-
sary (see Definition 2.6). Our construction is very similar to Lipton’s code scrambling approach
and approach used in [12]. But unlike previous constructions, our decoding algorithm D(i, ., SK)
is randomized. This allows D to work by probing only constant number of codeword bits.

Let ECCC be any error correcting code. Let (C, D) be the encoding and decoding algorithm
of EC'C'. Let p be the rate of the code and D can correct up to ~y fraction of errors. Using this error
correcting code ECCC and Hadamard code we would construct a (g, 4, €)-LDC in the symmetric
key model. The secret key of the sender and the receiver will be a random permutation 7 on [nl]
and a random string r. For every message bit 7, the encoding algorithm computes log? x query pairs
of decoding algorithm of the Hadamard code where each query pair is of the form (a.z, z.(a +¢;))
where z is the message, a € {0, 1}" is decided by the encoder and e; is the unit vector at direction
1. As each bit of Hadamard code can be computed independently, the encoding algorithm needs to
compute O (log” x) inner products. Next these query pairs for all the message bits are concatenated
and the random permutation 7 is applied. Now the encoder XORs the random string . Finally the
error correcting code £’C'C' is applied on each bit pairs.

The formal definition of our LDC is given in Section 6.3

6.3 Constant query LDC in the Symmetric Model
Key Generation G(1")

e Letn' =nlog? k. SK = (m,r) where 7 is a random permutation on [n{] and r € {0,1}" is
a uniform random binary string.

Encoder &(x, (m,7))
1. Let || = n; Set I = log” k.
2. fort=1ton

(a) Pick [ random elements a; 1, a;2--- ,a;; € {0, 1}

(b) Compute the pair w; ; = (a;; ®x,(a; ; +e;)®x) forall j =1,2--- [ where o denotes
inner product.

3. Concatenate the pairs and construct z = wy 1 ||wy 2

[ Mwall - [fwn ol [wn o] - - [[wn,.

4. Apply the random permutation 7 on the string of pairs and compute 2’ = z||22|| - - - ||z
where Wi 5 = Zr((i—1)l+75)-
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5.y =2 +r. Lety = yllya|| - - - ||y Where each y; is a pair of bits.
6. Apply C on each y;s and send y = C'(y1)||C(v2)|| - - - ||C(yin)-

In the above algorithm each w; ; (computed in Step 2b) is a possible query pair of Hadamard
code to decode x;. The use of ECC ensures that adversary has to concentrate on destroying the
query pairs rather than individual bits. It is easy to check that m = 2pnlog? k. where p is a
constant depending on ECC.

Now to the decode message bit ¢, the decoding algorithm chooses one j uniformly at random
from {1,2,...,log” k}. Then it applies the permutation 7((i — 1)l + j) to get the position of the
corresponding query pair (encoded by ). The decoding algorithm reads the corresponding bits
and gets the pair of bits using . Now applying XOR on the pair and the corresponding bits of 7,
adversary retrieves message bit z;.

Decoder D(i, ., (m,7))

1. Let y denotes the corrupted codeword.

2. Pick arandom j from {1, 2, ..., log® k}.

3. Find the index of j'* query pair in the corrupted codeword by k = 7((i — 1)l + j).
4. Read yopk—1)+15" " » Y2pk-

5. Apply D(yop(k—1)+1, " Y20k to obtain the pair of bits (¢, cz).

6. XOR the corresponding bits of by 21 = ¢ + rox_1 and 2o = ¢ + 195

7. Output b = 21 + 25.

Note that the query complexity for the decoder is just 2p which is a constant depending on the
error correcting code ECC. The following lemma proves the theorem.

Lemma 6.2 There exist constants §, € such that (G, E, D) is a (q, 6, €) private key locally decodable
code.

Proof. [of Lemma 6.2] Itis clear that D reads ¢ = 2p bits of the codeword in every invocation. As
p 1s constant, so is q. The decoder reads each bit pair y; as a block of two bits. Now the application
of EC'C' ensures that to destroy a block y;, the adversary has to destroy at least y fraction bits of
the codeword corresponding to the block. As our adversary can corrupt at most ¢ fraction of the
total codeword bits, the channel can corrupt at most 5 = ¢/~ fraction of y;s in y/.

Because of Lemma 6.1 it is enough to prove that for z = wy 1 ||waa]| - - - [|win||wen]| - ||win
and for every i € [n]

Pr[Pr[D(i,z + e, SK) = x;] > % +¢] >1—v(k).
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where the first probability is over uniform distribution of e (hamming weight of e < fnl), the
second probability is over internal coin tosses of D and v (k) is negligible in security parameter .
Suppose p is the probability over e such that for some bit 7,

1
Pr[D(i,z +e,SK) = x;] < 5 e

In other terms, p is the probability that e has 1 in at least % — € fraction of the query blocks
corresponding to a message bit 7. As e is uniformly distributed,

IR
()

where ¢ = 1og2 Ky A = (% —e)l,my = 5 = nfl. If wesete = % then using the method of Ostrovsky
et al [12], one can prove p < 27¢ < v(k). Hence the lemma follows. m

m
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APPENDIX

B Approximation of vertex cover in g-regular hypergraphs

Lemma B.1 For any q-regular hypergraph the set of vertices participating in a maximal matching
is a vertex cover of size at most q times the size of minimum vertex cover.

Proof. Let S’ be a minimum vertex cover of the hypergraph, G. Consider a maximal matching
M of GG. Let S be the set of vertices participating in any matched edge. Now S is a vertex cover
of G since if there exists any edge with no endpoint in S then M is not maximal. Also since |S’| is
at least | M| so,

1S < [S] =g x [M]| < q|5].
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