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During the period of July 1, 2025 to the present day I have worked on the
following areas:

— Information Set Decoding algorithm (ISD): Worked on a time/memory trade-
off problem which has been described in Section[I] Previously, I had submitted
a very initial version of this work. The current one gives more details. However,
this work needs some more time to be fully completed.

— Explored an area outside my Ph.D,. thesis topic: provable security of sym-
metric key constructions. Specifically, I have studied research works in:

e Proof techniques
x H-coefficient technique: Studied this survey paper [11]

* A new proof technique called power bounds [3] proposed in Crypto
2025 based on hypothesis testing.

e Key Control Security [4]

The papers on power bound [3]and key control security [4, 5, 21] have been
suggested to me by Prof. Mridul Nandi when I interacted with him after studying
H-technique. At present I am looking into multi-user security some symmetric-key
constructions.

1 Problem on ISD

Abstract. Information Set Decoding (ISD) algorithm proposed by May
et al. (MMT) performs two-level collision search using meet-in-the-middle
approach in both the levels. In Eurocrypt’23 Esser and Zweydinger pro-
posed a time/memory trade-off of the MMT algorithm by replacing the
meet-in-the-middle in the first level by Schroeppel-Shamir algorithm.
The Schroeppel-Shamir algorithm takes same time as that of meet-in-
the-middle to solve an instance of 0/1-knapsack problem but it does so
with a reduced memory complexity than that of meet-in-the-middle. For
the present work we perform a tighter analysis of the Esser-Zweydinger
time/memory trade-off of MMT using the simpler heuristic version of
Schroeppel-Shamir algorithm proposed by Howgrave-Graham and Joux
(HGJ) in Eurocrypt’10. Our tighter analysis is due to the following ob-
servations: 1. The computation tree of HGJ wversion is a height-2 binary
tree. 2. When HGJ is plugged into MMT, unlike the classical 0/1-knapsack
problem, the second filtering length of HGJ is naturally a parameter of
ISD which can be optimized for a given triplet: code-length, dimension of



the code and weight of error-vector. 8. Replacing meet-in-the-middle by
HGJ leaves more scope of sub-tee repetition. These observations in the
context of ISD to helped us specifying ranges of possible values for the
parameters of MMT algorithm. Along with these observations we have
given detailed mathematical arguments to prove the exact number of
representations and number of iterations which give the tighter analysis.
As an application of our algorithm we study the time and memory com-
plexity estimates of Classic McEliece for three different memory access
costs. We have obtained reduced time complexity estimates for all the
categories for every memory access models. The memory requirement of
our algorithm for categories 1 never exceed 20 bits for logarithmic and
cube-root access model and that of Category 3 does not exceed 2%° for
cube-root access model.

Keywords: Information Set Decoding, code-based cryptography, Classic
McEliece, time/memory trade-off, representation technique, 0/1-knapsack
problem, concrete analysis

2 Introduction

Information Set Decoding (I1SD) is a generic decoding technique which forms the
most useful cryptanalytic tool against code-based encryption schemes when the
underlying linear code is treated as a random linear code. The use of meet-in-the-
middle subroutines in ISD has been introduced by Stern in [22]. Subsequently more
advanced I1SD algorithms like [I6] 2] have used meet-in-the-middle subroutines.
Esser and Zweydinger in [9] have proposed a time/memory trade-off of the
algorithm in [I6]. This time/memory trade-off has been achieved by replacing
the meet-in-the-middle subroutines of [16] by new subroutines obtained due to an
algorithm proposed by Schroeppel and Shamir in [20] which solves an instance of
0/1-knapsack problem with same time complexity as the meet-in-the-middle but
with reduced memory complexity. The Schroeppel-Shamir algorithm needs large
priority queues. Howgrave-Graham and Joux have proposed a simpler heuristic
alternative version of the Schroeppel-Shamir algorithm in [I0] which does not
need to handle large priority queues.

2.1 Motivation

The HGJ algorithm is heuristic in nature. The computation tree is a depth-
2 binary tree. Additionally it does bitwise collision checking. The Howgrave-
Graham-Joux alternative for [20] can be expressed as a depth-2 binary tree. A
number o is chosen randomly from the set {0,1,...,2%/4 —1}. There are four
initial /baselists. For each « € Ly and y € L perform z + y mod 2N/% and keep
those entries where z + y = o mod 2V/4. Similarly for Ls and L4 check whether
¥ +1y =W — o mod 2V/* where W is the target. The next filtering step is
naturally done on the rest of the bits.

The aspects of the HGJ version which is of our interest are:



— Introduction of a mod size of baselist modulus value for the first collision

checking or filtering. Size of the baselist/initial lists for 0/1-knapsack problem
is 2N/4,

— Introducing bitwise collision checking for Schroeppel-Shamir algorithm.
In the context of ISD the above points naturally imply the following points:

— Using a mod size of baselist target value in vector version essentially means
that the target vector is of a length equal to log,(size of baselist). This keeps
the expected size of a list obtained after the first filter equal to size of baselist.

— The bitwise collision checking of HGJ algorithm helps to further control the
target vector’s length in the context of MMT [L6]. This is because when the
HGJ algorithm is used in to replace the first meet-in-the-middle of MMT the
number of bit positions to be checked in the second level of HGJ is too a
parameter which can be chosen from a specific range of possible values for a
given code.

Additionally our analysis is based on the following observations.

— Schroeppel-Shamir [20] or HGJ [I0] requires the input set to be divided in to
four equal parts.

— But unlike the classical 0/1-knapsack problem MMT requires to meet certain
weight distribution constraint.

— The length of the target vector for the second level of HGJ in context of ISD
is a parameter itself. Along with this observation plugging in HGJ in MMT
gives more scope of sub-tree repetitions.

Our Contributions. We propose a tighter analysis of the Esser-Zweydinger
time/memory trade-off of MMT. We have given the detailed mathematical argu-
ments behind our analysis. To obtain these time and memory analyses, we state
the size of the initial lists/ baselists, the exact number of representations and
expected number of iterations to get success and combinatorial arguments have
been given to prove the correctness of these expressions. As an application of our
work we study the concrete analyses of time and memory bit complexities when
these modifications are made in the Schroeppel-Shamir subroutine calls of [9]. We
have observed improved time/memory trade-off of [I6] for all the five categories
and all types of memory access costs of Classic McEliece. The difference between
time estimates in bits to break AES (143, 207 or 272 ) and our algorithm is
more than the difference in Esser-Zweydinger [9]. The memory requirements of
our algorithm for NIST category 1 never exceed 2% bits for logarithmic and
cube-root access model and that of Category 3 does not exceed 20 for cube-root
access model.



2.2 Related Works

The first ISD algorithm was proposed by Prange [19] in 1962. Subsequently
improvements were proposed in [14, 15, 22| [8, 16, 2, 17, [6, 13]. Among these
works the use of standard Meet-in-the-Middle (MITM) technique in ISD was
introduced by Jacques Stern in [22]. The following advanced works in [16] and [2]
use representation technique of [10] along with the MITM. In Eurocrypt 2023,
Esser and Zweydinger [9] proposed a time/memory trade-off of [16]. This novel
work replaced MITM collision finding routines with an algorithm proposed by
Schroeppel and Shamir in [20] to solve the 0/1-knapsack problem.

The meet-in-the-middle algorithm finds a solution of the 0/1-knapsack problem for
an input set of size N in O(2"/?) time with O(2/2) memory while the algorithm
proposed by Schroeppel and Shamir takes same time but a reduced memory
O(2N/*). However, the original Schroeppel and Shamir’s algorithm requires large
priority queues. Howgrave-Graham and Joux proposed an alternative version
of the algorithm by Schroeppel and Shamir in [I0] which does not need to use
priority queues. This version does not provide any improvement theoretically
in terms of time or memory complexities. They have proposed the new version
which need not handle large priority queues.

Another work [12] gives time/memory trade-off of ISD algorithms but this
work focuses on large-weight ternary error vectors. This work combines Wagner’s
generalized birthday problem [23] with representation technique.

3 Notations, Abbreviations and Preliminaries

Throughout the paper vectors are considered as row vectors and denoted by bold
lower case letters and matrices are denoted by bold upper case letters. Identity
matrices are denoted by Ij where j is the order of the matrix. 0; and 1; denote
respectively an all-zero and all-one vector of length j. The cardinality of any finite
set S will be denoted as |S|. The distance metric considered is hamming metric
and hamming weight of any vector v is denoted as |v|. For any positive integer ¢,
[i] denotes the set {1,...,i}. If two matrices M; and My have equal number of
rows then by [M;|Ms] we will denote the matrix obtained by juxtaposing M;
and M. For any vector v of length j, v[; such that i < j denotes the projection
of the positions of v corresponding to [i]. Information Set Decoding, May-Meurer-
Thomae algorithm [16], Schroeppel-Shamir and Howgrave-Graham-Joux have
been abbreviated as ISD, MMT, SS and HGJ respectively. To refer to the work
by Esser and Zweydinger in [9] we use the abbreviation EZ.

Let n and k be two positive integers such that n > k and C be a subspace of
dimension k of a vector space ¥V = {x : x € F}}, where F5 is a finite field of two
elements. Let the basis vectors of C be given by a matrix Ggxn. Let H,_pyxn
be another matrix such that G - HT = 07. Let d be the maximum hamming
distance between any two vectors (z), (y) € C. C(n, k, d) is a linear code over Fo



of length n, dimension k£ and minimum distance d with Ggx,, as the generator
matrix and H,_xyxn as the parity-check matrix.

Definition 1 Computational Syndrome Decoding Problem (CSDP) Let
n, k and w be three positive integers such that n > k. Let H_1)xn be a matrix
such that Vi € {1,...,n —k}and j € {1,...,n} H;; € Fy and sTe Fy~*. The
goal is to find eT€ F§ such that H - eT = sT and |e|= w.

So, the triplet (H,s,w) forms an instance of Computational Syndrome Decoding
problem.

Information Set Decoding. The aim of an ISD algorithm is to solve an instance
of CSDP. The syndrome vector is the sum of the w columns of H corresponding
to the one positions of e.

However, ISD reduces the dimension of the problem to obtain a smaller instance.
Using Gaussian elimination on H;,,_)x, the following form is obtained-

Ay Az Opy(r—p)
B; B, I(r—f)

H/ _ {Al A2:|

B, B;

There two equations now- A - e] =s] and B - e] + e] = sl where A = [A;]|A,]
and B = [B1|B3]. The first equation is solved to obtain e;. MMT solves the
first equation using meet-in-the-middle and representation technique [10]. The
problem of obtaining e; has been named as submatriz matching problem by May
et al. in [16].

MMT[16] We give a brief description of MMT [16]. MMT uses representation
technique introduced in [I0]. MMT divides the information set into two halves.
Here the size of information set is (k + ¢). MMT requires four baselists. Each
baselist has one entry corresponding to each of the ((k;ﬁ/ 2) combinations. Let
us denote the i-th baselist as Li; where i € {1, 2, 3, 4} and let Z be the
information set and |Z| = p. Let Z =7, UZ, and |Z;| = |Zz| = p/2. For j € 1,3,
Lyj = {1, ;c; Hj, where Iy; C {1,...,(k+¢)/2} and |I,;| = p/4} and for
J€2,4, Ly = {I,) ;. Hj, where I1; C {(k+£)/2+1,...,(k+{)} and |I1;| =
p/4}. Following the meet-in-the-middle technique, the second components of
L1y and Li5 are added mod 2 and then filtered based on ¢; positions. The
new tuples are stored in L. Similarly we obtain Lo from L3 and Lq4. The
expected number of tuples in L; is max{Liy, (|L11] - |L12])/2} and in Lo is
max{Li3, (|L13||L14])/2°}. For each of L and R MMT chooses p/4 one-positions
from one half and the another p/4 one-positions from the other half of the

2
information set. Thus finally one solution has (Z ﬁ) representations. The partial
error vectors corresponding to these second level lists forms a subset of (k + £)/2
length vectors with weight p/2. The last merge of Ly and Lo gives us partial

error vectors with k£ + ¢ length and p weight.
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Probability of success per iteration of MMT=

w

Stirling’s Approximation. The term (‘;) can be approximated using Stirling’s
approximation as 227 (%) where H(2) =2 logy(2) — (1 - 2) log,(1 - 2) is
the binary entropy function.

4 New Conditions On the Filtering Lengths for a better
Adoption HGJ in MMT And Description of the New
Algorithm

4.1 Constraints

In ISD the match-then-filter is done on ¢ number of bits where £ is a parameter of
the corresponding ISD algorithm. The SS is not applied on the entire ¢ bits in [9].
The work in [9] breaks £ as £ = ¢/ + £ or in other words ¢ is decomposed into two
parts where ¢/ forms the matching length of the Schroeppel-Shamir subroutines.
We decompose £ into three parts and write £ as follows.

C=10;+ 0+ U5 (1)

where ¢; and /5 are number of bits to be matched respectively in the first and
second level of the HGJ tree. The value of ¢; is log, | Lpase|. Let each of the four
lists be of size 2¢* and each sum vector of these lists are of size ¢ bits. In the first
level the match-and-filter is done on #¢; bits and the next filter is on f5 bits.

22~€1

o =1

or, 92 li—b > 20

Taking log, on both sides,

201 —40>0

l

or, 51252
or, by <20, (2)

The target length for the last filter is /3 where ¢35 = ¢ — {1 — {5 such that ¢35 > 0.
The last constraint to be fulfilled is:

24-@1
22~52+€3 Z L. (3)

Taking log, on both sides of the above equation we get the following.

40,20y~ 05>0 (4)



Let |Lpgse| be €. The first level of HGJ-version of SS must match on log, & bits.

£y =logy & (5)

By |2}, if the number of bits /5 to be matched on the next level is greater than
2 - {1 then the whole process must be repeated £ times. If the number of bits /5
to be matched on the next level is lesser than 2 - ¢; then the expected size of
collision list is at least one.

4.2 Using The Modified HGJ algorithm To Get A New TMTO

Schroeppel-Shamir divides the input set of size N into four parts of size N/4
each. Schroeppel-Shamir technique does not have any restriction on weight of
the output. In case of MMT there is a restriction on weight. The weight of the
output vector must be p/2 for each call to the Schroeppel-Shamir sub-routine as
in [9].

(k+£) D
MMT requires baselists of size ((k;'ﬁﬂ) ~ 2 7 T0) | These lists forms

the inputs for meet-in-the-middle subroutines. So the new baselist size for our
(ko) |
algorithm should be 2™ ¢ Ay,

We divide the information set into four parts of size (k+¢)/4 each. Four knapsacks
are formed for constructing each of L and R. Thus we have eight baselists. We must
equally divide the one-positions among these parts. Otherwise we end up with
unbalanced knapsacks. Detailed discussions on unbalanced knapsacks are there
in [Il [10]. For constructing the knapsacks we consider only those combinations

where p/8 ones are present instead of listing all the 2(¥+)/4 possible combinations.
(k+20)

The size of each knapsack or baselist is thus ((k;/g/‘l) ~ 9 7 Hzisy), So,

= (")

Algorithm [If and Algorithm [2] describe the basic steps to obtain L and R for
MMT using the modified HGJ. The LinAlg(-) function is responsible for obtaining
the semi-systematic form of the parity-check matrix. For a subset S of [k + £],
by x(S) we will denote the k-bit string x = (x1,...,x) such that x; = 1 if and
only if 1 € S.

The baselists are named as Ly, L1s, L13, L14, R11, R12, R13 and Ry4. The lists
L11, L3, R11, Ri3, L1, Ry and L are stored. Rest of the lists are read on-the fly.
For i € {1,2,3,4} Ly; is enumerated based on Z;; and Ry; is enumerated based
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A1 Az A3 Ay Opx(ryp ol
B1 B2 B3 By Iy e§r
4
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Fig. 1: Representation of the parity-check matrix. In this figure A1, As, Az and Ay
are £ X (k+£)/4 matrices and B1, B2, B3 and By are (n —k — ¢) x (k + £)/4 matrices.

L Lz Lis L Ru Ri2 Ris Ris
VA >y /4y >/l >/ fy
Ly Ly Ls La
By &
L R|
[ZeaA LY
X final
L

‘

—dy: first filter with length of target being ¢,
— g: second filter with length of target being ¢ which

satisfies the contraints of L1
— Mfing: last filter with length of target being £ — £, — £y

Fig.2: Construction of the lists L and R for MMT using the new subroutine for

Schroeppel-Shamir.



Please refer to Figure [I] and Figure [2| for the ease of following the description.

> Ay

1€Z11

Ly ={(Zi1,a11,b11) 1 |Zu1| = p/8, Tnu C [1,(k+£)/4], an

by = Z By}

€11
Ri1 = {(Zo1,a21,b21) 1 |Zo1| = p/8, Iox C [1,(k+£)/4], an

by = Z By}

1€Lo1
Lo = {(Z12,a12,b12) : |Z12| = p/8, Tiao C [(k+€)/4+1,(k+£)/2],

a2 = Z Asj, biy = Z By, }

i€ZL12 i€ZL12
Riy = {(Z22,a22,b22) : |Io2| = p/8 Toa C [(k+€)/4+ 1, (k+£)/2],

agn = Z Asz;,bay = Z Bo;}

1€7Lo2 1€7Lo2

L3 = {(Z13,a13,b13) : [Z13| = p/8, Tis C [(k+£)/2+ 1,3 - (K +£)/4],

a;z = »  Ag;, bis= Y By}

i€Z13 1€T13
Rig = {(Z23,a23,b23) : |Tas| = p/8, Toz C [(k+€)/2+ 1,3 (k+ () /4],

ass = Y Az, byg= Y Ba}

1€ZLo3 1€2123

Z Alia

i1€Z12

L1y = {(ZTh4, a14, bua) : [Zua| = p/8, Zia C[3- (k4 £)/4+ 1, (k + L)],

a4 = Z Ay, by = Z B4i}

1€Z114 1€2124

Ris = {(Zas, az4, boy) : [Toa| = p/8, Tos C [3-(k+£)/4+1,(k+ )],

agy = Z Ay, by = Z By}

1€Toy 1€7124

Collisions obtained in the first level are stored in four lists L1, Lo, Ry and Rs.

L1 = {(Z1,a1,b1) : Ty =711 ULy, a; =aj; G ai, a1 Gap =t € Fgel}

Ly = {(ZIz,a2,b2) : Io = 113 U1y, az = a;3 @ ay, a;z@ayy =0—t;}

Ry = {(Zs,a3,b3) : Iy = Iy1 UTss, a3 = agy B age, ag; G age =tg, ta € Fél}

Ry = {(Z4,a4,by4) : Ty = To3 U Loy, a4 = ag3 © agy, a3 G agy = Spp,] — ta}
L={(Zr,ar,br) I =Ty ULy, ar = a; as = ty, 14,), t € FY, by =b; ® by}
R = {(Zr,aRr,bgr) : Ir = I3 UZy,ar = az,a3 ® ay = S|, 4¢,] + Dt, bp = bz D by}



The final list £ is defined as-

L={(Z, > H):IT=I,ULp, » Hi=Y Hi+sy}

ieT i€Ty i€Tn

Let rep be the number of representations of the solution.

— If £¢iiter < rep then it implies that number of representations of the solution
is greater than the total number of target vectors of length £¢;;s¢,. For each of
the 2¢ritter random target values at least one representation survives through
the filter according to the Pigeonhole Principle. So for this case at least one
representation survives through the filter with probability one.

— If C¢i1ter > 7ep then the number of representations of the solution is lesser
than the number of random target vectors. So a representation survives
by probability 27¢P /2¢sitter . Expected number of times the filter should be
repeated independently so that a representation survives is 2¢fiter /27€P,

For the new algorithm-

e the first filter should be repeated 2 ~"¢P number of times when £; > rep.

The expected number of representations surviving through this filter is
2rep7Z1

o the second filter is repeated 2¢1T¢2="€P number of times when £o > rep—=/;
because the expected number of representations arriving at the second
filter is 27°?~%1. The probability that at least one representation survives
through the second filter is 2reP—¢ /2f2,

Algorithm 1 A general formulation of ISD algorithm using MITM.
Require:(H, s, w)
Ensure:e such that He' =s' and |e| = w.

1: while true do

2 Choose a random permutation matrix P of order n x n

3 (Al,AQ,Ag,A4,Bl,BQ,Bg,B4,Sl,52) — LinAIg(H,P,s, f)

4 L < MMT — modified — HGJ(Al,AQ,A3,A47B17B2,B3,B4,S]_7S2,w,p)
5: for all (Z,), ,H;) € L do

6: if by ®br ®s2 =w — p then

7 (e1, e2, e3, es) = x(Z), es =br ®br Ds2, e = (e1,e2,€3,€4,€5)
8 return Pe'

9

0

1

: end if
10: end for
11: end while

10



Algorithm 2 MMT-modified-HGJ

Require: Parity-check matrix H', s1, w
Ensure: A non-empty list of partial error vector(s) £

—_

12:
13:
14:
15:

16:
17:
18:
19:

20:
21:
22:
23:
24:

25:
26:
27:
28:

29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:

S L X

Choose optimal ¢, {1, f2, p
rep = o (212’
Enumerate four lists Li1, Li3, R11 and Ris.
repeat
Choose a random vector t; of length log2(((k:f;/4)). Let ¢, = logz(((k;'fg/4)).
For each (Z12,a12,b12) € L12 generated on-the-fly check for (Z11,a11,b11) € L11
such that (a11 D a12)[g1] = tl
if (a1 @312)[z1] =t; then
Store the combination in L;
end if
For each (Z14,a14,b14) € L1 generated on-the-fly check for (Z13,a13,b13) € L3
such that (a3 ® aia)j,) =0 —t1
if (a13 (&) 314)[11] =0—t; then
Store the combination in Lo
end if
repeat
For each (Z22,a22, ba2) € R12 generated on-the-fly check for (Za1,a21,b21) €
R11 such that (ag1 @ az2),) = ta
if (a21 ® a22)[z1] =t then
Store the combination in R1
end if
For each (Z24,a24, b24) € R14 generated on-the-fly check for (Zaz, a2, bag) €
R13 such that (a3 @ a24)¢,]) = Spe;] B t2
if (a3 @ 324)[51] = S[e;] © t2 then
Store the combination in Ro
end if
repeat
For each (Z1,a1,b1) € L1 check for (Zo,a1,b1) € Ly such that (a1 ®
az)ie +0,) =t
if (a1 D ag)[g1+52] =t then
Store the combination in L
end if
For each (I3,ag,b3) € L3 check for (I4,34,b4) € L4 such that (a3 (&)
a4)[51+22] =t
if (a3 D a4)[31+52] =t then
Store the combination in R
end if
Check for collision between L and R on the remaining /3 bits.
if (aL D aR)[41+@2+43] = S[e1+L2+¢3) then
Store the combination in £
end if
if £ is not empty then
return £
end if
until 2max{f+ez—rep,0} > Repeated when solution is not obtained
until 2maxtfr=rep,0} > Repeated when the first SS is repeated
until 2726 -rer.0} 1, Repeated when solution is not obtained repeating the lower
subtrees

11



5 Time and Memory Complexities

In this section we discuss the time and memory complexities of the new algorithm.
In [9] time and memory complexities are in terms of bits. If a is the total number
of field operations then the bit complexity estimate of time is log,(a) + logs(n).
The estimates obtained using this method can be found in Table Before
beginning with this discussion we briefly describe the complexity estimates of [9]
for the sake of completeness.

Time and memory bit complexity estimates of [9] The vectors in the
baselists of MMT[I6] belongs to the set Dy = {e” : " € F+TD/2 || = p/4}.
After the meet-in-the-middle collision the sum vectors belong to the set D; =
{e/ : ¢/ € F*+D Je/| = p/2}. The work in [9] expresses the time and memory
estimates exactly as-

'—re |D1| |D1|2
Tez = 277 - max{|Dy|'/?, S T } (6)
D
Mgz = max{|D; |'/4, ‘2;|} (7)

5.1 Time and memory bit complexity estimates of the new
algorithm.

Now we give the expressions of time and memory complexity estimates of the new
algorithm. Let the first level of filtering takes time HGJ;; and HGJq5 respectively
for the two calls.

Tucs, = Thas, =2+ Do/ + 5

(8)
The expected size of the list after the first filter is

D, (9)
Let the second level of filtering takes time HGJ; and HGJs.

202

The expected size of a list after the second filter (in other words the expected
list size after the calls to new Schroeppel-Shamir subroutines are complete) is-

Thes, = THey, =2+ |D1|1/4 + (10)

1/4 D, /2
Mnew—HGJ = maX{D1 a%} (11)

The time taken for the final merging is

2
MnewaGJ

T (12)

Tfinal =2 MnewaGJ +

12



The computation tree of the new algorithm is of depth-3. So we compute the
total time taken by the new algorithm is obtained using the subtree repetition
of [9). If a representation is not obtained at the last level then the second level of
the two HGJ’s are repeated max{0,¢; + {5 — rep} times. If a solution is still not
obtained we repeat the higher levels similarly.

Let max{0,¢; — rep} be denoted by my and max{0, £; + ¢2 — rep} be denoted
by mo.

Tiotar = 2™ - (2 - Theu,, +2™ - (2- Thely +
(22 - (They, + They, + Tfinat))) (13)

We compute the time complexity estimates using equation [I3}

Taking the dominating terms of equation the time estimate may be written as-

1/2 D
_ 93 L1443 1/4 |D1| | 1‘
Trew = 277772 max{[D; [/, 90 25+21—22} (14)
D 1/2
Mnew—ss = maX{|D1|1/4a %} (15)

We state a simple combinatorial identity before proceeding further with the
analysis.

Lemma 1. For any positive integers a, b, ¢

a _[a a—1> / b+c
b+c) \b c c
Lemma 2. For the respective ranges of the parameters p and £ the probability

G R )

()

Proof. The information set is chosen uniformly and independently in each it-
eration. So we can say that P is also chosen uniformly and independently in
each iteration and applied on the columns of the parity-check matrix H. The
total number of permutation is n!. Let P be the set of permutations which when

applied on the columns of H give success. Thus the success probability in a single
iteration is given by

of success per iteration is given by

[Pl

n!’
This set can be constructed in the following manner. There are four (k + ¢)/4-
length parts of the information set. In each of the four divisions of the information
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set distribute p/8 ones to a subset of the cells 1, 2, ..., (k+¢)/4. Distribute the

remaining p/8 one positions in the remaining (k + ¢)/4 — p/8 cells. By Lemma
s . k+0) /0% ((k+0)/4—p/8y* 44

position of the ones can be fixed in ((( p/g/ ) - (( ;)//8 p/ ) )/(Zs) ways. The

remaining n — w cells are filled wth zeroes. Now we have fixed positions of ones

and zeroes in the n positions. The total number of such fixings is
((k+€)/4>4 <n —k e)
p/4 w—p
The cells with zeroes and ones can be permuted among themselves in w!- (n —w)!
. (k) ? n—k—2¢
ways. The size of P is (( p/i/ ) cwl(n—w)!( o ). So,

(it (o

p/4 w—p
)

4
Lemma 3. The exact number of representations is (g?g) .

5.2 Numerical Results

The NIST call for proposals [I8] for post-quantum cryptosystems outlines five
categories. Of these, Categories 1, 3 and 5 associates to the security of AES-128,
AES-192 and AES-256 and require cryptosystems to be secure under attacks using
2143 9207 and 2272 classical gates respectively. The description of five instances
of Classic McEliece corresponding to the five categories are presented in Table

We have considered three memory access models- constant, logarithmic and
cube-root. Additionally for each of the models we have considered unbounded
memory and memory settings upper bounded by 260 and 28 bits. Table [2] shows
the new time complexities in terms of bits.

We obtain reduced time complexity estimates for all the categories for every
memory access models. The memory requirement of our algorithm for categories
1 never exceed 2% bits for logarithmic and cube-root access model and that of

Category 3 does not exceed 2% for cube-root access model.

The values in the columns marked by EZ have been obtained from Table 4 of [9].
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category| n | k | w |log, Pllogy Mmat
1 3488|2720| 64 | 20.99 | 21.35
3 4608(3360| 96 | 22.00 | 22.46
6688/5024(128|22.00 | 23.41
5 6960/5413|119|22.00 | 23.36
8192|6528(128|23.37 | 23.70
Table 1: Parameters for Classic McEliece and the corresponding values of log, P and
logy Mmat.
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Table 2: Time-Memory Trade-off Points with constant memory access cost

memory bound| Category 1 Category 3 | Category ba | Category 5b | Category 5c

EZ [9]| new |[EZ [9]| new |EZ [9]| new |EZ [9]| new |EZ [9]| new

no bound [142.02]140.70|181.91|176.80|248.18|240.30(247.49(239.12|277.37|270.04

<60 145.47|140.70|188.16(176.84|263.16|248.74|283.64 |250.84 | 298.65 | 284.34

<80 143.14(140.70|184.06|176.80(258.58|240.30|258.87(239.15| 293.4 |270.14
logarithmic access model

no bound [148.44]146.16|188.61|182.73|255.38|246.48|254.72|245.46|284.83|276.41

<60 151.06(146.16|193.59|182.73|268.66|254.55|269.17(256.67|304.19|290.19

<80 149.14|146.16|190.12|182.73|264.58|246.48|264.87|245.46|299.45|276.46
cube-root access model

no bound |157.25{154.63|199.69(196.13|276.13|263.45|276.97|265.07|313.12|295.56

<60 157.25(154.63|199.69|196.13|276.13|266.61|276.97|268.87|313.12|302.80

< 80 157.25(154.63|199.69|196.13|276.13|263.45|276.97|265.07|313.12|295.56

6 Conclusion and Future Work

We have proposed a modification of the Howgrave-Graham-Joux version of
Schroeppel-Shamir algorithm [20]. This modification is relevant in the context
of Information Set Decoding only. This work has given a new and improved
time-memory trade-off for MMT algorithm [16] for all the five parameter sets of
Classic McEliece. A comprehensive asymptotic analysis following the lines of [7]
is a useful research direction.
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