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computational complexity theory
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This is a Sunday afternoon and many of you are tired after a long week

But if you are still here, thank you and let’s have some fun....
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This Talk

Minicrypt + Algebraic Structure = Cryptomania

* Minicrypt: One-way functions exist but no public-key cryptography

* Cryptomania: Public-key cryptography is possible
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* Minicrypt primitives + Algebraic Structure

* (Bounded) Homomorphic One-Way Functions
* (Bounded) Input-Homomorphic Weak Unpredictable Functions

* (Bounded) Input-Homomorphic Weak Pseudorandom Functions
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Two-party non-interactive key-exchange (NIKE)
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CDH
dio0 - YGno
(g’ 4 91,1 - 9na )
n > 3log|g]
R k k
b — Zq 91,0 9n,o0

k
gn,l

ge .
One-way by DLOG

S = (s1,...,5,) S {01}

n
‘ ‘ gj,Sj
J=1

IHWUF
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n > 3log|X|
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One-Wayness of Subset Sums

B oo

o

If X is the input space of any input homomorphic weak UF

then

~

the subset sum problem (with appropriate parameters) is average-case hard on X

%

» CDH/DDH => DLOG

» LWE => SIS

Explains the structural similarity underlying these assumptions
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B Theorem: .

If X is the input space of any input homomorphic weak UF then

the subset sum problem (with appropriate parameters) is average-case hard on X

N /
{x - } X" X e X R
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n > 3log|X]
XLO xn’()
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If X is the input space of any input homomorphic weak UF then
the subset sum problem (with appropriate parameters) is average-case hard on X/

X
{xj,b} X X1,0 - Xno x*ﬁ ¥
_1 l X11 e Xp1'
n > 3log|X]

By LHL, any uniform x™ lies in the binary span of 1.0 “n.0
Y , any Yy sp X11 X1

1
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Abstracting a CDH/DDH-based protocol

di0 - Y9no R
< ¢
gd11 - Yn1
Subset Product Exponentiation
n
k k
‘ ‘ . dio - YIno
915y k 1;
j=1 dgi1 - YIna
Exponentiati& n %Abset Product
k
g],Sj

IHWUF/PRF
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91,0
911

Subset Product
n
‘ ‘ g], Sj
j=1

Exponentiation

n

‘ ‘ k
g],Sj

J=1

g a CDH/DDH-based protocol

DH/DDH
Ino R
In,1 <5

Exponentiation

91,0 9n,0
k k
911 In 1

Subset Product

IHWUF/PRF
X1,0 Xno R
X1,1 Xn,1 NS
Subset Sum Evaluation
n
69 . F(k,x1,0) F(k,xn,0)
=1 75 F(k,x2,) F(k,xn1)
]:
Subset Sum

Evaluation n
K EB 3]
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Outline

* Summary and open questions



All implications hold for bounded homomorphism

Homomorphic OWF Aol Input-Homomorphic weak UF Input-Homomorphic weak PRF
elian

e Chameleon CRHFs * PKE This Talk * PIR

* Succinct Trapdoor * 2-Party NIKE * Lossy TDFs

Commitments

P . * Smooth Recyclable| |+ Round-optimal OT/ MPC
.+ TDFs X Targeted KEM (plain model)

. » Deterministic . [GH18]

| (Chsecure PKE i Elementary OT » Round-optimal OT / MPC |
__________________________ [DGHMW13] (CRSmodeI)
* |[BE ‘ [DG17] * Hash Encryption [KW19] S
«  KDM-secure PKE E[DGHMlg] LQRWW19] CPé—to-CCAforABE/PE i
. J BLSVIBL o Hinting PRGs i ® DV-NIZK
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Open Questions

* More primitives from generic assumptions
* NIZKs, VRFs, threshold signatures, ABE, PE?

 New (post-quantum) assumptions N. Alamati, L. De Feo, H. Montgomery, S. Patranabis.

 Isogenies of elliptic curves? Cryptographic Group Actions and Applications.
In ASIACRYPT 2020 (Conditionally accepted).

* Black-box separations between generic primitives
e HOWEFs and IHWUFs?



Thank you!

eprint.iacr.org/2019/108
eprint.iacr.org/2019/608
eprint.iacr.org/2020/606



