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Cube Attacks

= Basic Cube Attacks were introduced in EUROCRYPT 20009.

" There two types of Enhanced Cube Attacks.
- Divide-and-Conquer Cube Attack (EUROCRYPT 2015)
- Conditional Cube Attack (EUROCRYPT 2017)

" These two enhanced attacks are the best known cube attacks till today
which are key (or state)-recovery attacks on MAC or AEAD, so it is
worthwhile to understand it.

" The papers in 2017-2020 follow these two enhanced attack techniques.



Basic Notations and Results



Cubes #1

* Given a monomial x;X,X3,
CX1X2X3 :={(OIOIO)I(OIOI]')I(OI 1)0)1(01 1)1)’(11010)1(11011)1(11110)1(11 111)}1
C,.x.x, IS defined as the set of all binary vectors of the length 3,

Cxxox, 1S Called the cube with 3 cube variables, x1,%5,X5

*We follow the notations defined in EUROCRYPT 2015 paper, “Cube Attacks and Cube-attack-like
Cryptanalysis on the Round-reduced Keccak Sponge Function”.



Cubes #2

* Given a monomial x,X,
Cyx, +=1(0,0),(0,1),(1,0),(1,1)},
C,..x. is defined as the set of all binary vectors of the length 2,

Cx.x. Is called the cube with 2 cube variables, x,,x<



Cubes #3

* Given a monomial x,
Cy, :=10,1},
C,, is defined as the set of all binary vectors of the length 1,

Cx, is called the cube with 1 cube variable, x,



Cubes #4

* Given a monomial t with k variables,
c. :={(o,...,0,0),(0,...,0,1),(0,...,1,0),(0,...,1,1),....,(1,...,1,1)},
C. is the set of all binary vectors of the length k.

C. is called the cube with k cube variables



Division #1

" Given a polynomial f(X,X5,X3,X,) =X, +X X5 X3+X X5 X 4 +X 5,
" we want to divide f by x,.

" We know that there are unique Q (quotient) and R (remainder) such
that f(x,,%5,%3,%,)= x;Q+R.

.f(X11X21X3/X4) =X (1+X2X3+X2X4) + X3
" S0, Q = 1+X,X3+X,%X, and R = xs.

" Note that there is no x,in Q = 1+x,%3+x,%, and x, does not divide each
term of R = x..

" Therefore, Q = Q (xy,X3,%4)=1+X,X3+X,%,4 R = R(Xy,%3,%4) = X3



Division #2

" Given a polynomial f(X,X5,X3,X,) =X, +X X5 X3+X X5 X 4 +X 5,
" we want to divide f by x;x,.

" We know that there are unique Q (quotient) and R (remainder) such
that f(x,,%5,%5,X,)= X%, Q+R.

" f(X1,X2,X3,Xs) = X1X; (X3+Xs) + X1+X3
" So, Q = x3+%, and R = x;+x.

" Note that there is neither x, or x, in Q = x3+x, and x;x, does not divide
each term of R = x +x.

" Therefore, Q = Q (X3,X4)=X3+X, R = R(Xq,X5,X3,%4) = X1+%3



Cube and Quotient

" Given a polynomial f(x1,X5,X3,X,),
" we want to divide f by x;x,.

" Then, we can describe f(x1,X,,X3,X4) = X1X; Q(X3,X4) + R(X{,%5,X3,X4),
where Q is the quotient and R is the remainder.

* We define the cube C, , :={(0,0),(0,1),(1,0),(1,1)}.
" Then, Xuejia Lai* proved

Z f(X11X21X31X4) — Q(X31X4)

(X,X,)ECy x,

* “Higher Order Derivatives and Differential Cryptanalysis”, Communications and Cryptography 1994.



Cube and Quotient (Example #1)

" Given a polynomial f(x,X5,X3,X,)=X1 +X X5 X3+X X5 X 4 +X 5,

" we want to divide f by x;x,.

" We know f{Xq,X5,X3,X,) = X1X5 (X3+X,) + X +X5.

= We define the cube C,,, :={(0,0),(0,1),(1,0),(1,1)}. Then,

z f(X11X21X31X4) — X3+X4

(Xl,xz)ECXlX2



Cube and Quotient (Example #1)

" Given a polynomial f(x,X5,X3,X,)=X1 +X X5 X3+X X5 X 4 +X 5,

" we want to divide f by x;x,.

" We know f{Xq,X5,X3,X,) = X1X5 (X3+X,) + X +X5.

= We define the cube C,,, :={(0,0),(0,1),(1,0),(1,1)}. Then,

// "'-..\
f(X11X21X31X4) :(X3+X4,‘
_7
(XllXZ)ECX1X2 I) -

v

called the superpoly of Cy.x,



Cube and Quotient (Example #2)

" Given a polynomial f(x,X5,X3,X,)=X1 +X X5 X3+X X5 X 4 +X 5,
" we want to divide f by x,.

" We know f{xq,X5,X3,X,) = X1 (XoX3 X%, +1) + X5

* We define the cube Cy :={0,1}. Then,

z [ (X1,X9,X3,X5) = XoX3 +X,%,+1

X,€C «,



Cube and Quotient (Example

2)

" Given a polynomial f(x,X5,X3,X,)=X1 +X X5 X3+X X5 X 4 +X 5,

" we want to divide f by x,.

" We know f{xq,X5,X3,X,) = X1 (XoX3 X%, +1) + X5

* We define the cube Cy :={0,1}. Then,

T e

7 S
1 (X1,X2,X3,X5) = XXz XX+ 1]

z 6,
\

X,ECy,

-

called the superpoly of Cy,



Cube and Quotient (Example #3)

" Given a polynomial f(x,X5,X3,X,)=X1 +X X5 X3+X X5 X 4 +X 5,

= we want to divide f by x;x,x;.

" We kKnow f{Xq,X5,X3,X,) = X1X5X3 (1) + XX XX X5

= We define the cube C, , ,, :={(0,0,0),(0,0,1),...,(1,1,1)}. Then,

z f(X1/X21X3'X4) =1

(XX, X3) ECy xxs



Cube and Quotient (Example #4)

" Given a polynomial f(x,X5,X3,X,)=X1 +X X5 X3+X X5 X 4 +X 5,

= we want to divide f by x,x3x,.

" We Know f{Xq,X5,X3,X,) = X5X3X4 (0) + XX XoX3HX XX+ X5

= We define the cube C, ,,, :={(0,0,0),(0,0,1),...,(1,1,1)}. Then,

z f(X1/X21X3'X4) =0

(X,,X5,X,)ECy x.x,



Cube and Quotient (Example #5)

" f(X1,X0,X3,Xg) = X1X5 (X3+X4) + X1 +X3
" Cube C,, :={(0,0),(0,1),(1,0),(1,1)}.
=" Then,
z f(X11X21X31X4) = X3+X4

(X,,X,) €Cy.x,



Cube and Quotient (Example #5)

" f(X1,X2,X3,X4) = X1X; (X3+X4) + Xq+X3
" Cube C,, :={(0,0),(0,1),(1,0),(1,1)}.

The coefficient of X3 is 1.
=" Then, A



Cube and Quotient (Example #5)

" f(X1,X2,X3,X4) = X1X; (X3+X4) + Xq+X3
= Cube C,,, :={(0,0),(0,1),(1,0),(1,2)}.
=" Then, A

7/

Ve \(
z f(X11X21X31X4) :lr )f3/1|-X4

(X,,X,) €Cy.x,

The coefficient of X3 is 1.

z f(X1,%,,1,0) = The coefficient of X3=1

(x,,%,)EC .



Cube and Quotient (Example #5)

" f(X1,X2,X3,X4) = X1X; (X3+X4) + Xq+X3
= Cube C,,, :={(0,0),(0,1),(1,0),(1,2)}.
" Then, =

7/

The coefficient of X, is 1.

’ \/\
z f(X11X21X31X4) — X3|'I|')_(_4,I

(X,,X,) €Cy.x,



Cube and Quotient (Example #5)

" f(X1,X2,X3,X4) = X1X; (X3+X4) + Xq+X3
= Cube C,,, :={(0,0),(0,1),(1,0),(1,2)}.
" Then, =

7/

’ \/\
z f(X11X21X31X4) = X3|'I|')_(_4,I

(X,,X,) €Cy.x,

The coefficient of X, is 1.

z f(x4,X,,0,1) = The coefficient of x,= 1

(x,,%,)EC .



Cube and Quotient (Example #6)

.f(X11X2;X3;X4) - X1 (X2X3 +X2X4+1) + X3.
" Cube C,, :={0,1}.
" Then,
z f(X1/X2;X3;X4) — XyX3 +X2X4+1

X, €Cy,



Cube and Quotient (Example #6)

.f(X11X21X3/X4) =X (X2X3 +X2X4+1) * X3,
= Cube C,, :={0,1}.
* Then, 7!

7/

7 \(
—_— /
E f{X0,%0,%3,Xg) = XoX3 XX+ 1 1

the constant is 1.



Cube and Quotient (Example #6)

.f(X11X21X3/X4) =X (X2X3 +X2X4+1) * X3,
= Cube C,, :={0,1}.
* Then, 7!

7/

7 \(
—_— /
E F(X1,X9,%3,X1) = X5X3 XX+l

X, €Cy,

the constant is 1.

Z f(x4,0,0,0) = The constant =1

X,€Cy,



Cube and Quotient (Example #6)

.f(X11X21X3/X4) =X (X2X3 +X2X4+1) * X3,
= Cube C,, :={0,1}.
= Then, &

7
(>f
[ (X,%9,%3,%,) = XX+ XX+ ]
X, €Cy,

The coefficient of X,X5 is 1.



Cube and Quotient (Example #6)

.f(X11X21X3/X4) = Xl (X2X3 +X2X4+1) + X3.
" Cube C,, :={0,1}.
=" Then, A
A
[ (X1,%5,%3,%,) = (XX XX, +]

X, €Cy,

The coefficient of X,X5 is 1.

z f(x4, 1, 1, 0) = The coefficient of X,X3 + The constant=1+1=0

X,ECy,



Cube Attacks and Cube-attack-
like Cryptanalysis on the Round-
reduced Keccak Sponge Function

EUROCRYPT 2015



EUROCRYPT 2015 paper introduced

" Three kinds of Cube Attack Approaches
* The First: Divide-and-Conquer Attack with Partial Input Key
* The Second: Balanced Attack with Partial Input Key
* The Third: the first&second Attacks with Partial Secret Internal Information



First Attack Idea

Superpolys with Some (not all) Variables

.f(X11X2)X3)X4) = X]_ (X3+X4) + X2X4.
=" Cube C,,:={0,1}.

" Then,
z f(X11X21X31X4) — X3+X4
X ECX1
f(xlr O,X3,X4) = X3+Xy
X, ECy,

f(xlr 1,X3,X4) — X3+X4
X, €Cy,




First Attack Idea

Superpolys with Some (not all) Variables

.f(X11X2)X3)X4) = X]_ (X3+X4) + X2X4.
=" Cube C,,:={0,1}.
" Then,
z f(X11X21X31X4) — X3+X4

X1€Cx1




First Attack Idea

Superpolys with Some (not all) Variables #1

.f(X11X2)X3)X4) = X]_ (X3+X4) + X2X4.

=" Cube C, :={0,1}.
«={0,1} The Superpoly of
“Then, 7 the cube Cy,
P \.'_L’, .
E f(X1,X0,X3,Xa) = X3+, remains same
I 1
x,ECx, ! ': regardless of the
1 ' value of x,.
f(xll O,X3,X4) ‘I:‘ X3tX4 ': 2
! !
X ECXl : 'l
; /
II



First Attack Idea

Superpolys with Some (not all) Variables #2

'f(Kl,KZ,K3,K4,M1,IVI2,IVI3,M4) = I\/IleQ(Kl,KZ,M3,I\/I4)+ R(Kl,KZ,K3,K4,IVI1,M2,I\/I3,I\/I4)_
= Assume that

- Ky, K5, K;5,K, are 4-bit secret keys and

- By the oracle f (K{,K,,K5,K,,", -, *, *)-queries, the attacker can make a query
(M{,M,,M;,M,) and then get the value of f(K,K,,K;5,K,,M{,M,,M3,M,).



First Attack Idea

Superpolys with Some (not all) Variables #2

.f(KllK21K3;K4)M11M21M3)M4) = MlMZQ(K1/K2)M31M4)+ R(KliK2/K3)K4)M1)M2/M3IM4)_
® The Superpoly Q(K,K,,M3,M,) does not depend on either K; or K,
" For each (K,,K,) € {(0,0),(0,1),(1,0),(1,1)}, the attacker computes the followings

(offline): 2 £(0,0,0,0,M1,M,,0,0) = Q(0,0,0,0)

(Mg, Mp)eCp,m,

2 £(0,0,0,0,M,M,,0,1) = Q(0,0,0,1)
(M4,My)eCm,m,

2 £(0,0,0,0,M,,M,,1,0) = Q(0,0,1,0)
(M1, My)eCy,m,

2 f(O)O;O/O/M]_;Mz,l;l) — Q(0,0,l,l)
(erMZ)ECMlMZ



First Attack Idea

Superpolys with Some (not all) Variables #2

.f(KllK21K3;K4)M11M21M3)M4) = MlMZQ(K1/K2)M31M4)+ R(KliK2/K3)K4)M1)M2/M3IM4)_
® The Superpoly Q(K,K,,M3,M,) does not depend on either K; or K,
" For each (K,,K,) € {(0,0),(0,1),(1,0),(1,1)}, the attacker computes the followings

(offine): S f0100MM500) = 0100

(My,MyeCy.m,

> f01,00M,M,0,1) = Q(0,1,0,1)
(M4,My)eCm,m,

2 £(0,1,0,0,M;,M,,1,0) = Q(0,1,1,0)
(M1,My)€eCm,m,

z £(0,1,0,0,M,M,,1,1) = Q(0,1,1,1)
(My,M-)eCm,m,



First Attack Idea

Superpolys with Some (not all) Variables #2

.f(KllK21K3;K4)M11M21M3)M4) = MlMZQ(K1/K2)M31M4)+ R(KliK2/K3)K4)M1)M2/M3IM4)_
® The Superpoly Q(K,K,,M3,M,) does not depend on either K; or K,
" For each (K,,K,) € {(0,0),(0,1),(1,0),(1,1)}, the attacker computes the followings

(offline): 2 £(1,0,0,0,M;,M,,0,0) = Q(1,0,0,0)

(Mg, Mp)eCp,m,

2 f(1,0,0,0,M;,M,,0,1) = Q(1,0,0,1)
(M4,My)eCm,m,

2 f(1,0,0,0,M,M,,1,0) = Q(1,0,1,0)
(M1, My)eCy,m,

2 f(llolololMlleilyl) — Q(l,O,l,l)
(erMZ)ECMlMZ



First Attack Idea

Superpolys with Some (not all) Variables #2

.f(KllK21K3;K4)M11M21M3)M4) = MlMZQ(K1/K2)M31M4)+ R(KliK2/K3)K4)M1)M2/M3IM4)_
® The Superpoly Q(K,K,,M3,M,) does not depend on either K; or K,
" For each (K,,K,) € {(0,0),(0,1),(1,0),(1,1)}, the attacker computes the followings

(offine): S F.400MM500) = 0100

(My,MyeCy.m,

2 f(1,1,0,0,M;,M,,0,1) = Q(1,1,0,1)
(M4,My)eCm,m,

2 f(1,1,0,0,M,,M,,1,0) = Q(1,1,1,0)
(M1,My)€eCm,m,

2 f(1)1;O/O/M1;M2/111) — Q(l,l,l,l)
(My,M-)eCm,m,



First Attack Idea

Superpolys with Some (not all) Variables #2

.f(KllK2;K3;K4)M1;M21M31M4) = MlMZQ(K1)K21M31M4)+ R(KliK2)K3)K4)M1;M2;M31M4),
® The Superpoly Q(K,K,,M3,M,) does not depend on either K; or K,
" For each (K,,K,) € {(0,0),(0,1),(1,0),(1,1)}, the attacker computes the followings

= Store the following off-line cube-sum values.

Q(0,0,0,0) Q(0,1,0,0) Q(1,0,0,0) Q(1,1,0,0)
Q(0,0,0,1) Q(0,1,0,1) Q(1,0,0,1) Q(1,1,0,1)
Q(0,0,1,0) Q(0,1,1,0) Q(1,0,1,0) Q(1,1,1,0)
Q(0,0,1,1) Q(0,1,1,1) Q(1,0,1,1) Q(1,1,1,1)




First Attack Idea

Superpolys with Some (not all) Variables #2

= Now, we move to _ The attacker does not know the 4-bit actual
secret key K, K,,K;5,K,

" The Attacker makes oracle f (K,K,,K5,K,,", *, -, *)-queries and compute the on-

line cube-sums:
z f(K11K21K3IK41M1/M2;O;0) — Q(Kl,Kz,O,O)

(M, My€EC y,m,

z f (K, K5, K3, KM q,M,,0,1) = Q(K4,K,,0,1)
(M{,M5)eC m,m,

z f (KK, K3,K,M,M,,1,0) = Q(Ky,K;,1,0)
(M1,MpeCm,m,

z f(K11K2/K3/K4;M1/M2;1;1) — Q(K1)K2;111)
(M;,MyeCm,m,



First Attack Idea

Superpolys with Some (not all) Variables

There exists a matching Q(Ky,K,,0,0)
between off-line cube-sum Q(Ky,K5,0,1)
and on-line cube-sum. Q(Ky,K5,1,0)
/ Q(K,K,,1,1)
Q(0,0,0,0) Q(0,1,0,0) Q(1,0,0,0) Q(1,1,0,0
Q(0,0,0,1) Q(0,1,0,1) Q(1,0,0,1) Q(1,1,0,1
Q(0,0,1,0) Q(0,1,1,0) Q(1,0,1,0) Q(1,1,1,0
Q(0,0,1,1) Q(0,1,1,1) Q(1,0,1,1) Q(1,1,1,1




First Attack Idea

Superpolys with Some (not all) Variables

There exists a matching Q(Ky,K5,0,0)
between off-line cube-sum Q(Ky,K,0,1)
and on-line cube-sum. Q(K4,K5,1,0)
Q(Kll K2) 1)1)
P,
)/
Q(0,0,0,0) Q(0,1,0,0) Q(1,0,0,0) Q(1,1,0,0
Q(0,0,0,1) Q(0,1,0,1) Q(1,0,0,1) Q(1,1,0,1
Q(0,0,1,0) Q(0,1,1,0) Q(1,0,1,0) Q(1,1,1,0
Q(0,0,1,1) Q(0,1,1,1) Q(1,0,1,1) Q(1,1,1,1




First Attack Idea

Superpolys with Some (not all) Variables

There exists a matching Q(Ky,K,,0,0)
between off-line cube-sum Q(Ky,K,0,1)
and on-line cube-sum. Q(K4,K5,1,0)
Q(Kll K2) 1)1)
?
Q(0,0,0,0) Q(0,1,0,0) Q(1,0,0,0) Q(1,1,0,0
Q(0,0,0,1) Q(0,1,0,1) Q(1,0,0,1) Q(1,1,0,1
Q(0,0,1,0) Q(0,1,1,0) Q(1,0,1,0) Q(1,1,1,0
Q(0,0,1,1) Q(0,1,1,1) Q(1,0,1,1) Q(1,1,1,1




First Attack Idea

Superpolys with Some (not all) Variables

There exists a matching Q(Ky,K,,0,0)

between off-line cube-sum Q(Ky,K5,0,1)

and on-line cube-sum. Q(Ky,K5,1,0)

Q(Kl,Kz,l,l) \?

Q(0,0,0,0) Q(0,1,0,0) Q(1,0,0,0) Q(1,1,0,0
Q(0,0,0,1) Q(0,1,0,1) Q(1,0,0,1) Q(1,1,0,1
Q(0,0,1,0) Q(0,1,1,0) Q(1,0,1,0) Q(1,1,1,0
Q(0,0,1,1) Q(0,1,1,1) Q(1,0,1,1) Q(1,1,1,1




First Attack Idea

Superpolys with Some (not all) Variables #2

* Once a matching happens, we can find K,,K..
* Then, we exhaustively search the remaining two bits, K3,K,. (-

and-Conquer Attack




First Attack Idea

-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

128-bit key| | message

1600-2t 128-bit
< 112----1128

Keccak Internal
Permutation

2t
02t

Construction of Keccak-MAC-t



First Attack Idea

-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

" The secret key K is 128-bit.
" Let K=K, | |K;, where |K,|=]K,|=64.

=" We need to search a cube with some cube variables whose superpolys
depends only K,

" How can we find such cube?



First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

/S /S /S /7
Alx]yllz] AL
y J //
[ ST T 7 A |/
i /S /| |
LS AN
y=0 1101,
//////
y=1 I // ¥ //
y=2 // //
y=3 //
y=4 g




First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

J /S /S S
Alx]yllz] AL
y i J //
[l ST T 7 A |/
i /S /| |
L L AN
y=0 1101,
//////
y=1 I // ¥ //
y=2 // //
y=3 //
y=4 g




First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

/S /S /S 7
Alx]yllz] AL
y i J //
[ S T 7 A |/
i /S /| |
L L AN
y=0 1101,
//////
y=1 I // ¥ //
y=2 // //
y=3 //
y=4 g




First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

/S /S /S S
Alx]yllz] AL LT
y i / //
[l ST 77 A |/
i /S / /| |
L L AN
y=0 1101,
//////
y=1 I // ¥ //
y=2 // //
y=3 //
y=4 g




First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

/S /S /S L
Alx]yllz] AL
y i J //
[ ST T 7 A |/
i /S /[ 0%
L L AN
y=0 110N,
//////
y=1 ) // ¥ //
y=2 // //
y=3 //
y=4 g




First Attack Idea

Finding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

AlX][yl[z]

ANERANEANEAN

NI NEAN




First Attack Idea

-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

[T T 77
AN L
L J 7 7
S S/
L 7 7 7
s - ¥
y=0 ///
9%
y=1 AV
0%
y=2 /| |/
%
y=3 )/
y=4




First Attack Idea

-inding Superpolys with Partial Key Variables
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-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128
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-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128
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First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128
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0: Alx][y] « Alx][y]l ® X Lo(Alx — 11[j1 & (Alx + 1][j1 > 1)).

/ /

AIXIIY][Z] A
A

/ / / / / /
8%
y=1 ////
8%
y=2 // |/
y=3 ///
y=4 7z=3

z=2

z=1

z=0




First Attack Idea

-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4
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-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

72=0 z=1 z=2

0: Alx][y] « Alx][yl ® Xt J(Alx = 11[j1 ® (Alx + 1][j] > D).

72=0 z=1 z=2
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-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128
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-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128
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-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128
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-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128
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Finding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

z=0 z=1 z=2

1
0: Alx][y] « Alx]ly]l ® X/ o(Alx — 11[]] & (Alx + 1][j] > 1)).
}
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Finding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

z=0 z=1 7=2
l
0: Alx][y] « Alx]ly]l ® X/ o(Alx — 11[]] & (Alx + 1][j] > 1)).
}

7=0 z=1 z=2



First Attack Idea

-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

p: Alxlly] < Alx]ly] » rlx][y]
y=2 25 39 3 10 43
y=1 55 20 36 44 6
y=0 28 27 0 1 62
y=4 56 14 18 2 61
y=3 21 8 41 45 15
A[0][2] ol1|2(3|4|5|6]|7]|8|9]|10|11|12] ..|62]|63

Right circular rotation by r[0][2]=3

A[0][2] 61|62|63| 0| 1| 234|567 |8]|9]|..]59]|60




First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4 A (1600-bit)
AlX]lyl[z] i Round i l
// 7 //
/: /: Alx][y] « Alx][y] @ X o(Alx — 1111 & (Alx + 1][] »> D).

-0 yavdrs [x] [y] « Alx][y] > rlx][y].

Yy A 4

y=1 / //; / Alyl[2x + 3y] « Alx]lyl.

y=2 j/;/ Alx][ly] « Alx][y] ® ((=Alx + 11[y]) A Alx + 2][y])

- ) [ 1[0] < Alo][0] @ RCIil

!

A (1600-bit)



First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

x:Alx]ly]l < Alx]ly]l @ ((=4[x + 1][y]) A Alx + 2][y])

Alx]lyllz] / y
7 7
/ ///
9%
49%28%
/1 1 A
y=0 A A
A
- AN // ggﬁ@y
y=2 %0%
y=3 1 ) & & & E
y=4 g




First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

x:Alxllyl < Alx]ly]l @ ((=Alx + 1][y]) A A[x + 2][y])

7
AX][][Z] Y o sy e e
/[l /7 /
[T T 7 %
[ /S L LS /|
/ /S 7 /N |/
49%28%
/1 1 A
y=0 // 48%
=1 / /////
y= 49%28%
y= i
y=3 4 TR
y=4 g




First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

x:Alxllyl < Alx]ly]l @ ((=Alx + 1][y]) A A[x + 2][y])

/
AX][][Z] Y o sy e e
/S S/ /
[T T 7 /
[ /S L LS /|
/l /S L/ /N |/
49%28%
/1 1 A
y=0 // 48%
=1 4 /////
y= 49%28%
y= 174
g ke EEER
y=4 g




First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

x:Alxllyl < Alx]ly]l @ ((=Alx + 1][y]) A A[x + 2][y])
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First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

x:Alxllyl < Alx]ly]l @ ((=Alx + 1][y]) A A[x + 2][y])

y a4
AX][][Z] Y o sy e e
A
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First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

x:Alxllyl < Alx]ly]l @ ((=Alx + 1][y]) A A[x + 2][y])

y a4
AX][][Z] Y o sy e e
A
/l /S S S/ //
/ //
v
A
y=1 Z8%0vd —g
y= 1%
y=3 4 TR
y=4 g




First Attack Idea

-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4
x:Alx]lyl < Alx]ly]l ® ((=4lx + 1][y]) A Alx + 2][y])

Alx][y][z]
//

ird ’
y=0 yd ////
y=1 ////// —g g%ﬂ
y=2 ///
y=3 // E{E €;<§§9
y=4




First Attack Idea

Finding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4
x:Alx]ly] < Alx]ly] ® ((=Alx + 1][y]) A Alx + 2][y])

Alx][y]lz]
//
////
y=0 // /// %
y=2 ////
y=3 v & & & E
y=4




First Attack Idea

Finding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4
x:Alx]ly] < Alx]ly] ® ((=A[x + 1][y]) A Alx + 2][y])

Alx]lyllz]

ANERANEANEAN

)
i

N\ a=

ANERANEANEAN




First Attack Idea

Finding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4
x:Alx]ly] < Alx]ly] ® ((=Alx + 1][y]) A Alx + 2][y])

Alx][y]lz]
//

////
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y=4




First Attack Idea

Finding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

x:Alxllyl < Alx]ly]l @ ((=Alx + 1][y]) A A[x + 2][y])

Alx]lyllz]

:
:

N\ a=
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First Attack Idea

Finding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

x:Alxllyl < Alx]ly]l @ ((=Alx + 1][y]) A A[x + 2][y])

Alx]lyllz]

y=0
y=1 El
e eﬁiiﬁe




First Attack Idea

Finding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4

—’ ----------------

Alx]lyllz]

\
—————————————————

y=0 Only neighbors are
y=1 }{ E( El multiplied by each
y=2 other. (Degree is 2.)
y=3 6{6

y=4

5 &S
EEEEN/



First Attack Idea

-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

" The secret key K is 128-bit.
" Let K=K, | |K;, where |K,|=]K,|=64.

Ko| | Ky | |message

1344 128-bit
Q1344 @ > > T (=T;Ty..T1og)
6-Round
Keccak Internal

256 Permutation
0256 »




First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4 Ko=A[0][0] and K,;=A[1][0O].
/S
7 7 // %
AL0](8) ///// i
_ //////
y=1 //// '
y=2 /////
y=3 4
y=4




First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4 Ko=A[0][0] and K,=A[1][0].
/ 7 7
s i /
A[1][@] //
% //
4n7Z20%
/1 1 A
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y=2 /////
y=3 4
y=4




First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

x=0 x=1 x=2 x=3 x=4 Ko=A[0][0] and K,=A[1][0].
/ 7 7
s i /
A[1][@] //
% //
4n7Z20%
/1 1 A
_ //////
y=1 //// '
y=2 /////
y=3 4
y=4




First Attack Idea

-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

" | et us see the propagation of K;=A[1][0].

i S
% 4 /
/ /
/// 49 49% L
A |/ 494 49%
AN D% 2%
4Bz 4v% D%
A AN/ AN
40%08% vah% AV V%
“B%0% /// ///
//// /// ///
V) P A
—_— —p — —_—




First Attack Idea

-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

The white portion is controlled by the attacker.

N\

Koand K; /
e

AN

AN
N\
AN

Capacity part is fixed as 025°



First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

7 7 77
7 Z7
AN 7 yd A\ A\
A |/ |V 498% L L 8%
A |/ 4% 8% L L 8%
/ AN |/ / //// % //// % L S //// %
Z8%8% 4 P04 0% V0%
49% 8% vdydvs vdrdrZ APV 4
1 |/ 48% v 4% |
A V/ 45 40 4B%
%8 /// /// ///
) 0 P Y ; X
— E —— —  ——

V'=v > r[2][2],
v'=v >> r[2][3]



First Attack Idea

Propagation of K;
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First Attack Idea

Propagation of K;
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First Attack Idea

/
/
/
/[
X
—p
e e e e 5 Rounds
No multiplication between — And, no multiplication
K; and 32 variables. among 32 variables.
/[l /S L 7/
iy iy /
ST /
y L/ /
AL LT //: _ Therefore, the superpoly of the cube Cv,v,...vs,
” /;/:// for each output-bit T; (1<i<128) does not
///:/ depend on K. In other words, the superpolys
;// depends only on K.
)/
//_X.




First Attack Idea

-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

" Let A[2][2]=A[2][3]=v and arbitrarily choose the values of remaining
other white part. Then, we say that the message is M.

%
/
% M
i
/1 1 A

AN
AN




First Attack Idea
-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

Kol Ky [ M
1344 1344 AN 1-bit
013 D . o T1= Vanvgy QKo+ Ry(Ko Ky, vy..vsy)
6-Round ﬁ):’ T2= Vl....V32 QZ(KO)+ RZ(KO Kl,Vl....V32)
Keccak Internal |— T3= Vi....V3y Qg(Ko)+ R3(Ko K1;V1----V32)
256 Permutation .
0256 > 1-bit
" T1275 Va3 Qup7(Kg)+ Rip7 (Ko Ky, vy..vsp)
> T127= V1....V3p Qq8(Kp)+ Rypg(Kg Ky Vy....V35)




First Attack Idea

01344

0256

-inding Superpolys with Partial Key Variables
for 6-round Keccak-MAC-128

Depends only on K.

Kol 1Ky [1M
1344 l
D
A
256

6-Round
Keccak Internal
Permutation

1-bit { Na

+’ T]_: Vl....V34‘ Ql(KO)I-I- Rl(KO Kl,Vl....V32)

1-bit \
éﬁl_bit Ty= vy...v3d Qu(Ko)¥ Ry(Kg Kq,vy...v35)
\ \
> T3= V. Vad Qs (Ko HR3 (Ko Ky, vy.cvsy)
1 \
1-bit 1 \

\
o V1277 Ve V3y Qup7(Ko)¥ Ryp7 (Ko Ky, vy...v3))

> T1p7= V1----V32‘\\O~128(Ko)f R128(Kg Kq,V1....V3)

AN /

L Feep— g



First Attack Idea

Oft-line Phase using Superpolys with K, Variables

= We fixed K, as 0°¢, because the superpolys do not depend on K.
" For each j € {0,1}°4, the attacker computes the followings:

Keccak — MAC(j | [0°,M) = Qq(j )| [Qy(j )] - [1Q28(])
(V1,-V32)€Cy  v.,
= Above cube-sum requires 23?2 Keccak — MAC -computations and 128-bit memory.
= We have to perform the off-line cube-sum 2°* times.

" |n total, for the offline phase, 2°® Keccak — MAC -computations and 27! bit memory
are required.



First Attack Idea

On-line Phase using Superpolys with Actual
Secret key K, | | K,

» The Attacker makes oracle Keccak — MAC(K, | | K{,")-queries and compute the following
online cube-sum:

Keccak — MAC(Kq | |Ky,M) = Qq(Ko) | | Qx(Ko) || - |1Q125(Ko)

(Vl’ ""v32)ECV1....V32

* Above cube-sum requires 23? Keccak-MAC(K,| | K;,")-queries and 128-bit memory.
* Then, find j* from the memory table constructed in Off-line Phase such that

Q1 (Ko) | [ QoK) ] -+ 1]Q128(Ko) = Quj*) | [ Qa(j*) ] ... [1Qq28(i*)

= We conclude that KO=%'* with high probability. (Note that with high probability, there is a
matching between oft-line cube-sum and on-line cube-sum.)



First Attack Idea

Searching for K,

* After finding the 64-bit value of K,, we exhaustively search the remaining 64-bit
(. by 25 Keccak MAC-computations. (Divided-and-Conguer Attack)
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Conditional Cube Variables, Ordinary Cube
Variables

* There are p+q cube variables, v;,...,v,,Uy,...,U,.



Conditional Cube Variables, Ordinary Cube
Variables

* There are p+q cube variables, v;,...,v,,Uy,...,U,.

Let us see the propagation of these variables to explain
the meanings of conditional and ordinary cube variables.
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Conditional Cube Variables, Ordinary Cube
Variables

* There are p+q cube variables, v;,...,v,,Uy,...,U,.

Let us consider two groups.
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Conditional Cube Variables, Ordinary Cube
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* There are p+q cube variables, v;,...,v,,Uy,...,U,.
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Conditional Cube Variables, Ordinary Cube
Variables

* There are p+q cube variables, v;,...,v,,Uy,...,U,.

VieesVpyUg,eeny U

Round 1
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No multiplication
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We do not care
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Conditional Cube Variables, Ordinary Cube
Variables

* There are p+q cube variables, Vy,...,V;,Uy,...,U,.

VayeeesVg, Uy, .., U
l

Round 1

q

No multiplication

No multiplication No multlpllcatlon

We do not care

No multiplication NO multlpllcatlon

W|th conditions

Round 2
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Conditional Cube Variables, _

* There are p+q cube variables, vl,...,vp,-.

!

Round 1
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No multiplication
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NO multiplication
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No multiplication
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A question Is

e Given p conditional cube variables and the number (n+2) of rounds,

- What is the minimum number (q) of ordinary cube variables
to guarantee that after n+2 rounds there is no (p+q)-degree
term, viv, sV U Uy eeU,?



Example #1: p=1, n=1

e Given 1 conditional cube variables and the number (1+2) of rounds,

- What is the minimum number (q) of ordinary cube variables
to guarantee that after 1+2 rounds there is no (1+q)-degree
term, viu uyee-u?
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Example #1: p=1, n=1

* Assume that there are 1 conditional cube variable v, and g ordinary
cube variables, uy,u,,...,u,, and the conditions are true.

e After two rounds, these are all possible terms of degree 1 or 2. (in
case of Keccak permutation)

- Degree 1: vy, uj, uy,..., U

- Degree 2: uju,, UjUs, U,Us,..., Ug 1U,

e After 1 (n=1) more round|

By choosing 2 terms including 1 term v, the
possible maximum degree is 3.




Example #1: p=1, n=1

* Assume that there are 1 conditional cube variable v, and g ordinary
cube variables, uy,u,,...,u,, and the conditions are true.

e After two rounds, these are all possible terms of degree 1 or 2. (in
case of Keccak permutation)

- Degree 1: vy, uj, uy,..., U

- Degree 2: uju,, UjUs, U,Us,..., Ug 1U,

e After 1 (n=1) more round|
- A viuiUyU;

By choosing 2 terms including 1 term v, the
possible maximum degree is 3.




Example #1: p=1, n=1

* Assume that there are 1 conditional cube variable v, and g ordinary
cube variables, uy,u,,...,u,, and the conditions are true.

e After two rounds, these are all possible terms of degree 1 or 2. (in
case of Keccak permutation)

- Degree 1: vy, uj, uy,..., U
- Degree 2: u,u,, u;us, U,Us,..., Uy 1U,

e After 1 (n=1) more round|

By choosing 2 terms including 1 term v, the
- A v,u u,U;

possible maximum degree is 3.
Therefore, the min of q is 3 such that A v,uu,...u,




Example #2: p=2, n=2

e Given 2 conditional cube variables and the number (2+2) of rounds,

- What is the minimum number (q) of ordinary cube variables
to guarantee that after 2+2 rounds there is no (2+q)-degree
term, v;vou Uyeeeu?



Example #2: p=2, n=2

* Assume that there are 2 conditional cube variables v,,v, and q
ordinary cube variables, uy,u,,...,u,, and the conditions are true.



Example #2: p=2, n=2

* Assume that there are 2 conditional cube variables v,,v, and q
ordinary cube variables, uy,u,,...,u,, and the conditions are true.

e After two rounds, these are all possible terms of degree 1 or 2. (in
case of Keccak permutation)
- Degree 1:vy,v,,u;, Uy,..., U,
- Degree 2: uju,, U;U3, UyUg,..., Ug 41U,



Example #2: p=2, n=2

* Assume that there are 2 conditional cube variables v,,v, and q
ordinary cube variables, uy,u,,...,u,, and the conditions are true.

e After two rounds, these are all possible terms of degree 1 or 2. (in
case of Keccak permutation)
- Degree 1:vy,v,,u;, Uy,..., U,
- Degree 2: uju,, U;U3, UyUg,..., Ug 41U,

e After 2 (n=2) more rounds,



Example #2: p=2, n=2

* Assume that there are 2 conditional cube variables v,,v, and q
ordinary cube variables, uy,u,,...,u,, and the conditions are true.

e After two rounds, these are all possible terms of degree 1 or 2. (in

case of Keccak permutation)

- Degree 1:vy,v,,u;, Uy,..., U,

- Degree 2: uju,, UjUs, U,Us,..., Ug 1U,

e After 2 (n=2) more rounds,

By choosing 4 terms including 2 terms v,,v,, the
possible maximum degree is 6.




Example #2: p=2, n=2

* Assume that there are 2 conditional cube variables v,,v, and q
ordinary cube variables, uy,u,,...,u,, and the conditions are true.

e After two rounds, these are all possible terms of degree 1 or 2. (in
case of Keccak permutation)
- Degree 1:vy,v,,u;, Uy,..., U,
- Degree 2: uju,, U;U3, UyUg,..., Ug 41U,

e After 2 (n=2) more rounds,

By choosing 4 terms including 2 terms v,,v,, the
- A v;V,U U,UsU,Us

possible maximum degree is 6.




Example #2: p=2, n=2

* Assume that there are 2 conditional cube variables v,,v, and q
ordinary cube variables, uy,u,,...,u,, and the conditions are true.

e After two rounds, these are all possible terms of degree 1 or 2. (in

case of Keccak permutation)

- Degree 1:vy,v,,u;, Uy,..., U,

- Degree 2: uju,, UjUs, U,Us,..., Ug 1U,

e After 2 (n=2) more rounds,
- A v;V,U U,UsU,Us

By choosing 4 terms including 2 terms v,,v,, the
possible maximum degree is 6.
Therefore, the min of q is 5 such that A v,v,u,u,...u,




Theorem 2 (Generalization)

* Assume that there are p conditional cube variables v,...,v,and g
ordinary cube variables ug,...,u,, where
(1) p,g=1 and gq=2"*1-2p+1
or (2) g=0 and p=2" +1
* If the conditions are true, then the term v,v,...v u,u,...u, will not

appear in the output polynomials of (n+2)-round Keccak sponge
function.



Theorem 2. (p,g=1 and g=2"*1-2p+1) or (q=0 and p=2" +1)

conditional cube variables — ordinary cube variables
L
VeV Uy, U
Round 1
No multiplication No multiplication No multiplication
Vl,...,Vp < ‘
Round 2

No multiplication NO Multlpllcatlon
V1,---,Vp with
conditions



Theorem 2. (p,g=1 and g=2"*1-2p+1) or (q=0 and p=2" +1)

conditional cube variables — ordinary cube variables
L
VeV Uy, U
Round 1
v

No multiplication

No multiplication No multiplication

h

n+2 Rounds

Round 2

'

NO Multiplication

No multiplication

h

with
conditions

! I




Theorem 2. (p,g=1 and g=2"*1-2p+1) or (q=0 and p=2" +1)

conditional cube variables — ordinary cube variables
L
VeV Uy, U
Round 1
v

No multiplication No multiplication

No multiplication

!

Round 2 n+2 Rounds

'

NO Multiplication
with
conditions

!

n Rounds
I

V1Vs...VpU Usy...Ug Will not appear

No multiplication




Keccak Round Permutation

x=0 x=1 x=2 x=3 x=4 A (1600-bit) «
Alx]lyllz] 7 ) Round i l
7 7 / -
ya . /:/: 0:B[x][y] « Alxllyl @ Xj<o(Alx — 1][j] & (Alx + 1][j] > 1)).
y=0 /; e ©-Sround K [x][ ] < Blx][y] > rlx][yl.
y-1 T Dlyl[2x + 3y] « Clx][y]
V=2 UV o5 rouna | HEFEID] < DIV © (DL + 11D ADLx + 2]V)
:’l ) _ t:F[O][O] « E[0][0] & RC[i].

!

F (1600-bit)




Next, let us see the propagation of the remaining
15 ordinary cube variables v4,v5,...,V1x.

Ordinary Cube Variables

A[2][0][8]=A[2][1][8[=vy, A[2][0][12]=A[2][1][12]
A[2][0][20]=A[2][1][20fEv3) A[2][0][28]=A[2][1][28]V 4,

A[2][0][41]=A[2][1][41]EV5) Al2][0][43]=A[2][1][43]KVg,

A[2][0][45]=A12][1][45F5T7) Al2][0][53]=A[2][1][53]{Vg)
A12][0][62]=A[2][1][62)EVg) A[3][0][3]=A[3][1][3]44 )
A[3][0][41=A[3][1][4]€vy ], A[3][01[9]=A[3][1][9]<V 13

AI3[0][13]=A[3][1][13]€V1), AI3][0[23]=A[3][1][23]( 1)
AI31[0][30T=A[3][1][30]<715)

Conditional Cube Variables

A[2][0][0]=A[2][1][0]=v

Bit Conditions

A[4][0][44]=0,
A[2][0][4]=ks+keo+AlO][1][S]+A[2][1][4]+1,
A[2][0][59]=kso+A[O][1][60]+A[2][1][59]+1,
A[2][0][7]=A[4][0][6]+A[2][1][7]+A[3][1][7]

Guessed Key Bits

keo, kstkeg
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A[0][1]
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Al2][2] 1
Al3][2] §
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A[0][3]
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A[2][3] §
A[3][3] §
A[4][3]
A[0][4]
Al1][4] 1
Al2][4] 1
A[3][4]
Al4][4] 4




ROUND 1

Alo][0]
A[1][0] 1

A[2][0]

A[3][0] 1
A[4][0] 1
A[O][1]
A[1][1] 1

Al2][1]

A[3]1] 1
A[4][1] 1
A[0][2] 1
A[1][2] -
A[2][2] 1
A[3][2] 1
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A[0][3] ~
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A[1][4] -
A[2][4] 1
A[3][4] 1
A[4][4] -

0: Alx][y] « Alx]ly] ® X io(Alx — 11[j]1 & (Alx + 1][j]1 >> 1)).
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A[4][3] -
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A[3][4] 1
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ROUND 1 m: A[y][2x + 3y] < A[x][y].
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ROUND 1 m: A[y][2x + 3y] < A[x][y].

~ . No Multiplication among Red. No Multiplication among Blue.
Aolol No multiplication between Blue and Red.
A[2][0] 1
A[3][0] 1
A[4][0] 1
A[0][1] -
A[1][1] 1
A[2][1] 1
A[3][1] 1
Al4][1] -
A[0][2] +
A[1][2] 1
Al2][2] 1
A[3][2]
Al4][2] 1
A[0][3] 1
A[1][3] 1
A[2][3] 1
A[3][3] 1
A[4](3] 1
A[0][4]
A[1][4]
Al2][4]
Al3][4]
Al4][4]




ROUND 1 x: Alx]ly] < Alxlly] © ((=Alx + 1]ly]D) A Alx + 2][y])
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ROUND 2 0: Alx]ly] « Alx][y]l ® X o(Alx — 11[j] & (Alx + 1][j]1 > 1)).
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ROUND 2 p:Alx]ly] « Alx][y] > r[x]ly].
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ROUND 2 m: A[y][2x + 3y] < A[x][y].

No multiplication between Blue and Red. No Multiplication among Red.
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Therefore, according to Theorem 2,

* |If the conditions are true, then the term vyv,v,...v,c will not appear in
the output polynomials of 5-round Keccak sponge function.

* By the cube-sum, we can determine whether the conditions (with
some secret key bits) hold or not.



Setting of Input message M

message

128-bit key X=0 x=1 x=2 x=F x=4

Alx]lyllz] \

=0

=1 0
y= 0/{0|0(0|O
y=3 0/{0|0(0|O
y=4 0({0{0[|0(O

capacity

A4

\4

5- Round
Keccak Internal
Permutation

128-bit

T (=T1T2... ‘T128)



Setting of Input message M

=" These are the 4 conditions.
@ Al41[0][44]=0
(2 Al2][0][4]=ks+kee+A[O][1][5]+A[2][1][4]+1
(3) A[2][0][59]=k.,+A[0][1][60]+A[2][1][59]+1
(@ A[2][0][7]=A[4][0][6]+A[2][1][7]+A[3][1][7]

= For each (ke+keo, keo) €{(0,0),(0,1),(1,0),(1,1)},

- According to the conditions, we choose A[4][0][44], A[2][0][4], A[O][1][5],
A[2][1][4],A[2][0][59],A[0][1][60],A[2][1][59], A[2][0][7],A[4][0][6],A[2][1][7],A[3][1][7].
- We have 16 cube variables in message part.
- We arbitrary choose values of remaining message part.
- Let us call this as input message M.




Online Phase of Attack on 5-Round Keccak-
MAC-512

" For eaCh (k5+k69lk60)6{(010)1(011))(110))(111)};
- Define message M as explained in the previous slide.

Attacker makes oracle Keccak — MAC(K,-)-queries and compute the following online
cube-sum:

Keccak—MAC(K, M ) 7= (0128

(Vo,V1-V15)€Cy v, . vye

- Above cube-sum requires 21® Keccak—MAC-oracle queries.
- If the cube-sum is all zero, then the guessing (ks+kgq,kep) is correct.
- Otherwise, we continue to perform another cube-sum with different guessing of
(ks +Kgo,Kgo)-
" |n total, in order to recover two-bit of key, (ks+kgq,keo), we need 218
Keccak—MAC-oracle queries.



Online Phase of Attack on 5-Round Keccak-
MAC-512

= Till now, we showed only how to recover 2-bit of key, (ks+kgq,kep).

" How can we find another key information? We consider any i (0< i < 63)
as follows: (This table is correct for all i’s, which is verified by me and
attached at the end of this talk.)

A[2][0][i+8]=A[2][1][i+8]=v4, A[2][0][i+12]=A[2][1][i+12]=v,, A[2][0][i+20]=A[2][1][i+20]=V3,
A[2][0][i+28]=A[2][1][i+28]=v4, A[2][0][i+41]=A[2][1][i+41]=v5,A[2][0][i+43]=A[2][1][i+43]=Vs,
Ordinary Cube Variables | Al2][0][i+45]=A[2][1][i+45]=v7, A[2][0][i+53]=A[2][1][i+53]=vg,A[2][0][i+62]=A[2][1][i+62]=vy,
A[3][0][i+3]=A[3][1][i+3]=v10, A[3][O][i+4]=A[3][1][i+4]=v14, A[3][O][i+9]=A[3][1][i+9]=V12,
A[3][0][i+13]=A[3][1][i+13]=v3,A[3][0][i+23]=A[3][1][i+23]=v14,A[3][0][i+30]=A[3][1][i+30]=v 5

Conditional Cube Variables A[2][O][i]=A[2][1][i]=v¢

Bit Conditions @ A[4][0][i+44]=0, (2) A[2][0][i+4]=K; 5 moa 64 K64+ (i+5 mod 64)TA[O][1][i+5]+A[2][1][i+4]+1,
(3) AL2][0][i+59]=K ;- 60 moa s +A[O][1][+60]+A[2][1][i+59]+1,
@A[Z][0][i+7]=A[4][0][i+6]+A[2][1][i+7]+A[3][1][i+7]

Guessed Key Bits Ki+60 mod 64+ Ki+s mod 64+k64+(i+5 mod 64)




Setting of Input message M

=" These are the 4 conditions for each i (0 <i < 63).
(@) A[4][0][i+44]=0
@ AL2][0][i+4]= Ki45 mod 64+K64+(i+5 mod 64) FAIOI[1][i+5]+A[2][1][i+4]+1

(3) AL2][01[i+59]=K;+ 60 mod 64 +A[O1[1][i+60]+A[2][1][i+59]+1
@ A[2][O][i+7]=A[4][0][i+6]+A[2][1][i+7]+A[3][1][i+7].

" For each (K;y5mod 641K64+(i+5 mod 64), Ki+60 mod 64)€{(0,0),(0,1),(1,0),(1,1)},

- According to the conditions, we choose A[4][0][i+44], A[2][O][i+4], A[O][1][i+5],
A[2][1][i+4],A[2][O0][i+59],A[0][1][i+60],A[2][1][i+59], A[2][O][i+7],A[4][O][i+6],A[2][1][i+7],A[3][1][i+7].

- We have 16 cube variables in message part.

- We arbitrary choose values of remaining message part.

- Let us call this as input message M.



Online Phase of Attack on 5-Round Keccak-
MAC-512

" For each (ki+5 mod 64-+k64-+(i+5 mod 64) ki+60 mod 64—)6{(0/0);(0/1))(110);(111)};
- Define message M as explained in the previous slide.
- Attacker makes oracle Keccak — MAC(K,")-queries and compute the following online cube-sum:

Keccak—MAC(K,M ) ?= (0128

(Vorvlr---»V15)Ecv0v1....v15

- Above cube-sum requires 2 Keccak—MAC-oracle queries.

- If the cube-sum is all zero, then the guessing (K;5 mod 64+K64+(i+5 mod 64), Ki+60 mod 64) i
correct.

- Otherwise, we continue to perform another cube-sum with different guessing of
(Ki+5mod 64+K64+(i+5 mod 64), Ki+60 mod 64)-

" |n total, for each i, in order to recover two-bit of key, (K;i5 mod 64+7K64+(i+5 mod 64),
Ki+60modea) We need 218 Keccak—MAC-oracle queries. ( )



Online Phase of Attack on 5-Round Keccak-
MAC-512

» Therefore, we recovered all the 128-bit information of key K with 224
Keccak—MAC-oracle queries.

= where, 2%4=(64 i-cases)X(2-bit guess for each case)x(21° for a cube-sum).

i=0 (ks +Kkg9, Keo) )

i=1 (ke +k79, K61)

i=2 (k7 +k71, Ke2)

=3 (kg +k732, K63)

i=4 (ko +k73, k) ‘ 128-bit K is recovered.
i=5 (k1o +k74, ky)

i=63 (kg +keg, K59) — —




Conclusion

* We studied two major cube-attack approaches.

* | hope that you are motived to work more on cube attacks and try to
analyze NIST LWC AEAD candidates using cube attacks.



