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Introduction to Secret Sharing

(t ,w) threshold scheme

Let t and w be two positive integers, such that t ≤ w .
A (t ,w) threshold scheme is a method of sharing a
scheme key k among a set of w participants in such a
way that any t participants can compute the value of
k , but no group of (t − 1) participants can do so.
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Introduction to Secret Sharing

Prime Numbers in our day to day life (904 digits)

1230231922161117176931558813276752514640713895736833
7157661180291600588006146729487753600678385934595824
2964925405180490851288418089823682358508248206534833
1234959350355845017413023320111360666922624728239756
8804164344783156936750134130907572086903767932966588
1066294182449348845172650530371291600534674790862370
2673480919353936813105736620402352744776903840477883
6511003224093019834883638029305404824879097634840982
5394072868513204440886373475427121259247177864394948
6688511721051561970432780747454823776808464180697103
0838618121843485655227401957966826222055118455120805
5201031005025580158934964592800113374547422071501368
3413907542779063759833876101354235184245096670042160
7206294115815023712480084304471848420986103205804179
9220666224732872212208851364368390767036020916265367
0641130936997002170500675501374723998766005827579300
7232534748906122501351718891748990799112915123997738
72178519018229993369
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Perfectly Secure (2,2)-SSS
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Introduction to Secret Sharing Shamir’s (t, n) threshold scheme

Shamir’s (k ,n)-Secret Sharing Scheme

It takes two points to define a straight line,
three points to fully define a quadratic, four
points to define a cubic, and so on.
One can fit a unique polynomial of degree
(k − 1) to any set of k points that lie on the
polynomial.
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Shamir’s (3, 4) threshold scheme

Let P={P1,P2,P3,P4} be a set of 4
participants.
The key set, K=Zp, where p = 5 is a prime &
p > n. Let the secret be 1.
The set of all possible shares, S=Z5.
The dealer constructs a random polynomial
f (x) ∈ Z5[x ] of degree t − 1 = 3− 1 = 2, in
which the constant term is the secret K = 1.

f (x) = 1 + 2x + 3x2
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Shamir’s (3, 4) threshold scheme

Every participant Pi obtains a point (xi , yi) on this polynomial,
where yi = f (xi) and distinct xi ∈ Zp.
P1 gets (1,a(1)=6=1), (P2) gets (2,2), P3 gets (3,4) and P4 gets
(4,2).

Recovery of Secret

Suppose a subset B of t = 3 participants wants to recollect the
secret.
Let the participants P1,P2,P3 want to determine K = 1.
They know that 1 = f (1), 2 = f (2) and 4 = f (3).
They will assume the form of the secret polynomial as
y = f (x) = a0 + a1x + a2x2, where a0,a1 and a2 are unknown and
belong to Z.
Thus, these participants can obtain 3 linear equations in the 3
unknowns a0,a1,a2.
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Shamir’s (t, n) threshold scheme

 1 1 12

1 2 22

1 3 32

  a0
a1
a2

 =

 f (1)
f (2)
f (3)


Now, the coefficient matrix A is the so called Vandermonde’s
matrix.

detA =
∏

1≤j<k≤t

(xik−xij ) mod p = (1−2)(2−3)(3−1) = 4∗4∗2 = 2 6= 0

Thus multiplying both sides by the inverse of A, we can find the a0 = 1.
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(k ,n)-Image Sharing Scheme (Thien and Lin, ’02)
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t-(k,n)-Secret Sharing Scheme
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t-(k ,n)-Secret Image Sharing Scheme
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