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57 ABSTRACT

Disclosed is a method, apparatus, and system to provide for
robust digital image watermarking utilizing a Walsh trans-
form algorithm. A first image processor performs operations
including partitioning a cover image, generating a key, and
inserting a watermark symbol into the cover image utilizing
a Walsh transform and the key. A second image processor
performs operations including extracting the watermark
symbol from the cover image utilizing a Walsh transform
and the key.

Receive Cover
Watermark
110

Image and
Symbol

Partition Cover Image

120

Generate Key

130

A 4

Insert Watermark Symbol
Into Cover Image Utilizing a
Walsh Transform

140

A 4

Extract Watermark Symbol
From the Marked Cover
Image Utilizing a Walsh

Transform

150




Patent Application Publication Jun. 30,2005 Sheet 1 of 20 US 2005/0144456 A1

100

Receive Cover Image and
Watermark Symbol
110

Partition Cover Image
120

l

Generate Key
130

l

Insert Watermark Symbol
Into Cover Image Utilizing a
Walsh Transform
140

l

Extract Watermark Symbol
From the Marked Cover
Image Utilizing a Walsh

Transform
150

Figure 1



Patent Application Publication Jun. 30,2005 Sheet 2 of 20 US 2005/0144456 A1

200

Partition Cover Image Into
Non-Overlapping Square
. Blocks of Equal Size
210

l

Arrange These Blocks in
Ascending Order Based on
Variance Values
220

l

Define Blocks Having Small
Variance Values as
Homogenous Blocks

230

l

Define Mid-Variance Range
Blocks
240

l

Create Homogenous and
Mid-Variance Block Files
250

Figure 2



Patent Application Publication Jun. 30,2005 Sheet 3 of 20 US 2005/0144456 A1

307 307

300
y\F .
Figure 3

\305 305 &05




Patent Application Publication Jun. 30,2005 Sheet 4 of 20 US 2005/0144456 A1

400

Receive Spacially Dispersed
Watermark Symbol
(Dispersed by Key)

410

l

Select Homogeneous and
Mid-Variance Blocks
420

l

Insert Bits of Spacially
Dispersed Watermark
Symbol into Homogenous
and Mid-Variance Blocks of
Cover Image Utilizing A
Walsh Transform
430

Figure 4



US 2005/0144456 Al

Patent Application Publication Jun. 30,2005 Sheet 5 of 20

c0s

[oquAg
yleulaje

!

C dIN3LY

€05
085 509
Aowsy /
1 <
cLs
805 loquiAs
Jossaoo.ud J}ewsajepn
pappaqu3 yym
abew| Jano) jo
uoljeuwojsuel |
Usiem
L T T
1£4% r0s ecs
sall4 ¥d0ig abew Koy
aoueueA-pIN 1an0)
pue
snousBowoH IS

L0S
0.8
Aoway
80
lossaoold
T ]
c0s 140%
[OqQWAS abew| Jan0)
Yeuuajep




Patent Application Publication Jun. 30,2005 Sheet 6 of 20 US 2005/0144456 A1

Figure 74 Figure 7B

Figure 7C



Patent Application Publication Jun. 30,2005 Sheet 7 of 20 US 2005/0144456 A1

Figure 6G Figure 6F

N

i

D

il h

Figure 6E



Patent Application Publication Jun. 30,2005 Sheet 8 of 20 US 2005/0144456 A1

S - _—

Figure 94 Figure 9B



Patent Application Publication Jun. 30,2005 Sheet 9 of 20 US 2005/0144456 A1

(it

Flgure 8C Flgure 8D thure 9C thure 9D

thure 11D thure 11E Flgure 1 1F Fzgure 12D

(=] I =g =
Figure 12E Figure 12F Figure 14F Figure 14G
=

Figure 14H Fzgure-14I thure 14J

w«\gw.‘?

Figure 15J

Figure 22B Figure 18C  Figure 18D



US 2005/0144456 Al

Patent Application Publication Jun. 30,2005 Sheet 10 of 20

01 24n31,]

(29L°0) (528°0)
(19'0) ON R4 SOA 89'22 SOA 80'SZ G6'6¢ Ind
(£26'0) (¥66°0)
(96°0) ON 86'62 SSA €L 1LE SOA L2°EE 19°LY Gl o
(026°0)
(99°0) oN 1G'€Z | (68°0) SOA 8l'v¢ SOA GG'GZ 61 GE etadO
(¥06°0)
(1€0) ON €e'8l SBA 2281 | (00°1L) S@A 6.6l OV'0E | MIOAMBN
(L16°0) (886°0)
(¥9°0) ON 18°€2 SOA 60'GC " SOA 1112 €e've leag
Bunayy Buneyy Buuayy
anea ueaw anjeAa ueaw anjeA ueaw
OON awny e DON awny .2 OON swy L | (Gp) ¥NSd
yim o607 | saye (@p) | uim oBoT | ssue (gp) | uim oboT | Jaye (Gp) | uwm abeuw abeuw
paAallay | WUNSd | penady | HNSd | Parsulay | HUNSd | paiewajep 1S9,




Patent Application Publication Jun. 30,2005 Sheet 11 of 20 US 2005/0144456 A1

igure 12B Figure 12C



US 2005/0144456 Al

Patent Application Publication Jun. 30,2005 Sheet 12 of 20

£1 2431

(016°0) (0¥6°0)
(26°0) sOA 1€'G2 SO 022 SOA 9.°'82 G662 litd
(886°0) (256°0) (886°0)
S9A XA %> SO LT Ve SBA L9 ¥E L9y 151 4
(+£6°0) (256'0) (256°0)
SBA 68V S £€9'G2 SBA vZ'G2 61'GE esadQ
(00°1) (00°4)
S 768 SOA LS'61 | (00°L) SBA LO'6L Ov'0€ | MIOAMSN
(886°0) (886°0) (886°0)
S8 GE'9Z SO 1182 S8 0£'62 €E'pE Jeag
Buuayy Butayy Bunayy
anjeA ueipaw anjea uelpaw anjea uelpaw
50N |ewn .6 | 00N | ewn,z | 00N | oum,l m__m Sbon
yim 0bo | Joye (gp) | uwm oBo | ssye (gp) | unm obo | seye (gp) . abewi
paAsIiey | UNSd | PaAdudY { UNSd | PaAsudy | UNSd | paxleuusiep }s8 )




Patent Application Publication Jun. 30,2005 Sheet 13 of 20

DS Sy

BT T i e T

ey ;‘
A

T
>

e

| s
i e
Figure 14C

" Figure 14E

T

e

y.__._.,
e |
B

Y
. ;
. _Q,..---

R R R
g Ty

Figure 14D

US 2005/0144456 Al



Patent Application Publication Jun. 30,2005 Sheet 14 of 20 US 2005/0144456 A1

Figure 15C

Figure 15E




US 2005/0144456 Al

Patent Application Publication Jun. 30,2005 Sheet 15 of 20

91 24nS1y

(e8°0) (£8°0) (88°0) (88°0) (¥8°0)
SBA 119} SBA 1811 S8 26'/1 SBA vg /L SOA 611 d
(09°0) (0'1) (v20) (660) (260)
SO 0v'22 S8 A 1661 S8 0012 SBA 122 S8A 0122 1S14
(82°0) (o'1) (01) (90 (z80)
SBA £9°'81 SBA £0°02 SBA ¥ Ll SOA 8v'Le SOA Liiz | esedo
(690) (01) (o)) (v£0) (z8'0) SIOA
SOA SL'vl SBA ¥6'Gl SO 88°/1 SOA G961 SOA LTS MBN
(86°0) (00'1) (96°0) (66°0)
SOA STyl S9A £821 S\ 16'¥l (0°1) SBA 98°21 S8\ LY'SL Jeag
ap ap ap ap
anjea Ul ¥NSd anjea uj anjea anjea Ul anjea ui an|eA anjea ap
JON suwn|od OON ¥NSd OON UNSd | @neADON | ¥NSd OON uy anfeA
Yim o607 i yym oboq | ybu yim obon ¥al Upm o607 Jubu yim o607 NSd abeuw
panalay | SmoJ 0z | panaley Jamon) panalRy MO pPandLIoY -1addn panayey | yal-saddn 1591




US 2005/0144456 Al

Patent Application Publication Jun. 30,2005 Sheet 16 of 20

VLI 24n31,]

09'6¢ 1818 62'€E

(28'0) soA | (gP)96'9L | (98°0)saA | (aP)a0’'ZL | (98°0)seA | (AP) vZ'LL G6'62 lid
€125 AN 68°L€

oN [ (8pP)s0'8lL | (62 0)seA | (ap)90gL | (£8°0)sdA | (ap) L0'8) L9'LY 1S 4

666V LO'LY 08'2¥

(z20)seA | (gp)szgl | (e90)seA | (aplge'sl | (¥8°0) SOA | (AP) LS8l 61'GE eJadQ
Ev'EY £6'6¢ 16'¥¢

(22°0)saA | (Gp)s09L | (08°0)seA | (Gp)Lg9l | (080)seA | (8P)gy'9l 0t'0€ | NIOA MmN
106¢ Z8'9¢ AN

(s2'0)saA | (aplecoz | (180)seA | (gp)is 0z | (£8°0)seA | (GP)¥8 02 EEvE leag

anjeAa DON anjeA anjeA DON on|eA anjeA DON an|eA Ambv HNSd

yum obo1 oD pue | yum obo7 y'D pue ypm obon 'O pue yum abew) abeuwn

parslyey | (GP)YNS (GP) UNSd | Parsidy | (dP)UNSd | paxeulalep | 1sal

WENETNEN




Patent Application Publication Jun. 30,2005 Sheet 17 of 20 US 2005/0144456 A1

WFig

Figure 18B

ure 184




US 2005/0144456 Al

Patent Application Publication Jun. 30,2005 Sheet 18 of 20

61 24nS1,1

(€8°0) s2A 88t (S6°0) SBA 80'€E G6'6C id
ON 18 1€ (68°0) soA cL'8p L9'LY 1GL
(#2°0) SBA 26'vE (56°0) saA clL'8p 6%'GE eladQ
(69°0) seA Zeve (26°0) saA €18y 0v'0¢ ¥JOA MEN
(18°0) s8A 65 vE (56°0) saA 90'8P €E'vE leag
(ap)
aniea JON HNSd s|axid anjea DON (ap) UNSd (gp) UNSd
uym oboT e jo (s)gsT upm obo ‘sjaxid |le jo upm abew)
paAalay OM]} JO UOISJDAU| paAaLay gS7 JO UOISIaAU| | paylewlalepn | obewiisa]




Patent Application Publication Jun. 30,2005 Sheet 19 of 20 US 2005/0144456 A1

4’,4_

R e I ,
' T =
[A

MR =%
,g’t i
- ;;;g -y

Ll

" Figure 20

3l
e

F iure 22




US 2005/0144456 Al

Patent Application Publication Jun. 30,2005 Sheet 20 of 20

£2 2anS1g

0€'S1 (£8°0) GE'6l (28°0) 96'61 (68°0) ve'8l G6'6¢
ON 004+-002 SOA 05-662 SSA 05-002 S9A 0-002 0-652 Ind
18'GZ (01) z8'6l (0°1) 1912 (220) ¥8'0¢ L9y
ON 05-002 SBA 21-002 SBA 05-652 SOA 0-652 Z1-662 ISLd
98¢'Ge (66°0) GL6I (86°0) ¥8'€2 (L6'0) 8l'€e 6b'GE
ON 0-662 SOA 22-002 S8 05-65¢ S9A 0S-002 22-652 esadQ
GGvl 860 08'02 (86°0) 8lL9l (56°0) 8.9l ov'0¢
«ON 004-002 SaA 06-652 SBA 0-002 S9A 05-002 0-GG2 | HOA MeN
or'GlL (16°0) GO'LL (¥6°0) Z6'€S (€8°0) 124 £eve
ON 001-002 SaA 05-£52 SBA 0-G52 SOA 05-002 0-€52 Jeag
£9°.2 (€8'0) 0,02 (28°0) v1'€2 (v2°0) Zv'ee 08'L€
ON 0-652 S9A 2e-00¢ SBA 0S-€¥e SA 05-002 Zeeve BU9T
GZLL (€6°0) zs'8l (€6°0) 2002 (z6°0) 8612 00'9¢
ON 001-002 S8A 1-002 SOA 05-662 S8A | 05—002 | —66zZ | 180q Buysid
. (ap)
anjea (ap) anjea anjea (ap) anjea UNSd (ap) ¥NSd
J0ON UNSd OON (ap) uNSsd OON dNSd OON [3n8) aBuel j9A9)
ypm 0601 | |9as) Aesb | yum obo |[an9] Aeub ymw oboq | jone) Aeab | yum obo Aeib Aesb abewn
panaljay | wabueyn | pasouoy u1 abueyn pansudy | urabuey) | panauey abueyn poyseunsiepy | abewnisa)




US 2005/0144456 Al

ROBUST DIGITAL IMAGE WATERMARKING
UTILIZING A WALSH TRANSFORM ALGORITHM

FIELD

[0001] Embodiments of the invention relate generally to
digital image processing, and more particularly, to robust
digital image watermarking techniques utilizing a Walsh
transform algorithm.

DESCRIPTION OF RELATED ART

[0002] Rapid and extensive growth in Internet technology
has created a pressing need to develop techniques to protect
copyright ownership and the content integrity of digital
media content. This demand has arisen because digital
representation of medias, with their inherent advantages of
portability, efficiency, accuracy of information, and ease of
copying, places digital media content under a serious threat
because an unlimited number of perfect copies of an unpro-
tected digital content can be illegally made with relative
ease. One proposed solution to this problem is the use of a
electronic stamp or digital watermarking, which is intended
to complement a cryptographic process. See, for example, R.
Anderson, Information Hiding, Proceedings of the First
Workshop on Information Hiding, LNCS-1174, Springer
Verlag, New York, 1996 and N. F. Jhonson and S. Jajodia,
Exploring Steganography: Seeing the Unseen, Computer,
vol. 31, pp. 26-34, 1998.

[0003] Basically, a digital watermark is a pattern of bits
that is embedded into a file that is used to identify the source
of the file. For example, if a digital watermark is placed into
a master copy of an audio compact disk (CD), then all copies
of that CD may be uniquely identified. Particularly, digital
watermarks can also be effectively utilized in digital image
files. Thus, if a digital watermark is placed into a master
copy of a digital image file, then all copies of that digital
image file may be uniquely identified.

[0004] Generally, all watermarking methods share the
same basic building blocks: an embedding system and a
watermark recovery system. See, for example, S. Katzen-
besser and F. A. P Petitcolas, Information Hiding Techniques
for Steganography and Digital Watermarking, Artech House,
Boston, Mass., 2000. Most generic embedding systems have
as inputs: a cover that is the data or image to be hidden (I),
a watermark symbol (W) that can be an image, text, number,
etc., and a key (K) to enforce security. Typically, most
systems employ one key or a combination of several keys.
Depending on the type of key used in the watermarking
process (e.g. a private or public key), the watermarking
process is usually referred to as a private or public water-
marking process, respectively. The output of the embedding
process is always the watermarked data.

[0005] Typically, a generic watermark recovery process
requires the watermarked data, the private or public key, and
depending on the method, the original data and/or the
original watermark symbol as inputs while the output is the
recovered watermark symbol with some kind of confidence
measure for the given watermark symbol or an indication
about the presence of watermark symbol in the cover data or
image under inspection.

[0006] Depending on the combination of inputs and out-
puts there are generally three types of standard watermark-
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ing processes: private, semi-private, and public. See, for
example, Kutter, M., F. A. P. Petitcolas, Fair Benchmarking
for Image Watermarking Systems, Proceedings of the SPIE
3657, Security and Watermarking of Multimedia Contents,
1999, pp. 226-239.

[0007] For example, private watermarking systems (also
called non-blind watermarking systems) typically require at
least the cover image and/or watermark symbol and the key
(if used in embedding) for the recovery of the watermark
symbol. Two types of private systems are typically used. The
first type of system (Type I) uses the cover image (I) to
locate the hidden information and also to extract the water-
mark symbol from the possibly distorted watermarked data
denoted (I"). In addition to the cover image, the second type
of system (Type II) also uses a copy of the embedded
watermark symbol for extraction and yields a “yes” or “no”
answer about the presence of the watermark in the possibly
distorted watermarked data. Mathematically this may be
expressed as: (I"xIxkxW—{0, 1}).

[0008] On the other hand, public watermarking systems
(also called blind or oblivious watermarking systems)
require neither the cover image nor the embedded water-
mark symbol, but only the secret key during the detection of
the hidden information (i.e. the watermark symbol). Math-
ematically this may be expressed as: {I"xk—=W}.

[0009] Semi-private watermarking systems (also called
semi-blind watermarking), as a subclass of a blind system,
are capable of detecting only the presence of the embedded
watermark symbol with the help of secret key and the
original watermark symbol but without the cover image.
Mathematically this may be expressed as: (I"xkxw—{0,

1.
BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG. 1 is a flow diagram illustrating a broad
overview of a process to implement robust digital image
watermarking utilizing a Walsh transform algorithm,
according to one embodiment of the present invention.

[0011] FIG. 2 is a flow diagram illustrating a process to
implement partitioning, according to one embodiment of the
present invention.

[0012] FIG. 3 is a schematic diagram illustrating an
example of a shift register circuit.

[0013] FIG. 4 is a flow diagram illustrating a detailed
process to implement robust digital image watermarking
utilizing a Walsh transform algorithm, according to one
embodiment of the present invention.

[0014] FIG. 5 shows a block diagram illustrating the
extraction of a watermark symbol from the watermarked
cover image, according to one embodiment of the invention.

[0015] FIGS. 6A and 6B are images showing a fishing
boat and a women (named Lena), respectively, which are
used as test cover images.

[0016] FIGS. 6C, 6D, 6E, 6F, and 6G show test cover
images of a bear, New York, a opera, an F151 aircraft, and
pills which are used in testing the robustness of the embodi-
ments of the invention for robust digital image watermark-
ing techniques utilizing a Walsh transform to different
possible signal processing operations.
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[0017] FIGS. 7A and 7B are the watermarked images of
FIGS. 6A and 6B, respectively, using a watermark symbol
(a hidden symbol “M”) embedded therein, using the
embodiments of the invention for robust digital image
watermarking techniques utilizing a Walsh transform.

[0018] FIG. 7C shows the watermark symbol “M”.

[0019] FIGS. 8A and 8B show blurred versions of a
watermarked image of a fishing boat after first and second
time mean filtering operations.

[0020] FIGS. 8C and 8D cach show an extracted water-
mark symbol, which were extracted using the embodiments
of the invention for robust digital image watermarking
techniques utilizing a Walsh transform from FIGS. 8A and
8B.

[0021] FIGS. 9A and 9B show blurred versions of a
watermarked image (Lena) after first and second time mean
filtering, respectively.

[0022] FIGS. 9C and 9D ecach show an extracted water-
mark symbol, which were extracted using the embodiments
of the invention for robust digital image watermarking
techniques utilizing a Walsh transform from FIGS. 9A and
9B.

[0023] FIG. 10 shows a table of test result of the robust-
ness to mean filtering for the five test images, when utilized
with embodiments of the invention for robust digital image
watermarking techniques utilizing a Walsh transform.

[0024] FIGS. 11A, 11B, and 11C show watermarked
images of a fishing boat after 1st, 2°9, and 5th time median
filtering, respectively.

[0025] FIGS. 11D, 11E, and 11F show extracted water-
mark symbols, which were extracted using the embodiments
of the invention for robust digital image watermarking
techniques utilizing a Walsh transform from FIGS. 11A,
11B, and 11C, respectively.

[0026] FIGS. 12A, 12B, and 12C show watermarked Lena
images after 1st, 2", and 5th time median filtering, respec-
tively.

[0027] FIGS. 12D, 12E, and 12F show extracted water-
mark symbols, which were extracted using the embodiments
of the invention for robust digital image watermarking
techniques utilizing a Walsh transform from FIGS. 12A,
12B, and 12C, respectively.

[0028] FIG. 13 shows a table of test results of the robust-
ness to median filtering for the five test images when utilized
with embodiments of the invention for robust digital image
watermarking techniques utilizing a Walsh transform.

[0029] FIGS. 14A, 14B, 14C, and 14D show a water-
marked image of a fishing boat with various image cropping
operations, respectively.

[0030] FIG. 14E shows a watermarked image of a fishing
boat with a border image cropping operation.

[0031] FIGS. 14F, 14G, 14H, and 141 show extracted
watermark symbols, which were extracted using the
embodiments of the invention for robust digital image
watermarking techniques utilizing a Walsh transform from
FIGS. 14A, 14B, 14C, and 14D, respectively.
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[0032] FIG. 14) shows an extracted watermark symbol,
which was extracted using the embodiments of the invention
for robust digital image watermarking techniques utilizing a
Walsh transform from FIG. 14E.

[0033] FIGS. 15A, 15B, 15C, and 15D show a water-
marked Lena image with various image cropping operations,
respectively.

[0034] FIG. 15E shows a watermarked Lena image with
a border image cropping operation.

[0035] FIGS. 15F, 15G, 15H, and 151 show extracted
watermark symbols, which were extracted using the
embodiments of the invention for robust digital image
watermarking techniques utilizing a Walsh transform from
FIGS. 15A, 15B, 15C, and 15D, respectively.

[0036] FIG. 15] shows an extracted watermark symbol,
which was extracted using the embodiments of the invention
for robust digital image watermarking techniques utilizing a
Walsh transform from FIG. 15E.

[0037] FIG. 16 shows a table of test results of the robust-
ness to different types of image cropping operation for the
five test images when utilized with embodiments of the
invention for robust digital image watermarking techniques
utilizing a Walsh transform.

[0038] FIG. 17A shows a table of test results of the
robustness to JPEG compression for the five test images
when utilized with embodiments of the invention for robust
digital image watermarking techniques utilizing a Walsh
transform.

[0039] FIGS. 17B and 17C are the extracted watermark
symbol after decompression from the JPEG compressed
images of FIG. 7A with compression ratios of 31.80 and
44.56, respectively.

[0040] FIGS. 18A and 18B show a watermarked Lena
image undergoing least significant bit manipulation.

[0041] FIGS. 18C and 18D show extracted watermark
symbols, which were extracted using the embodiments of
the invention for robust digital image watermarking tech-
niques utilizing a Walsh transform from FIGS. 18A and
18B, respectively.

[0042] FIG. 19 shows a table of test results of the robust-
ness to deliberate least significant bit manipulation for the
five test images when utilized with embodiments of the
invention for robust digital image watermarking techniques
utilizing a Walsh transform.

[0043] FIG. 20 shows a watermarked image of a fishing
boat that has undergone changing gray scale levels.

[0044] FIG. 21 shows an extracted watermark symbol,
which was extracted using the embodiments of the invention

for robust digital image watermarking techniques utilizing a
Walsh transform from FIG. 20.

[0045] FIG. 22A shows a watermarked Lena image that
has undergone changing gray scale levels.

[0046] FIG. 22B shows an extracted watermark symbol,
which was extracted using the embodiments of the invention
for robust digital image watermarking techniques utilizing a
Walsh transform from FIG. 22A.
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[0047] FIG. 23 shows a table of test results of the robust-
ness to different possible changes in gray scale level for the
five test images when utilized with embodiments of the
invention for robust digital image watermarking techniques
utilizing a Walsh transform.

DETAILED DESCRIPTION

[0048] 1In the following description, the various embodi-
ments of the invention will be described in detail. However,
such details are included to facilitate understanding of the
invention and to describe exemplary embodiments for
employing the invention. Such details should not be used to
limit the invention to the particular embodiments described
because other variations and embodiments are possible
while staying within the scope of the invention. Further-
more, although numerous details are set forth in order to
provide a thorough understanding of the embodiments of the
invention, it will be apparent to one skilled in the art that
these specific details are not required in order to practice the
embodiments of the invention. In other instances details
such as, well-known methods, types of data, protocols,
procedures, components, electrical structures and circuits,
are not described in detail, or are shown in block diagram
form, in order not to obscure the invention. Furthermore,
embodiments of the invention will be described in particular
embodiments but may be implemented in hardware, soft-
ware, firmware, middleware, or a combination thereof.

[0049] Embodiments of the present invention relate to a
computationally efficient private watermarking technique
using a Walsh transform. This watermarking process is
robust against several types of external attacks and provides
reduced visual distortion. In one embodiment, a block-based
Walsh transform algorithm may be used to hide a watermark
symbol in a cover image. For example, the watermark
symbol, in one embodiment, may be copyright mark or
another type of logo.

[0050] Turning to FIG. 1, FIG. 1 is a flow diagram
illustrating a broad overview of a process 100 to implement
robust digital image watermarking utilizing a Walsh trans-
form algorithm, according to one embodiment of the present
invention. To begin with, at block 110, the process receives
a cover image and a watermark symbol. The cover image is
then partitioned (block 120). Next, a key is generated (block
130). Based on the previous partitioning and the previously
generated key, a watermark is inserted into the cover image
utilizing a Walsh transform (block 140). Lastly, at block 150,
the watermark is extracted from the watermarked cover
image also utilizing a Walsh transform. Each of these
individual process blocks will be discussed in more detail
below.

[0051] The process at block 110 first receives the cover
image and the watermark symbol. In one embodiment, the
cover image (I) may be a gray-level image of size NxN
where N=2F and the digital watermark symbol or logo (L)
may be a two level image of size MxM. In one embodiment,
the digital watermark symbol is preferably Yis or Y52 of the
size of cover image. It should be noted that the smaller the
size of a digital watermark symbol, a correspondingly
smaller amount of pixel values are required to be embedded
in the image and the robustness of the process is increased.
For explanatory purposes, an example in which a binary
image of size (16x16) will be utilized as a digital watermark
symbol and a cover image of size (256x256), 8 bits/pixel
gray image, will be utilized.
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[0052] Also a brief description of the Walsh Transform
will now be given. Assuming that there are N=2" number of
points in a one dimensional discrete signal f (x) (where n is
positive integer), the discrete Walsh transform (DWT)
denoted by W (u) is defined as:

= —1 bray (Xbrgy )
waw=5> | [=n@ P
x=0 i=0

@ indicates text missingor illegiblewhen filed

[0053] Where b, (z) is the k-th bit in binary representation
of z. See, for example, Gonzalez and Woods, Digital Image
Processing, Addison-Wesley, New York, 1992. Hence the
forward kernel of the one-dimensional discrete Walsh trans-
form may be expressed as:

i’ b® (x)b® ()
glx,u)= NE)[(—D

@ indicates text missingor illegiblewhen filed

[0054] The Walsh transformation kernel is a symmetric
matrix having orthogonal rows and columns. This property
leads to an inverse kernel that is identical to forward kernel,
except for the constant multiplicative factor of 1/N.

[0055] Accordingly, the inverse Walsh transform kernel is

n-l by by (1)
(x, u):l_[(—l)@ @
i=0

@ indicates text missingor illegiblewhen filed

[0056] and the inverse Walsh transform is

N-1 n-1 b N ()b, (i)
o= ww|[cn@ @
u=0 i=0

@ indicates text missingor illegiblewhen filed

[0057] An advantage of the Walsh transformation over
other unitary transforms, such as the Fourier transform,
which have a kernel of complex exponential terms, is that
the Walsh transform kernel consists of only a signed integer
value +1 and -1, which does not require floating point
multiplication during implementation.

[0058] As previously discussed, the process at block 120
partitions the cover image. With reference to FIG. 2, FIG.
2 is a flow diagram that illustrates a process 200 to imple-
ment partitioning, according to one embodiment of the
present invention. As shown in FIG. 2, the cover image may
be partitioned into non-overlapping square blocks of equal
size (block 210). Continuing with the present example, in
which the cover image is of size (256x256), the cover image
may be partitioned into non-overlapping square blocks of
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size (8x8) pixels. A block may be denoted by the location of
its starting pixel (X, y). In this example, because the cover
image is of size (256x256), a total number of 1024 of such
blocks may be obtained for watermark symbol insertion.

[0059] Next, all such blocks are arranged in ascending
order based on their variance values (block 220). Blocks
having small variance values are defined as homogenous
blocks (block 230). Of course, the smallness in variance
value depends on the characteristics of image to be water-
marked. In this example, the watermark symbol is (16x16)
in size such that only 256 homogenous blocks are needed in
order to insert one watermark pixel in each such homog-
enous block.

[0060] Further, mid-variance range blocks may also be
defined (block 240). Continuing with the present example,
another set of 256 blocks ranging from the (512-128)th
position to the (512+128)th position (i.e. from the 384" to
640 position) in ascending order arrangement of variance
are defined as mid-variance range blocks and may also hide
one pixel of a watermark symbol in each such block.

[0061] In this way, a watermark symbol may also be
inserted into two different sets of non-overlapping blocks to
ensure redundant insertion of watermark pixels in the cover
image. In order to aid in accomplishing this, two sets of files
(e.g., look-up tables), termed a homogenous block file and a
mid-variance file listing the location of homogenous blocks
and mid-variance blocks, respectively, are created (block
250). These files are used in the insertion and extraction of
watermark pixels through proper Walsh coefficients, as will
be discussed.

[0062] Next, a key is generated (block 130 of FIG. 1, as
previously discussed). Particularly, a pseudo-random num-
ber of suitable length is generated for use as the private key.
Continuing with the present example, the length of the
pseudo-random number for the private key would be 256. In
one example, the pseudo-random number may be generated
using a Linear Feedback Shift Register. See, for example, B
Sklar, Digital Communication, Prentice Hall Englewood
cliffs, N.J., 1998.

[0063] For example, the manner of generating the pseudo-
random number may be best illustrated by the polynomial
representation f(x)=x"+a,, X" '+a,, ,X" >+a,;x+1 in which
the coefficients (a;) of the various powers of x are either zero
or one. Looking briefly at FIG. 3, FIG. 3 is a schematic
diagram illustrating an example of a shift register circuit
300. The shift register circuit 300 that describes this poly-
nomial is shown in FIG. 3 in which the outputs of the
various stages 305 are fed back to the input through weight-
ing coefficients 307 a, through a___,.

[0064] For the present example, to generate a pseudo-
random number of length 256 a polynomial f(x)=x®+x°+x"+
x*+1 may be considered with initial values of all eight shift
register set to 1. In fact any combination of Os and 1s, except
all Os, may be used as input for the shift registers. The output
may be taken from all eight-shift registers at a time for each
clock input and their decimal equivalent is the number that
occurred at that clock input. This way a sequence of length
256 is generated. Continuing with the present example, a
sequence (e.g. 45, 36, 10, 23 . . . 67) may be generated and
this sequence may be used to permute the watermark to
disperse the spatial relationship.
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[0065] With the example sequence previously generated
(ie. 45,36,10,23 ... 67), spatial dispersion is implemented
by inserting the 45th bit of the 1-D bit stream of the
watermark symbol first, then the 36th bit, then the 10th bit,
then the 23rd bit, etc. In this example, this spatially dis-
persed one-dimensional string of 1s and Os when converted
to two-dimensional data of size 16x16, is used to create a
spatially dispersed watermark symbol, which is denoted as
L, for descriptive purposes hereinafter.

[0066] Next, the spatially dispersed watermark symbol T,
is inserted in the cover image utilizing a Walsh transform
(block 140 of FIG. 1, as previously discussed). According to
the homogenous block file and mid-variance file, which list
the locations of homogenous blocks and mid-variance
blocks, respectively, blocks from the cover image are
selected and the Walsh transformation is applied to these
blocks. In the present example, the blocks are (8x8).

[0067] With reference now to FIG. 4, FIG. 4 is a flow
diagram illustrating a detailed process 400 to implement
robust digital image watermarking utilizing a Walsh trans-
form algorithm, according to one embodiment of the present
invention. Particularly, as detailed in FIG. 4, at block 410
the spatially dispersed watermark symbol L;, which as
previously discussed is dispersed in accordance with the
previously generated pseudo-random private key, is
received. Next, a plurality of homogenous blocks and mid-
variance blocks are selected (block 420). Based on this data,
bits of the spatially dispersed watermark symbol L, are
inserted into homogenous and mid-variance blocks, respec-
tively, of the cover image utilizing a Walsh transform.
Particular details of this process are discussed below.

[0068] Continuing with the present example, for an (8x8)
block from the homogenous block file, a pixel from spatially
dispersed watermark symbol L, is inserted as the DC coef-
ficient or mean value of the Walsh transformation, e.g. the W
(0,0) value of such block. For example, let the integer part
of W (0,0) be A (0,0). The bit plane representation of A (0,0)
requires at most 8 binary digits for a gray-level image.
Assume that the bit plane representation of A (0,0) is
denoted by Sg, S5, Se, S5, S4, S5, S,, and S;. One pixel from
L, replaces a particular bit (e.g. preferably Least Significant
Bit planes S; or S, or S;) in the bit plane representation of
A (0,0) for each homogenous block.

[0069] Similarly, in each block of mid-variance range
from the mid-variance block file, the highest Walsh coeffi-
cients, other than DC coefficient, are used to hide one pixel
from the spatially dispersed watermark symbol L;. The
insertion of watermark pixels is done in the same way as
described above for homogenous blocks.

[0070] For both the homogenous and mid-variance blocks,
the selection of a particular bit in the bit plane representation
may be determined based on the local characteristics (e.g.
the busyness and/or smoothness of regions) of the block (i.e.
sub-image) in the cover image. For example, a heuristic
approach for such bit position selection for both regions may
be used. This heuristic approach may alternatively be gov-
erned by the global characteristics of the cover image
besides the local properties of a candidate block or in
addition thereto.

[0071] Furthermore, in connection with selection of
proper bit position for watermark insertion, the chosen bit
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position should not be fixed for the entire range of variance
in either zone (i.e. the homogenous or mid-variance zones).
Bit position selection instead should depend on a variance
value of a candidate block. For example, in one embodi-
ment, in either zone (homogenous or mid-variance) the
range of variance values may be divided into different
disjoint sub-bands and a particular bit position may be
assigned for each such sub-band.

[0072] Continuing with the present example, variance
values for homogenous blocks may range from 0 to 15 and
this range is divided into three disjoint sub-bands, for
example: 0-5, 5-10, and 10-15, etc. For blocks with variance
value in the range 0-5, S; may be used to hide a watermark
pixel, S, for blocks with variance value in the range 5-10
may be used to hide a watermark pixel, S, for blocks with
variance value in the range 10-15 may be used to hide a
watermark pixel, etc.

[0073] The higher the value of variance of a particular
sub-band within the variance range, the higher the bit
position in bit plane representation that is needed and is used
for watermark insertion of the spatially dispersed watermark
symbol L;. Thus, for watermark insertion in variable bit
positions of Walsh coefficients, two other data files are
formed, namely a bit positions for homogenous blocks file
and a bit positions for mid-variance blocks file, which record
the position of a selected bit for each block for both the
homogenous and mid-variance blocks, respectively. These
may be in the form of look-up tables, for example. Particu-
larly, the bit positions for mid-variance blocks file also keeps
the actual position of the highest Walsh coefficient within the
block. The positional information of the bit positions for
homogenous blocks and bit positions for mid-variance
blocks files are used to help to extract the watermark symbol
from the proper bit position of Walsh coefficients, as will be
discussed.

[0074] 1t should be noted that the choice of a higher order
LSB plane (e.g. 4™ or higher from the bottom plane, i.e., S,
S., S¢, Ss, S,), instead of the LSB plane, for watermark
insertion of the spatially dispersed watermark symbol may
result in more robust watermarking at the cost of visual
distortion of the cover image.

[0075] In order to minimize this aberration and for pos-
sible survival of the embedded information from the effect
of the possible attack like low pass filtering further bit
manipulation is made for Walsh coefficients used in the
watermark insertion of the spatially dispersed watermark
symbol. Implementation of this scheme may be done in
anticipation of possible change of data attacks like mean
filtering. In order to accomplish this, fractional parts of
Walsh coefficients are used in watermark insertion and are
appended with their corresponding integer parts.

[0076] An inverse Walsh transformation is then applied
for all blocks used to hide a watermark pixel of the spatially
dispersed watermark symbol and are placed in their respec-
tive position in the cover image. The watermarked data thus
obtained for the cover image is further low pass filtered, for
example using a mask of size (7x7) pixels. This larger sized
spatial mask used in such an operation makes the data
insertion perceptually invisible, because the eye acts as a
spatial low-pass filter.

[0077] Continuing with the present example, assume an A
(0, 0) value for a homogenous block before and after low

Jun. 30, 2005

pass filtering of an intermediate watermarked image A, (0,
0) and A, (0, 0), respectively, and assuming that watermark
pixel is inserted in third Least Significant Bit (LSB) position,
ie. S5, in the bit plane representation of A (0, 0) for a
particular block.

[0078] Further, continuing with present example, where 3
LSBsof A, (0,0),1i.e.,8S5,S, S, are 1, 1, and 0, respectively,
three possible manipulations may be implemented as fol-
lows:

[0079] (a) If A, (0, 0)>A, (0, 0) then two LSBs of A,
(0,0),1.e.,S, and S; are forced to “0” converting the
three LSBs of A; (0, 0) as 100, i.e. S5 S, S; now
become 100.

[0080] (b)If A, (0, 0)<A, (0, 0) then two LSBs of A,
(0,0),1i.e.,S, and S, are forced to “1” converting the
three LSBs of A, (0, 0) as 111, i.e., S5 S, S; now
become 111.

[0081] (o) IfA,(0,0)=A, (0, 0) no data manipulation
is done, i.e., gray values of all pixels of the current
blocks thus obtained remain unchanged, i.e., A, (0,
0) as 110.

[0082] The manipulation for other combinations of lower
bit planes may also be accomplished in the same way. The
manipulation of Walsh coefficients used for insertion of a
watermark pixel of a spatially dispersed watermark symbol
in mid-variance blocks is also done in same way as
described for homogenous blocks. Next, a block-based
inverse Walsh transformation is then applied in all such
blocks and is placed in proper position of the cover image.
This completes the watermark insertion of the watermark
symbol.

[0083] It should be noted that blocks not used in water-
mark insertion remain unchanged throughout the data hiding
process. Only the blocks of the type that are in vicinity of
homogenous or mid variance-blocks may have a major
contribution in manipulation of Walsh coefficients used in
watermark insertion of the watermark symbol; but the data
values of such blocks in the actual watermarked image and
in the cover image itself remain completely unchanged. By
inserting the same watermark symbol in different regions of
a cover image redundancy in the hidden information is
ensured.

[0084] Turning now to FIG. 5, FIG. 5 shows a block
diagram 500 illustrating the extraction of a watermark
symbol from a watermarked cover image, according to one
embodiment of the invention. Particularly, FIG. § illustrates
the last step of the previously-described process in which the
watermark symbol 502 is extracted from the cover image
504 (block 150 of FIG. 1, as previously discussed).

[0085] As shown in FIG. 5, two image processing plat-
forms 501 and 503 may be communicatively coupled to one
another via a link 505. The link 505 may be broadly defined
as one or more physical or virtual information carrying
mediums that establish a communication pathway such as,
for example, optical fiber, electrical wire, cable, bus traces,
wireless channels (e.g. radio, satellite frequency, etc.) and
the like. For example, the link may include a computer
network (e.g. a wide area network (WAN), the Internet, a
Local Area Network (LAN)) used to transfer digital data
traffic utilizing Internet Protocol (IP), Asynchronous Trans-
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fer Mode (ATM), Frame Relay (FR), Point-to Point Protocol
(PPP),or any other sort of protocol. Data traffic through the
network may be of any type including voice, graphics,
video, audio, e-mail, fax, text, multi-media, documents and
other generic forms of data.

[0086] The image processing platforms 501 and 503 may
be any sort of computing or networking device (e.g. personal
computer, network computer, server, copier, fax, lap-top
computer, mobile computing device, cell-phone, etc.). Such
computing or networking devices may include a processor
508, a memory 510, input/output devices, etc. The two
image processing platforms 501 and 503 may also just be
integrated circuits. It should be appreciated that the image
processing platforms 501 and 503 may be any sort of device
or machines capable of implementing instructions.

[0087] In this example, the image processing platform 501
implements the previously-described processes relating gen-
erally to receiving a cover image 504 and a watermark
symbol 502, generating a key, embedding the watermark
symbol into the cover image utilizing a Walsh transform and
the previously-described techniques, and further transmit-
ting the Walsh transformation of the cover image with the
embedded water mark symbol 512 via link 505 to the second
image processing platform 503.

[0088] The second image processing platform 503
receives the Walsh transformation of the cover image with
the embedded water mark symbol 512 from the first image
processing platform 501.

[0089] The second image processing platform 503 also
receives the key 522 and either the cover image 504 and/or
the homogenous and mid-variance block files 524, previ-
ously discussed. The homogenous and mid-variance block
files 524 include the homogenous block data file and the
mid-variance data file listing the location of homogenous
blocks and mid-variance blocks, respectively, and the bit
positions for homogenous blocks data file and the bit posi-
tions for mid-variance blocks data file, which record the
position of a selected bit for each block for both the
homogenous and mid-variance blocks, respectively, all four
of which have been previously discussed in detail. The
second image processing platform 503 may receive these
items from the first image processing platform 501 or from
other sources.

[0090] Based on this received data, the second image
processing platform 503 can extract the watermark symbol
502 from the watermarked cover image to verify its authen-
ticity.

[0091] The extraction of the watermark symbol 502 by the
second image processing platform requires both the original
cover image 504 and the key 522 used to permute the spatial
relationship of the watermark symbol before its insertion
into the cover image 504, as previously discussed.

[0092] Since the private key 522 is required, embodiments
of the invention for robust digital image watermarking
techniques utilizing a Walsh transform algorithm relate to
the class private watermarking techniques.

[0093] Further, in some embodiments, along with private
key 522 either the original cover image 504, or, the homog-
enous and mid-variance block files 524 (including the pre-
viously-discussed data files related to the homogenous block
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file, mid-variance block file, the bit positions for the homog-
enous blocks file, and the bit positions for the mid-variance
blocks file) are required in order to locate the position of the
watermark symbol 502 in a possibly distorted watermarked
image 512 and to extract the watermark symbol 502 from the
possibly distorted watermarked image 512 during water-
mark extraction at distant place, such as image processing
platform 503. The watermark symbol 502 may be extracted
from the watermarked image 512 (i.e. the Walsh transfor-
mation of the cover image with the embedded watermark
symbol) by the reverse or inverse of the previously-de-
scribed process used to embed the watermark symbol using
the Walsh transformation in the cover image.

[0094] Continuing with the previous example, the water-
marked image 512 under inspection, has been divided or
partitioned into non-overlapping block of size 8x8 pixels, as
previously discussed.

[0095] During the extraction process, a homogenous block
of the watermarked image 512 (currently under inspection)
that belongs to the look-up table (i.e. data file) related to
homogenous blocks is examined for watermark extraction.
Block-based Walsh transformation is applied for all such
homogenous blocks by interrogating the look-up table (i.c.
data file) for bit positions for the homogenous blocks file and
in this way one watermark pixel is extracted from bit plane
representation of A (0, 0) value for each homogenous block.
In this way, the same spatially dispersed watermark symbol
is extracted from the possibly distorted watermarked image
512 (including a watermarked image after some external
attack).

[0096] Similarly, the watermark symbol 502 can also be
extracted from the mid-variance blocks of the watermarked
image 512 under inspection. During the extraction process,
a mid-variance range block of the watermarked image 512
(currently under inspection) that belongs to the look-up table
(i.e. data file) related to mid-variance blocks is examined for
watermark extraction. Block-based Walsh transformation is
applied for all such mid-variance blocks by interrogating the
look-up table (i.e. data file) for the bit positions for the
mid-variance blocks file and in this way one watermark
pixel is extracted from the bit plane representation of the
integer part of highest Walsh coefficients W (x, y) value. In
this way the same spatially dispersed watermark symbol is
extracted from the possibly distorted watermarked image
512 (including a watermarked image after some external
attack).

[0097] Further, in this way, the same spatially dispersed
watermark symbol is extracted from two different zones (i.e.
homogenous zones and mid-variance zones) of the possibly
distorted watermarked image 512.

[0098] The spatially dispersed watermark symbol thus
obtained from either zone (i.e. homogenous zones or mid-
variance zones) is once again permuted using the same key
522 (pseudo-random number) used earlier to permute the
spatial relationship of the watermark and watermark symbol
502 in its original form is thus obtained. This completes
watermark extraction process.

[0099] 1t appears that a watermark symbol inserted into
two different zones (i.c. homogenous zones or mid-variance
zones) of the cover image 504 shows different degree of
robustness to different type of attacks, as will be discussed
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below. Between two watermark symbols 502, extracted from
the two different zones, the better one on the basis of visual
quality may be considered as the best authentication mark in
a particular situation.

[0100] Thus, embodiments of the present invention pro-
vide for computationally efficient private digital image
watermarking utilizing Walsh coefficients. An advantage of
the Walsh transformation over other unitary transforms, such
as the Fourier transform, which have a kernel of complex
exponential terms, is that the Walsh transform kernel con-
sists of only a signed integer value +1 and -1, which does
not require floating point multiplication during implemen-
tation. Thus, the Walsh transform is computationally effi-
cient.

[0101] Another advantage is that while the spatial mid-
frequency zone of the cover image is used to hide watermark
symbol information in order to optimize the trade off
between watermark transparency and robustness against
lossy data compression like Joint Photographic Experts
Group (JPEG); watermark symbol insertion also occurs in
the spatial low frequency zone or homogenous zone of the
image, which shows high resiliency against common signal
processing operations like mean and median filtering.
Accordingly, redundancy in distribution of the hidden water-
mark symbol information occurs in two different non-
overlapping zones of the cover image to accommodate the
effect of various types of external attacks. Redundancy in
hidden watermark symbol information also ensures water-
mark extraction even from a truncated or incomplete water-
marked image.

[0102] Along with resiliency to common signal processing
operations like mean filtering, median filtering, lossy data
compression like JPEG with compression ratios, and low
Peak Signal to Noise Ratio (PSNR) values, the previously
described process provides robustness to symmetric image
cropping, random and deliberate lower order bit plane(s)
manipulation of gray values, and changes in the dynamic
ranges of gray levels tested over large number of bench
marking images as suggested by watermarking community.

[0103] 1t will, of course, be understood that, although
particular embodiments have just been described, the
claimed subject matter is not limited in scope to a particular
embodiment or implementation. For example, one embodi-
ment may be in hardware, whereas another embodiment
may be in software. Likewise, an embodiment may be in
firmware, or any combination of hardware, software, or
firmware, for example. Likewise, although the claimed
subject matter is not limited in scope in this respect, one
embodiment may comprise an article, such as a storage
medium. Such a storage medium, such as, for example, a
CD-ROM, or a disk, may have stored thereon instructions,
which when executed by a system, such as a computer
system or platform, or an imaging system, for example, may
result in an embodiment of a method in accordance with the
claimed subject matter being executed, such as an embodi-
ment of a method for robust digital image watermarking
techniques utilizing a Walsh transform algorithm, for
example, as previously described. For example, an image
processing platform system may include an integrated cir-
cuit, a processing unit, an input/output device and/or
memory, etc.

[0104] Further, while embodiments of the present inven-
tion and its various functional components have been
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described in particular embodiments, it should be appreci-
ated that the embodiments of the present invention can be
implemented in hardware, software, firmware, middleware
or a combination thereof and utilized in systems, sub-
systems, components, or sub-components thereof.

[0105] When implemented in software or firmware, the
elements of the present invention are the instructions/code
segments to perform the necessary tasks. The program or
code segments can be stored in a machine readable medium
(e.g. a processor readable medium or a computer program
product), or transmitted by a computer data signal embodied
in a carrier wave, or a signal modulated by a carrier, over a
transmission medium or communication link. The machine-
readable medium may include any medium that can store or
transfer information in a form readable and executable by a
machine (e.g. a processor, a computer, etc.). Examples of the
machine-readable medium include an electronic circuit, a
semiconductor memory device, a ROM, a flash memory, an
erasable programmable ROM (EPROM), a floppy diskette,
a compact disk CD-ROM, an optical disk, a hard disk, a fiber
optic medium, a radio frequency (RF) link, etc. The com-
puter data signal may include any signal that can propagate
over a transmission medium such as electronic network
channels, optical fibers, air, electromagnetic, RF links, bar
codes, etc. The code segments may be downloaded via
networks such as the Internet, Intranet, etc.

[0106] Additionally, while embodiments of the invention
have been described with reference to illustrative embodi-
ments, these descriptions are not intended to be construed in
a limiting sense. Various modifications of the illustrative
embodiments, as well as other embodiments of the inven-
tion, which are apparent to persons skilled in the art to which
embodiments of the invention pertain, are deemed to lie
within the spirit and scope of the invention.

[0107] Results
[0108] Correlation Measurement

[0109] Because embodiments of the invention related to
robust digital image watermarking techniques utilizing a
Walsh transform algorithm are utilized to hide a recogniz-
able pattern such as a watermark symbol, the visual degra-
dation of the extracted watermark symbol may be compared
with reference to the original watermark symbol. The sub-
jective measurement of the degradation of the extracted
watermark symbol depends on viewer expertise, the nature
of the operations performed, sometimes the structure of
watermark symbol itself, and the local and global charac-
teristics of the cover image to be watermarked, and the
experimental conditions. A quantitative measurement of the
extracted watermark symbol image fidelity may be mea-
sured between the original or reference watermark symbol L
and the extracted watermark symbol L' by a normalized
cross correlation (NCC) where:

NCC=ExZy L(x, y)L'(x y)/ExZyILxy)]2

[0110] which is the cross correlation normalized by the
watermark energy to give a maximum value of NCC as
unity.

EXAMPLES

[0111] FIGS. 6A and 6B are images showing a fishing
boat and a women (named Lena, hereinafter referred to as
the “Lena image”), respectively, used as test cover images,
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and FIGS. 7A and 7B are the watermarked images of FIGS.
6A and 6B, respectively, using a watermark symbol “M” as
shown in FIG. 7C, using the previously described embodi-
ments of the invention for robust digital image watermark-
ing techniques utilizing a Walsh transform. Test results show
that the Peak Signal to Noise Ratio (PSNR) of the watermark
images FIGS. 7A and 7B to the cover images FIGS. 6A and
6B are about 36.00 dB and 37.80 dB, respectively. There-
fore, quality degradations of the watermarked image could
hardly be perceived by the human eye.

[0112] Further, robustness to different possible signal pro-
cessing operations will later be discussed with reference to
respective tables for five test images: a bear, New York, an
opera, a F151 fighter aircraft, and pill images. These test
images are shown as FIGS. 6C, 6D, 6E, 6F, and 6G,
respectively.

[0113] Mean Filtering Operation

[0114] Images are sometime smoothed using a mask of
suitable size to remove spurious effect that may occur as a
result of sampling, quantization or because of poor trans-
mission channel, etc. FIGS. 8A and 8B show blurred
versions of a watermarked fishing boat image after first and
second time mean filtering, respectively, using a 3x3 win-
dow. The PSNR values corresponding to FIGS. 8A and 8B
are 25.32 dB and 23.62 dB, respectively, wherein FIGS. 8C
and 8D show an extracted watermark symbol with NCC=
0.98 and NCC=0.83 respectively, which were extracted
using the previously described embodiments of the inven-
tion for robust digital image watermarking techniques uti-
lizing a Walsh transform from FIGS. 8A and 8B, respec-
tively. The extracted watermark symbol is found to be still
recognizable.

[0115] Similarly, FIGS. 9A and 9B show blurred versions
of a watermarked Lena image after first and second time
mean filtering, respectively. The PSNR values correspond-
ing to FIGS. 9A and 9B are 27.75 dB and 25.60 dB,
respectively, wherein FIGS. 9C and 9D show an extracted
watermark symbol with NCC=1.00 and NCC=0.88, respec-
tively, which were extracted using the previously described
embodiments of the invention for robust digital image
watermarking techniques utilizing a Walsh transform from
FIGS. 9A and 9B, respectively. The extracted watermark
symbols, although disturbed by noise, is still recognizable

[0116] FIG. 10 shows a table of test results of the robust-
ness to mean filtering for the other five test images when
utilized with embodiments of the invention for robust digital
image watermarking techniques utilizing a Walsh transform.

[0117] Median Filtering Operation

[0118] To reduce significantly the blurring effect, median
filtering is applied to images, the principal functioning of
which is to eliminate intensity spikes that appear isolated in
the area of the filter mask. FIGS. 11A, 11B, and 11C show
watermarked fishing boat images after 1st, 2nd and 5th time
median filtering. The PSNR values corresponding to FIGS.
11A, 11B, and 11C are 25.99 dB, 25.56 dB and 24.55 dB,
respectively. Extracted watermark symbols are shown in
FIGS. 11D, 11E, and 11F with their NCC values of 0.946,
0.949 and 0.93, respectively, which were extracted using the
previously described embodiments of the invention for
robust digital image watermarking techniques utilizing a
Walsh transform from FIGS. 11A, 11B, and 11C, respec-
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tively. The extracted watermark symbols in all cases are
fully recognizable although they are interfered with noise by
different amounts.

[0119] Similarly, FIGS. 12A, 12B, and 12C show water-
marked Lena images after 1st, 2nd and 5th time median
filtering. The PSNR values corresponding to FIGS. 12A,
12B, and 12C are 29.49 dB, 28.89 dB and 27.76 dB,
respectively. Extracted watermark symbols are shown in
FIGS. 12D, 12E, and 12F with their NCC values of 0.994,
0.988 and 0.797, respectively, which were extracted using
the previously described embodiments of the invention for
robust digital image watermarking techniques utilizing a
Walsh transform from FIGS. 12A, 12B, and 12C, respec-
tively. The extracted watermark symbols in all cases are
fully recognizable although they are interfered with noise by
different amounts.

[0120] FIG. 13 shows a table of test results of the robust-
ness to median filtering for the other five test images when
utilized with embodiments of the invention for robust digital
image watermarking techniques utilizing a Walsh transform.

[0121]

[0122] The robustness of the previously-described
embodiments of the invention for robust digital image
watermarking techniques utilizing a Walsh transform against
different types of image cropping operations that may be
performed, for example, as a deliberate external attack, on
the watermarked image has also been tested. Because the
watermark pixels of the watermark symbol are inserted with
sufficient redundancy in the cover image, it is difficult for an
outsider to detect or remove the watermark symbol by
cutting some part of the cover image. So it is still possible
to extract the watermark symbol with recognizable quality
even from a truncated watermarked image.

[0123] Image cropping operations have been simulated by
altering data with arbitrary values (e.g. 150) in a quarter of
a watermarked image in upper left, upper right, lower left
and lower right one at a time, and in all cases, the extracted
watermark symbol, although interfered by noise by different
amount, was still recognizable.

[0124] FIGS. 14A, 14B, 14C, and 14D show a water-
marked fishing boat image with the image cropping opera-
tion as mentioned earlier and their PSNR values of 26.11 dB,
21.13 dB, 20.05 dB and 16.85 dB, respectively. Extracted
watermark symbols with their NCC values 0.84, 0.86, 1.0
and 1.0, respectively, are shown in FIGS. 14F, 14G, 14H,
and 141 respectively, which were extracted using the previ-
ously described embodiments of the invention for robust
digital image watermarking techniques utilizing a Walsh
transform from FIGS. 14A, 14B, 14C, and 14D, respec-
tively. In all cases the extracted watermark symbol, although
interfered by noise by different amounts, were still recog-
nizable. The same operations were performed for water-
marked Lena image and are shown in 15A, 15B, 15C, and
15D, respectively, with their PSNR values of 21.13 dB,
19.16 dB, 16.80 dB, and 19.84 dB respectively. Extracted
watermark symbols with their NCC values 0.98, 0.82, 0.97
and 1.00 respectively, are shown in FIGS. 15F, 15G, 15H,
and 15I, respectively, which were extracted using the pre-
viously described embodiments of the invention for robust
digital image watermarking techniques utilizing a Walsh
transform from FIGS. 15A, 15B, 15C, and 15D respectively.

Image Cropping Operation
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In all cases the extracted watermark symbol, although inter-
fered by noise by different amounts, were still recognizable.

[0125] Image cropping operations have also been simu-
lated by altering the pixel values of 20 rows and columns
from the border of an image with some arbitrary value (e.g.,
150). FIG. 14E shows a watermarked fishing boat image
(PSNR=21.08 dB) with such an operation and an extracted
watermark symbol with NCC=0.60 shown in FIG. 14].
FIG. 15E shows a similar type of image cropping operation
for a watermarked Lena image with PSNR value 18.75 dB
and an extracted watermark symbol with NCC=0.79 shown
in FIG. 15].

[0126] FIG. 16 shows a table of test results of the robust-
ness to different types of image cropping operations for other
five test images when utilized with embodiments of the
invention for robust digital image watermarking techniques
utilizing a Walsh transform.

[0127] JPEG Compression

[0128] Experimental test results show that when utilized
with embodiments of the invention for robust digital image
watermarking techniques utilizing a Walsh transform that as
the compression ratio increases, the NCC value of the
extracted watermark decreases and the quality of the
extracted watermark will also decrease accordingly. Further,
experimental test results show that watermark information
hidden in the mid-variance blocks of the cover image
remains almost unaffected even after JPEG compression
with high compression ratio and low PSNR values. Thus,
embodiments of the invention provide for a high-level
robustness even with JPEG compression.

[0129] FIG. 17A shows a table of test results of the
robustness to JPEG compression for the other five test
images when utilized with embodiments of the invention for
robust digital image watermarking techniques utilizing a
Walsh transform. FIGS. 17B and 17C are the extracted
watermark symbol after decompression from the JPEG
compressed images of FIG. 7A with compression ratios of
31.80 and 44.56, respectively.

[0130] Deliberate Least Significant Bits Manipulation

[0131] Least significant bits for all the pixels, or randomly
selected pixels, of the watermarked image were comple-
mented and the extracted watermark symbol was still found
to be of good quality up to a certain degree of bit alteration,
using embodiments of the invention for robust digital image
watermarking techniques utilizing a Walsh transform. FIGS.
18A and 18B show a watermarked Lena image that has
undergone this operation with PSNR values of 47.71 dB and
34.47 dB, respectively. Extracted watermark symbols are
shown in FIGS. 18C and 18D, with NCC values 0.95 and
0.79, respectively, which were extracted using the previ-
ously described embodiments of the invention for robust
digital image watermarking techniques utilizing a Walsh
transform from FIGS. 18A and 18B, respectively.

[0132] FIG. 19 shows a table of test results of the robust-
ness to deliberate least significant bits manipulation for the
other five test images when utilized with embodiments of the
invention for robust digital image watermarking techniques
utilizing a Walsh transform.
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[0133] Change of Gray Level Dynamic Range

[0134] In some cases, there may be an intentional
approach to remove a watermark symbol by changing the
gray level dynamic range of the watermarked image. One
such approach for the watermarked fishing boat image was
tested for and is shown in FIG. 20, which was done by
changing the dynamic range from 1-255 to 50-200. The
PSNR value of the watermarked image after such operation
to the original watermarked image is 21.99 dB and the
extracted watermark symbol is shown in FIG. 21 with
NCC=0.92, which was extracted using the previously
described embodiments of the invention for robust digital
image watermarking techniques utilizing a Walsh transform
from FIG. 20.

[0135] Another case was also tested, where the dynamic
range of gray level for the watermarked Lena image was
changed from 22-243 to 200-50. The PSNR value of the
watermarked image after such operation to the original
watermarked image is 23.42 dB and is shown in FIG. 22A.
The extracted watermark symbol is shown in FIG. 22B,
which was extracted using the previously described embodi-
ments of the invention for robust digital image watermark-
ing techniques utilizing a Walsh transform from FIG. 22A.

[0136] FIG. 23 shows a table of test results of the robust-
ness to different possible changes in gray level dynamic
range for the other five test images when utilized with
embodiments of the invention for robust digital image
watermarking techniques utilizing a Walsh transform.

What is claimed is:
1. A method comprising:

partitioning a cover image;
generating a key;

inserting a watermark symbol into the cover image uti-
lizing a Walsh transform and the key; and

extracting the watermark symbol from the cover image

utilizing a Walsh transform and the key.

2. The method of claim 1, wherein generating the key
includes generating a pseudo-random number.

3. The method of claim 2, wherein the key is a private key.

4. The method of claim 1, wherein the watermark symbol
is a logo.

5. The method of claim 1, wherein partitioning a cover
image includes partitioning the cover image into non-over-
lapping blocks of equal size.

6. The method of claim 5, further comprising:

defining blocks having small variance values as homog-
enous blocks; and

defining blocks having mid-variance values as mid-vari-
ance blocks.
7. The method of claim 6, further comprising:

spatially dispersing the watermark symbol utilizing the
key; and

selecting homogenous blocks and mid-variance blocks.

8. The method of claim 7, wherein inserting the water-
mark symbol into the cover image utilizing a Walsh trans-
form and the key includes inserting bits of the spatially
dispersed watermark symbol into the homogenous and mid-
variance blocks of the cover image utilizing a Walsh trans-
form.
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9. The method of claim 8, wherein extracting the water-
mark symbol from the cover image includes extracting bits
of the spatially dispersed watermark symbol from the
homogenous and mid-variance blocks of the cover image
utilizing a Walsh transform and the key.

10. An apparatus comprising:

an integrated circuit; and

a processor included with the integrated circuit to imple-
ment operations including:

partitioning a cover image;
generating a key;

inserting a watermark symbol into the cover image uti-
lizing a Walsh transform and the key; and

extracting the watermark symbol from the cover image

utilizing a Walsh transform and the key.

11. The apparatus of claim 10, wherein generating the key
includes generating a pseudo-random number utilizing a
shift-register circuit.

12. The apparatus of claim 11, wherein the key is a private
key.

13. The apparatus of claim 10, wherein the watermark
symbol is a logo.

14. The apparatus of claim 10, wherein partitioning a
cover image includes partitioning the cover image into
non-overlapping blocks of equal size.

15. The apparatus of claim 14, wherein the processor
further performs the operations of:

defining blocks having small variance values as homog-
enous blocks; and

defining blocks having mid-variance values as mid-vari-
ance blocks.
16. The apparatus of claim 15, wherein the processor
further performs the operations of:

spatially dispersing the watermark symbol utilizing the
key; and

selecting homogenous blocks and mid-variance blocks.

17. The apparatus of claim 16, wherein inserting the
watermark symbol into the cover image utilizing a Walsh
transform and the key includes inserting bits of the spatially
dispersed watermark symbol into the homogenous and mid-
variance blocks of the cover image utilizing a Walsh trans-
form.

18. The apparatus of claim 17, wherein extracting the
watermark symbol from the cover image includes extracting
bits of the spatially dispersed watermark symbol from the
homogenous and mid-variance blocks of the cover image
utilizing a Walsh transform and the key.

19. A machine-readable medium having stored thereon
instructions, which when executed by a machine, cause the
machine to perform the following operations comprising:

partitioning a cover image;
generating a key;

inserting a watermark symbol into the cover image uti-
lizing a Walsh transform and the key; and

extracting the watermark symbol from the cover image
utilizing a Walsh transform and the key.
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20. The machine-readable medium of claim 19, wherein
generating the key includes generating a pseudo-random
number.

21. The machine-readable medium of claim 20, wherein
the key is a private key.

22. The machine-readable medium of claim 19, wherein
the watermark symbol is a logo.

23. The machine-readable medium of claim 19, wherein
partitioning a cover image includes partitioning the cover
image into non-overlapping blocks of equal size.

24. The machine-readable medium of claim 23, further
comprising:

defining blocks having small variance values as homog-
enous blocks; and

defining blocks having mid-variance values as mid-vari-
ance blocks.
25. The machine-readable medium of claim 24, further
comprising:

spatially dispersing the watermark symbol utilizing the
key; and

selecting homogenous blocks and mid-variance blocks.

26. The machine-readable medium of claim 25, wherein
inserting the watermark symbol into the cover image utiliz-
ing a Walsh transform and the key includes inserting bits of
the spatially dispersed watermark symbol into the homog-
enous and mid-variance blocks of the cover image utilizing
a Walsh transform.

27. The machine-readable medium of claim 26, wherein
extracting the watermark symbol from the cover image
includes extracting bits of the spatially dispersed watermark
symbol from the homogenous and mid-variance blocks of
the cover image utilizing a Walsh transform and the key.

28. A system comprising:

a first image processor to perform operations including:
partitioning a cover image;
generating a key;

inserting a watermark symbol into the cover image
utilizing a Walsh transform and the key; and

a second image processor to perform operations including
extracting the watermark symbol from the cover image
utilizing a Walsh transform and the key.

29. The system of claim 28, wherein generating the key
includes generating a pseudo-random number utilizing a
shift-register circuit.

30. The system of claim 29, wherein the key is a private
key.

31. The system of claim 28, wherein the watermark
symbol is a logo.

32. The system of claim 28, wherein partitioning a cover
image includes partitioning the cover image into non-over-
lapping blocks of equal size.

33. The system of claim 32, wherein the first image
processor further performs the operations of:

defining blocks having small variance values as homog-
enous blocks; and

defining blocks having mid-variance values as mid-vari-
ance blocks.
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34. The system of claim 33, wherein the first image
processor further performs the operations of:

spatially dispersing the watermark symbol utilizing the
key; and

selecting homogenous blocks and mid-variance blocks.

35. The system of claim 34, wherein inserting the water-
mark symbol into the cover image utilizing a Walsh trans-
form and the key includes inserting bits of the spatially
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dispersed watermark symbol into the homogenous and mid-
variance blocks of the cover image utilizing a Walsh trans-
form.

36. The system of claim 35, wherein extracting the
watermark symbol from the cover image includes extracting
bits of the spatially dispersed watermark symbol from the
homogenous and mid-variance blocks of the cover image
utilizing a Walsh transform and the key.

#* #* #* #* #*



