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Abstract will highlight the signiEcance where digital media is to

be marked in real time and hardware is the only solution.
Spread spectrum watermarking for multimedia signal be- Campisi et al [6] investigated the scope of the usage of
comes appealing due to its high robustness attribute and digital watermarking for QoS assessment of multimedia
is used widely for various applications. Some of these sjgnal.
applications demand development of low cost algorithms In this paper, we propose a Walsh transformation
so that they can be used for real time services such as pased SS watermarking scheme in digital image, for ap-
broadcast monitoring, security in communication. Inre- pjication to blind assessment of QoS, which may also be
cent time one similar application of digital watermarking  applicable in video frames and other multimedia signals.
becomes promising that assesses blindly the QoS (quality The complexity and computation cost of the algorithm
of services) of the multimedia services which is expected s |ow and hardware implementation is easy. Hardware
to be offered by the future generation mobile radio net-  jmplementation using Field Programmable Gate Array
work. However, the major shortcomings of the existing (EpGA) has advantages of real time application, low in-
SS watermarking schemes are high computation cost and yestment cost and desktop testing with moderate process-
complexity of the algorithm that limits their use for stated  jng speed [7].
purposes. The paper proposes SS image watermarkingal- — 1pe paper is organized as follows: Section 2 de-
gorithm using Fast Walsh transform that offers low cost  g¢yipes brieay the proposed algorithm. Sections 3 and
and ease of hardware realization. VLSI implementation 4 gescribe VLSI design of the embedding unit and the

using Field Programmable Gate Array (FPGA) has been gecoding unit respectively using FPGA. Sections 5 and 6
developed for the algorithms and circuit can be integrated present results and conclusion respectively.

into the existing digital still camera framework. 2. Proposed algorithm

1. Introduction The cover image of sizéM, x N,) is partitioned into
) o (8 x 8) non-overlapping blocks. Each image block is

Spread spectrum (SS) modulation principle can be used ihan decomposed using Fast Walsh transform [8]. The
for watermarking in digital media as it is widely ac- ;0 of the image block is considerétix 8) in order to
cepted to the watermarking research community due t0 ,oke the scheme compatible with JPEG compression op-
its robustness attribute. SS is accomplished by spread- ¢ration. The widely used code pattern for SS modulation
ing & narrow band watermark into wide spectrum of the o chnique is pseudo noise (PN) sequence and is generated
cover so that watermark energy for each frequency bin qing | FSR (Linear feedback shift register)[9]. The size
become less and could hardly be detectable. Several ot ihe pN sequence is identical to the size of the Walsh
SS watermarking schemes for multimedia signals are de- coefgcient matrix. Thus a set of PN matrices denoted by
veloped using DCT [1], Fourier-Meliin [2], wavelet [3] (P;) of number(M,,.N,,) are generated. It is preferable
transforms. However, the techniques are not suitable for ., \se antipodal signalihg scheme for data embedding in

broadcast monitoring due to the high computation Cost, g ger 1o increase robustness performance. So the data
complexity that makes their hardware realization compli- embedding rule can be expressed as follows:

cated. Hardware implementation of digital watermark-

ing techniques offer advantages of real time processing X+ kP ifb=0

of data [4][5]. If a chip is £tted in the digital devices, X©= { X_kP ifb=1

the output video or images can be marked right at the

origin although the same can be done using software af- whereX is Walsh coefEcient of the cover imagkg ¢

ter those videos or images downloaded to the computer. is the Walsh coefEcient after watermark embeddikg,
But, in this case embedding software will take more time is the modulation indexpP is the PN matrix. Two di-
compared to hardware. The example of TV broadcast mensional block based discrete inverse Walsh transform
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Figure 1: VLSI architecture of transmitter

of the modifed coefEcients would then generate water-
marked image.

The watermark recovery process requires the sets of PN
matrices( P;) that were used for data embedding. The re-
ceived watermarked image is partitioned ifigox 8) non
overlapping blocks and is decomposed using Walsh trans-
form. Correlation values between Walsh coeffcients and
each code pattern of the gdt,) are calculated. We have

a total of (M,,,.N,,,) (equal to the number of watermark
bits) correlation valuegy;) wherei= 1,2, ..M,,.N,,.
From these correlation values, we calculate mean corre-
lation value (T), used as the threshold or decision variable
for binary watermark decoding. The decision rule for the
decoded watermark bit is as follows:

(i) for pu; > T, the extracted bit i€

(ii) for p; < T, the extracted bit i§.

3. VLS design

The VLSI architecture of the proposed algorithm is de-
signed using XILINX SPARTAN series FPGA. There are
two main sub blocks, one is the transmitter and the other
one is the receiver. The over all function of the trans-
mitter unit is to decompose the image signal using Walsh
transform and then embedding the watermark while the
receiver unit decodes the embedded watermark.

3.1. Transmitter architecture

The VLSI architecture of the transmitter for the proposed
algorithm is shown in Fig. 1. Hardware design consists of
four sub blocks or module namely (1) Walsh Transform
module, (2) Code generation module, (3) Data embed-
ding module and (4) Inverse Walsh transformation mod-
ule.
Data is fed to the input pin G [15:0] of Walsh trans-

form block with the clock C1. The MUX with control

input M4 allows the resultant spreading code to be added
with Walsh coefEcients at desired time. The output from
the adder is fed to the G [15:0] input pin of inverse Walsh
transform block. Watermarked output is obtained at the
output pin of this block. The other MUXs allow the vari-
ous signals to @ow into the inverse transform block at the
desired time. The detailed architecture of each subblock
is described below.

(1) Walsh transform module: Walsh transform is com-
puted using fast algorithm given below which is nearly
identical to the FFT (Fast Fourier Transform).

Subroutine for computing FWT:
SUBROUTINE FWT (F, LN)...... 01
REAL F[64], T.............. 02
N = 2LN
NV2=N/2....... 04

DO 3
IF(I>J)

=1, NM1....07
GOTO 1....08

LE=2Y..19

LE1=LE/2.....20

DO 5 J=1,LE1...21
DO 4 I=J,N,LE...22

IP=I+LE1......... 23
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Figure 2: VLSI architecture of Walsh transformation

T=F(IP)......... 24

F(IP)=F())-T.....25

F()=F()+T.........26
CONTINUE................. 27

(6 N

DO 6 I=1, N, 28
6 F(I)=F(I)/FLOAT (N).....29
RETURN

Fig. 2 shows the detailed hardware architecture of
Walsh transform for an image block of siZ8). It is
to be noted that digital image considered here is a gray
scale image of 8 bits/pixel. In this algorithm statements
03 through 05 are concerned with the initialization of the
subroutine. Bit reversal sorting is accomplished by state-
ments 07 through 17. The hardware requirement to im-
plement the bit reversal sorting using this algorithm is
complex. In this work, the said function is implemented
using bit reversal block and WT2 block (RAM). The bit
reversal block generatesversed addresses. At £rst C9
input of MUX-1 and C3 input of MUX-2 is kept high and
low respectively to allow the bit reversed addresses to be
fed to the address pins of the WT2 block. WT2 is a 16
bit RAM with 96 locations out of which 64 locations are
used here. The input data is fed to the input pin G[15:0]
with the clock C1. C7 input of MUX-5 is kept high to
allow the original input data to be fed to the WT2 block.
So the data are stored in RAM in a bit reversed order.
The WT1 block generates the sequences of | and IP as
given in statements 22 and 23. The detailed architecture
of WT1 block is not shown due to space limitation. The
outputs of WT1 block are fed into the MUX-3 with con-
trol input C2. Proper sequences of IP and | which help
to perform the statements 24 through 26 are obtained by
applying proper state to the C2 input. C3 input of MUX-

2 is kept high to allow these address sequences to be fed
into the address pins of RAM. The operations specifed
by the statements 24 through 26 are performed as fol-
lows: RAM is read from two locations specifed by the
addresses | and IP in two consecutive clocks of WCLK
input pin of WT2. The values so obtained are added and
subtracted. The results of addition and subtraction are
stored back into the RAM in locations specifed by | and
IP respectively. The complete operations are done using
3 data register, adder 3, subtractor, adder 4, MUX-5 and
MUX-6. The read and write operation of RAM is con-
trolled by WE (write enable) input. Finally the output of
the binary counter passes through the MUX1 and MUX-
2 to the address pins of RAM at desired time. The data
are read from RAM using these addresses. The output
data of RAM is passed through the right shifter to per-
form the operation of statement 29. Walsh coefEcients
are obtained at the output pin of the right shifter. The re-
quired components for Walsh transform module are two
1-bit MUX (2:1), £ve 8 bit MUX (2:1), four 8 bit adder,
one 8 bit subtractor, one 8 bit binary counter, three 8 bit
data register, one right shifter, one bit reversal unit, one
WT1 block, one WT2 block.

(2) Code Generation module: VLSI architecture of
spreading code generation unit consists of the two ma-
jor sub blocks, PN1 and PN2 blocks. Each block gener-
ates two set pseudo noise (PN) sequences of length 64.
These PN sequences are added and is obtained at the out-
put of each block. The outputs of PN1 and PN2 blocks
are subtracted and the result is passed through a zero/one
padding unit. The resultant PN sequence is obtained at
the output of padding unit.

(3) Data embedding module: The output from code gen-
eration unit is added with the output from Walsh trans-
form unit to obtain coeffcient of the embedded data.



(4) Inverse Walsh Transform module: The kernel of for-
ward and inverse Walsh transform is identical. So the
hardware requirement for performing both the operations
are also same except an extra right shifter block that per-
forms the division operation.

3.2. Receiver architecture

The VLSI architecture of receiver design is shown in Fig.
3.The major sub blocks are (1) Walsh transform module
(2) Correlation calculation module (3) Mean correlation
and threshold calculation module.

Watermarked data is fed to the input pin G[15:0] of
the Walsh transform block. The output of this block is
passed through the correlation calculation block. The
function of the correlation calculation block is to calcu-
late the correlation between the spreading functions and
Walsh coefEcients block. Then the correlation values are
passed through a mean correlation and threshold calcula-
tion block. At the output of the block, the message bits
are detected.

(1) Walsh transform module: Walsh transform is applied

to the watermarked image block. Theory and hardware
architecture of this unit is exactly identical as described
in transmitter section.

(2) Correlation calculation module: The detailed hard-
ware architecture of the correlation calculation block is
shown in Fig. 4.

The same code generation units PN1 and PN2 used
at transmitter are also used here. Input A[15:0] is set to
zero. The Walsh coefEcients are applied to the input pin
B[15:0]with the clock C. The PN sequences coming from
PN1 and PN2 are applied to the control input of MUXs.
If the element of the code matrix is "1”, then it allows
the value of B[15:0] to pass through MUXs. On the other
hand, if the element of the code matrix is "0, it allows
the value of A[15:0] to pass through MUXs. The outputs
of the MUXs are fed to the one input of the adders unit.

Table 1: Specifcation of hardware realization
| Chip | CLB count| Clock Freg.| Clock cycle |

XCS40 730 80 MHz 344 cycles/
1 (8 x 8)

right shifter, four ma%nitude comparators -16 bit.
4. Resultsand applications

The VLSI design is implemented for a gray scale image
of size (8 x 8) and a 4 bit binary watermark with ele-
ment valuel and0. The choice of8 x 8) block size is
to make the scheme compatible with DCT based JPEG
compression operation.

The hardware design can be easily extended for large
image size, say256 x 256) or (512 x 512) or even larger
for real life application using parallel processing of many
such modules. The parallel processing offers simultane-
ous execution of several hardware units and total time of
execution remains unchanged but hardware requirement
will be increased. The hardware design is implemented
using XILINX SPARTAN series FPGA. The chip used is
XCSO05 which contains 784 CLB, out of which 730 CLBs
are consumed, 430 for transmitter unit and 300 for the re-
ceiver. Specifcation of hardware realization is shown in
Table 1.

The work reported in this paper can £nd applications
in authentication and broadcast monitoring for real time
video transmission through wireless channel. As men-
tioned earlier, the extracted watermark quality can rep-
resent the status of the channel condition and necessary
feedback information may be sent to the transmitter to
control data transmission rate adaptively in order to suit
the characteristics of the transmission channel. Thus end-
to-end quality assurance is possible for multimedia sig-
nal transmission in mobile radio channel. FWT has been
chosen as signal decomposition tool as it offers better ro-

The outputs of the adders are fed to the data registers and bustness of the embedded data at low quality compres-

outputs of the data register are fed back to the other inputs
of the adders. Applying proper state sequence to C1, the
correlation values Q[15:0], R[15:0], S[15:0],T[15:0] are
calculated. The required components of this unit are four
MUXs (16 bit)- 2:1, 4-adders (16 bit), 4 data registers (16
bit), PN1 and PN2 units.

(3)Mean correlation and threshold calculation module:

The detailed architecture for mean correlation and thresh-
old calculation is shown in Fig. 5. The four correlation
values are added using three adders. The result of addi-
tion is passed through a right shifter to obtain the mean
correlation value. The output of the right shifter block is
fed to the one input of each comparators. The other input
of the comparators are the correlation values. Message
bits are detected at the output of the comparator. The re-
quired hardware for this unit are three adders-16 bit, one

sion considering both JPEG and JPEG 2000 compression
[10]. Reference watermark pattern is embedded in the
multimedia host data and transmitted through the chan-
nel. Host data and watermark suffer the channel degra-
dation, where alteration in watermark is used to assess
the quality of offered services. The algorithm is tested
against JPEG and JPEG 2000 coder followed by additive
white Gaussian noise and performance is superior to [6]
(Results not shown due to space limitation).

5. Conclusions

An algorithm for low cost SS image watermarking us-
ing Walsh transformation is proposed in the paper and
its VLSI realization using FPGA is also reported. Algo-
rithm requires few simple computation and VLSI imple-
mentation using FPGA allows it application for real time



multimedia data transmission. Current work is going on
to develop the dedicated digital system using this FPGA
chip.
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Figure 3: VLSI architecture of receiver
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Figure 4: VLSI architecture of correlation calculation



R P
A T
i
—
- F.
CORD AT || - B
b
-
+ P
al
v

Figure 5: VLSI architecture of mean correlation and thrédlealculation



