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Abstract—The paper proposes an image water marking scheme us-
ingwavelet domain. Wavelet transform, duetoitssub bands decompo-
sition, offersbetter trade-off between embedding strength and robust-
ness per formance compared to other unitary transformssuch as DCT,
DFT, Fourier-Méllin. Walsh-Hadamard etc. Dataembeddingin differ-
ent sub bands of the cover image offer sresiliency against varioustypes
of image impair ments. Degree of resiliency isincreased further by em-
bedding the same watermark information in multi level wavelet co-
efficients of the cover image. Experiment results show that the scheme
isresilient tovariouslinear and non linear filtering, image shar pening,
cropping, rescaling, noise addition, JPEG and JPEG 2000 compression
operations etc. Compression adaptive negative modulation increases
robustness against low quality compression. The proposed algorithm
shows better visual aswell as statistical imper ceptibility and resiliency
against JPEG and JPEG 2000 compression compared to two popular
DCT domain algorithms and data recovery process does not require
the cover image, watermarked image and/or water mark message un-
likethelatter two schemes.

Index Terms: Digital image watermarking, lossy com-
pression, negative modulation, wavelet transform.

I. INTRODUCTION

Rapid growth in digital techniques and wide use of In-
ternet technology have put a serious threat to the owner of
the digital medias to place the works in their web pages
or in other public places. This is because of the fact that
anyone having access to those forums can copy those infor-
mation in unlimited numbers and without any loss. Digital
watermarking technique, over the last decade, is being used
widely as a solution to the kind of problem by impercep-
tible embedding of an auxiliary message in the multimedia
signals[1][2].

The essential requirements of a digital watermarking
scheme are imperceptibility, statistical invisibility, robust-
ness against common signal processing operations as well
as deliberate attacks, low embedding cost and high em-
bedding rate. But it is difficult to meet al these require-
ments simultaneously with the highest degree of accuracy.
Data embedding directly in pixel values (spatial domain) of
the cover image offers advantage of low computation cost
but robustness performance particularly against lossy com-
pression operations are poor. On the other hand, higher
resiliency is achieved in transform domain watermarking
scheme at the cost of higher computation and complexity

of the algorithms.

The widely used unitary transformations for data em-
bedding are FFT [3], DCT [4][5], Walsh-Hadamard [6],
Fourier-Méellin [7] etc. but recently wavelet transform
(DWT) [8] becomes a useful tool for the same dueto its bet-
ter signal decomposition capability. Bit replacement, data
modulation and spread spectrum (SS) modulation schemes
etc. are being used widely for watermark embedding ei-
ther in pixel values or in their transform coefficients. If
unitary transformations are used for data embedding, a bet-
ter trade-off between imperceptibility and robustness per-
formance requires signal adaptive scheme for data embed-
ding i.e. watermark embedding strength must be variable
or watermark information must be embedded in different
bit planes of the various transform coefficients of the cover
image. The process in turn increases overhead for decod-
ing in terms of the requirement of the original (cover) im-
age, undistorted watermarked image and sometimes even
the need of watermark image to ensure the presence of par-
ticular watermark. Cox et a proposed DCT [4] based SS
watermarking scheme for multimedia signals and Hsu et al
proposed DCT based [5] watermarking in images where in
both cases data recovery process requires the cover image
and the watermark image. Moreover, the algorithms show
better resiliency against JPEG compression but are not very
robust to JPEG 2000.

The motivation of the present work arises from develop-
ing an image watermarking scheme that shows almost equal
resiliency to both JPEG and JPEG 2000 compression. A bi-
nary watermark image is embedded in the suitable wavelet
coefficients of the cover image in multiple level using bit re-
placement technique. To make the scheme resilient against
DCT based JPEG, compression adaptive negative modul a-
tion is applied. The same watermark information are em-
bedded in different sub bands and in different levelsto make
it resilient against various operations such as linear-non lin-
ear filtering, image sharpening, lossy compression, rescal-
ing, and noise addition etc. The decoding process of the
present method requires only the secret file containing the
hiding locations unlike the algorithms of Cox and Hsu that
require the original image, watermarked image and/or wa-



termark image. Moreover, the algorithm shows better vi-
sual and statistical imperceptibility, robustness against im-
age sharpening operation and JPEG and JPEG 2000 com-
pression operations compared to the Cox and Hsu algo-
rithms. Although the quality of the extracted watermark
image is judged by visual recognizability, normalized cross
correlation (NCC) and mutual information values I(X;Y)
are used as objective measures.

The paper is organized as follows: Section Il describes
mathematical preliminaries. Section Il presents the pro-
posed algorithm of watermark embedding and decoding
process. Sections IV and V present some experimental re-
sults along with discussion, and conclusions respectively.

Il. MATHEMATICAL PRELIMINARIES

This section describes discrete wavelet transform (2
bands) with its properties, mathematical models to quantify
image visual quality and security of the hidden data. Two
different objective measures are also described to quantify
the quality of the extracted data.

A. Discrete wavelet transform

The wavelet transform maps a function f(x) € L?(R)
onto ascale-space plane[9]. Thewavel etsare obtained from
a single prototype function ¢ (x) by scaling parameters’a
and shift parameters 'b’[10]. The discrete normalized scal-
ing and wavelet basis functions are defined as,

dix(l) = 2120 (21 — k) (1)

Vi k() = 2%g;(2'1 — k) )

wherei and k arethe dilation and translation parameters and
h; and g; are respectively the sequence of low pass and high
pass filters. Thus 2-band discrete wavelet transform de-
composes an image (two dimensiona signa) into four sub
bands namely LL (Low-Low), LH (Low-High), HL (High-
Low) and HH (High-High). The decomposed sub bands
correspond to the coarse approximation, horizontal, vertical
and diagonal details of the image signal respectively. Multi
resolution capability of wavelet transformation further de-
composes each LL band into four previously specified sub
bands. We may interpret the standard two band discrete
wavelet transformation of signal as decomposition in log-
arithmic frequency resolution by projecting it onto a family
of functions generated from a single basis viaits translation
and dyadic dilation.

B. Image quality

We use Peak signal to Noise Ratio (PSNR) as representa-
tive objective measure of data imperceptibility as this mea-
sure is popular and widely used in the literatures. Higher
PSNR values indicate better imperceptibility, although the
measure does not always reflect the exact visual quality. The

PSNR is expressed mathematically in the form as given be-

low.
ABmaxP?(a,b)

Sy [Plab) = P(a,b)]
where P(a,b) represents a pixel value, with coordinates
(a,b) in the original, undistorted image, and P(a, b) rep-
resents the same pixel value in the watermarked image. The

number of rows and columns in the pixel matrix is denoted
by A and B respectively.

PSNR =

©)

C. Security of the hidden data

Relative entropy (Kulback Leibler distance) distance be-
tween the cover and the watermarked image is used here as
security measure of the embedded data [11]. Let the ran-
dom variables R and S represent the original and the wa-
termarked images respectively. If pr[r] and pg[r] denote
the probability mass function (PMFs) of random variables
R and S respectively, relative entropy measures the “dis-
tance” between the mass functions of cover and stego (wa-
termarked) image. This distanceis defined as follows:

D(prlr] || pslr)) =>_ prlrllog(prlr]/psir]) @
=X

where y denotes the support set along with the conven-
tion that 0 log(Obs[r])=0 and pr[r]log (pr[r]0) = oc.
Lower the value of D(pr[r] || ps[r]), better is the secu-
rity. The value is always non-negative or zero (iff pg[r] =
ps[r])-IfD(prlr] || ps[r])< e, the security value may be
assumed to bee.

D. Correlation measurement

We use visually recognizable pattern as watermark and
extracted message may be judged subjectively. However,
the subjective measurement depends on various factors such
as the expertise of the viewers, the experimental conditions,
etc. and an objective measure becomes essential to quantify
the fidelity of the extracted message. One popular measure
for quality assessment of the decoded dataiis the normalized
cross correlation (NCC) [4] where NCC is represented as
follows:

S e 3y Wz, y)W (2,y)
> 2, W, y))?

Here W (z,y) and W' (z,y) represent hidden watermark
and the extracted watermark respectively.

NCC =

®)

E. Mutual information

Many researchers treat watermark embedding in the host
data and its extraction from the various degraded versions
of the watermarked data as a problem of digital data trans-
mission through noisy channels. The digital communica-
tion model of data hiding motivates to use mutual informa-
tion I(X;Y') values as measure to quantify the robustness



efficiency against various image degradations. The reason
for the consideration of mutual information 7(X;Y’) asan
objective measure stems from the fact that if there were no
channel noise (image impairments) the average amount of
information received would be H(X) bits (entropy of the
source) per received symbol. But because of the channel
noise (due to the various signal processing operations), an
average of H(X/Y) bits (called the equivocation of X with
respect to Y) of information per symbol is lost and in this
process amount of information the receiver receives is, on
the average, I(X;Y") bits per symbol, where

I(X;Y) = H(X) - H(X/Y) ®)

Let random variables X and Y represent the watermark im-
age and its decoded version obtained from the distorted wa-
termarked image. If p(x;) represents the probability of oc-
currence of the i — th pixel value in watermark image and
p(y;/x;) represents the channel transition matrix, 1(X;Y")
can be expressed as follows [12]:

p(y; /i)
108 S~ wop(y, e

I(X;Y) = Z Zp(xi)p(yj/wi)

where i, j =0, 1.

I1l. THE PROPOSED ALGORITHM

We assume that the cover image I is a gray-level image
of size N x N, where N = 2P and the digital watermark W
isabinary image of size M x M where M = 2™. Thevalues
of p and n, indicate the size of the cover and the watermark
image respectively where p > n, typicaly (p/n) > 4. The
proposed work considers a binary image of size (16 x 16)
as watermark and (256 x 256), 8 bits/pixel gray image as
cover image.

A. Watermark embedding

The binary watermark image is spatialy dispersed us-
ing 256-bit cryptic key generated by linear feedback shift
register (LFSR)[13]. The cover image is decomposed in
fourth level using 'Daubechies filter’ (db2) where the scale
and wavelet coefficients for db2 filter are
h(n)={0.1294095, 0.2241438,-0.8365163, 0.4829629}
and
g(n)={0.4829629, 0.8365163,0.2241438,- 0.1294095}
respectively. We use db2 filter in order to make a good
trade-off between data embedding cost, imperceptibility and
resiliency requirements through signal decomposition, al-
though other filters can also be used in this work. The
largest 256 (number of bits to be embedded) wavelet co-
efficients of the LL sub band of this level are selected for
watermark embedding. The largest coefficients are selected
because data embedding in these coefficients preserve wa-
termark information so long as the watermarked image is
not degraded much due to the quantization process of the

lossy compression operation. Each watermark bit is em-
bedded by replacing the suitable lower order bit plane of
a selected wavelet coefficient. To increase the robustness
of the proposed scheme against JPEG compression (DCT
based), an adaptive negative modulation is used during data
embedding in this level by estimating the tendency of the
change in embedded wavelet coefficients due to such com-
pression operation. The negative modulation refers to the
change in the value of the embedded coefficient in the di-
rection opposite to that of the expected coefficient value
obtained after lossy compression. If it is found that the
embedded coefficient value is decreased after JPEG oper-
ation, the coefficient value isincreased by modifying lower
order bit planes. Similarly, if it is found that the embed-
ded coefficient is increased after lossy compression then
the coefficient value is decreased by modifying lower or-
der bit planes. In either case, the modification should be
done in such a way that the hidden data in the appropriate
bit planeisnot altered. Thistype of modification for embed-
ded wavelet coefficientsis called negative modulation. The
inverse wavelet transformation of the embedded coefficients
yields the intermediate watermarked image. The intermedi-
ate watermarked image is once again decomposed in second
level using 'Daubechies filter’ (db2). The largest (3 x 256)
numbers wavelet coefficients from LH, HL, and HH sub
bands of this level are selected for watermark embedding.
Each bit of the same watermark information is embedded
again by replacing the suitable lower order bit plane of the
three (any suitable odd number based on the size of water-
mark image and the number of the coefficients of the cover
data) wavelet coefficients. The inverse wavelet transform
yields the final watermarked image. Two different secret
files are formed that contain the location of the embedded
coefficients in two different level and are used during the
process of watermark data recovery.

B. Watermark decoding

Watermark decoding process requires the positional in-
formation of the wavelet coefficients used for watermark
embedding in both the levels. Any one secret file is
sufficient for watermark recovery purpose when no attack
distortion is occurred. However, redundancy in data em-
bedding improves reliability in decoding after various types
of image processing operations. This is because different
sub bands of the image signal are not similarly sensitive to
various forms of attacks. The watermarked image with or
without external attacks are decomposed using ' Daubechies
filter’ (db2). Watermark bits are extracted from the ap-
propriate bit plane of the embedded wavelet coefficientsin
both level. During watermark decoding from the second
level, each watermark bit is extracted from three respective
wavelet coefficients and decision for the embedded water-
mark bit is made on the basis of majority rule. The spatially
dispersed watermark image thus obtained from each level is



Fig. 1. (a): Testimage, (b): Watermark image, (c): Watermarked image

rearranged using the same 256- bit key.

IV. RESULTS AND DISCUSSION

The proposed watermark embedding method is awavel et
domain approach, in which agray-level image of size (256 x
256) as cover image and a visually recognizable binary wa-
termark pattern of size (16 x 16) have been considered. The
algorithm has been tested for various types of image pro-
cessing operations over large number of benchmark images
[14].

Fishing Boat (Fig. 1(a)) showsan original test image and
the watermarked image (Fig. 1(c)) using logo/hidden sym-
bol M (Fig. 1(b)) is shown. We compare our results with
Cox and Hsu algorithms for visual and statistical impercep-
tibility, overhead for decoding and robustness for JPEG and
JPEG 2000 operations. PSNR valueis 34.63 dB for the pro-
posed scheme, 29.73 dB for Cox, and 32.33 dB for Hsu al-
gorithm. The security (¢) value of the embedded data is
0.006445 for the proposed algorithm, 0.01724 for Hsu, and
0.13124 for Cox agorithm. The PSNR and e- values for
other test images are shown in table .

TABLEI
IMPERCEPTIBILITY AND SECURITY OF THE HIDDEN DATA

Test PSNR value | Security

Image indB e-value

Fishing Boat | 34.63 0.006445
Lena 36.32 0.006167
New York 32.27 0.005679
Opera 33.24 0.006222
Pills 33.43 0.006733
Bear 3243 0.007422

The overhead required for watermark recovery process
is minimum for present algorithm compared to the two
algorithms considered here. The proposed watermarking
scheme needs only the secret file containing the position
of the embedded coefficients for decoding purpose while
Cox method needsthe cover image aswell asthe watermark

message and Hsu method needs the cover image, watermark
message and al so the undistorted watermarked image.

Extracted watermark image (Fig. 2(c))(NCC=0.78,
1(X;Y)=0.1143) from the blurred version (after three time
mean filtering using window 3 x 3) of the watermarked im-
age (Fig. 2(a)) with PSNR 25.38 dB is shown. Extracted
watermark (Fig. 2(d)) (NCC=0.89, 1(X;Y)=0.1298) from
distorted watermarked image (Fig. 2(b)) with PSNR=26.03
dB after median filtering (after third times using window
size 3x3) is shown. Similar results are obtained for other
test images.

{d)

Fig. 2. (8): Watermarked image after mean filtering, (b): Watermarked
image after median filtering, (c): Extracted watermark from (a); (d)
Extracted watermark from (b)

The watermarked image (PSNR= 25.73 dB) after gaus-
sian filtering is shown is Fig. 3(a). Extracted wa
termark symbol (Fig. 3(c)) is shown with NCC=0.91,
I(X;Y)=0.1553. Fig. 3(b) shows watermarked image
(PSNR=25.87 dB) after edge enhancement operation and
extracted watermark (NCC=0.95, I(X;Y)=0.2169 is shown
in Fig. 3(d). Edge enhancement operation is smulated
by spatial high-boost or high-frequency-emphasis filtering.
High boost operation can be mathematically written as fol-
lows:

Highboost = (A — 1)(original) + Highpass (8)

An A = 1 value yields the standard highpass results and
such sharpened version of the watermarked image fails to
preserve the commercial value. When A > 1, part of the
original image content is added back to the highpass results,
which restores partially the low-frequency components lost
in highpass filtering operation. The result isthat high-boost
image looks more like the original image, with a relative
degree of edge enhancement that depends on the value of A
and the proper value of A thus preserves the image visual
quality.

Fig. 4(a) shows a noisy version of the watermarked im-
age obtained after 10% noise addition in 10% pixel val-
ues. The pixel values are chosen randomly. The PSNR
value of this image with respect to the watermarked im-
age is 28.03dB. The extracted watermark (NCC= 0.97,
1(X;Y)=198) is shown in Fig. 4(c). The dynamic range of
the pixel values for the watermarked image is changed from



{d}

Fig. 3. (a): Watermarked image after gaussian filtering, (b): Water-
marked image after edge enhancement operation (c): Extracted wa-
termark from (a), (d) Extracted watermark from (b)

251- 12 to 200-50 and is shown in Fig. 4(b) with PSNR
value 25.08 dB. Extracted watermark image (NCC=0.96,
[(X;Y)=0.1891) is shown in Fig. 4(d).

{d}

Fig. 4. (a): Watermarked image after noise addition, (b): Watermarked
image after dynamic range change, (c): Extracted watermark from Fig.
(@), (d) Extracted watermark from Fig. (b)

Fig. 5(a) shows the watermarked image after cropping
operation. The pixels values of 20 rows and columns from
all four sides are set to some arbitrary values 50 (say) and
PSNR value becomes 21.21 dB. The extracted watermark
(NCC=0.94, 1(X;Y)=0.1230) isshown in Fig. 5 (c). Robust-
ness of the proposed scheme against image rescaling opera-
tion is shown in Fig. 5(d) with NCC value 0.91 and I(X;Y)
value 0.1230. The watermarked image shown in Fig. 5(b)
is scaled down to its one fourth size and then rescaled to its
original size (PSNR=12.73 dB). The operation looses some
edge information of the image but decoded watermark from
such distorted version of the watermarked image s till rec-
ognizable.

Fig. 6(a) shows the watermarked image after JPEG com-
pression (PSNR= 25.28 dB) at quality factor 30. Extracted
watermark (NCC=0.81, 1(X;Y)=0.0729) is shown in Fig.
6(c). Similarly Fig. 6(b) shows the watermarked image
after JPEG 2000 compression (PSNR= 26.57 dB) at qual-
ity factor 30 and extracted watermark image (NCC=0.79,
I(X;Y)=0.0712) isshownin Fig. 6(d). Under the same qual-
ity factor the extracted watermark patterns, in case of both
Cox and Hsu algorithms, do not preserve visual recogniz-
ability and in fact at quality factor below 45, the extracted

id)

Fig. 5. (a): Watermarked image after cropping operation, (b): Water-
marked image after image rescaling operation, (c): Extracted water-
mark from Fig. (a), (d): Extracted watermark from Fig. (b)

watermark images are not subjectively recognized.

Fig. 6. (a): Watermarked image after JPEG compression, (b): Water-
marked image after JPEG 2000 compression, (c) Extracted watermark
from Fig. (a), (d) Extracted watermark from Fig. (b)

Fig. 7 shows the graphical representation of robustness
performance against various linear and non-linear filtering.
Similarly Fig. 8 shows robustness performance against
lossy JPEG and JPEG 2000 compression operation. It is
expected that proposed algorithm will show better robust-
ness performance against JPJEG 2000 compression opera-
tion as watermark information is embedded in wavelet co-
efficients of the cover image. But similar robustness perfor-
mance is also achieved in JPEG compression as compres-
sion adaptive (DCT based) negative modulation is adopted
during data embedding in fourth level. The graphical re-
sult also shows that as the compression ratio increases, the
I(X;Y) values (sameistrue for NCC value, but not shown)
decrease accordingly. Therefore, as the compression ratio
are high enough to quantize DCT and Wavelet coefficients
very coarsely, the watermark will be destroyed and become
indiscernible. However, in this situation, the quality of the
compressed watermarked image will be degraded severely
so that the process of digital watermarking become less
meaningful. One important point to be mentioned here that
it isvery difficult to correlate the recognizability of the wa-
termark pattern with NCC and I(X;Y") values; however,
experimental results suggest that an NCC value of (~ 0.6)
and I (X;Y") value of (~ 0.04) can be considered as thresh-
old of recognizability for the logo M.
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V. CONCLUSIONS

An image watermarking scheme is proposed in the pa-
per where the same watermark information is embedded
in multilevel wavelet coefficients of the cover image to of-
fer robustness against various image processing operations.
Data embedding in higher level of scaling offers robustness
against mean, median, gaussian filtering, image rescaling,
JPEG and JPEG 2000 compression operations while embed-
ding in lower scaling level offers robustness against noise
addition, image enhancement, cropping and least significant
bits manipulation operations. The scheme shows better
imperceptibility and security of the hidden data compared
to two other DCT domain embedding schemes. Wavelet
domain embedding along with compression (DCT based)
adaptive modification are the cause of higher resiliency
against both JPEG and JPEG 2000 operations. Decoding
process does not require the cover image except the po-
sitiona information of the embedded coefficients. Future

work can be directed for further improvement of robustness
efficiency as well as reduction in overhead needed for wa-
termark decoding.

V1. REFERENCES

[1] B. Macq, Special issue on identification and protec-
tion of multimedia information, Proc. |EEE, vol 87, pp.
1673-1687, 1997.

[2] C. D. Vleeschouwer, J. F. Delaigle and B. Macq,
Invisibility and application functionalities in perceptual
watermarking-an overview, Proc. |EEE , vol. 90, pp. 64-77,
2002.

[3] J. O. Ruanaidh and T. Pun, Rotation, scale and tranda
tion invariant digital image watermarking, Proc. ICIP, 1,
Atlanta, GA, pp. 536-539, October, 1997.

[4] 1. J. Cox, J. Kilian, T. Leighton, and T. Shamoon, Secure
spread spectrum watermarking for multimedia, |EEE Trans-
action on Image Processing , vol. 6, pp. 1673-1687, 1997.
[5] C. T. Hsu and J. L. Wu, Hidden digital watermarks in
images, | EEE Transactions on Image Processing, vol.8, pp.
58-68, 1999.

[6] S. P. Maity, M. K. Kundu and P. K. Nandi, Robust and
low cost watermarking using image characteristics, Proc.
ICAPR, Kolkata, pp. 351-354, 2003.

[7] J. O. Ruanaidh and T. Pun, Rotation, scale and tranda
tion invariant spread spectrum digital image watermarking,
Sgnal Processing, vol. 66, pp. 303-317, 1998.

[8] S. P. Maity and M. K. Kundu, A blind CDMA image
watermarking scheme in wavelet domain, Proc. |IEEE ICIP
2004, Singapore, pp. 2633-2636, October 2004.

[9] Raghuveer M. Rao and Ajit S. Bopardikar,Wavelet
Transforms- Introduction to Theory and Applications,
Addison-Wesley, 2000.

[10] I. Daubechies, Orthogonal bases for compactly sup-
ported wavelets, Comm. Pure Appl. Math., vol. 41, pp.
909-996, 1988.

[11] C. Cachin, An information theoretic model for
steganography, Proceedings of 2nd Workshop on Informa-
tion Hiding, D. Aucsmith (Eds.), 1525, LNCS, Springer-
Verlag, NY, May 1998.

[12] B. P. Lathi, Modern Digital and Analog Communica-
tion Systems (Third Edition), Oxford University Press, New
Delhi, India, 1999.

[13] B. Sklar, Digital Communication, Prentice Hall, Engle-
wood Cliffs, NJ, 1988.

[14] http:// www.cl.cam.ac.uk/ fapp2/watermarking.



