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Keyword Search meets Membership Testing

Scenario:
» Files (and keywords) are stored in the cloud as ciphertext.
» To search files by keywords, user gives trapdoor/key.
We deal with two variants:
1. Key-Aggregate Searchable Encryption (KASE).
> [CLW16,PM17] insecure.

2. Broadcast Encryption with Keyword Search (BEKS).
> [KOR16] only selective security.
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Problem: Key-Aggregate Searchable Encryption (KASE)

> Let five files and three users.
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> Let five files and three users.
» Each user can search a permitted set of files only.

P Users make search request.

Big High SBI HDFC PNB
Loan Risk Txns Txns Txns

H

HDFC BANK|

2/12



Problem: Key-Aggregate Searchable Encryption (KASE)

> Let five files and three users.
» Each user can search a permitted set of files only.
» Users make search request.
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Problem: Key-Aggregate Searchable Encryption (KASE)

> Let five files and three users.
» Each user can search a permitted set of files only.
» Users make search request.

> If permitted and keyword in file, gets back yes. Else no.
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Keyword Search Meets Membership Testing

1. Key-Aggregate Searchable Encryption (KASE):

» Files are stored encrypted in the cloud.
» Each user can search only a subset of files (S C F).
» |If file z € S, the user can search if file z contains keyword w.
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» SrchEnc takes y = (z,w’) outputs ciphertext CT,.
» Trapdoor takes x = (S,w) outputs trapdoor/key SKi.

3. Output 1 if (z€ S) and (w = w').
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» SrchEnc takes y = (z,w’) outputs ciphertext CT,.
» Trapdoor takes x = (S,w) outputs trapdoor/key SKi.
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2. Broadcast Encryption with Keyword Search (BEKS):

> Files are stored encrypted for few privileged users (S).
» If user z € S, (s)he can search if file f contains keyword w.
>

» SrchEnc takes y = (S,w’) outputs ciphertext CT,.
> Trapdoor takes x = (z,w) outputs trapdoor/key SKy.
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Searchable Encryption (SE) [BGOP04]

For a predicate R: X x Y — {0, 1}, SE is collection of four PPT.
» KeyGen: Qutputs public parameter mpk and master secret
key msk.

» Trapdoor: It takes mpk, msk and a trapdoor-index x € X and
outputs a trapdoor SK € SK corresponding to

» SrchEnc: It takes mpk and a data-index y € ) and outputs

ciphertext € C corresponding to vy and encapsulation key
Re XK.
» Test: It takes mpk, SK and (CT, R) as input. Outputs
be{0,1}.
Security: Given , no PPT can get any new info about y.
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Tools

Identity-Based Encryption [BB04].

Broadcast Encryption [GWO08].

Dual System Encryption [Wat09].

Prime-order Predicate Encryption [CGW15,AT16].
Tag-based IBE from QA-NIZK [JR13].
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Intuition

» Compact merge of BB-IBE and GW-Hash.
> (S,w) is encoded to (wp - w + > w;).
ies
> (z,w') is encoded to (wp - w' + wy).
» Encoding-based intuition:
» Correctness: if (z € S) and (w = w'):

(wp - w+ %}g wi) € LS(wo - ' + wy, (Wi);e sy ()
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Intuition

» Compact merge of BB-IBE and GW-Hash.
> (S,w) is encoded to (wp - w + > w;).
ies
> (z,w') is encoded to (wp - w' + wy).
» Encoding-based intuition:
» Correctness: if (z € S) and (w = w'):
(Wo-w+ > wi) € LS(wo - ' + vy, (Wi)jesy ()
ics
> Security: if (z¢ S):
(wo - w+ 3> wi) & LS(wo - &' + s, (Wi)jesy (z))-
ics
» Security: if (z € S) and (w # w'):
(wo - w+ > wi) & LS(wo - &' + s, (Wi)jesy (z))-
ics
» Extend Tag-based IBE construction technique [RS14].
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Key-Aggregate Searchable Encryption (KASE)

Algorithm 1 Construction

KeyGen(1*,U, W)

: (P, G1,G2, G, €) + Gapg(1?)

: (g1,82) > G1 X Gy, g1 + G
Do, a,¢,d, (Uj, Vi)iglny1) < Zp
b+ Z;, g_‘r)‘ = e(gth)(aleraZ)

Wi _ u;+bv,') w _ yCct+bd
(gl &1 ey 81 T 81
msk = (g2, 85, a1, a2, d, (Ui, Vi)ig[nt1])

ok = (81,80, (&) icpy 8187

SrchEnc(mpk,y = (z,w’))
D5 (t)igm < Zp
D R=e(g, @), Co=g;,C1 =g

O I T
20 = s(wi+wt;)
&1

N =

otherwise
3: CTy = (Co, C1, (ng,‘, ti)ie[n])

Trapdoor(msk,x = (S,w))

LreZp
DKL= g5, Ko = g5 Ka = gf

aj+r(upriw+ > up)

ieS
Ks=g,
ar+r(Voiwt > vi)
€S
Ks = 85

: SKx = (K1, K2, K3, Ky, Ks)

Test((SKx, S), (CTy, 8))

cA=e H C2’,',K1
i€eS

i B=e|Co,Ks IT KQ‘) e <c1,K5 I Kf;)
i€eS
: Output 1 iff R = B/A

ies
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Broadcast Encryption with Keyword Search (BEKS)

Algorithm 2 Construction

KeyGen(1*,U, W)

: (P, G1,G2, G, €) + Gapg(1?)

: (g1,82) > G1 X Gy, g1 + G
Do, a,¢,d, (Uj, Vi)iglny1) < Zp
b+ Z;, g_‘r)‘ = e(gth)(aleraZ)

Wi _ u;+bv,') w _ yCct+bd
(gl &1 ey 81 T 81
msk = (g2, 85, a1, a2, d, (Ui, Vi)ig[nt1])

: mpk = (gl,gl", (&1") icinsa) ,glw,g%)

SrchEnc(mpk,y = (S, w’))
1: s, Zp
2: f=e(g1,8), Co=g;,C1 =g"

s wpiw'+ 2 wj+wi
jeS
CG=g e
3: CTy = (Co, Cl, CQ, t)

Trapdoor(msk,x = (z,w))

LreZp
. di
P Ky =g, Ky =gy, Ka = g5"
g2al+’(un+l'-'+“z) ifi=2z
Ksi=<¢72 )
! otherwise
g;z-%—r(vn,lw{\/z) fi=z
Ksi =142, .
g otherwise

D SKx = (K1, K, (Ks,i)cp - Kas (Ks i) g

Test(SKx, (CTy, &, S))

A= e(Cz,Kl)
:B=c¢e <CO,K§ 1 K3,,-> e (cl,Kﬁ 1 K5,,->

i€S i€eS

: Output 1 iff R = B/A
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Are the Solutions Any Good?

1. KASE:

» Constant-size trapdoor: 5G,.

» Fully anonymous secure under SXDH.

» Hides both the keyword w’ and user z in the ciphertext.

» Search requires only three pairings. Took on average 0.07 sec
for |U| = 10,000 and |S| = 5000.

2. BEKS:

» Constant-size ciphertext: 3G; + Gt + Zp.

» Fully anonymous secure under SXDH.

» Hides the keyword w’ in ciphertext.

» Search requires only three pairings. Took on average 0.4 sec
for || = 10,000 and |S| = 5000.
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Anything lacking?

1. KASE:

» Constant-size trapdoor: 5G,.

» Fully anonymous secure under SXDH.

» Hides both the keyword w’ and user z in the ciphertext.

» Search requires only three pairings. Took on average 0.07 sec
for |U| = 10,000 and |S| = 5000.

> Large ciphertext. X

2. BEKS:

» Constant-size ciphertext: 3G; + Gt + Zp.

» Fully anonymous secure under SXDH.

» Hides the keyword w’ in ciphertext.

» Search requires only three pairings. Took on average 0.4 sec
for || = 10,000 and |S| = 5000.

Large trapdoor. X
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Thank you!
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Problem: Broadcast Encryption with Keyword Search

(BEKS)

> Let five files and three users.
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Problem: Broadcast Encryption with Keyword Search
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> Let five files and three users.
» Each file has a privileged set of users.
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Problem: Broadcast Encryption with Keyword Search
(BEKS)

> Let five files and three users.
» Each file has a privileged set of users.
» Users make search request.

> If permitted, gets back . Else gets 1.
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Problem: Broadcast Encryption with Keyword Search
(BEKS)

> Let five files and three users.
» Each file has a privileged set of users.
» Users make search request.

» If permitted and keyword in file, gets back yes. Else no.
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