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OVERVIEW OF THE TALK

We propose a new attack on the ECDLP.

The attack reduces ECDLP to a problem in linear
algebra. We call that Problem L.

The reduction algorithm is a Las Vegas algorithm
with high probability of success.

We made some progress in solving Problem L, we
report on that.

We implemented our algorithm using NTL, we report
on some experimental data.
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THE DISCRETE LOGARITHM PROBLEM

We assume that € (Fg) be a group of prime order p. Let P and Q
be two non-identity points, such that, @ = mP for 1 < m < p.
The discrete logarithm problem is to find the m.
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THE DISCRETE LOGARITHM PROBLEM

THE DISCRETE LOGARITHM PROBLEM

We assume that € (Fg) be a group of prime order p. Let P and Q
be two non-identity points, such that, @ = mP for 1 < m < p.
The discrete logarithm problem is to find the m.

ATtTACKS ON DLP
There are two kinds of attack on DLP.
@ One is generic attack.

@ Other kind of attacks are the index-calculus kind of attacks on
DLP.

NON-GENERIC ATTACK

Our attack is of the second kind.

MAHALANOBIS, MALLICK AND ABDULLAH A LAS VEGAS ALGORITHM FOrR ECDLP



A THEOREM

DEFINITION

An elliptic curve & over a field Fg is a non-singular plane curve of
degree 3 together with a point O.

THEOREM

Let £ be an elliptic curve over Fy and Py, Py, ..., Py be points on
that curve, where k = 3n’ for some positive integer n’. Then
Zf-;l P; = O if and only if there is a curve C of degree n' that
passes through these points. Multiplicities are intersection
multiplicities.
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How TO USE THE THEOREM

@ Choose k such that k = 3n’ for some positive integer n'.

@ Choose random non-identity points Py, Ps, ..., Ps and
Q1, @, ..., Q; such that s+t = k.

o Check if there is a homogeneous curve of degree n’ that
passes through these points; where P; = n;P and Q; = —nJ’-Q
for some integers n; and nJ’..

o If there is a curve, the discrete logarithm problem is solved.
@ Otherwise repeat the process.

@ To choose these points P; and Q;, we choose a random point
n;, nj’- and compute n;P and —nJ’-Q.

@ We would choose n; and nJ’- to be distinct from the ones
chosen before to give rise to distinct points P; and Q; on &.
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How DO WE KNOW IF THERE IS A CURVE

Let C =3 itkem ajikx'yiz" be a complete homogeneous curve
of degree n’. An ordering of i, j, k is fixed and C is presented
according to that ordering. By complete we mean that the curve
has all the possible monomials of degree n’. We need to check if
Pi,i=1,2,...,sand Q; for j =1,2,...,t satisfy the curve C.
Note that, there is no need to compute the values of ajj, just mere
existence will solve the discrete logarithm problem.
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How DO WE KNOW IF THERE IS A CURVE

Let C =3 itkem ajikx'yiz" be a complete homogeneous curve
of degree n’. An ordering of i, j, k is fixed and C is presented
according to that ordering. By complete we mean that the curve
has all the possible monomials of degree n’. We need to check if
Pi,i=1,2,...,sand Q; for j =1,2,...,t satisfy the curve C.
Note that, there is no need to compute the values of ajj, just mere
existence will solve the discrete logarithm problem.

Let P be a point on £. We denote by P the value of C when the
values of x, ¥,z in P is substituted in C. Similarly for Qs. We now
form a matrix M where the rows of M are P; for i =1,2,...,s
and 61 for j =1,2,...,t. If this matrix has a non-zero left-kernel,
we have solved the discrete logarithm problem. By left-kernel we
mean the kernel of MT, the transpose of M.
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WHY LOOK AT LEFT-KERNEL

We use K for the left-kernel of M and K’ as the (right) kernel.
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WHY LOOK AT LEFT-KERNEL

We use K for the left-kernel of M and K’ as the (right) kernel.

THEOREM

The following are equivalent:
(A) K=0.
(B) K’ only contain curves that are a multiple of £.
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WHY LOOK AT LEFT-KERNEL

We use K for the left-kernel of M and K’ as the (right) kernel.

THEOREM

The following are equivalent:
(A) K=0.

(B) K’ only contain curves that are a multiple of £.

Take the number of points k = 3n’ + /, then

THEOREM
If | > 1, the dimension of the left kernel of M is |.
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WHAT REALLY WORKS

COROLLARY

Assume that M has 3n" + | rows, computed from the same
number of points of the elliptic curve €. If there is a curve C
intersecting £ non-trivially in 3n’ points among 3n’ + | points, then
there is a vector v in KC with at least | zeros. Conversely, if there is
a vector v in K with at least | zeros, then there is a curve C
passing through those 3n’ points that correspond to the non-zero
entries of v in M.
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WHAT IS THE ADVANTAGE

In the exhaustive search we would have picked a random set of 3n’

points and then checked to see if the sum of those points is Q. In
the above algorithm we are taking a set of 3n’ + | points and then
checking all possible 3n" subsets of this set simultaneously. There
are (3"I+I) such subsets. This is one of the main advantage of our

I
algorithm.
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THE ALGORITHM

A SKETCH OF THE ALGORITHM
Choose k = 3n’ + |.

@ Choose points from the elliptic curve.
Construct the matrix M.
Compute the left-kernel K of M.

If the left kernel contains a vector with / zeros we are done.

If not, repeat.
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PROBLEM L

PROBLEM

Let W be a I-dimensional subspace of a n-dimensional vector space
V. The vectors in the vectors space are presented as linear sum of
some fixed basis of V. The problem is to determine, if W contains
a vector with | zeros. If there is one such vector, find that vector.

THEOREM

When p tends to infinity, the probability of success of the above
algorithm is approximately 1 — % ~ 0.6321. The number of rows of
the matrix M required to reach this probability is O(log p). This
makes our algorithm polynomial in both time and space complexity.
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SOLVING PROBLEM L

Take 3n’ = /. Then K is two / x | matrix stacked sideways.

* * 0 0 1

* * 0 1 0
K =

* * 1 0 0

@ The matrix /C Is the basis for the left-kernel IC. The size of
the matrix is / x 2/. We look for a square sub-matrix with
determinant zero from the left part.

@ In particular, for the purpose of this talk we look at the 2 x 2
submatrix.

MAHALANOBIS, MALLICK AND ABDULLAH A LAS VEGAS ALGORITHM FOrR ECDLP



SOME EXPERIMENTAL RESULTS

Average Iterations

Average terations Vs Field Size for Offset=3

Calculated —e—
Estimated —e—
30000
25000
20000
15000

10000

5000

Field Size

o Number of iterations 40. The average number of kernels
computed is the y-axis. The x-axis is the size of the field.

@ Number of cores used 66.
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