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Preliminaries: Boolean functions

» [Fy = {0,1} is a binary field.

> Fl = {x = (z1,22,...,2p): x; €Fy, 1 <i<n}isan
n-dimensional vector space over [Fs.

» The weight of an element x € F, wt(x), is defined as
wt(x) = Y1, z;, the sum is over Z.

» Any function f : F§ — [F9 is said to be a Boolean function
involving n-variables.

» The set of all Boolean functions in n variables is denoted by
B,.
» Algebraic normal form (ANF) of f € B, is defined as

n
flx, 9. 2p) = Z MaHJB;“.

aclFy =1

Tools in analyzing linear approximation for Boolean functions related to FLIP Indocrypt 2018 4 /36



Preliminaries: Boolean functions

P> The algebraic degree of f € B, is defined as
deg(f) = max{wt(a) : pa # 0}.
aclty

> |f algebraic degree of f € I3, is at most 1 then the function is
said to be affine function. The set of all affine functions
involving n-variables is denoted by,

A, ={las: acFy, e eFa}, wherelp.(x) =a-x+e.

» The correlation between two Boolean functions f, g € B, is
defined by

[{x: f(x) =g()}H = I{x: f(x) #9(x)}]
2n '

corr(f,g) =
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Preliminaries: Boolean functions

» The Walsh—-Hadamard transform of f € B, at a € Fy is
defined by

1

Wf(a) = o

D (=) (= teorr(f, lag))-

x€lFy

P> Parseval's identity:

Z Wi(a) =1.

ackFy

> B, ={xeFy: wt(x) =1}, forall 0 <i<n.
» The correlation between two Boolean functions f,la 0 € B, in
a restricted domain F), , 0 < k < n is defined by

| Hx ) = lao®)} — [{x 2 f(%) # lao(3)}]
LEnk|

corr™ (f,la,o)

=W (a)]
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Preliminaries: FLIP design
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Preliminaries: FLIP design

» FLIP is based on three components:

1. One register of length n.

2. One pseudorandom number generator (PRNG).

3. One nonlinear filter function F = f1 + f2 + f3 involving
n-variables.
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Preliminaries: FLIP design

» Design specification of FLIP cipher:

v K

|

PRNG | Register

Permutation P
Generator J
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Preliminaries: FLIP design

» In FLIP cipher:
1. n=n1 +no +ns.
2. Register takes input with weight 7 only.
3. 2 = F(s') = fi(s1) + fa(sh) + f3(s5).
(a) fi: Linear function involving n1 number of variables.
(b) f2: Quadratic function involving n2 number of variables.

(c) f3: Sum of r Triangular functions each involves b number of
variables.

» The ANFs of the component functions of F' are described
below:

1. L-type function: L, (zo,71,...,7p_1) = Z?;OI Z;.

. —1
2. Q-type function: Q2 (0,21, ..., Zon—1) = D1 T2 2541
3. T-type function:

T71,(93071'17-"3I% ) Zz IH] =0 j+22
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Existing results

» In Journées Codage et Cryptographie - JC2 2015, Méaux first
proposed the stream cipher FLIP.

» At Crypto 2016, Duval et al. proposed an attack on the old
version of the FLIP stream cipher as introduced by Méaux in
In: Journées Codage et Cryptographie - JC2 2015.

> At EUROCRYPT 2016, Méaux et al. proposed a modified
design of FLIP.

> Recently, Carlet et al. (IACR ToSC 2018) and Mesnager et al.
(CCDS 2018) derived several properties of Boolean functions
in restricted domain.
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> In this paper, we analyze the cipher FLIP530(42, 128, 8A%)
proposed by Méaux et al. at EUROCRYPT 2016. Here
np=42,n9=2-64=128n3 =8-(1+2+---+9) = 360.
1. First 42 variables are involved in the linear function.
2. Next 128 variables (43 to 170) are involved in the quadratic
bent function.
3. Last 360 variables (171 to 530) are involved in 8 triangular
functions of degree 9.
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Our approach



Our approach

» The properties of a Boolean function change significantly
when the inputs are from restricted domain.

» The nonlinear filter function of FLIP is a special type of
function.

» Changes in the distributions.
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Our approach

> All weight uniform case n = 4.
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Our approach

> Weight 2 uniform case.
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Our approach

» For restricted case n = 10, nq1 = 4, k = 5.
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Our approach

» Let n = 6. The |Eg 3| = 20 and the following tables provide
the frequency distributions of F3', n; = 2,3 and 4.

T2T1 Frequency z4z37231 | Frequency
00 4 0000 0
01 6 0001 1

0010 1

10 6 0011 2
1 4 0100 1
0101 2

r3x2x1 | Frequency 0110 5

000 1 0111 1

001 3 1000 1

010 3 1001 2

011 3 1010 2
100 3 1011 1

1100 2
101 3 1101 1
110 3 1110 1
111 1 1111 0
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Biased Walsh—Hadamard transform

> Let p(a) be the probability of a € F%, not necessarily uniform.
» The biased Hamming distance between f, g € B, is

1
1.9 = 3~ 1 3 pl (1))

xefy

> In particular, d (f,lac) = 5 — (721)6)/\}}3(51), where
W7 (a) = Z p(x)(—1)7®)+a% is the biased

x€Fy
Walsh-Hadamard transform of f € B,, at a € F3.

> Further, corr®(f,1la0) = ‘W}B(a)‘ .
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Biased Walsh—Hadamard transform

> Let f(x) = fi(x') + fa(x"), where x = X'[|x". Then W7 (a)

is equal to
D P (RO T (1) PR
x”e]F;Q X/EF;”

where p(x'/x") = Pr[x'/x"].

» The problem is that in general Pr[x’/x"] # Pr[x']. So we are
unable to directly calculate the biased Walsh—Hadamard
transform of f = f1 + fo knowing the biased Walsh—Hadamard
transform of two component functions f; and fo.
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Biased Walsh—Hadamard transform

Theorem 1 (Restricted Domain Convolution)

Let n =n1 +ng and f = fi1 + fa, where f; € B,,,, i € {1,2}.
Then, for any a = a’||a” € F} and 0 < k < n,

k
n n 7 —1
W@ =pa Y- (") (@)
i=0

k
DPnk B(i B(k—i
:Zq A O CO}
=0 n1,iqng k—i

] al
where dnyi,i = (]ZZ_)Z)7Q7LQ,IC—Z' = ((iz)>

3
N
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Biased Walsh—Hadamard transform

Corollary 1

Let n =ny +ng and f = f1 + fa, where f; € B,,, i € {1,2}. For
any a = a’||a” € F}, W}B(a) is equal to

kizowf(’“)(a) = i:pn,k i (";) (k”_? Z) W @)W (")

Pnk B(i) /1 B(k—i)/_n
—qu P (@)W, ™ (")
k=0 i=0 1n1,dng,k—1
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Biased Walsh—Hadamard transform

Lemma 1 (Carlet et al. (IACR ToSC 2018))
Let n = ni + ng and f e f1 =F f2, where fl € Bni: 1 € {1,2}.

k
(k) 1\ /1(x1)+a1x
mgx‘Wf (a)’ g;pn,k{rr;z}x Z (—1)1 ) tarx

x1€En, i

max Z (_1)f1(xz)+a2~x2 }

az

x2€E, k—i
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Biased Walsh—Hadamard transform

Theorem 2
For all 0 < k < n, the following inequality holds

k
ankmax Z (_1)f1(x1)+a1~x1 max Z (_1)f1(x2)+a2~xz
i
=0

az
X1€En i X2€EE ., k—i
k
B(i B(k—1
> E max (W (l)(al) max [WE Z)(ag) .
mni fl no f2
i—0 3161172 azele

» From the above inequality we can theoretically claim that the
bound provided by Carlet et al. is much higher than our bound

k
G =Y max W/ (@) max Wi" ().
GIF

Uz
i=0 21€F2
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Biased Walsh—Hadamard transform

Lemma 2

Let a; be positive numbers and b; be any integers (positive or
negative), where i = 0,1,... k. If

k k k k
Z a;b;| — Z aibj < Z a;b;|, and the sums Z a;b;,
i=0 i, =03ii=0 i=0 i=0

k
Z a;b; have opposite signs, then
1,j=0; i#j

k

Z aibi

=0

k k
2 ( ai> ij .
7=0

1=0
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Biased Walsh—Hadamard transform

Theorem 3

Let f = fl + f2 e Bn: fl e B’I’Lir 7/ - 172! AZ = in,ian,k—i and
B, = ZXlEEnlyi(_1)f1(X1)+aIIX1 szeEw,kﬂ-(_1)f2(x2)+a2IX2' for all

: () _ )
0<i<k (here qn, s Qnp ki ). Then

) ()

k
(k) B(i) B(k—1)
s [ @) < 3 g, [W20 @0 e, R e
k k k k
if ZA — ZAZBZ — Pn.k ZBJ < ZAsz , where
1=0 1=0 3=0 i=0
k k
Pnk = () and, the expressions ZA B, pnk ZB ZAiBi have

=0 7=0
opposite signs.
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Biased Walsh—Hadamard transform

Theorem 4

3
N

il

Let 0 <i <k, CiEFnl,diEFgg,qnhi: 5 + Qo k— Z—%, and

~—~
/\x
a-:|

s 20| = ane| X (caperes|
81€F21 x,CE, v
ny,i
max Wf;(k_i) (az)’ = Qnok—i Z (—1)f2(2)Hdixz |
o
ax€F, X2€En, k—i
If Z fl(xl )teix Z (—1)f2("2)+di'x2 has constant sign,
X1€En, i X2€En, k—i
for all 0 < ¢ < k, then,
k
B(4) B(k—1i) (k)
max |W a max |W ‘ < max W ‘ .
Oa EF7L1 fl ( 1) azGF;Q f2 ( ) aeﬂ;n ( )
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Comparison with the existing result

» For a small Boolean function f : E196 — {0,1}: Let
n =12 =244+ 6 and the component functions be

fi(zo,x1) = xo + 21,

fa(xo, 23, 24, 25) = Tox3 + T4T5,

fi(ze, 27, ..., 211) = 6 + T7T8 + T9T10T11
Then

Original bias ~ 0.264069

Carlet et al. (IACR ToSC 2018) | < 0.772727

This paper > 0.20857
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Comparison with the existing result

» For the filter function of FLIP33,(42,128,360):
Computationally, we found that all these functions

fi=zo+x1+ a0+ 23+ T4+ 25 + 26 + T7 + 28 + X9,
fo = wox1 + 23 + TYT5 + T6T7, f3 = TOT1T2,
f1 = xox17273, f5 = TOT1T27374, [6 = TT1T2X3T4T5,
J1 = ToT1022374T5T6, [ = ToT1T2X3T4T5T6TT,

f9 = TL1L2X3LAL5TELTLS

satisfy the required condition of Theorem 4.
The comparison of the biases is given in the following table.

Carlet et al. (IACR ToSC 2018) | < oriss

This paper > 218%
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Conclusion

» We have studied the cryptographic properties of a Boolean
function in biased domain.

» We have obtained a lower bound for the bias of the nonlinear
filter function of the FLIP stream cipher.

» Our results provide a more accurate calculation of biases
related to Boolean functions.
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