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Atomic Secure Communication

Init$

Send Receivept pt

sk

ct

the state is a (symmetric) secret key sk; it is FIXED

Init $−→ sk
Send(sk,pt)→ ct
Receive(sk, ct)→ pt′

correctness: pt = pt′

security: ...check the literature on AE...
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Aim: Communication Integrity

Init$

Send Receivept1 pt1

(sk,0)

ct1

Send Receivept2 pt2

Send Receivept3 pt3
...

...

(sk,1)

(sk,2)

(sk,1)

(sk,2)

ct2

ct3

security: the list of received messages can only be (a
prefix of) the list of sent messages
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Aim: Forward Privacy

Init$

Send Receivept1 pt1

stS(0) stR(0)

ct1

Send Receivept2 pt2

Send Receivept3 pt3
...

...

stS(1)

stS(2)

stR(1)

stR(2)

ct2

ct3

security: leaking stS(2), stR(2) does not compromise
pt1,pt2
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Aim: Post-Compromise Security (1)

Init$

Send$ Receivept1 pt1

stS(0) stR(0)

ct1

Send$ Receivept2 pt2

Send$ Receivept3 pt3
...

...

stS(1)

stS(2)

stR(1)

stR(2)

ct2

ct3

security: leaking stS(1) does not compromise any
message!
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Aim: Post-Compromise Security (2)

Init$

Send$ Receivept1 pt1

stS(0) stR(0)

ct1

Send$ Receivept2 pt2

Send$ Receivept3 pt3
...

...

stS(1)

stS(2)

stR(1)

stR(2)

ct2

ct3

security: leaking stR(1) compromises pt2,pt3
(there is nothing to do about it)
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Aim: Bidirectional Communication

Init$

Send$ Receivept1 pt1

stA(0) stB(0)

ct1

Send$Receivept2 pt2

Send$Receivept3 pt3

Send$ Receivept4 pt4
...

...

stA(1)

stB(2)

stB(1)

stA(2)

ct2

ct3

ct4
stA(3) stB(3)
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Aim: Asynchronous + Random Role

Init$

Send$ Send$ptA1 ptB1

Send$ ReceiveptA2 ptA1

Receive Send$ptB1 ptB2

Receive ReceiveptB2 ptA2
...

...

stA(0) stB(0)

stA(1) stB(1)

stA(2) stB(2)

stA(3) stB(3)
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Ratchet

state update
in a one-way manner (for forward security)
using randomness (for post-compromise security)
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Bidirectional Asynch. Ratcheted Key Agreement

Init$

Send$ Send$kA1 kB1

Send$ ReceivekA2 kA1

Receive Send$kB1 kB2

Receive ReceivekB2 kA2
...

...

stA(0) stB(0)

stA(1) stB(1)

stA(2) stB(2)

stA(3) stB(3)
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CRYPTO 2017

Bellare-Singh-Asha-Jaeger-Nyayapati-Stepanovs
Ratcheted Encryption and Key Exchange: The Secu-
rity of Messaging

unidirectional
no receiver leakage allowed
complicated definitions
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CRYPTO 2018

Poettering-Rösler
Ratcheted Key Exchange, Revisited

Jaeger-Stepanovs
Optimal Channel Security Against Fine-Grained State
Compromise: The Safety of Messaging

both need key update primitives (HIBE, random oracles, ...)
complicated definitions
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Poettering-Rösler Security Game
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Jaeger-Stepanovs Security Game
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Cryptosystem with Key Update (for PR18 and JS18)

Generate $−→ (sk, pk), Encrypt(pk, pt) $−→ ct, Decrypt(sk, ct)→ pt′,

UpdateSk(sk, ad)→ sk′, UpdatePk(pk, ad)→ pk′

correctness: for all coins, pt, ad1, . . . , adn, if

Generate$

UpdatePk UpdateSkad1 ad1

pk sk

UpdatePk UpdateSkadn adn

Encrypt$ Decryptpt pt′

pk′ sk′

ct

then pt = pt′

security: ...well...
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Cryptosystem with Key Update from HIBE
Algorithm Generate()

1: HIBE.Init $−→ (msk,mpk)
2: pk← (mpk,⊥) ▷ second part is id (empty for root)
3: return (msk,pk) ▷ root secret is msk

Algorithm UpdateSk(sk,ad)
4: return HIBE.Extract(sk,ad) ▷ extract ad-child secret

Algorithm UpdatePk(pk,ad)
5: parse pk = (mpk, id) ▷ mpk never changes
6: return (mpk, id.ad) ▷ just concatenate ad to id

Algorithm Encrypt(pk,pt)
7: parse pk = (mpk, id)
8: return HIBE.Encrypt(mpk, id,pt)

Algorithm Decrypt(sk, ct)
9: return HIBE.Decrypt(sk, ct)
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Signature with Key Update (for JS18)

Generate $−→ (sk, vk), Sign(sk,m)
$−→ σ, Verify(vk, σ,m)→ accept/reject,

UpdateSk(sk, ad)→ sk′, UpdatePk(vk, ad)→ vk′

correctness: for all coins, m, ad1, . . . , adn, if

Generate$

UpdateSk UpdateVkad1 ad1

sk vk

UpdateSk UpdateVkadn adn

Sign$ Verifym out

sk′ vk′

m, σ

then out = accept
security: ...well...
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Our Definition

3 algorithms: Init$, Send$, Receive
correctness
KIND-security: generated keys look like random
caveat: exceptions... (difficult to identify)
FORGE-security: participants see the same messages
caveat: “trivial forgeries” (after state exposure)
RECOVER-security:
after forgeries, genuine messages are no longer accepted
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BARK
Bidirectional Asynchronous Ratcheted Key Agreement
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Correctness

For all sequence sched, Pr[Correctness(sched)→1]=0

Oracle RATCH(P, rec,upd)
1: (acc, st′P , kP)← Receive(stP ,upd)
2: if acc then
3: stP ← st′P
4: append kP to receivedP

key
5: end if
6: return acc

Oracle RATCH(P, send)
7: (st′P ,upd, kP)← Send(stP)
8: stP ← st′P
9: append kP to sentPkey

10: return upd

Game Correctness(sched)
1: set all lists and queues to ∅
2: Init(1λ)

$−→ (stA, stB, z)
3: i ← 0
4: loop
5: i ← i + 1
6: (P, role)← schedi
7: if role = rec then
8: if in queueP empty then return 0
9: pull upd from in queueP

10: acc← RATCH(P, rec,upd)
11: if acc = false then return 1
12: if receivedP

key not prefix of sentPkey then return 1
13: else
14: upd← RATCH(P, send)
15: push upd to in queueP

16: end if
17: end loop
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KIND Security

For all ppt A,
∣∣∣Pr[KINDA

0,Cclean
→1

]
−Pr

[
KINDA

1,Cclean
→1

]∣∣∣=negl(λ)

Game KINDA
b,Cclean

1: set all variables to ⊥
2: Init(1λ)

$−→ (stA, stB, z)
3: b′ ← ARATCH,EXPst,EXPkey,TEST(z)
4: if ¬Cclean then abort
5: return b’

Oracle TEST(P)
1: if ttest ̸= ⊥ then abort
2: if kP = ⊥ then abort
3: ttest ← time
4: if b = 1 then
5: return kP
6: else
7: return random {0,1}|kP |

8: end if

Oracle EXPkey(P)
1: return kP

Oracle EXPst(P)
1: return stP
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exclude trivial attacks

the EXP oracles can be used for
trivial attacks without forgeries

not easy to identify trivial attacks
in the case of forgeries



A Few Technical Notions: Matching Status

P in matching status at time t ⇐⇒ ∃t , t ′


t ′≤t

receivedP
msg(t)=sentPmsg(t)

receivedP
msg(t)=sentPmsg(t ′)

P P

t ′

t

t

Property

If P in matching status at time t ...

...P in matching status at
time t

...P in matching status at any
time < t

...P and P generate the
same keys
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A Few Technical Notions: Direct Leakage

kP(t) directly leaks if we are in one of those configurations:

P

tRATCH

(EXPkey) te

t

no RATCH

P

tRATCH

(EXPkey) te

t no RATCH

P P

t0

(EXPst) te

tRATCH

t

tReceive

no RATCH

(P in matching status at time t)
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A Few Technical Notions: Indirect Leakage
kP(t) indirectly leaks if P is in matching status at time t and

either the corresponding kP(t) directly leaks
or we are in this configuration:

P P

t ′

tRATCH

t

t

te (EXPst)
Send

no RATCH
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A Few Cleanness Notions

Cleak: kPtest(ttest) does leaks neither directly nor indirectly
mandatory: we must have this clause in Cclean

CPtest
trivial forge: Ptest had no trivial forgery before seeing updtest

CA,B
trivial forge: neither A nor B had a trivial forgery before

seeing updtest

Cratchet: updtest was sent by a participant P, then accepted
by P, then P sent some upd, then it was accepted by P

(Cleak ∧ CPtest
trivial forge)-KIND security ← PR18 and JS18

⇓
(Cleak ∧ CA,B

trivial forge)-KIND security ← our protocol
⇓(++)

(Cleak ∧ Cratchet)-KIND security ← we are happy here
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FORGE Security

For all ppt A, Pr[FORGEA→1]=negl(λ)

Game FORGEA

1: Init(1λ)
$−→ (stA, stB, z)

2: (P,upd)← ARATCH,EXPst,EXPkey(z)
3: if there is a participant NOT in a matching status then return 0
4: RATCH(P, rec,upd)→ acc
5: if acc = false then return 0
6: if P is in a matching status then return 0
7: if upd is a trivial forgery for P then return 0
8: return 1

This notion is interesting to have in order to reduce exclusion of
forgeries to exclusion of trivial forgeries in KIND security:

(Cleak∧C⋆
forge)-KIND security =⇒ (Cleak∧C⋆

trivial forge)-KIND security
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RECOVER Security
For all ppt A, Pr[RECOVERA→1]=negl(λ)

Game RECOVERA

1: Init(1λ)
$−→ (stA, stB, z)

2: set all lists to ∅
3: P ← ARATCH,EXPst,EXPkey(z)
4: if we can parse as follows then return 1

sentPmsg = ([seq2],upd, [seq3])

̸= =

receivedP
msg = ([seq1],upd)

5: return 0

This notion is interesting to have in order to make sure that a
round trip communication between honest participants implies
no forgery.

(Cleak∧CA,B
trivial forge)-KIND security =⇒ (Cleak∧Cratchet)-KIND security
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Post-Compromise Security Implies PKC

Theorem
Given a correct and weak-KIND-secure unidirectional ARK, we
can construct a correct and IND-CPA-secure KEM.

Game weak-KINDA
b

1: set all variables to ⊥
2: Init(1λ)

$−→ (stS, stR , z)
3: b′ ← A(z):

st← EXPst(S)
upd← RATCH(S, send)
k ← TEST(S)
b′ ← A′(z, st,upd, k)

4: return b’

KEM.Gen $−→ (sk,pk):
1: Init $−→ (stS, stR , z)
2: set pk = stS, sk = stR

KEM.Enc(pk) $−→ (k , ct):
3: Send(pk) $−→ (.,upd, k)
4: set ct = upd

KEM.Dec(sk, ct)→ k :
5: Receive(sk,upd)→ (., ., k)
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Our Protocol: uniARCAD

SC.Enc(

stS︷ ︸︸ ︷
skS , pkR , ad, pt) = Encrypt(pkR , (pt,Sign(skS , (ad, pt))))

SC.Dec(skR , pkS︸ ︷︷ ︸
stR

, ad, ct) =

{
(pt, σ)← Decrypt(skR , ct)
Verify(pkS , σ, (ad, pt)) ? pt : ⊥

Send Receive

Enc Dec

Gen

pt pt
ad ad

stS stR

st′S st′R

ct

uniARCAD.Init(1λ)

1: SC.Gen(1λ)
$−→ (stS, stR)

2: return (stS, stR)

uniARCAD.Send(stS,ad,pt)
1: SC.Gen(1λ)

$−→ (st′S, st′R)
2: pt′ ← (st′R ,pt)
3: ct← SC.Enc(stS,ad,pt′)
4: return (st′S, ct)

uniARCAD.Receive(stR ,ad, ct)
1: SC.Dec(stR ,ad, ct)→ pt′

2: if pt′ = ⊥ then
3: return (false, stR ,⊥)
4: end if
5: parse pt′ = (st′R ,pt)
6: return (true, st′R ,pt)
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Our Protocol: BARK (Init)

BARK.Init(1λ)

1: uniARCAD.Init(1λ)
$−→ (stsend

A , strec
B , zA→B)

2: uniARCAD.Init(1λ)
$−→ (stsend

B , strec
A , zB→A)

3: H.Gen(1λ)
$−→ hk

4: stA ← (hk, (stsend
A ), (strec

A ),⊥,⊥)
5: stB ← (hk, (stsend

B ), (strec
B ),⊥,⊥)

6: z ← (zA→B, zB→A)
7: return (stA, stB, z)

st =


⟨hash key⟩
⟨list of send states⟩
⟨list of receive states⟩
⟨sent hash⟩
⟨receive hash⟩


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Onion Encryption
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Our Protocol: BARK (Send)

BARK.Send(stP)
1: parse stP = (hk, (stsend,1

P , . . . , stsend,u
P ), (strec,1

P , . . . , strec,v
P ),Hsent,Hreceived)

2: pick k
3: uniARCAD.Init(1λ)

$−→ (stSnew, strec,v+1
P , z) ▷ append a new receive state to the strec

P list
4: onion← (stSnew, k) ▷ then, stSnew is erased to avoid leaking
5: take the smallest i s.t. stsend,i

P ̸= ⊥ ▷ i = u − n if we had n Receive since the last Send
6: for j = u down to i do ▷ add encryption layers to onion and update stsend

P

7: uniARCAD.Send(stsend,j
P , (u − j ,Hsent),onion) $−→ (stsend,j

P ,onion) ▷ update stsend,j
P

8: if j < u then stsend,j
P ← ⊥ ▷ flush the send state list: only stsend,u

P remains
9: end for

10: upd← (u − i ,Hsent,onion) ▷ the onion has u − i + 1 = n + 1 layers
11: Hsent′ ← H.Eval(hk,upd)
12: st′P ← (hk, (stsend,1

P , . . . , stsend,u
P ), (strec,1

P , . . . , strec,v+1
P ),Hsent′,Hreceived)

13: return (st′P ,upd)

create a new uniARCAD channel for return
add strec in list of receive states
concatenate stSnew to key
uniARCAD.encrypt with all send states (onion encryption)
authenticate sent hash and the onion depth

SV 2018 ratchet ASK 2018 37 / 43



Our Protocol: BARK (Receive)

BARK.Receive(stP ,upd)
1: parse stP = (hk, (stsend,1

P , . . . , stsend,u
P ), (strec,1

P , . . . , strec,v
P ),Hsent,Hreceived)

2: parse upd = (n,h,onion) ▷ the onion has n + 1 layers
3: if h ̸= Hreceived then return (false, stP ,⊥)
4: set i to the smallest index such that strec,i

P ̸= ⊥
5: if i + n > v then return (false, stP ,⊥)
6: for j = i to i + n do ▷ peel off onion and compute the next strec

P if accepted
7: uniARCAD.Receive(strec,j

P , (i + n − j ,Hreceived),onion)→ (acc, st′P
rec,j

,onion)
8: if acc = false then return (false, stP ,⊥)
9: end for

10: parse onion = (stsend,u+1
P , k) ▷ a new send state is added in the list

11: for j = i to i + n − 1 do ▷ update strec
P stage 1: clean up

12: strec,j
P ← ⊥

13: end for ▷ n entries of strec
P were erased

14: strec,i+n
P ← st′P

rec,i+n
▷ update strec

P stage 2: update strec,i+n
P

15: Hreceived′ ← H.Eval(hk,upd)
16: st′P ← (hk, (stsend,1

P , . . . , stsend,u+1
P ), (strec,1

P , . . . , strec,v
P ),Hsent,Hreceived′)

17: return (acc, st′P , k)

uniARCAD.decrypt with receive states (onion encryption)
authenticate received hash and the onion depth
remove all but the last used receive states
get stsend and add in list

SV 2018 ratchet ASK 2018 38 / 43



Example

Alice Bob
send states receive states messages send states receive states

stA,S1,0 stA,R1,0 stB,S
1,0 stB,R

1,0

send kA
1 stA,S1,1 stA,R1,0 ,stA,R2,0 → [stB,S

2,0 , kA
1 ]st1,0 → stB,S

1,0 stB,R
1,0

send kA
2 stA,S1,2 stA,R1,0 ,stA,R2,0 ,stA,R3,0 → [stB,S

3,0 , kA
2 ]st1,1 → stB,S

1,0 stB,R
1,0

stA,S1,2 stA,R1,0 ,stA,R2,0 ,stA,R3,0 ← [stA,S2,0 , k
B
1 ]st1,0 ← stB,S

1,1 stB,R
1,0 ,stB,R

2,0 send kB
1

receive kB
1 stA,S1,2 ,stA,S2,0 stA,R1,1 ,stA,R2,0 ,stA,R3,0 stB,S

1,1 stB,R
1,0 ,stB,R

2,0

stA,S1,2 ,stA,S2,0 stA,R1,1 ,stA,R2,0 ,stA,R3,0 stB,S
1,1 ,stB,S

2,0 stB,R
1,1 ,stB,R

2,0 receive kA
1

stA,S1,2 ,stA,S2,0 stA,R1,1 ,stA,R2,0 ,stA,R3,0 stB,S
1,1 ,stB,S

2,0 ,stB,S
3,0 stB,R

1,2 ,stB,R
2,0 receive kA

2

stA,S1,2 ,stA,S2,0 stA,R1,1 ,stA,R2,0 ,stA,R3,0 ← [stA,S3,0 , k
B
2 ]st1,1,st2,0,st3,0 ← stB,S

3,1 stB,R
1,2 ,stB,R

2,0 ,stB,R
3,0 send kB

2

receive kB
2 stA,S1,2 ,stA,S2,0 ,stA,S3,0 stA,R3,1 stB,S

3,1 stB,R
1,2 ,stB,R

2,0 ,stB,R
3,0

send kA
3 stA,S3,1 stA,R3,1 ,stA,R4,0 → [stB,S

4,0 , kA
3 ]st1,2,st2,0,st3,0 → stB,S

3,1 stB,R
1,2 ,stB,R

2,0 ,stB,R
3,0

stA,S3,1 stA,R3,1 ,stA,R4,0 stB,S
3,1 ,stB,S

4,0 stB,R
3,1 receive kA

3
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liteBARK: Our Symmetric Protocol

same as previous protocol with AE instead of SC
much faster
no post-compromise security
still forward security
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On-Demand Ratcheting

new interface for Send:

Send(st, flag)

ratchet iff flag is true
otherwise, live with symmetric crypto
use BARK for ratcheting
every uniARCAD.Init creates new liteBARK states
sending with flag = false is using liteBARK.Send
security notion still to come...
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Performance
Total amount of time (log scale) to send several messages, in
only one direction (left) or in alternating directions (right).
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BARK uses ECDSA and ECIES.
liteBARK uses BARK and AES-GCM.
PR18 uses Gentry-Silverberg HIBE and ECDSA.
JS18 uses Gentry-Silverberg HIBE and Bellare-Miner forward-secure signature.
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Conclusion

better understanding on ratcheting security
ratcheting security can be efficient
with no HIBE and no random oracle!
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