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0 Secure Communication
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Atomic Secure Communication

Init®
l - l
ct .
pt — Send » Receive — pt

@ the state is a (symmetric) secret key sk; it is FIXED

o Init 3 sk
Send(sk, pt) — ct
Receive(sk, ct) — pt’
@ correctness: pt = pt’
@ security: ...check the literature on AE...
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Aim: Communication Integrity

Init®

l (sk, 0) l

ct4
pty — Send Receive — pty

Y

J 1) |1
ct
pt, — Send 2 > Receive — pt,
l(sk, 2) l (sk, 2)
cts

Y

pt; — Send Receive — pts

@ security: the list of received messages can only be (a
prefix of) the list of sent messages
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Aim: Forward Privacy

Init®
lStS(O) stH(O)l
ct4
pt; — Send @ » Receive — Pty
lst3(1) lstﬁ(1)
cto :
pt, —  Send @ » Receive — pt,
& |ss(2) & |sta(2)
ct
pt; — Send @; » Receive — ptis

@ security: leaking stg(2), stg(2) does not compromise

pt1 ’ pt2
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Aim: Post-Compromise Security (1)

Init®
lSts(O) StR(O)l
s ct4 ;
pt; — Send ) » Receive — pt;
eglstsﬂ) lstg(1)
$ cto .
pto —  Send @ > Receive — pt,
lsts(Z) lStR(Z)
cts

Y

pts —>  Send®

©

Receive — pts

@ security: leaking stg(1) does not compromise any

message!

SV 2018 ratchet

ASK 2018

7143



Aim: Post-Compromise Security (2)

Init®
lsts(O) stR(O)l
ct4 ;
pt; —  Send® @ » Receive — pt;
lsts(1) &lstgm)
cto .
pt, —  Send® ® » Receive — pt,
lSts(z) l

Y

pts —  Send® Receive — pt;

@ security: leaking stg(1) compromises pt,, pts
(there is nothing to do about it)
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Aim: Bidirectional Communication

Init*
lstA(O) stB(O)l
cty .
pty —  Send® » Receive — pt;
lstA(1) lStB(")
cto
pt, «— Receive -« Send® «—— pb
lstA(Z) lsts(2)
X ct3
pt; «—— Receive - Send® <«—— pt3
lstA(S) lStB(S)
cts

pty —>  Send®
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Aim: Asynchronous + Random Role

Init®

lstA(O) stB(O)l

Pty —=  Send® Send® <+— Pta;
lstA(1) lStB(")

ptzo —  Send® Receive — Ply;
lstA(Z) lsts(2)

ptg; <— Receive Send® <«— Ptg
lstA(S) lStB(S)

ptg, <— Receive Receive — pta
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e Ratcheting
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Ratchet

state update
@ in a one-way manner (for forward security)
@ using randomness (for post-compromise security)
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Bidirectional Asynch. Ratcheted Key Agreement

Init®

lstA(O) stB(O)l

kat <— Send® Send® — ks
lstA(1) lStB(")

ka2 <— Send® Receive — Kaq
lstA(2) lsts(.?)

kg1 <— Receive Send® — ka2
lstA(S) lStB(S)

Kgo <— Receive Receive — kao
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CRYPTO 2017

Bellare-Singh-Asha-Jaeger-Nyayapati-Stepanovs
Ratcheted Encryption and Key Exchange: The Secu-
rity of Messaging

@ unidirectional
@ no receiver leakage allowed
@ complicated definitions
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CRYPTO 2018

Poettering-Rosler
Ratcheted Key Exchange, Revisited

Jaeger-Stepanovs
Optimal Channel Security Against Fine-Grained State
Compromise: The Safety of Messaging

@ both need key update primitives (HIBE, random oracles, ...)
@ complicated definitions
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Poettering-Rosler Security Game

Game KINDj(A)

00
01
02
03
04
05

11

For u € {A, B}:
Su 4 0; rw 0
ey 0; EP,[] + L
E, « 0 E; « 0
ade,[] ¢ Lids, + T
key, ] « L; XP, « 0
TR, + @; CH, +
(54, 8B) +s init
by A
For u € {A, B}
Require TR, N CH, =
Stop with b’

Oracle Snd(u, ad)

Require Sy # L
(Su.k,€) 5 snd(S,, ad)
If is,:
ade, (s, ¢ (ad, )
EP,[s.] €.
El e El 41
key,[S, eu, su] « k
Su = su+1
Return ¢

Oracle Reveal(w, i)
as in URKE/SRKE (Fig. 5)

SV 2018

Oracle Rev(u, ad, c)

21
22
23
24
25
26
27
28
29
30
31
32
33
34
35

Require S, # L
If dsu A adea(ra] # (ad, c):
i, « F
Ifr, € XPs:
TR, « {S} x M x [5,,...]
TRa ¢ {R} x N X [ry,...]
If isu:
EY + EPa[rd]
Ey 4 €y + 1
(S, k)  rev(Sy, ad, )
If S5, = L: Return L
If isy: kb o
key, [R, EL ru] + k
Tu 4= Tu+ 1
Return

Oracle Expose(u)

36
37
38
39
40

TR, < {R} x [EL EJ| % [ru,..]
If is,:

XPo 2 {su}

TRy < {S} x [EL .. E] % [Fus ]
Return 5,

Oracle Challenge(u, i)
as in URKE/SRKE (Fig. 5)
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Jaeger-Stepanovs Security Game

SV 2018

Game AEACE,

bes {01} 57400 rr 08 sp 0 re+ 0

restrictedr < false; restrictedy < false

forge[0...a0] « “nontr i forgeg[0... o0 « “nontrivial”
Xr 0 Xg « 0 (str.stg) s Ch.lnit

(2z.2r) < (Ch.5endRS)? ; (yr.nw) < (Ch.RecvRS)?

B ton DSEND RECY.Ex

Return (¥ = b)

SEND(u, mg. 1, 8d) f we (TR}, (mg, my, ad) € ({0,1}°)°

I nextop # (1, “send”) and nextop # L then return L

If [rg| # || then return

If (r, < X, or restricted, or ch,[s, + 1] = “forbidden”) and mg # m; then
Return L

(stu,c) & ChSend(sty, ad, my

nextop = L s, ¢ s,+1;

If not restricted,, then ctableg)s,] « (c, ad)

If g # my then chy[s,] « “done”

Return ¢

REcV(n c.ad) f e {Z.R}.(e.ad) € ({0.1}°F

If nextop # (u, “recy”) and nextop # L then return L

(st,,m)  Ch.Recv(st,, ad. c:q,)

nextop ¢ L ; 1, s Ch.RecvRS

If ;= L then return L

ruratl

If forge,[r.] = “trivial” and (c, ad) # ctable,[r,] then
restricted,, « true

If restricted,, or (b= 0 and (c,ad) # ctable,[r,]) then
Return m

Return 1

Exp(urand) # ue {ZR}.rand € {=, “send”, “recv”}
If nextop # L then return L
If restricted,, then return (sty, 2y, 1)
If 3i € (ru, su] 5., choli] = “done” then
Return L
forgeq[s, + 1] & “trivi;
If rand = “send
nextop + {1, — s+ 2
forgeg[s, + 2| ¢ “trivial’ ; chy[s, + 1] + “forbidden”
Else if rand = “recv” then
nextap +— (1, “recv”) 1 16 1y
Return (st,, 2,1}

ratchet ASK 2018

18/43



Cryptosystem with Key Update (for PR18 and Js18)

@ Generate > (sk,pk), Encrypt(pk, pt) 3, ct, Decrypt(sk,ct) — pt,
UpdateSk(sk, ad) — sk’, UpdatePk(pk,ad) — pk’

@ correctness: for all coins, pt, ady, ..., ad,, if
Generate®
lpk skl
ad; — UpdatePk UpdateSk — ad;
: v v
ad, — UpdatePk UpdateSk— ad,
E E
pt — Encrypt® ot » Decrypt — pt’
then pt = pt’

@ security: ...well...
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Cryptosystem with Key Update from HIBE
Algorithm Generate()
1: HIBE.Init % (msk, mpk)
2: pk « (mpk, 1) > second part is id (empty for root)
3: return (msk, pk) > root secret is msk

Algorithm UpdateSk(sk, ad)

4: return HIBE.Extract(sk, ad) > extract ad-child secret
Algorithm UpdatePk(pk, ad)

5. parse pk = (mpk, id) > mpk never changes

6: return (mpk,id.ad) > just concatenate ad to id

Algorithm Encrypt(pk, pt)
7: parse pk = (mpk, id)
8: return HIBE.Encrypt(mpk, id, pt)

Algorithm Decrypt(sk, ct)
9: return HIBE.Decrypt(sk, ct)
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Signature with Key Update (for Js18)

@ Generate > (sk,vk), Sign(sk, m) 3, o,

UpdateSk(sk, ad) — sk/,

Verify(vk, o, m) — accept/reject,
UpdatePk(vk, ad) — vk’
@ correctness: for all coins, m, ady, ..

ad; —| UpdateSk

; ;
ad, — UpdateSk

UpdateVk — ad|

'
UpdateVk — ad,

.,adp, if
Generate®
lsk vkl
lsk’
m,o

m—  Sign®

then out = accept
@ security: ...well...
SV 2018

l vk’

ratchet

Verify —— out

A\

ASK 2018
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e Our Results
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Our Definition

@ 3 algorithms: Init®, Send®, Receive
@ correctness

@ KIND-security: generated keys look like random
caveat: exceptions... (difficult to identify)

@ FORGE-security: participants see the same messages
caveat: “trivial forgeries” (after state exposure)

@ RECOVER-security:
after forgeries, genuine messages are no longer accepted
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BARK

Bidirectional Asynchronous Ratcheted Key Agreement

%

%
ks gy o & i T

i e T

&
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Correctness

For all sequence , Pr[Correctness( —1]=0

Oracle RATCH(P, rec, upd) Game Correctness( )

1: (acc, stp, kp) < Receive(stp, upd) 1: set all lists and queues to 0

2: if acc then 2: Init(1%) 3 (sta, sts, 2)

3 stpestp 37«0

4: append kp to receivedfey 4: loop

5: end if 5: i—i+1

6: return acc 6: (P,role) «

Oracle RATCH(P, send) 7t ifrole =rec then

7: (sth, upd, kp) < Send(stp) 8: if in_queue e_mpty then return 0

8: stp ¢ sth 9: pull upd from in_queue

9: append ke to SentKPey 10: ace RATCH(P, rec, upd)

10: return upd 11: if acc = false then return 1 _
12: if n—}ceim—}dfey not prefix of sent{f’ey then return 1
13: else
14: upd + RATCH(P, send)
15: push upd to in,queueP
16: end if
17: end loop
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KIND

For all ppt A,

Security

Game KIND;'¢,, -

aswN =

. set all variables to L
2 Init(17) EN (sta, stg, 2)

bl = ARATCH,EXPS‘,EXPKey,TEST( 2)

. i\ = Cgeansthen abort
. returiv b

exclude trivial attacks

the EXP oracles can be used for
trivial attacks without forgeries

not easy to identify trivial attacks
in the case of forgeries

SV 2018

Pr[KIND's 1] —Pr[KIND7's 1] |=negi())

Oracle TEST(P)

Or
1:

ONDDH N

1 if hest # L then abort
. if ke = L then abort
¢ hest — time

if b =1 then
return kp
else
return random {0, 1} /%!

: end if

acle EXPyey(P)

return kp

Oracle EXPg(P)

1:

ratchet

return stp

ASK 2018
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A Few Technical Notions: Matching Status

t'<t
P in matching status at time t <= Jt, ' {  received?, (f)=sentfey (f)
receivedg, (f)=senths, (1)

Property

If P in matching status at time t...

_ @ ...Pin matching status at
Tl 4 time ¢

~
T
~

@ ...Pin matching status at any
time < t

e @ ...P and P generate the
same keys
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A Few Technical Notions: Direct Leakage

kp(t) directly leaks if we are in one of those configurations:

P P P P
traTCH T tRATCH T fo 1
(EXPyey) te To RATCH t o RATCH (EXPgt) te +
Receive Tt
] (EXPiey) to ron 1
no RATCI
t RES
(P in matching status at time t)
SV 2018
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A Few Technical Notions: Indirect Leakage

kp(t) indirectly leaks if P is in matching status at time t and
@ either the corresponding kp(f) directly leaks
@ or we are in this configuration:

P

ol

T

tRATCH u\ Tt

no RATCH{ . + te (EXPg)

v

SV 2018 ratchet ASK 2018
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A Few Cleanness Notions

@ Cicak: Kp,, (tiest) does leaks neither directly nor indirectly
mandatory: we must have this clause in Cgjean

@ G forge" Prest had no trivial forgery before seeing upd;gg;

° thi’v‘?a, forge- Ne€ither Anor B had a trivial forgery before
seeing upd;gg;

@ Crachet: UPdiest Was sent by a participant P, then accepted
by P, then P sent some upd, then it was accepted by P

(Cieax A CPest  )-KIND security + PR18 and JS18

trivial forge

(Cieak N thi’v‘?a, fOrge)-KIND security  « our protocol

)
(Cieak /N Cratchet)-KIND security + we are happy here @
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FORGE Security

For all ppt A, Pr[FORGE"—1]=negl())

Game FORGE*

1: Init(1*) % (sta, st, 2)

2: (P, Upd) — ARATCH‘EXPS“EXPM(Z)

3: if there is a participant NOT in a matching status then return 0
4: RATCH(P,rec,upd) — acc

5:
6
7
8

if acc = false then return 0

. if P is in a matching status then return 0
. if upd is a trivial forgery for P then return 0
: return 1

This notion is interesting to have in order to reduce exclusion of
forgeries to exclusion of trivial forgeries in KIND security:

(Cieak/\ Ciorge)-KIND security = (CieakA Cijivial forge)-KIND security
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RECOVER Security

For all ppt A, Pr[RECOVER*—1]=negl()

Game RECOVER”

1: Init(1*) % (sta, st, 2)

2: set all lists to )

3: P ARATCH.EXPs,EXPey (7

4: if we can parse as follows then return 1

senths, = ([sed].upd,[seqs])
RN Il
receivedf, = ([seq].upd)

5: return 0

This notion is interesting to have in order to make sure that a
round trip communication between honest participants implies
no forgery.

(Cigak\ CtA’B )-KIND security = (Cieak/\ Cratchet)-KIND security

rivial forge
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Post-Compromise Security Implies PKC

Theorem

Given a correct and weak-KIND-secure unidirectional ARK, we

can construct a correct and IND-CPA-secure KEM.

Game weak-KIND;'

1: set all variables to L

2: Init(1*) EN (sts, Stg, 2)

3: b A(2):
st « EXPg(S)
upd < RATCH(S, send)
k + TEST(S)
b« A'(z,st,upd, k)

4: return p’

SV 2018

KEM.Gen % (sk, pk):

1: Init i) (sts, str, 2)

2: set pk = stg, sk =stg
KEM.Enc(pk) > (k,ct):

3: Send(pk) % (., upd, k)
4: set ct = upd

KEM.Dec(sk, ct) — k:
5: Receive(sk,upd) — (.,., k)

ratchet ASK 2018
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Our Protocol: uniARCAD

stg

——
SC.Enc(skg, pkg,ad,pt) =

SC.Dec(skg, pkg, ad, ct)
——

stp

stg

Send I—l

t
pt ———— Enc ————

Gen
\]

/
st

UNiARCAD. Init(1*)

1: SC.Gen(1*) 3 (sts, stg)
2: return (stg, stg)

uniARCAD.Send(sts, ad, pt)
1: SC.Gen(1") 3 (stl, sty)
2: pt’ « (stg, pt)

3: ct + SC.Enc(sts, ad, pt')
4: return (stj, ct)

SV 2018 ratchet

Encrypt(pkg, (pt, Sign(sks, (ad, pt))))

(pt, o) < Decrypt(skg, ct)
Verify(pkg, o, (ad,pt)) ? pt : L

stp

Receive l

Dec — pt

lJ

/
sty

uniARCAD.Receive(stg, ad, ct)

1: SC.Dec(stg, ad, ct) — pt’

2: if pt' = L then

3 return (false, stg, 1)

4: end if

5: parse pt’ = (stg, pt)
. /.

6: return (true, St”’ptASK 2018
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Our Protocol: BARK (Init)

BARK.Init(1%)

NoO s N =

: UNIARCAD.Init(1) 25 (st st2°, 24, 5)
- UiARGAD.Init(1}) 2 (st st/e°, z5_,4)
: H.Gen(1*) & hk
s sty (hk, (stS$"9), (sts©
: stg « (hk, (st), (stis°),
1 Z < (2a-B;2BA)
: return (sty, stg, 2)

)LL)
)LL)

(hash key)

(list of send states)
st= | (list of receive states)

(sent hash)

(receive hash)

SV 2018 ratchet
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Onion Encryption
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Our Protocol: BARK (Send)

BARK.Send(stp)

1: parse stp = (hk, (st2™, ... stP") (st ... stiS®"), Hsent, Hreceived)

2: pick k

3: uniARCAD.Init(1 A) 25 (Stgnew, stE 1, 2) > append a new receive state to the stg° list
4: onion < (Stsnew. K) ) > then, stsnew iS erased to avoid leaking
5: take the smallest / s.t. sti"®’ # L > i = u— nif we had n Receive since the last Send
6: for j = udown to i do > add encryption layers to onion and update st
7. UniARCAD.Send(st"®, (u — j, Hsent), onion) 2 (sti,e”d’ onion) > update sti"/
8 ifj < uthen st 1 > flush the send state list: only st="** remains
9: end for
10: upd <« (u — i,Hsent, onion) >the onion has u—i+1=n+1layers
11: Hsent’ «+ H.Eval(hk, upd)
12: stp « (hk, (StEM", ... st2M%Y), (st ... ste" ") Hsent', Hreceived)

13: return (stp, upd)

@ create a new uniARCAD channel for return

@ add st™° in list of receive states

@ concatenate stgpew 10 key

@ uniARCAD.encrypt with all send states (onion encryption)
@ authenticate sent hash and the onion depth
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Our

Protocol: BARK (Receive)

BARK.Receive(stp, upd)

N OO 0N =

: parse stp = (hk, (st ..., stFMY), (st ... ste®"), Hsent, Hreceived)

: parse upd = (n, h,onion) > the onion has n+ 1 layers

: if h # Hreceived then return (false, stp, 1)

: set i to the smallest index such that stp™' # L

. if i+ n > v then return (false, stp, L)

:forj=itoi+ ndo > peel off onion and compute the next st° if accepted
uniARCAD.Receive(sts®’, (i + n — j, Hreceived), onion) — (acc, stp"**/, onion)
if acc = false then return (false, stp, L)

: end for

: parse onion = (st"“*" k) > a new send state is added in the list

cforj=itoi+n—1do > update stj5° stage 1: clean up
st L .

: end for ) > n entries of sts® were erased

§ SR o sty > update stis° stage 2: update stjp®"*"

: Hreceived' < H.Eval(hk, upd)

s sth  (hk, (StEMT, L StEMUET) (stEOT L stE%Y), Hsent, Hreceived')

: return (acc, stp, k)

@ uniARCAD.decrypt with receive states (onion encryption)
@ authenticate received hash and the onion depth

@ remove all but the last used receive states

@ get st**" and add in list

SV 2018 ratchet ASK 2018
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Example

Alice Bob
send states receive states messages send states receive states
sty e sty styy!
send kf! st)d stid o) — S50 ket o — stry styy!
send k3! sty stiestye sty — [st5y Kiley, , — stty sty
slff sty Sty ,st;’uﬂ — [stag kBlst, o sty sti sty send kP
receive K | stigsthy st stygstye sty st stoy
stf_‘zS ,stg'oS stf_‘f ,stg'g' ,stgv'g' stﬁ’f,stf_ Os stf’f ,stfjgi receive k{!
stf_‘zs ,stg'os stf_‘f ,stg_'g' ,sté‘f stﬁ’f ,stg '69 ,st§ 05 stﬁ9 ZR ,stg ’OH receive kg
SUp Sty SUTSEYSGY | S0 Kl sasn, = | Styy  sthalstgistagt | send kP
receive k% stfjf ,stg‘f ,stg‘ns stg'f stf’f stf’f ,stg ‘lf ,stg 'OR
send kg sty stf sty = 825, kst o sto0.st60 = stg’f stoy ,stff Sten
SI;’;S sté’f ,stf_f stg_"s,stfos sti f receive kj'
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liteBARK: Our Symmetric Protocol

@ same as previous protocol with AE instead of SC
@ much faster

@ no post-compromise security

@ still forward security
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On-Demand Ratcheting

new interface for Send:
Send(st, flag)

ratchet iff flag is true
otherwise, live with symmetric crypto

use BARK for ratcheting

every uniARCAD.Init creates new liteBARK states
sending with flag = false is using liteBARK.Send
security notion still to come...

SV 2018 ratchet ASK 2018
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Performance

Total amount of time (log scale) to send several messages, in
only one direction (left) or in alternating directions (right).

104 p— 104
108 | 10°] |
102}/ : 1021 S
@ 10} 1 T 10 e 1
£ 0 £ ol
E100f - 1 E 100 1
107" — - 107" //,x/"‘/ —e— BARK
10-2| // v | | w0l / v |
—»— JS18 1 —=— JS18
0 200 400 600 800 1,000 0 200 400 600 800 1,000
Number of Sent Messages Number of Sent Messages

BARK uses ECDSA and ECIES.

liteBARK uses BARK and AES-GCM.

PR18 uses Gentry-Silverberg HIBE and ECDSA.

JS18 uses Gentry-Silverberg HIBE and Bellare-Miner forward-secure signature.
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Conclusion

@ better understanding on ratcheting security
@ ratcheting security can be efficient
@ with no HIBE and no random oracle!
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