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Searchable Index

0 Document id:> H, jl

Keyword

Encrypted

H1 yes/no
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CONTROLLED ACCESS SEARCHABLE ENCRYPTION (CASE) |

« CASEinherently incormporates access control
. . Untrusted Cloud Server
with security guarantees based on well known
hardness assumptions 5 /'7:\81
+ CASE s scalable and resource-efficient in \ T
terms of storage on the cloud 8. Bﬁ'
«  CASE is public key based with highly optimized 8\8\
key management techniques < 7
{nllning documents in §; Tosy
*  The Cloud Server is assumed to be honest but curious 5 w
¢ What the Cloud Sees- Enaypted Database and Search M : Client 1
Tokens Client ID Subset Acess! »S)
¢ What the Cloud does not learn - Plaintext data and . )
Search Queries Client 1 5 Matching documents in 5
¢ Security Guarantees: -
*  Proven under standard cryptographic Client2 5 €
assumptions T.s, Client 2
¢ Can beinstantiated with elliptic curves. 1
Central Agent

* Client has access to a specific subset of the overall database (in terms of document ids)

* The search token or trapdoor embeds this access control information and can only be used on the
designated subset

* The trapdoor size does not depend on the size ofthe target subset and hence scales efficiently to arbitrarily
large databases

* Can handle multiple clientsin parallel

14111/2018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 8
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FPGAs for Distributed Applications

FPGA Clusters are being increasingly used for distributed
applications in many different fields including information

retrieval systems and cryptography

Gigabit Ethernet Switch
K

Node 0
CPU (Application Layer)
user application

[“monitoring / scheduling | _user 7O
| Jevice driver [ ~rt

+

The COPACOBANA accelerator for
cryptanalyzing block ciphers consists

FPG.

=«| Can such FPGA based clusters be useful for Searchable Encryption?

kern

i 20

——— 1 T -y e 7
( :4«»11 wireless channel —+ I
FPGAs are even preferred over GPUs for M I
distributed applications since they maintain -
time performance over a wide range of inputs —+—CPU Sequential C++  —f—CPU OpenCL 8 Threads FPGA —+—GPU
and operational conditions 480p 720p 1080p

Performance of a SAD (sum of absolute differences)
application in software, GPU and FPGAs over several
kernel configurations. FPGAsmaintain real-time
performance over the entire configuration range.
Source:

http:/ / www. gstitt. ece. ufl.edu/ courses/falll1/ eel4930
_5934/reading/ sliding_window_fpga12. pdf

Frames PerSecond

1000

100 &

1
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KernelSize (NxN)
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o
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HARDWARE ACCELERATION FOR CASE
USING FPGAS

multiple Artix 7 FPGAs
Requires 192 FPGA:s for a collection of 100

encrypted documents and a dictionary of 1000

keywords
Affords better scalability and search
performance as compared to software

Hardware offers the advantage of massively parallel
architectures to speed upsearching on encrypted data

* A prototype implementation for CASE on I

Module [LUT Count|Register Count|[No. of FPGAs Reqd.[Max. Freq. (MHz)
RAM 522610 | 3999210 7 23|
Setup 08 1335256 51
Keygen 7 209160 2
i 32124 12451 1
GenTrpdr | 1884405 | 1118425 32
Search 2012945 1225671 32
Overall 192

| Post-Route Results: FPGA denominations

Scalability of the CASE Implementation

Time in ms

Logarithmic (Base Two) of Search

Hardware v/s Software: A Performance Comparison for the CASE Modules

Operation

Time (in ms) per Operation @100 MHz (Hardware)

Time (in ms) per Operation (Software)

ASK 2

RAM(Insert) 991x 107" 680x 10
RAM (Delete) 991 x 10" 572x 10
RAM(Search) 991x 10°° 520x 107
[RAM{Modify) 991X 10" 572X 10
Setup 10.68
Keygen 6.05x 107 25.2
BuildIndex 121 57.21
GenTrpdr 9121.24
2 0 0 8 100 Search 121.32 11225.34

Number of Documents N
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Result-Pattern Hiding Searchable
» Encryption for Conjunctive Queries

Joint work with:
Sikhar Patranabis (IIT Kharagpur)
Shanggqi Lai, Amin Sakzad, Joseph Liu, Ron Steinfeld, Shifeng Sun,
Dongxi Liu, Cong Zuo (Monash University)

Sikhar Patranabis, Debdeep Mukhopadhyay:Lightweight Symmetric-
Key Hidden Vector Encryption without Pairings. IACR Cryptology
ePrint Archive 2017: 796 (2017)

Shanggqi Lai, Sikhar Patranabis, Amin Sakzad, Joseph K. Liu,
Debdeep Mukhopadhyay, Ron Steinfeld, Shifeng Sun, Dongxi Liu,
Cong Zuo:Result Pattern Hiding Searchable Encryption for
Conjunctive Queries. CCS 2018: 745-762

Arnab Bag, Sikhar Patranabis, L Tribhuvan, Debdeep
Mukhopadhyay, Hardware Acceleration for Searchable Encryption,
Poster CCS 2018.

141112018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 11
Searchable Encryption
0
Leakage function i
f Serverlearns Y (x,f)

¢ Security: Minimize the information leakage to the server

* Functionality: Evaluate a rich class of functions on the encrypted
data

* Efficiency: Reduce storage/time/communication overhead

141112018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur
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Searchable Encryption: Compute on
‘Encrypted Data
L
>
o
c
R
RS
=
L
Security
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Searchable Encryption: Compute on
Encrypted Data
PN
>
%)
c
Q0
L
E « Fully Homomorphic
Encryption [G09]
» Predicate Encryption
[GVW15]
+ Oblivious RAM [GO96]
Security —>
14111/2018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 14




Computing on Encrypted Data

. Property-Preserving
Encryption
- + Deterministic Encryption
o [ABO07,BBO09]
_5  Order-Preserving
Q Encryption [AKSX04]
5 « Fully Homomorphic
Encryption [G09]
* Predicate Encryption
[GVW15]
+ Oblivious RAM [GO96]
Security
14112018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 15
Computing on Encrypted Data
0  Property-Preserving
Encryption
A * Deterministic Encryption
[ABO07,BBO09]
» Order-Preserving
3 Encryption [AKSX04]
S + Order-Revealing
© Encryption
E [LW16,CLWW16] * Fully Homomorphic
+ Searchable Symmetric  Encryption [G09]
Encryption » Predicate Encryption
[CGKOO06,CJJKRS13, [GVW15]
CJJJKRS14] + Oblivious RAM [GO96]
Security
14111/2018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 16
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Efficiency

Computing on Encrypted Data
. Trade off b/w security and efficiency:
¥ Eropertt)./-Presemng * Leak some but not all information
neryption to the untrusted server
4 Deterministic Encryption} , Performance-oriented
[ABOO07,BBO09] ; -
implementations
» Order-Preserving
Encryption [AKSX04] .
* Order-Revealing
; Encryption
[LW16,CLWW16] Fully Homomorphic
* Searchable Symmetric Encryption [GW09]
Encryption Predicate Encryption
[CGKOO06,CJIKRS13,ClIIK | [GVW15]
RS14] Oblivious RAM [GO96]
n be
Security
141112018 ASK 2018,Indian Statistical Institute, Kolkata IIT Kharagpur 17

Searchable Symmetric Encryption
+ Client holds a “small cryptographickey”
+ [Initially:
+ Encrypts and outsources data to the server
» Data pre-processed using efficient data structures
. Later
Uses the key to generate “encrypted query tokens”
Sends tokens to the server for query evaluation
Example query: return all emails with “Alice” as
recipient and “Bob” as sender andwith “Crypto” in
the subject
14111/2018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 18
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alancing Security and Efficiency:
Existing Solutions

Searchable Symmetric Encryption
[CGKOO06,CJJKRS13,CIJJKRS14]

» Client holds a “small cryptographickey”
* Initially:
» Encrypts and outsources data to the server
» Data pre-processed using efficient data structures
+ Later:
* Uses the key to generate “encrypted query tokens”
* Sends tokens to the server for query evaluation

141112018

Single-reader single-writer framework

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 19

U

Searchable Symmetric
Encryption (SSE)

Data Structure: Search Index

141112018

Keywords

*2 Doc-1 P Alice »1 Bob p| Mark
(0] -
€ | poc-2 ] Alice »] Eve > Securit
2 Y
3]
8 Doc-3 $1 Crypto | Visa » Bob

Doc-4 | Alice »] Mark » Crypto

Non-optimal search effort: independentoffreq. of
keyword queried

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 20
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0

Searchable Symmetric
Encryption (SSE)

nverted Search Index Documents

Alice 1 Doc-1 ] Doc-2 »{ Doc-4

Bob $»{ Doc-1 »| Doc-3
0 | Crypto »1 Doc-3 . .
° Optimal Search effort:
g Eve »] Doc-2 proportional to freq. of queried keyword
>
i’ Mark »] Doc-1 »] Doc-4

Securit »| Doc-2

\/
Visa »{ Doc-3
ASK 2018,Indian Statistical Institute, Kolkata IIT Kharagpur 21
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Searchable Symmetric
Encryption (SSE)

Encrypted Index

Doc- Doc-ﬂ

Doc-

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 22

11/14/18

11



Doc-

Doc-

Single Keyword Search [CGKO06]

E

Doc-! | /%
N

Doc-
-9 MNAane
g
Query: Alldocuments containing
Alice
14112018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 23

Doc-

Doc-

Keyword Search [CGKO06]

Doc-! |

Doc-! | /MB
N

Token TK pjice

.'ﬁa-\.

it

Query: Alldocuments containing

Alice

14111/2018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 24
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Single Keyword Search [CGKO06]

Doc- Doc- Doc- /M>
O
Doc- Doc- =
Doc- Token TK ajice DB(Alice)
Doc-
Doc- Doc -
" ' (] o) -«‘
~, 1
Doc- W
Doc Query: Alldocuments containing
Alice

Optimal search effort, Optimal privacy

14112018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 25

But Conjunctive Keyword Search?

Query: Alldocuments containing Alice and
Mark

14111/2018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 26

11/14/18

13



DB(Alice)
DB (Mark

t

Token TKmark

Query: Alldocuments containing Alice and
Mark

141112018 ASK 2018,Indian Statistical Institute, Kolkata IIT Kharagpur 27

ut Conjunctive Keyword Search?

Doc- Doc-! | TOkeanAlice
Doc- DB(Alice)

DB(Mark

Doc_ﬁ Token TKMark

Query: Alldocuments containing Alice and
Mark

Inefficient, Non-optimal leakage

14111/2018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 28
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Oblivious CrossTags (OXT)
[C)JKRSI13]

Query: Alldocuments containing keywords wy, w,, ..., wy

Single-Keyword
SSE

* Assume wlog that w,is the least frequent keyword or the
s-term

* Perform single keyword-query on w, to recover DB(w;)

» Suppose DB(wy) = (idy,idy, ...,idy)

14112018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 29

Oblivious Cross Tags (OXT)
[CJIKRS13]

0
Query: All documents containing keywords wy, w,, ..., wy

Single-Keyword
SSE

Assume wlog that wis the least frequent keyword or the
s-term

» Perform single keyword-query on w, to recover DB(wy)
Suppose DB(wy) = (id4,idy, ...,idy)

Oracle

* Query with encrypted keyword Enc(w;) and encrypted
doc-id Enc(id;)
* Returns 1ifid; € DB(w;)
* Returns 0 otherwise

14111/2018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 30
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Oblivious Cross Tags (OXT)
[C)JKRSI13]

Single-Keyword |S-Tag
SSE

uery: All documents containing keywords w,, w,, ..., wy

* Assume wlog that wiis the least frequent keyword or the
s-term

» Perform single keyword-query on w, to recover DB(w;)

» Suppose DB(wy) = (idy,idy, ...,idy)

Implemented as a two-party protocol IX-Tag

* Query with encrypted keyword Enc(w;) and encrypted
doc-id Enc(id;)

* Returns 1ifid; € DB(w;)

* Returns 0 otherwise

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur

31

Oblivious CrossTags (OXT)
[C)JKRSI13]

JQuery: All documents containing keywords wy, wy, ..., wy,

Single-Keyword

+ Search overhead for single-keyword SSE : O(X, |DB(wy)|)
* Search overhead for OXT: O(|DB(w4)|*n)

DB (w;)
* Returns 0 otherwise

141112018

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur
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Oblivious Cross Tags (OXT)
[C)JKRSI13]

uery: All documents containing keywords w,, w,, ..., wy

Single-Keyword |S-Tag
SSE

* Assume wlog that wiis the least frequent keyword or the
s-term
* Perform sij

» Suppose Leakage: Keyword-pair result pattern

{DB(w1) N DB(W}) }ig[n]

* Query wit
doc-id Enc(1d;

* Returns 1ifid; € DB(wj;)
* Returns 0 otherwise

Vulnerable toFile Injection Attacks

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 33
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File Injection Attacks
‘ [CGPRI5,ZKP16]

Encrypted files

>

Maliciously constructed files

1 Encrypted malicious files
" al: >

(Shown to be practical in
[CGPR15])

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 34
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File Injection Attacks
o [CGPRI5,ZKP16]

Query-Recovery from Keyword-pair result pattern [ZKP16]

» Suppose W is the keyword-universe
* InjectL files each containing M random keywords from
w
» Conjunctive query:wiAw, A= Awy
* Collectall injected files appearing in the outcome of
the query
» Take intersection of keywords in them

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 35

141112018

File Injection Attacks [CGPRI5,
o ZKP16]

Query-Recovery from Keyword-pair result pattern [ZKP16]

* Suppose W is the keyword-universe

* InjectL files each containing M random keywords from W

» Conjunctive query:wiAw, A= Awy
* Collectall injected files appearing in the outcome of the

query

» Take intersection of keywords in them

* ForL>2nlog|W]and M = (1/2)1/n|W|, with overwhelmingly
large probability, this intersection is the set of queried
keywords

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 36
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File Injection Attacks [CGPRI15,
o ZKP16]

Query-Recovery from Keyword-pair result pattern [ZKP16]

» Suppose W is the keyword-universe
* InjectL files each containing M random keywords from W
» Conjunctive query: wiAw, A= Awy
+ Collectall injected files appearing in the outcome of the
query
+ Take intersection of keywords in them
* ForL>2nlog|W|and M = (1/2)1/n|W|, with overwhelmingly
large probability, this intersection is the set of queried
keywords
* Make nlarge for each query?

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 37
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File Injection Attacks [CGPRI15,
ZKP16]

Query-Recovery from Keyword-pair result pattern [ZKP16]

Suppose W is the keyword-universe

* InjectL files each containing M random keywords from W

» Conjunctive query: wiAw, A= Awp
» Collectall injected files appearing in the outcome of the

query

» Take intersection of keywords in them

* ForL>2nlog|W|andM = (1/2)1/n|W|, with overwhelmingly
large probability, this intersection is the set of queried
keywords

» Make nlarge for each query?

» Keyword-pair result pattern leakage=> nis effectively 2
always

+ Attack becomes efficient and hard to circumvent

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 38
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» Design SSE scheme without
keyword-pair result pattern leakage
» Without compromising on efficiency
* Without introducing additional
leakages

141112018

Our Technique

Replace the X-Tag oracle in OXT by a different
oracle that hides keyword-pair result pattern

Oracle-ll Il Implemented as a two-party protocol II H-Tag

* Query with a set of encrypted
keywords {Enc(wj) }ienjandan encrypted document-
identifier Enc(id;)
* Returns 1ifid; € DB(w;) foreveryi € [n]
* Returns 0 otherwise

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur
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Overview of Technique

Keywords
<

Documents
Doc-ll Doc-2| Doc-3| Doc-4| Doc-5
W1 1 1 0 1 1
\'p) 0 1 1 0 0
1 0 1 0 1
Wy 0 0 0 1 1
0 1 0 0 1

uery: wq /\W3 A Wsg

ASK 2018,Indian Statistical Institute, Kolkata

IT Kharagpur

41

141112018

- Overview of Technique

» The least frequent keyword : wg
* Doc-ids: {2,5}

Documents

Doc-1| Doc-2| Doc-3| Doc-4| Doc-5

olw| 1 1 0 1 1

Blw. | 0 1 1 0 0
o

Slws | 1 0 1 0 1
>

g wy | O 0 0 1 1

ws | 0 1 0 0 1

Query: wq Awsz A wg

ASK 2018,Indian Statistical Institute, Kolkata

IT Kharagpur

42
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- Overview of Technique

+ The least frequent keyword : wg

» Create the following “query-table

» Doc-ids: {2,5}

Documents
Doc-1 Doc-2 Doc-3 Doc-4 Doc-5 Doc-2 Doc-5

» | W1 1 1 0 1 1 w1 1 1
'g wa | O 1 1 0 0 wy | * *
i wi |1 0o 1 o0 1 wy | 1 1
Q ws | O 0 0 1 1 wy | * *

ws 0 1 0 0 1 Wws 1 1
Query: wi Awz A ws

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 43

141112018
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Q
14112018

Overview of Technique

» The least frequent keyword : wg

* Doc-ids: {2,5}

+ Create the following “query-table”

ocuments
Doc-1j] Doc-2§ Doc-3 Doc-4 Doc-5
ol W] 1 1 0 1 1
'g walol 1]l 1 o o
; ws | 1 0 1 0 1
Q wy | O 0 0 1 1
ws | O 1 0 0 1

Doc-2j§ Doc-5
W1 1 1
w3 * *
w3 1 1
Wy * *
Wsg 1 1

* Match column-wise with the original table

uery: wq /\W3 A Wsg

+ Equality in all non-wildcard positions

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 44
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- Overview of Technique

+ The least frequent keyword : wg

» Doc-ids: {2,5}
» Create the following “query-table

Documents
Doc-1 Doc-2 Doc-3 Doc-4f Doc-5 Doc-1 §Doc-5

» | W1 1 1 0 1 1 w1 1 1
'g wa | O 1 1 0 0 wy | * *
S|{ws|1 o 1 o)1 wy | 1 |1
>
Q ws | O 0 0 1 1 wy | * *

ws 0 1 0 0 1 Ws 1 1

* Match column-wise with the original table
+ Equality in all non-wildcard positions
Query: wi Awz A ws
14112018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 45
O i fTechni
0
verview ot iecnnique
Documents ﬁ
Doc-1 Doc-2 Doc-3 Doc-4 Doc-5 Doc-1 Doc-5

» A4 1 1 0 1 1 Wi 1 1
5 W2 0 1 1 0 0 wa * *
= w3 1 0 1 0 1 w3 1 1
>
Q Wy 0 0 0 1 1 Wa 1 1

Ws 0 1 0 0 1 Ws 1 1

Query: wi AWz Awy Awsg
14111/2018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 46
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Overview of Technique

Documents ﬁ
Doc-1 Doc-2 Doc-3 Doc-4 Doc-5|| Doc-1 Doc-s

. W1 1 1 0 1 1 |I w1 1 1
=4 w2 0 1 1 0 0 || W2 * *
[] " .
i wi | 1 0 | Hidden Vector Encryption [BW07]| 1
Q | wa 0 0 0 . | | Wa 1 1

Ws 0 1 0 0 1 |I ws 1 1

| |

Query: wqy Awz Aw, Aws

141112018
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Predicate Encryption (Fine-
% grained access control)

Setup(1%)

141112018

ASK 2018,Indian Statistical Institute, Kolkata

IT Kharagpur 48
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Predicate Encryption (Fine-
grained access control)

Setup(1%)

sk

Attribute hiding f(‘ Function hiding

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur

| Predicate

49

141112018

U

Predicate Encryption
(Secret-Key Setting)

Attribute hiding f‘ Function hiding

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur

50

11/14/18

25



Hidden Vector Encryption
{(a.k.aWildcard IBE)

+ Apredicate encryption scheme over a finite alphabet = c {0,1}* anda
special wildcard symbol " ="

« Each attribute is a vector with entries from X
o X=(X1,%Xp, .., Xpy) EXIV

» Each predicate is defined with respect to a vector with entries from ZU{*}
e V=(yVy..,vy € (U P

1, (vi=%;) V(vj=#%) foreachi€ [n]
0, otherwise

. @) = {

14112018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 51

Hidden Vector Encryption:
State-of-the-Art

Public-Key
Constructions

» Based on either bilinear maps [BWO07, KSWO08, IP08, TT12] or
lattices [AFV11]

+ Attribute-hiding security against:
* Polynomially many ciphertext queries
» Polynomially many token-generation queries

Prototype implementation for vector lengthn = 10° (no

wildcards)

S Time (insecs)

'E Enc Gen Dec

= — -

g _ Bilinear Maps (prime | 0951 51154 119219

S | Public-Key order)

g— Lattices (ring-LWE) 6.254 6.434 1.524
14111/2018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 52
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Hi

dden Vector Encryption:

State-of-the-Art

Public-Key Constructions

» Based on either bilinear maps [BW07, KSW08, IP08, TT12] or lattices

» Attribute-hiding security against:

[AFV11]

* Polynomially many ciphertext queries
* Polynomially many token-generation queries

Prototype implementation for vector lengthn = 10° (no

wildcards)
S Time (in secs)
© Enc | Gen Test |
C
o ] Bilinear Maps (primeorder) | 50901 51154 119219 |
S| Public-Key - -
° Lattices (ring-LWE) 6254 |6.434 1524 |
S

Too inefficient for SSE-like applications
ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 53
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idden Vector Encryption:
ur Contribution

We construct the first symmetric-key HVE (SKHVE) scheme

that:

Does not use bilinear maps/lattices

+ Can be implemented entirely using block ciphers in
countermode

Achieves attribute and function hiding security for:

* Asingle ciphertext query (for the moment)

+ Polynomially many secret-key queries
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Hidden Vector Encryption:Our
‘Contribution

We construct the first symmetrickey HVE (SKHVE) scheme
that:
* Doesnot use bilinear maps/lattices
+ Can be implemented entirely using block ciphers in
countermode
» Achieves attribute and function hiding security for:
+ Asingle ciphertext query (for the moment)
+ Polynomially many secret-key queries

We replace the X-Tag setin the OXT protocolwith SKHVE

ciphertexts

» Retains non-interactivity (query-response still one
communication round)

» Imposes minimal overhead

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur
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é‘o ur SKHVE Construction

141112018

+ Setup(1*): Output the description of:

+ PRF Fi:Zx[n] - {0,1}*
+ SKE (G, E,D) with key and message space {0,1}*
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e‘o ur SKHVE Construction

+ Setup(1*): Output the description of:
+ PRF Fi:Zx[n] - {0,1}*
+ SKE (G, E,D) with key and message space {0,1}*

« Enc(k,X = (xq, ...,x)): Output CTy = (F(x, 1), Fie(x2,2), ..., Fie(xp, m))

14112018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur
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e‘o ur SKHVE Construction

+ Setup(1*): Output the description of:
+ PRF Fi:2x[n] - {0,1}*
+ SKE (G, E,D) with key and message space {0,1}*

« Enc(k,X = (x4, ..., xy)): Output CTz = (Fi(xy, 1), Fi(x5,2), ..., F(x,n))

+ Gen(k,V = (vy,..,vp)): Sample k; « G(1*) forj € [n] and proceed as:
« Setforeachj € [n]

. TK = Fr(v; )@ kj, vj# = K — Kj, vj#*
e, otherwise J 7 0%, otherwise
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e‘o ur SKHVE Construction

+ Setup(1%): Output the description of:
+ PRF Fi:Zx[n] - {0,1}*
+ SKE (G, E,D) with key and message space {0,1}*

« Enc(k,X = (xq, ...,x)): Output CTy = (F(x1, 1), Fie(x2,2), ..., Fi(x, n))

+ Gen(k,V = (v4,...,vp)): Sample k; « G(1*) forj € [n] and proceed as:
« Setforeachj € [n]
. TK] _ {Fk(vl,]) 69 k], V]' F * ' k]’ V]- * *

b, otherwise '’ J 7|0, otherwise
* SetTKpy; = E((K'1@k', @ - @ k'p),0)

14112018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur
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e‘o ur SKHVE Construction

+ Setup(1%): Output the description of:
+ PRF Fi:2x[n] - {0,1}*
+ SKE (G, E,D) with key and message space {0,1}*

« Enc(k,X = (x4, ...,xy)): Output CTy = (Fi(xy, 1), Fie(x5,2), ..., Fi(xy,n))

+ Gen(k,V = (vy,...,vy)): Sample kj « G(1*) for j € [n] and proceed as:
» Setforeachj € [n]
. TK; = {Fk(vi'j)@ki' vi# K viE

b, otherwise ’ 17 loA, otherwise

* Set TKp,; = (K1 @K, @ - @ K'p),0%)

« Output TKy = (TK4, ..., TKp, TKp41)

141112018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur
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+ Dec(CT,,TK)):

et o [CHOTK vz .
. = €
COur SKHVE C{ - =0 oo

-

141112018

* Compute § =D((k' @K, @ - DK1), TKns)

« Setup(1%): Output the descriptio 2 f8=0, retum 1

« Else, return 0
+ PRF Fi:2x[n] - {0,1}*
+ SKE (G, E,D) with key and message space {0,1}*

« Enc(kX = (xq, ..,xp)): Output CTy = (Fy(xq,1), Fi(x3,2), ..., F(xp,n))

+ Gen(k,V = (vy,...,vy)): Sample kj « G(1*) for j € [n] and proceed as:
» Setforeachj € [n]
. TK: = Fr(vi )@ kj, vj# = " kj, vy *
) b, otherwise
+ SetTKpyq = E((K1®K; @ - @ k'), 0M)

e 0% otherwise

« Output TKy = (TK4, ..., TKp, TKp41)
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Security

Simulation Experiment:
* Adversarychooses:
« Achallenge attribute vector x
+ Polynomially many query vectorsvy,..., vq
+ Given:
* fe® frg®
* Location of wildcard charactersin vy, ..., vq
+ Simulate:
» The challenge ciphertext CTy
* Thetokens TKv;, ) TKTq
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'erformance and Efficiency

Instantiation

* Use ablock cipherin counter mode (e.g. AES-256)
» Suffices for both PRF and CPA-secure PKE
* Allows parallel processing

14112018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur
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'erformance and Efficiency

Instantiation

» Use ablock cipherin counter mode (e.g. AES-256)
» Suffices for both PRF and CPA-secure PKE
* Allows parallel processing

Prototype implementation for vector lengthn = 10° (no

wildcards)
S Time (in secs)
"5 Enc Gen Test
= — .
o) _ Bilinear Maps (prime | ¢4 551 51154 119219
e Public-Key order)
%_ Lattices (ring-LWE) 6.254 6.434 1.524
£ [Secret-Key Our SKHVE 0162 0172 0004

141112018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur
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Jur SSE Scheme:The Overall

Picture

| Functionali

ty

* Supports a variety of queries:

Conjunctive queries Not very
Subset queries efficient

Range queries

| Security

* Fil

* Does

« Data is semantically secure
* Leaks:

e-access pattern (typically benign)

» Single-keyword result pattern: DB(w;)

not leak keyword-pair result pattern

141112018

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur

65

Our SSE Scheme:The Overall

Picture

Efficiency

* Preprocessing (encrypted index creation) time:
* Scales linearly in size of database
» Overhead for n-keyword conjunctive/subset query:
* One round non-interactive protocol using SKHVE.Gen and

SKHVE. Test
* Communication proportional to |DB(w4)|*n where w; is the s-
term
* Highly scalable; competitive with search on plaintext DB

Should

- Kill
+ Useell

Data Structures

be I/O friendly

* Random access data structures:
» Great for security

scalability
iptic-curve based indexing for low latency [CJJKRS13]

141112018
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!’erformance on Wikimedia

Downloads
Size (GB) #Documents #Keywords #Distinct (w,id) pairs
2.93 7.8x105 4.0x10° 6.2x107
8.92 2.7x106 1.0x107 1.6x108
60.2 1.6x107 4.3x107 1.4x10°

ASK 2018,Indian Statistical Institute, Kolkata

IT Kharagpur
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Performance on Wikimedia

Downloads
Size (GB) #Documents #Keywords #Distinct (w,id) pairs
2.93 7.8x105 4.0x10° 6.2x107
8.92 2.7x10° 1.0x107 1.6x108
60.2 T.6x10 4.3x10 TAX100 I

141112018

Query: recipient="Alice” and sender="Bob” and |P-addr = “69.89.31.226”
and
subject = “Crypto”
Query-response turnaround time: 0.85 sec

ASK 2018,Indian Statistical Institute, Kolkata
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!’erformance on Wikimedia
Downloads

Selectivity of Variable Term (v)

Size (GB) #Documents #Keywords #Distinct (w,id) pairs
2.93 7.8%x105 4.0x10°6 6.2x107
8.92 2.7x10° 1.0x107 1.6x108
60.2 1.6x107 4.3x107 1.4x10°
I Server Performance I I Client Performance I
100 [+HXTVANDa ’ ‘ ‘ 100 ¢ . !
10 )»—O—OXTVANDa 1 10} —tgﬁtmgz 1
{|-A-HXTaANDV 1 {|-a-HxTaAND v
s 1 ’ - @ -OXTaAND v ] —_ 1 ® -OXTaAND v 1
8 i ] ]
s o1 f ! 2 01} ]
F oot | st £ ool |
0.001 Selectivity of a:1284 ‘ 0.001 | Selectivity of a:1284 1
0.0003* 10 100 1000 10000 100000 fes06 0.0001 - 10 100 1000 10000 100000 1606

Selectivity of Variable Term (v)
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Performance on Wikimedia
' Downloads
Size (GB) #Documents #Keywords #Distinct (w,id) pairs
2.93 7.8x105 4,0x10° 6.2x107
8.92 2.7x106 1.0x107 1.6x108
60.2 1.6x107 4.3%x107 1.4x10°
I Server Performancel | Client Performance |
Degradation: 57% | Degradation: 1.5-2x |
100 | ) ] 100 ¢ . Y
| |—4—HXTvAND a i | |—&—HXT v AND a
10 f|—+—OXTvANDa | 10 f|—=—OXTvANDa 1
{|-A-HXTaANDv | {|-a-HXTaANDV i
s 1 ‘I - -OXTaAND v 1 g 1 l - @ ~OXT a AND v 1
T 01 f | § 01 } ]
£ 001 } Batin st B P S )
0.001 Selectivity of a:1284 s 0.001 ¢ Selectivity of a:1284 1
1 10 100 1000 10000 100000 1e+06 1 10 100 1000 10000 100000 1e+06

Selectivity of Variable Term (v)

141112018 |I

Selectivity of Variable Term (v)
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!’erformance on Wikimedia
Downloads

Size (GB) #Documents #Keywords #Distinct (w,id) pairs

2.93 7.8%x105 4.0x10°6 6.2x107

8.92 2.7x106 1.0x107 1.6x108

60.2 1.6x107 4.3x107 1.4x10°

Delay: 2-keyword Delay: Multi-keyword
queries queries

= r 1100
} —&—HXT v AND a { i —a—HXTaANDv AND...ANDv
i
|

—e—OXTvANDa 1 10
-4 -HXTaAND v i i—o—OXTaANDv‘AND ANDv |

-*-OXTaANDv

Time(sec)
)
1ime(sec)
°

/.___,.:st

Selectivity of a:1284

T - bbb

001 |
Selectivty of a:1284 {01 |

00001 bt i 4 . . . i .
1 10 100 1000 10000 100000 tes06 O-0%') ” 5 N B 5

Selectivity of Variable Term (v) # of variable term (n)
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Can Hardwarebe leveraged to

encrypted search less hard?

@ IT FOR THE MODERN AGE

Is this the Holy Grail? Bitglass ﬁets patent for
searchability over encrypted les

Full encryption of files with full searchability® ™
wishes for. Bitglass secured a patent to del

PRESS RELEASE PR Newsivve

How FPGAs Accelerate Financial Service
Workloads T e
Dy nga Ralgrio How to Search on Securely Encrypted Database Fields

(€ AlibabaCloud Share your tips about Allbaba Cloud for a chance to win a Macbook Pro.

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur

Data Center Accelerator Market Worth $21.19
s Billion by 2023
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A Classic Example of a DES
Cracker

 |n 1998, a custom hardware attack was mounted against the Data Encryption
Standard :
> $250,000 to build and decrypted DES cipher in 56 hours
In 2006, COPACOBANA (Cost-Optimized PArallel COde Breaker) was built:
o Consists of commercially available, reconfigurable integrated circuits.
> $10,000 and decrypts DES cipher in around 6.4 days

o Cost decrease by roughly a factor of 25

o Adjusting for inflation over 8 years yields an even higher improvement of about 30x.
Since 2007, SciEngines GmbH, a spin-off company of the two project partners
of COPACOBANA has enhanced and developed successors of COPACOBANA.
In 2008 their COPACOBANA RIVYERA reduced the time to break DES to the current
record of less than one day, using 128 Spartan-3 5000's

o

[Source: http://en.wikipedia.org/wiki/Custom hardware_attack]
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COPACOBANA Components

. 707 ~001 Y 38

FPGA DIMM and power module (rear view)

Source:
http://www.copacobana.org/paper
/copacobana_gettingstarted. pdf
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Plain Backplane
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Hardware Architecture for SSE

Architecture consists of a series
of FPGAs, where each FPGA is
programmed with RTL
implementing the various
cryptographic modules.

These modules are designed to
operate in parallel on
independent data chunks, made
available via data buffer.

This is interfaced with the RAM
and the memory controller.

Secret key is stored in a small
tamper-proof non-volatile
storage unit.

The software module facilitates the interaction between the hardware based
crypto-accelerators and the RAM that stores the encrypted index of the
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Parallelization in Hardware

[orfa] - Joe[ - Jun] [w]ua] oo Jem] [tn]oa] - o] - Jon]
‘ 4

/
XOR
(Repeat and Shift)

GenToken Algorithm in our
SSE:
do =@ (Fi(vy)) @ ky)

The vectors v, | (holding
the positions of non-
wildcards), and k are
realized as shift registers.
Outputs are XORed using
log(N) depth-tree of XORs.

) Over
Custer of FPGAs, PRFs and Enc as Primitive s&mﬁ??ﬁi‘iﬁiiﬁpsl{aﬁo
AES-256 hardware in counter-mode. AES256 693 21556 | 3L1x
SHA-512 for hash function. SHA3-512 349 18768 22.1x
ECC is used for T-Set, using ECSM 0.16 2.16 13.5%
Curve25519

ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur 76

11/14/18

38



Parallelization in Hardware

[of@] - Joo[ - Jon] [w]wa]-Jwa[-Jem] [n]oa] - o] - Jow]

7\
2
Ed

:
D=

o sht IS
I 1N ]—»snm [ 100N I_'SM' dosih 1Sl
:

Estimated Speed-Up:
Pre-processing: 15x
|| Query-Response round: 20x

GenToken Algorithm in our
SSE:
do =B, (Fi(v})) @ kp)

The vectors v, | (holding
the positions of non-
wildcards), and k are
realized as shift registers.
Outputs are XORed using

loa(N) danth. traa of

XORs.

Custeror FFGAS, FRFS anad Enc as Primitive =T ) -
. Software | Hardware | Ratio
AES-256 hardware in counter-mode. AES 256 693 21556 | 3L1x
SHA-512 for hash function. SHA3-512 349 18763 22.1x
ECC is used for T-Set, using ECSM 0.16 2.16 13.5%
Curve25519
14112018 ASK 2018,Indian Statistical Institute, Kolkata IT Kharagpur
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Support Updates

ASIC accelerator for SSE.

141112018

ASK 2018,Indian Statistical Institute, Kolkata

Eliminate single-keyword result pattern leakage
* Inherentto the current design paradigm
» Might require new design paradigms to eliminate

xtensions and Open Problems

+ Extend techniques from [CJJJKRS14]for updatable OXT
+ But how to avoid increasing leakage?

Develop a complete FPGA prototype followed with a dedicated

IT Kharagpur
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NAH, I’'M NOTL
WORRIED ABOUT CLoud I h k
SECURITY. MY STORED a n
DATA 15 50 DISORGANIZED
THEY’D NEVER BE ABLE To

no ANYTHING! y o u !

Source Code: e
HVE: https://github.com/MonashCybersecurityL ab/SHVE
HXT: https://github.com/MonashCybersecurityLab/HXT
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8th Inter C on Privacy, and App! Cryptography ing

annual event
e conferences

SPACE 2018 is being organized by Indian Institute of Technology. Kanpur (IIT-K), in cooperation with International

for Cr, i (IACR) and Cryptology Research Society of India (CRS)) from 15 to 19 December. 2018

The program co-chairs for SPACE 2018 are Dr. Anupam Chattopadhyay (NTU Singapore), Dr. Chester Rebeiro (IT Madras,
India), and Dr. Yuval Yarom (The University of Adelaide and Data61, Australia).

The conference proceedings will be published by Springer as a Springer LNCS volume. The LNCS proceedings of the
previous five years are available at SPACE 2017, SPACE 2016, SPACE 2015, SPACE 2014, SPACE 2013, The best contributions
to SPACE 2018 will be selected for submission to regular issues of the Journal of Hardware and Systems Security (HASS),

Proceedi ngs in 1 vuupeiguun il
Springer LNCS

Please visit us at: https://space2018.cse.iitk.ac.in/
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