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• Standalone primitive [Bellare, Rogaway 00], [Katz, Yung 00]

o OCB [BBKR 01], CCM [HWF 03], GCM [McGrew, Viega 04]

• Useful and widely used

• BUT issues with performance, robustness, patent burden …
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New Challenges

• “IoT” devices

• Distinct constraints

o Latency, throughput, power, code size/area, …

• New communication patterns

o Dominated by (very) short messages
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AD-HASH: a Deoxys calls (1.4 AES)
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5

a,m: length of A and M in 128-bit blocks; per-session key derivation excluded

AD-HASH: a KIASU calls (~ AES)

&
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Existing AES-based AE vs Very Short Messages

5

a,m: length of A and M in 128-bit blocks; per-session key derivation excluded

“The performance target is wrong · · · an authenticated cipher is applied to many small 
messages · · · The challenge here is to minimize overhead.” [ECRYPT-CSA 2017]
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Also |C| = |M| + τ and Dec(K,N,A,Enc(K,N,A,M)) = M
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permutation
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permutation

random function 
(compressing)

Available primitives:

Solution:

Invent a new primitive
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• Keyed

• Expanding

• Tweakable

• Invertible

• Parallel permutations
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Forkcipher: Syntax

10

• Forward: n-bit block  2 n-bit blocks

• Inverse: n-bit block, binary flag  n-bit block

o Can invert either output block

• Reconstruction: n-bit block, binary flag  n-bit block

o Can reconstruct either ouput block from the other output block
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Forkcipher: Security

• Almost AE security (natural PRI construction)

• “Two TBCs? What’s so novel about that?”
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• IFI: Round Function + Tweakey Schedule  + #rounds/3

• No pathological structural weakness (3 tweakable rand. perm. => perfectly secure)
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ForkAES = IFI[KIASU,r=5]

• RF and KS from AES, 64 bit tweak

• Provocative prototype: Aggressively optimized for efficiency
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• Seems so [Bossert, List, Lucks 18]

o Related tweakey rectangle on 9 rounds

o Related tweaky imposs. diff. on 9 rounds

o Sec margin: - 1 rnd compared to KIASU 

• Need more cryptanalysis and constructive results
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Forkcipher Modes for Short-Input AE

• Design target: Nonce-based AEAD

• Goal:

• A single F-call for shortest messages

• Parallelizable AE, Serial AE, a GCM variant
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Forkcipher Modes vs Very Short Messages

a,m: length of A and M in 128-bit blocks; per-session key derivation excluded
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Conclusion

• Forkcipher

o Expanding, almost AE-security

o Aspiration: as 2 TBCs at lower cost

o Aggressive prototype: ForkAES @ 1.5 AES-128

• Forkcipher modes:

o Faster than all AES-based modular designs for very short messages

• Open problems: 

o Cryptanalysis of IFI, new instances

o Modes: same efficiency, tunable expansion

o Other applications of forkcipher (e.g., stream in fGCM)

o Forkcipher ≠ PRI (Bday gap); a tweakable FIL PRI primitive?
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