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Abstract. Coverageis an important issue in Wireless Sensors NetwoWSKE). It gives a measure of the
quality of surveillance a WSN provides over a field it is desidno monitor. Diferent measures of cover-
age capture dierent aspects of surveillance. In this paper, we study twasomes of coveragemaximal
breachisupport andall-pairs averagemaximal breactsupport. The geometric characterisation of these mea-
sures is one of the principal goals of our study. We havedtktite coverage problem from two angles - from
theintruders point of view, and from thelefendes point of view. These two view-points give rise to two
generic combinatorial optimisation problems.

| Searching for “safe” paths in the field (important for therter).

Il Optimising the degree of coverage over all parts of the fiagh¢rtant for the defender).

Our study of the geometric and combinatorial propertiesrafle-pair and average maximal breach have led
to exact polynomial time algorithms that solve probleabove when applied to these two specific measures.
We have also framed and solved problénfor single-pairmaximal breach. We have proved a “relaxed”
version of problenil , applied to maximal breach, to INP-Hard and designed an approximation algorithm
for it. We have devised arffecient heuristic for solving some insertion based problemsaximal breach.
We have stated and proved four basic theorems describirzgtiaviour of single-pair maximal breach under
sensor insertion and deletion. These theorems have begtoudevelop the heuristic mentioned above. They
have also led to importatdwer-boundresults for single-pair and all-pairs average maximal thiea

1 Introduction

In this section, we begin with a brief introduction to Wireless Sensor Netwavikls special refer-
ence to sensor netwodoveragewhich is the focus of our study. In the later part of this section, we
provide an overview of the research problems that form the substétitis paper and summarise
our approaches and results. We end with a brief description of theisagiam of the thesis. We
refer the interested reader to [21] for a detailed study of the materddl.in

1.1 Wireless Sensor Networks: A Brief Introduction

Recent advances in wireless technologies have led to low cost and loer plawices, ficient
protocols for reliable communication among them and embedded computing ability détices.
This has been coupled with theoretical work leading to centralised and dtstiilgorithms for
various information processing tasks. All these have made Wireless Sdasmorks {VSNs) a
common and fective solution in a wide range of applications.



Indeed, proponents of ubiquitous computing and other industry visionantaspate a “not-
too-distant future” whetWSNs will integrate with our daily lives to such an extent that we shall
cease to notice their presence [22]. The sensors of the future willdepanough to be used in
huge numbers, almost wastefully. Networks of such sensors will perétirimaginable kinds of
monitoring, surveillance and data accumulation tasks like monitoring urbanwahtcdtic, pro-
tecting wildlife habitats from human-induced or natural catastrophies lilasfdires and tracking
job flows in automated factories [21]. The integration of networks of gensih PCs, network-
enabled hand-held devices and theernetwill bring about the next big revolution in computing
[27].

So much for the future. Researchiagt in the past few years, in the area of Wireless Sensor
Networks, has been intense and diverse. The area has become thegrgemtimd of researchers
in signal processing and embedded computation [26, 27], network arthiéeand protocols [28],
distributed algorithms [4] and computational geometry [1, 5, 25], to name fast.a

1.2 Key Problems in Sensor Network Design

The diverse research areas that have merged into the stMi$NS indicate that the key problems
thatWSNdesigners face are equally varied. Considgrnetworkingor example. Since networked
sensors extract data from physical environments as varied as chega@nalreactors and urban
traffic intersections, the volume and nature of data they communicate to the (interptetation
centres are fundamentallyffirent from those flowing in the conventionBCPIP internets. Re-
searchers have begun to feel the need of re-engineering londiststdtprotocols like th& CPIP

to suit the needs of the modeWiSNs [21].

In surveillance applications, tHecation of a detected event is always as important a piece of
information as the event itself. For instance, the intimation that a forest-fretheed is of no use
unless it is accompanied by an accurate estimatehafrethe fire has been detected. Sensors are
more often than naandomlydeployed, meaning that their exact coordinates are not predetermined.
Networked sensors thus have the task of locating themselves as well astite they report. This
has a bearing ooonnectivitytoo. Sensor networksommunicaténformation to central controlling
facilities - they do this through a series of messages routed through integveensors that are
connectedi.e., their sensing regions overlap. Individual sensor nodes thesb&rm aocal view
of the network to fix their positions in relation to their neighbours. See [2Pid@letails. This is
one area where distributed algorithms play an important role - becauseréhi®sa demanding in
terms of computing resources anidles better scalability.

Power conservatiors another important consideration. The battery-life of individual sesisor
usually small, and a network is expected to outlast the sensors that it is madleJuplicious acti-
vatiorydeactivation of individual sensors, without compromising on the qualitgfise dfered, is
an interesting problem in this area. Saving pod&ting communication is another important issue.
Energy spent per bit of data sent between two sensors at a distisgeven byE = Bd¥, whereB
stands for the overhead per bit an€y > 1) is a path loss exponent [1]. However, indiscriminately
increasing the number of hops for transmitting a message is not a feasitilersdb@cause energy
is also consumed due to the computation required for storing and fowardisgages by the indi-
vidual nodes. Designingiective topologies and routing schemes that minimise the average energy
spent in communication is a significant problem. See [7, 23, 24] for a méadetbaccount of this
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class of problems.

Coverageis one of the basic problems in sensor networks - it is a measure of the quality o
surveillance fered by a given network of sensors over the field it is designed to profety
measure of coverage quantifies how well the network monitors each amnyg @vint on the field.
Geometric characterisation of, and optimisation problems pertaining to, twdispeeasures of
coverage form the subject matter of our work. We shall formally defingeth@easures in the later
Sections.

1.3 Measures of Coverage

Quite a few measures of coverage are found in the literaturer®nt measures capturefdrent
aspects of surveillance quality. We shall mention four common and importarsunesahere. The
first one,k-Coverageis intuitively the simplest - it indicates how secweachandeverypoint in
the field is. The second measukeBarrier-Coverageis geared towards protecting international
borders. The third measurExposuretakes into account the fact that it is mordhdiult to detect
fast-moving objects than slow-moving ones. Finafthaximal breactand support which are the
measures we study in this paper, deal with upper and lower bounds oistéwecgs of the sensors
from the paths an intruder can follow.

1.3.1 k-Coverage

This measure is defined in [5]. Given a fieddand a set of sensof% a pointp € Ais said to be
coveredby a sensos € S if p belongs to the sensing region gf A point p € A is said to be
k-Coveredf and only if it is covered by at leasdtsensors irs. See Fig. 1. The circles with dots at
the centres denote sensing regions of the sensors. The numbers in teeslfigw the coverage of
the points in the corresponding sub-region. With regarki@overage, Huang and Tseng [5] have

Figure 1:k-Coverage.

solved the following decision problems: GivAnS and a positive integek,



1. If the sensing region of eade S is aunit-circle, isA k-Covered?
2. If the sensing regions are circles of varying radiiAik-Covered?

3. If the sensing regions are irregular, but boundedbl®ciselydefined closed curves, &
k-Covered?

But they have left the followingptimisationproblem open:

e A sub-regionB c Ais said to bansyficientlycovered ifB is j-Covered, but the desired level
is k-Coverage for somk > j. Determine theptimal set of sensors that can patch all such
regionsB so thatA becomes fullyk-Covered.

1.3.2 k-Barrier-Coverage

This measure is defined in [8]. Belt-region is defined as a subset of points on the plane bounded
by two “parallel” curves. An annulus is an example; so is the strip betweair afrailway tracks.
Unlike k-Coveragek-Barrier coverage does not attempt to cover all points within the field; it is
restricted to covering crossing paths through belt-regions. A crossitiigtiprough a belt-region is
said to bek-Barrier-Covered by a set of sens@# it intersects at leadt sensors irs. A belt-region

is k-Barrier-Covered if and only i&ll crossing paths adeBarrier-Covered. The belt region in Fig.

2 is 3-Barrier-Covered.

Figure 2: 3Barrier-Coverage.

It is quite evident that this measure is especially suited to securing interndigmdars. Kumar
et al. [8] have derived the necessary anflisient conditions for achieving-Barrier-Coverage for
a variety of belt regions.

1.3.3 Exposure

This measure, defined by Veltri et al. [3], is particularly interesting bee#captures the fliculty
of detecting or tracking a moving object in the field. Intuitively, the longer the tameobject
spends within the sensing region of a sensor, the more it is “exposed” tikeétibood of being
detected by it. So, the velocity of an object should be taken into accoumnt wieasuring the
insurance of coverage provided By(the set of sensors) against moving objects in the fieltet



Ia(s, p) denote the “intensity” of the sensare S at the pointp € A. The functionla(s, p) is
negatively correlated with the euclidean distad¢g p). The intensity of the se$ at p is defined
asla(S, p) = Xss Ia(s p).

Now, let P = p(t) be a curve, parameterised by tirne [0, T], representing the trajectory of

. : d o . .
an object moving throughA. Letv(t) = ap denote its instantaneous velocity at timerhen, the

dt
exposure of the object 16 is given by

]
Es(P) = fo IA(S. POV

Paths inA for which this measure is minimised or maximised are caitgédimal and maximal
exposure patheespectively. Whei$ is singleton, Veltri et al. [3] have derived an analytic solution
to the problem of finding the minimal exposure path. WIgn> 1, they claim that a closed-form
solution does not exist. However, they propose grid-based approxdolation procedures in such
cases. They also claim to have proved the problem of findingideemalexposure pathNP-Hard.
The result might be correct, but the proof is not, because they have amadieiction in the wrong
direction.

1.3.4 Breach and Support

Breach and support are measures of central importance in our werkhsl define these measures
formally in the succeeding sections. Intuitively, theeachof a pathP represents a lower bound on
the distance oP from any sensor it5, while thesupportof a path represents an upper bound. For
anintruder, a path with a high breach value is safe to take, and a path with a small supjarts
extremely unsafe.

1.4 Overview and Contribution of the Paper

The multitude of coverage measures discussé@ icapture dierent aspects of coverage based on
the requirement in hand. There is one thing common among all these meatweedesigner of
a WSN whom we call thedefendey will try deploy a set of sensorS such that the best possible
(optimal) value of the chosen measure is achieved. On the other hand, tdemwill always
try to find segments or paths in the field that are the most insecure, i.e., theofdhecoverage
measure chosen is theorst possible. These conflicting goals indicate that the coverage problem
can be viewed from two angles: from the point of view of the intruder, wlimmoses poorly covered
paths; and from that of the defender, who tries to ensure that theagevésvel is fairly high for
all paths. In other words, the intruder’s focus is osearchproblem: finding the safest path.
The defender concentrates on @ptimisationproblem: finding a set of senso&that provides
maximum coverage over the fiefd

In our work, we have looked at the coverage problem from these tglesinWe have concen-
trated upon two measures of coverage: maximal breach and suppaveradie maximal breach
and support . For these two measures,

¢ We have developed improved algorithms for computing the minimal and maximalagm/e
paths.



e We have framed a class of optimisation problems. We have solved some ofrtiegtyeFor

others we have proveld P-Hardness results and devised some heuristics.

e From a theoretical stand-point, we have looked for geometric and combaiatoaracteri-

sations of these measures. In this we have achieved a degree ofssunuest of our exact
algorithms have been directly derived from these characterisations.

The principal contributions of this paper are summarised below:

1.

We have proposed a completely new algorithm for computing maximal beeatkupport
paths. This algorithmfbers a number of advantages over the previous centralised algorithm
due to Megerian et al. [1].

. We have stated and proved four fundamental theorems describingtibeitur of the max-

imal breach measure under addition and removal of sensors from theA®ltbrollaries to
these theorems, we have established the correctness of two breach minmhisatistics.

. We have framed optimisation and decision problems based on the maximzh bmeasure

and solved them.

. We have pointed out a shortcoming of the maximal breach and supposuraean their

original (single-pain form, and proposed an extension to these measuresragemaximal
breach and support. We show that they are sound and useful.

. We have developed aptimalalgorithm for computing average maximal breach and support.

. We have reframed the optimisatidacision problems in terms of the average measures and

solved one of the variants (minimising the value of average breach). Wephawved a “re-
laxed” version of the other variant (minimising themberof sensors) to be hard. We have
also proposed a heuristic for minimising average maximal breach. It stamsafrandom set

S and iteratively inserts R sensors at a time; at each step it ensures maximum improvement
in the value of average breach. We have verified it formally and thromgiiations.

2 Background and Related Work

As stated in§1.4, the object of our study is the geometric characterisation of some geverea-
sures iNWSNs and some optimisation problems that arise naturally from them. Among the gevera
measures we have studied, Maximal Breach and Maximal Support are 8tempomrtant. These
were first proposed in [6]. In this section, we formally introduce thesesorea and summarise the
work done in this area.

2.1

Single-Pair Maximal Breach and Support

The measures we define below are known by the nisfaeimal Breachand Maximal Supporin
the literature. However, to distinguish them from two other closely relatedunesadefined in later
sections (Sections 7), we shall refer to thensiagle-pairmaximal breach and support.



Figure 3:Maximal Breach and Support Paths: The sensors are depicted as circles with prominent
centres. The continuous line segments are the edges of the VoroncaDiagnd the dashed ones
are the edges of the Delaunay triangulation. The segments drawn in bolditypfy maximal
breach and support paths.

2.1.1 Setup

Suppose a number of sensors are deployed over a terrain (field). \Witssuof generality we
assume a field\ will stand for an open region on the plane bounded by a unit-squarem8sit of

our results are equally valid if we talkéeto be a planar region bounded by argnvex polygonLet

S ={s1,%,...,5n} be a set oN sensors deployed over the field. We shall look upon the sensor
nodess as points X, yi) € A. We shall also assume that timtruder has complete knowledge of
the coordinates ddll the sensors i$. Suppose, in this worst-case scenario,dbendemwants to
guage the extent of securi§/provides against an intruder armed with complete knowledge. Before
going into details, we start with some definitions.

2.1.2 Definitions

We shall follow [1] in defining the maximal breach and support measukés a unit-square field,
andS ={s = (%,Vi) | 0 < x,yi < 1,¥1 <i < N}. Suppose an intruder tries to traverse the field
from an initial pointi to a final pointf (Figure 3). We denot@ointswithin A, with lower-case
letters ancpathswith upper-case letters.

Consider a pat®(i, f) through the field from to f.

Definition 1 [Breach] The quantitybreachis defined as theninimum Euclidean distance from
P(i, f) to any sensor in the field.

Intuitively, the breach of a path is a lower bound on the distance of any poithe path to any
sensor inS. Thus, for every poinp on P(i, f), we measure the distance pffrom the nearest
sensor and finally take thminimumof all these distances. But iy, there are infinitely many paths
connecting and f. One of these has a special property:



Definition 2 [Maximal Breach Path] Among the infinitely many paths connecting i and f, one
that has themaximumbreach value is called anaximal breach pathPy(i, f, S). Maximal Breach
breachnax(i, f,S), is the breach of the maximal breach path.

Note that both the maximal breaphath, P,, and the maximal breaahalug breachnaxare functions

of the pointg, f and the set of sensor nodesHence, the symbols are qualified withf(, S). For a

more detailed account of the notations we follow throughout the papeeferthe reader t§3.2.
In geometric termssupportis the dual oforeach

Definition 3 [Support] The measursupportfor a path Ki, f) connecting i to f is defined as the
maximumeuclidean distance from(R f) to the nearest sensor.

Intuitively, the support of a path is arpperbound on the distance of any point on the path to any
sensor irS. For every pointp on P(i, f), we measure the distance pfrom the nearest sensor, and
finally take themaximunof all these distances. As in the the case of breach, there is one path which
is special in terms odupport

Definition 4 [Maximal Support Path] Pg(i, f, S), the maximal support patis defined as the one
with thelowestvalue of support among all possible paths connecting i to f. Maximap&up
supportin(i, f, S), is the support of the maximal support path.

The prefix “min” and the nhamanaximalsupport may sound anomalous. But we shall see later
on thatreducingthe value of support enhances an aspect of coverage, whichesdblg apparent
ambiguity.

2.1.3 Significance

Intuitively, for the intruder, the maximal breach path is the best path to takéwifité field, because
he knowsthat the closest sensor he will encounter is at the farthest possible distearcthe same
reason, givers, this is the most insecure path possible in the field. Thus from the point of view
of thedefendeythis path stands for theorst-case coveragecenario. This explains why maximal
breach is referred to as the worst-case coverage measure in [1].

On the other hand, clearly the chances of detecting an intruder along stmienproves when
the support value for that path is low. Along the maxiraapportpath, the intruder knows that
most sensors are quite nearby. He is sure to avoid this path. Thus, feaefdndes angle, this
corresponds to thieest-case coverageenario.

In a battlefield, for example, the field is an enemy camp and the setstands for sentinel
locations. An enemy infiltratorirftruder) would like to know the safest path through the camp. At
the same time, the defender would like to know the most poorly guarded pathgithihe field and
secure them. On the other hand, the maxigsugdportpath is the most dangerous path to follow for
the intruder. For an alternate example, consider forest-fire detecti@mma@kimal breach path here
signifies the segments in the forest where fires are most likely to spreateotet.



2.2 Prior Work on Maximal Breach and Support

There are uncountably many paths connecting any pair of poinds iHow do we find the two
special path®y(i, f,S) andPg(i, f, S)? Two fundamental results are established in [1] that reduce
the search space (set of candidate paths)ituta size.

Theorem 1 At least one maximal breach path must lie along the edges dbdlheded Voronoi
diagram[10] determined by the sensor nodes S and the boundaries of the witesfield A.

The solid bold path in Figure 3 is a maximal breach path. Henceforth, weddradke the Voronoi
Diagram of the point se$ by VD(S). Each voronoi edge is the perpendicular bisector of the line
segment joining its two adjacent sensors. So, if an intruder travelling thrihggfield ever strays
from a voronoi edge, he would gtearerto either of the adjacent sensors. This explains why an
intruder should always stick to paths comprising voronoi edges onlyhance the theorem.

The analogous result for support paths is the following [1].

Theorem 2 At least one maximal support path must lie along the edges of the Dglduizangu-
lation [10] of S..

The dashed bold path in Figure 3 is a maximal support path. HenceforthalleuseDT (S) to
denote the Delaunay Triangulation of the pointSet

It is not difficult to see why this theorem is true. Firstly, observe that a delaunay edgeas
two sensors. Thus at the endpoints of the edge, the coverage is the mapossitie. So, any best-
case coverage path should always include the endpoints of delauyes, &kcond, as any delaunay
triangle has the property that its circumcircle cannot contain a site (sensisr)nterior. From this,
it follows that, within any delaunay triangle, the distance from the closesibsésn maximised at
one of the three midpoints of the sides. So a best-case coverage pdthahays include delaunay
edges as well. Refer to [4] for a rigorous proof of this theorem.

We have confined our paths to follow only voronoi (or delaunay edgbs} what do we do
about the starting and ending pointgnd f, that do not coincide with voronoi vertices (or some
S, St € S)? The approach followed by [1, 4] is to connéetnd f to their nearest voronoi vertices
(resp. sensor nodes), and follow voronoi (resp. delaunay)saddeetween. We do away with this
technicality, justifying ourselves with the observation that an intruder sgekimaximal breach
path will prefer to start and end his journey on voronoi vertices. Similamyagent seeking the
maximal support path will start and end his tour on sensor nodes. Mdteslater on.

From the set of sensor nod8swe can derive anit disc graph[4] UDG(S), aGabriel Graph
[20] GG(S) and aRelative Neighbourhood Graghh9] RNGES) as follows. Since the sensors are
all identical, assume their sensing regions are discs of (normalised) rHdiT$ere is a node in
UDG(S), GG(S) andNG(S) for everys € S. Denote the euclidean distance betwegrs, € S
by d(sy, s). Letdisdsy, s,) denote the circle drawn witRS, as diameter. Finally, ldune(sy, s;)
denote théuneformed bys, ands,. Put an edgeq, s,) in

1. UDG(S) iff d(su, ) < 1;

1The dimensions of the field are scaled appropriately
2A lune is the common region of two unit-radius circles centrecypands,.



2. GG(9) iff disq s, sy) contains ns € S\ {s, S/} in its interior;
3. RNQS) iff luneg(sy, s) contains nas € S\ {s,, S/} in its interior.

Theorems 1 and 2 make the computation of maximal breach and support pagisig by
limiting the search spaces to the finite(\N)) set of voronoi and delaunay edges respectivBlis
said to beconnectedvhenUDG(S) is connected. Under the assumption Bt connected, [4] has
shown that the search space for the maxisuglportpath can be progressively restricted as follows.
There is a maximal support path that uses only

1. The edges d DG(S).
2. The edges dDT(S).
3. The edges 0aBG(S).
4. The edges dRNGS).

As we go down the above list, the graphs get spartH#D&(S) might haveO(N?) edges, while
DT(S) has at most 8- 6 edges. RNGES) is the sparsest of the lot. This means tRMNGS)
can be constructediiciently in a distributed manner with the local (meagre) computing resources
embedded within the sensors. Li et al. [4] have used this to dewdikipbutedalgorithms for
computing maximal support paths. But there is no known distributed algoritmnodmputing
the maximalbreachpath. The algorithm devised by [1] was the first centralised polynomial time
algorithm for computing maximal breach. §8.4 we shall present what we believe is the first
centralised polynomial time algorithm for maximal breach that gives exagltsgsloes not need
the integral weights assumption of [1]) and also computes the maximal bpa#thin the rest of
this thesis, we shall confine ourselves to centralised algorithms.

2.2.1 Centralised Algorithms and Associated Graphs

In the algorithm proposed by [1] as well as our own algorithms, a grapbrétic abstraction is used
to compute the maximal breach and support paths W@(S) andDT(S). A weighted, undirected
graph, called the associated gra@p (or Gpr) is computed fromV D(S) (or DT(S)).

For each voronoi vertex iN D(S), there is a node iByp. Additionally, the peripheral edges
of VD(S) intersect the boundaries & There is a node iGyp for each such intersection point.
Finally, the four corners oA are added to the node set®{p. There is an edgk = (u, V) in Gyp
iff the corresponding points MD(S) are connected by a voronoi edge or are adjacent points on the
boundary ofA. In the former case, the weighi(E) is set tobreach{E) (a quantity proportional to
the length/ss|, wheres, s’ are the sensors that share the voronoi edge§3¢&2, Egn. 6); in the
latter case, the weight(E) is set to its distance from the nearest site. See Figure 4. Itis easy to see
thatGyp can be computed i@(N) time, because we only need to traverse cyclically the edges of
VD(S) for each face/ OR’s).

Similarly, for each sites € S, there is a node iGpr. There is an edg& = (s, sj) in Gpr iff
s ands; are connected by a delaunay edge. The edge-waeifl is set tosuppor(E) (equal to
[SSjl/2; see§3.3.2, Eqn. 9)Gpt can be computed i@(N) time too.
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Figure 5:Exceptions to Theorem 1:(a) Sensors clustered near the centre. The intruder won't walk
along the Voronoi edges at all. (b) A more general scenario.

There is one small, but significant aspect in which our constructi@,effrom V D(S) differs
from that of [1]. Consider the scenario of Figure 5(a), where thes@snare clustered near the
centre of the field. An intruder with knowledge of these coordinates woeNgmwalk along the
Voronoi edges in this case - he would rather walk right, and then up, éhertgoundary of the field,
in order to maximise his distance from any of the sensors. This illustratecelspase in which
the maximal breach path doast lie along Voronoi edges. Megerian et al. [1] fail to consider, or
at least mention, this special case. Our implementation takes care of this -wtbrige Voronoi
edges, we insert edges into the associated graph corresponding tgthentés on the bounding
box that are created by intersections with Voronoi edges. Figure ®ftittd a general scenario
where the sections of the maximal breach path comprise a mix of Voronos eshgiesegments on
the bounding box.

Now we give the algorithm of Megerian et al.[1].

1. The associated gra@,p is computed fromV/ D(S) by the method outlined earlier.
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2. FromGyp, the maximal breach is computed using a combination of binary searcBFad
The minimum and maximum edge weights are computed and a search-critedachweight
is set to the mid-point of this range. At every iteration,

(a) All edges in the associated graph with weigjrsaterthanbreachweightare dropped.

(b) UsingBFS if a path can be found between the nodes correspondirayiaf, the search
is continued withbreachweight shifted to the mid-point of the intervahiin weight
breachweighi. Otherwise, the search is continued witteachweight shifted to the
mid-point of breachweight maxweighj. Observe, however, that binary search is
performed on theangeof weights, rather than the actual weights.

The reader is referred to [1] for an illustration of this algorithm. The maximppsrt path can
also be computed by running a close variant of the same algorith@hen

What the above algorithm computes is not exactly the maximal bigetbhbut a certaireritical
edge (i, f, S). & has the following properties:

1. breachyai, f,S) = w(el).
2. €2 is thelightestedge inPy(i, f, S).

3. Take any other patR(i, f) connecting, f along a sequence of voronoi edges. eée the
lightest edge irP. Thenw(e) < w(e2,).

Henceforth, we shall call this special edge (or €5, for the maximal support path) theitical edge
for breach (or support).

Megerian et al. [1] have also suggested a heuristic for lowering the edlmaximal breach.
They compute the maximal breach for an initial random configuraicand then deploy additional
sensors along the critical edge. They have presented simulation resmtmghhat this simple
strategy gives quite a good improvement in the value of maximal breach fteea aomparatively
large number (say 100) of sensors have already been deployed.

2.2.2 Drawbacks

The algorithm of Megerian et al. outlined abovéfets from the following drawbacks:

1. Exact results only for integral weights. Since search is done on thenge of weights, the
algorithm findsexactvalue of the maximal breaanlyif the edge weights are alitegral - but
this is an unreasonable assumption, since the weights are derived fetidean distances.

2. Time Complexity. Pruning of edges anBFSrun in time linear in the number of nodes
and edges of the associated graph. From [9], we know that the latt@(B)e Thus, each
search iteration runs i®(N) time. However, since binary search is performed on the range
[min.weight maxweighi, we might need, in the worst case, IBgterations, whereC =
maxweight— min.weight This makes the overall complexity of the algorithm, excluding the
construction oV D(S), O(N logC). Thus, the time-complexity is dependent on the magnitude
of the range of weights - the larger the range of weights, the more the runtime,fer
graphs of the same topology. We remove thigidilty by proposing a modification on their
algorithm that take®(N log N) time.
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3. The algorithm, as it stands, does not compute the maximal bpedbht just computes the
maximal breaclvalue

From the theoretical point of view, the methods and algorithms of Megeriah,ghough in-
tuitively correct, have not begmrovedformally. For example, the breach reduction heuristic that
has been proposed, though good in practice, has been used witholitTine same applies for the
algorithm described above.

2.3 Improvement

In the next section, we show that a simple modification to the algorithm of Megetial. [1]
removes the first two drawbacks. We present the modified form of theithigoand then formally
prove its correctness and derive its complexity. We then present anleming way of solving
the same problem that leads us to the algoriMoaBreach. This algorithm is fast, provides exact
results for all values of edge-weights, and computes the maximal bpedblat no extra cost in
terms of time.

We also state and prove four fundamental theorems governing the behatithe maximal
breach measure under insertion and deletion of sensor ngttest&. We show that the heuristic
of Megerian et al., along with many other important, and sometimes surprisinigstdsllow from
these four theorems. These, ifieet, put the whole of the work discussed in this paper, on a sound
theoretical basis.

3 Single-Pair Maximal Breach/Support: Computation

3.1 Straight-forward Improvement on Previous Algorithm

We make a simple maodification of Megerian et al's [1] algorithm and we alsoeptecorrectness
Instead of running binary search on the range of edge weights, weatoatsorted list of edge
weights.
Input: The associated grafbyp, a pair of nodes, t.
Output: The maximal breachreachna(s,t) and the critical edge.
Method: See Algorithm 1.

This algorithm is almost identical to that of [1]. The reader is referred to ghper for an
illustration.

For the correctness and time-complexity of Algorithm 1, we state and proveltbeing the-
orem.

Theorem 3 Algorithm 1 computes the maximal breach in tim@\dbg N).

Proof. For correctness, it is fficient to show the following.

1. If BFSsucceeds for some valuead#ndidate then the actual value of maximal breach is at least as large
ascandidate Thus, it make sense to increase our estimatanflidateto (maxweight-candidatg/2
for the next iteration.

2. If, on the other handBFS failsfor some value otandidate maximal breach istrictly lessthan
candidate Thus, we must carry out the next pruning with #meallervalue Candidate-min_.weigh)/2.
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Algorithm 1 BfsBreach.
1: {Sort.}
: Sort the edges dbyp in ascending order of weights and store the results in ay &dges
. {Initialise. }
Ib « O;
ub « Edgessizd);
: {Main Loop.}
repeat
mid « (Ib + ub)/2;
candidate— Edge$mid].weigh();
Prune Gyp. Drop all edges fronG that have weight larger thasandidate Let G’ be the resulting
graph;
11: RunBFSonG' starting from nodes.
12:  if tis reachable frons then

CoNAR®O®DN

[
e

13: Reportsuccess
14: else

15: Reportfailure;
16: endif

17:  if successhen

18: W « candidate
19: e « Edge$mid;
20: Ib <« mid+ 1;
21: else

22: ub « mid - 1;
23:  endif

24: until b andub cross over
25: breachna(s t) « W;

26: €y «— €

27: return breachna(s t) andeg;

14



For the first part, sincBFSsucceeded, thetie a pathP; in the pruned graph betweeémand f. Lete; be the
edge inP; with the minimum weightw(e;) > candidate because all edges lighter theandidatehave been
dropped. It follows from Definition 2 that the actual valuenofximal breach cannot be less theandidate

For the second part, observe that failurd&iSimplies that the pruned graph has become disconnected.
Thusall pathsP betweeri and f musthave at least one edgavith w(e) < candidate This implies maximal
breach is strictly less thazandidate

To complete the proof, we observe that there @(Bl) edges, and thus binary search tak¥togN)
iterations. In each iteration, we do a prunir@)) and a BFSQ(N)). This makes the overall complexity
O(NlogN). O

3.2 Notation.

We will fix the notations that will be used n the rest of the paper.

e In the unrestricted scenarid denotes the unit-square field, c R?, over whichS is de-
ployed. However, for deriving the “combinatorial footholds” that deals to deal with
hardnes&omplexity of the problems we pose, we need to restrict ourselves to finiteiama
In such casesA will denote the set of points acting as (1) feasible sensor locations, or (2)
feasible startingending points of tours made by the intruder within

e S denotes the set of sensors (i.e. the set of points where they are lochtednotes the
number of sensor$g| = N).

e VD(S) denotes the bounded voronoi diagram determinedstand the boundaries oA
VE(S), VV(S) denote the set of edges and vertice¥ IXS) respectivelyGyp = (Vvp, Evp)
denotes the associated graph/di(S).

e DT(S) denotes the delaunay triangulation/f DE(S) denotes the set of edgesDT (S).
Gpt = (EpT, VDT) denotes the associated graptDdf(S).

e The maximal breach and support paths (values) are clearly functiomstiofA andS. We
shall often use phrases like “average maximal breach in the syste®” to express this.

e Py(i, f,S) denotes a maximal breagiathin (A, S) andbS(i, f) the breactvalue Similarly,
Ps(i, f,S) ands>(i, f) denote the maximalupportpath and value respectively {A, S).

e (i, f,S) andes (i, f, S) denote the critical edges Py(i, f, S) andPs(i, f, S) respectively.

e For a set of point®, CH(P) denotes the points on the convex hullRof

3.3 New Formulation of Maximal Breach and Support

In this section we present a series of equations for maximal breach ppdrsthat are central to
the development of the algorithm. We take a bottom-up approach; i.e., we tedirgiantities
breach and support faointsin the fieldA, pathsin A andworst-andbest-caseaths inA. Also,
we progressively restrict our domain. We begin with general equat@nanirestricted points and
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paths. Next, we take advantage of Theorems 1 and 2 to restrict ourseltress bounded voronoi
diagram and delaunay triangulation®f Finally, we cast our equations in terms of the associated
graphs described i§2.2.1. The equations are most useful in the associated graph form. They
establish the two striking features of maximal breach and support pathgheir relationship with

flow networks and the duality between the two measures. The former faatused directly to
derive our new algorithm.

3.3.1 General Equations for Breach and Support

Let d(x,y) denote the euclidean distance between potraady. GivenS and a pointp € A, the
closest sensor observability @f4] is defined as

le(p, S) = mind(s, p)- 1)

We define the quantities breach and support in termg(qf, S).
For a pathP(i, f) in A connecting the pointis f € A,

breacHP(i, f)) = perg(iir}) lc(p, S). (2)

LetII(i, f) denote the set of all (infinitely many) paths, wittAnconnecting and f. The maximal
breachpathbetween andf is the one that maximises the right-hand-side of Eqn. 2. The maximal
breachbetween andf is accordingly defined as

breachmax(i,f,S) = Pgﬁ)}) breachP) = Pglq]%?]g) rpelFr)IC(p, S). 3)

The corresponding equations fupportare as follows: For a patA(, f),
suppor(P(i, f)) = max lc(p,S). (4)
peP(i,f)

The maximal suppomathbetweeri andf is the one that minimises the right-hand-side of Eqn. 4.
The maximakupportbetween andf is given by

supportmin(i.f,S) = pmin suppor{P) = oo rgeapxlc(p, S). (5)

3.3.2 Breach and Support invVD(S) and DT(S)

Let VE(S) denote the set of edges WD(S). The maximal breach pat®y(i, f, S) comprises a set
of edges fromVE(S). Consider a voronoi edgé = sgtg determined by adjacent voronoi cells
VORs) andVORsj). Thens, sj are the sensors that are closest to any poir.oifi 5 s; intersects
E, the minimum distance from any point @&to either ofs ands; is [SSj|/2. Otherwise, it is the
distance ofs from the end-point oE nearest tes. Thus, for the edgg,

breaclE) = min{d(s;, sj)/2, d(se, ), d(te, s)} (6)
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For a pathP(i, f) = {Eq, Eo, ..., Ex}, Ej € VE(S), connecting and f along a sequence of voronoi
edges,
breach(P(i, f)) = Ejrer'y(?f) breachE;) (7)

Note that, we tacitly assume thiaand f are voronoi vertices. Finally, the equation fmeachnax
takes the form
r i, f,S) = min maxbr E
breachnax(i. f,S) pITin, M breack(E), (8)

wherebreacKE) is in turn given by the RHS of Eqn. 6. Thefidirence here is tha&i(i, f) is finite -
it is the set of all paths, comprising voronoi edges only, that connestaitzaoi vertices and f.

Let DE(S) denote the set of edges DT (S). Thesupportanalogues of Equations 6 and 7 are
the following. Here, we work under the tacit assumption ihand f are nodes in the delaunay
triangulation (i.e., soms, s € S). Let E be the delaunay edge connectigigands;. Delaunay
triangulations have the property that the circumcircle of no triangle contaits mn its interior; so
for any point on a delaunay edge, the closest sensor is one of theietadpf the edge - and the
distance is maximised at the midpoint.

suppor(E) = d(sp, sq)/2 (9)

For a pathP(i, f) = {E1, E», ..., Ex}, Ej € DE(S), connecting andf, along a sequence of delaunay
edges,
suppor(P(, f)) = max suppor(E;) (10)
EjeP(i,f)

Finally, maximal support between two pointand f is given by,

Supporkin(i, f,S) = Penﬂ}inf) rgEaPXSUppor(E), (11)

wheresuppor{E) is given by the RHS of Egn. 9. Here aldd(i, f) is finite. It is the set of all
paths, comprising delaunay edges only, that coninait! f.

3.3.3 Breach and Support inGyp and Gpt

In Gyp, an edgee € Eyp is assigned a weight(e) = breachE) (Eqn. 6), whereE is the cor-
responding edge ivVD(S). Similarly, in Gpt, an edgee € Ept is assigned a weight/(e) =
suppor{E) (Eqn. 9), wherekE is the corresponding edge IDT(S). Let the graph-nodes andt
correspond to the poinisand f. Restricted to associated graphs, the problem of computing the
maximal breach and maximal support paths between a pair of ptesn be expressed succinctly

in terms of the following equations, which demonstrate the duality between the tasunes:

breachnaxs t,Gvp) = pmax, rErgelgw(E). (12)
supporkin(s,t, Gpr) = omin, rErgggW(E). (13)
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3.3.4 Maximal Breach and Network Flow

We recapitulate some standard terminology fidetwork Flow[12].

Definition 5 In a flow network G= (V,E), c: E — R, given a path P= (e,e,...,&), 8 € E
between the source s and sink t, thatleneck capacitef P is defined as theinimum capacity
amongall edges of P; i.e.,

bottleneckP) = r;LiQ c(e) (14)

Definition 6 Themaximum bottleneck patfPys(s,t), in a flow network is a path with the largest
bottleneck capacity amorggl paths that connect the source s and sink t; i.ggfs, t) maximises
the right-hand side of Equation 14.

Definition 7 Themaximum bottleneck capacityf a flow network is the bottleneck capacity of its
maximum bottleneck path connecting s and t. Thus, for the flow netwerQ(E), c: E — R, the
maximum bottleneck capacity is given by

bottlenec t) = max minc 15
frar(s§) = max minc(e) (15)

wherell(s, t) denotes the set of all possible paths from s to t.

Comparing Equations 12 and 15, it is hard to miss the factiiresichyax andbottleneck,x are
identical quantities.

Observation 1 The maximal breach patlfor a given sensor configuration S is nothing but the
maximum bottleneck patbf Gyp derived from V¥S), when Gyp is viewed as a flow network with
a chosen pair of vertices i, f acting as source and target, and the edightser(€) acting as the
link capacities.

Now, we propose a greedy algoritivtcaBreach (Algorithm 2) for computing the maximal breach
path from the associated gra@h It basically follows the relaxation step of Dijkstra’s shortest path
algorithm.

3.4 Algorithm and Analysis for Maximal Breach Path

Input: The associated grafibyp, a pair of nodes, t.
Output: The maximal breachreach,,4(s, t), the critical edges and themaximal breach path §?s, t).
Method: See Algorithm 2.

Algorithm 2 runs just like Dijkstra’s algorithm. The node 3&ip of Gyp is partitioned into
RandVyp — R, where at any point of timeR contains all the nodes that have been relaxed - the
maximum bottleneck path frommto any nodeu in R is known exactly. At every iteration, a new
nodej is picked fromVyp — R with the highest bottleneck capacity, and, if it so happens that via
j,» the bottleneck of some adjacent nadinproves bottlenecku] is updated. For justification, we
turn to the following recursive relations. Figure 6 shows a flow networkaaleith the bottleneck
capacities of all the nodes computed from the designated source node.
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Algorithm 2 McaBreach.

1:
. bottleneckj]: real; {Stores the maximum bottleneck over all paths freta nodej.}

. isRelaxedlj]: boolean {Flags whethej has been relaxed.

: patl{j]: Node {Stores the predecessor joh the maximum bottleneck path frosto j.}
: critEdgd j]: Edge {Stores the critical edge among all paths fromste j.}

: {Initialise. }

: forall i € Vyp do

el
W NP O

14.
15:
16:
17:
18:
19:
20:
21:
22:
23:
24
25:
26:
27:
28:
29:
30:
31:
32:
33:
34
35:
36:
37:
38:
39:
40:
41:
42:
43:

©O~NOU A WN

Variables: The followingvectorsare used:

bottlenecki] < unassigned
pathi] « unassigned
isRelaxefi] < false
critEdgdi] « unassigned

: end for
: {An implementation note: choosmassignedo be a negative quantity. This will ensure tisatill be the

first node to be picked, since its bottleneck is initialise@ taind those of the other nodes are all initialised
to unassigned
path g < s, bottlenecks] « O;
critEdgds] « (s, 9);
for all nodesj adjacentto sdo
critEdgd j] « (s j);
end for
{Main Loop.}
repeat
Pick anun-relaxednode, j, with the maximurbottleneck value;
isRelaxeflj] « true;
for all un-relaxednodesu adjacent tgj do
if j =sthen
bn « w(j, s);
else
bn « min{bottleneckj], w(j, u)};
end if
if bn> bottlenecku] then
{Updatebottlenecku]}
bottlenecku] < bn;
pathu] < j;
if w(j,u) > bnthen
critEdgdu] « critEdgq j];
else
critEdgdqu] « (j, u);
end if
end if
end for
until all nodes have been relaxed
ReconstrucPy(s, t) from the predecessor arrgath];
breachhaxs,t) « bottleneckt], e « critEdgdt];
return breachnas t), eandPy(s t);
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75

Figure 6: Maximum bottleneck capacity: sis the source, sbottlenecks] = 0. (s,c) has the
highest capacity among all links incident snsobottlenecks] = 100. bottleneckb] = 25 because
the maximum bottleneck path froetobis s ,c,d,t,e b.

1. bottlenecks] = 0

2. Letu be a node adjacent tosuch that for any other adjacent nadev(s, u) > w(s, X). Then
bottlenecku] = w(s, u)

3. Letu andv be adjacent nodes.The bottleneck/afan be improved via as follows:
bottleneckv] = maxbottleneckv], min{bottlenecku], w(u, v)}}.

Here,bottlenecku] denotes the best known estimate of the maximum bottleneck capacity otinode
over all paths frons.
The proof of correctness of Algorithm 2 mirrors that of Dijkstra’s shetrgath algorithm.

Lemma 1 Atthe end of any iteration, R, the set of relaxed nodes has the propattyhthmaximum
bottleneck capacity from s to any node in R is correctly known and doefiange henceforth.

Proof. The loop invariant is in force at the end of the first iterafifi@cause at this poiR = s and
bottlenecks] = 0, which is correct by definition.

The invariant also holds at the end of the second iteratiaste that, after iteration 1, all nodeswith
direct edges frons were marked wittbottleneck estimates equal tev(s,u). Suppose node is picked,
which impliesbottleneckv] > bottlenecku] Yu adjacent tos. Supposebottleneckv] is not the correct
(final) maximum bottleneck for node Then, there must exist some other p&lirom s to v, such that
bottleneckP) > bottleneckv]. Since one of the other nodes adjacensteayu, must lie onP, this implies
bottlenecku] > bottleneckP) > bottleneckv] - a contradiction.

Suppose the loop invariant holds at the end ofkifieiteration, and during thek( 1)th iteration, noder
is picked. Suppose, again, thmtttleneckv] is notthe maximum bottleneck forand there exists an alternate
pathP from sto v that satisfiebottleneckP) > bottleneckv]. Let x be the first node fronv — Rthat lies on
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P. Sincebottleneckx] > bottleneckP) > bottleneckv], nodex should have been picked instead/ofgain,
we have a contradiction. O

Theorem 4 Algorithm 2 computes the maximal breach path iiN@og N) time.

Proof. It is suficient to prove that Algorithm 2 correctly computes the maximbottleneck capacity from
sources to sinkt. First, the algorithndoesterminate, because exactly one node is relaxed at evegjiitey
and we run the algorithm only as long as there is an unrelagdé.nThus, by the loop invariant proved in
Lemma 1, the maximal breach path frato t is known when the algorithm terminates.

The complexity of this algorithm is the same as that of Dijistshortest path algorithnO(|V|log|V| +
|E]) with a Fibonacci heap implementation [12] - which transtaioO(N log N) here. O

The principal merits of Algorithm 2 are:
1. It does not assume integral weights.

2. Itis fast. With a good implementation e.g. one using Fibonacci heaps [tL@litperforms
Algorithm 1.

3. What makes this algorithm significantly more useful than Algorithm 1 is thaintputes the
actual maximal breacpathon the fly, at no extra cost in terms of time and space. Algorithm
1 returns only the maximal breach and the critical edge; it di@ésompute the breach path.

4. Finally, as we shall see §8.5, Algorithm 2 &ords an almost trivial extension to an algorithm
computing the maximal support path as well.

Table 1 shows a comparison of the running timesy&ecs) of AlgorithmsBfsBreach and
McaBreach for random configurations of 25, 50, 75 and 100 sensors respBctBecause of the
integral weights problem of the original algorithm of [1], we do not corepdcaBreach directly
with it. Instead, we comparglcaBreach with our modified version of Megerian et al’s algorithm,
BfsBreach We have uset EDA [11] for all our experiments. The programmes have been run on
a standard Pentium 4 PC running the Fedora Core 4 distribution of Linug.d@ita corroborates
our claim that the latter algorithm out-performs the former, with the addedréeafwcomputing the
maximal breaclpathat no extra cost.

3.5 An Algorithm and Analysis for Computing Maximal Support.

The dual nature abreachna(i, f, S) andsupporkin(i, f, S), as expressed in Equations 12 and 13,
suggests that these measures can be computed by virtually the same algorfibenfiolldwing
algorithm shows how.
Input: Gpr, the associated graph BfT (S), and the source and target nodssndt.
Output:  supporkin(s t), the maximal support path(s, t) and the critical edge.
Method: See Algorithm 3.

From Gpr, we build another grapls,; that is identical toGpr in all respects except edge
weights. Letwmax denote the weight of the heaviest edgeGpr. Then each edge’ € Gi; is
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# Sensors| BfsBreach CPU Time | McaBreach CPU Time | % Gain
25 349308 192398 44,9
25 366147 40268 89.0
25 223421 185185 17.1
50 1243582 802282 35.5
50 738003 482315 34.6
50 1252359 478352 61.8
75 2297251 1098142 52.2
75 2016794 1065805 47.4
75 2118170 1214090 42.7

100 3118262 2005446 35.7
100 3107053 1294002 58.4
100 3251317 3408833 -4.8
100 3058631 681152 77.7
100 3388012 2399938 29.2

Table 1: Experimental Data. A Comparison of the Running Times of Algorithms 1 and 2. All
figures are inuseconds.

Algorithm 3 McaSupport

: Wmax < W(€max); {€maxis the heaviest edge Bpt.}
: forall ee Epr do

W(E) = Wmax— W(€);

: end for

: (SUppPOrkin, Ps, € «— McaBreach(Gpr);

. SUPPOrkin <= Wmax — SUPPOrkin;

: return supporkin(s t), Ps(s t) ande;

[EEY
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assigned the weight’(¢') = wmax — W(€) wheree is the corresponding edge Bpt. Now we
computebreachnaxs, t) onGp;. We can call either of Algorithms 1 and 2 for this, but the latter has
the advantage of returning the maximal suppathas well. Since the transition fro@pt to G

can be done in linear tim&)caSupport runs inO(N log N) time too. That the algorithm correctly
computessupporkin(i, f, S) is obvious. The following relationship justifies it.

ngll(rs],t) TE%XW(e) = Wmax — qun?sﬁ) 2|Q(Wmax_ w(e)). (16)

4 Single-Pair Maximal Breach/Support: Optimisation and Decision
Problems

The coverage problem is, in general term@ven a number of sensors, how to deploy them so as
to achieve the maximum degree of coverage at every point on theHiel&thg and Tseng [5] give
a precise statement of this problem. However, we emphasize this shouldW®x\as eclassof
problems rather than a single one. The number of available sensors arskttsing range¢angles
serve as constraints, and the objective is to minimise or maximise a predefinegrenefcoverage.
Our measures of interest aveeachnax and supporfin. We assume that the sensing regions of the
sensors can be approximated by a circular disc of radius

For both the measures we have chosen, the optimisation probleminigaisationproblem. The
defender would try to secure the weakest segments of the field by rgdheirminimum distance
from a sensor that the intrudetustencounter along any path. Similarly, minimising support further
strengthens thenostsecure segments of the field. We state the problems formally below.

In what follows, A c R? denotes a unit-square field over which a set of senSoisto be
deployed.

4.1 Optimisation Versions

The breacfsupport optimisation problem, in its most general form, is

Problem 1 [PO] Given A and two points i and f in A, find S such that breagh, f,S) (or
supporkin(i, f, S)) is minimised.

However, instead of attacking the problem in its general fii#6], we shall look atwo flavours
of optimisation. The defender may have two design goals:

1. OptimalCoverage Given a set ol sensors, the defender wants to deploy the sensors so as
to achieve the best value bfeach(or suppor).

2. OptimalNumberof Sensors: Given a desired coverage threshold (upper boubdgfach and
support), the defender wants to meet it with thmimumnumber of sensors.

Accordingly, we frame two variants of the optimisation problem.

Problem 2 [P1] Given A, two pointsiand f in A, and a set of N sensors, find an arraegeof
the sensors such that breagh(i, f, S) (or supporkin(i, f,S)) is minimised.

Problem 3 [P2] Given A, two points i and f in A, and a positive real number T, find the smalles
set of sensors S such that bregglfi, f,S) < T (or supporin(i, f,S) < T).
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4.2 Decision Versions

Are the problemgP1] and[P2] tractable or intractable? To answer these questions, we frame the
decisionversions of the problems.

Problem 4 [P1-DEC] Given A, two pointsiand f in A, a set of N sensors and a positive real num-
ber T, is it possible to arrange the sensors such that brgagh f,S) < T (or supportin(i, f, S) <
T)?

Problem 5 [P2-DEC] Given A, two points i and f in A, a positive real number T, and a pos-
itive integer N, does a set of sensors S exist such|8jak N and breacha\i, f,S) < T (or
supportin(, f,S) < T)?

Evidently, [P1-DEC] is a special case dP2-DEC]; in the former we are asked to meet a
threshold withexactly Nsensors. In the remainder of this section, we address the four problems
stated above. In fact, we prove a very strong result. All these problents\aal when the coverage
measure under study &ngle-pair maximal breach. Before that, we present a local tightening
procedure that, when applied to an initial configurat8&imakes small local perturbations to arrive
at the lowest value of breach achievable without altering the topolo@y ®his result is mainly of
theoretical interest, though.

5 Single-Pair Maximal Breach Under Insertion and Deletion of Sen-
sors: Theorems

As more and more sensors are deployed over theAigtlde value of maximal breach should reduce
for any given pair of initial and final positiorisand f. The opposite should happen when sensors
areremovedrom the field. The following four theorems describe the behaviour of maxtineach
under insertion and deletion of sensors.

5.1 The Monotonicity of Maximal Breach

Theorem 5 Let S and 3 be two arrangements of sensors over the unit-square field A such that
S c ' (i.e. S is formed by adding one or more sensors to the configuration S). Theamydwo
pointsi f € A,

breachnax(i, f,S’) < breachnaxi, f,S)

Proof. We will prove that for any5* obtained by adding exactlynesensor tds,
breachnayi, f,S*) < breachai, f, S)

The general result will then follow easily by induction (81 — S|.
Let P5(i, f) andPS’ (i, f) denote the maximal breach paths ®andS* respectively, ans® andb™ the
corresponding maximal breasfalues Suppose, for contradictiob® > bS. Note thatP§+(i, f) is a path
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connecting and f in A, though not one comprising solely the the edge¥ B(S)?. SincePg, not P§ was
the maximal breach path f&, we must have,

min{lc(p,S) | pe Py ) < bS. 17)

But, addition of the sens® ma\dePﬁ'+ the new maximal breach path. Since we assumed that the vhlue o
breachincreaseddp € P5 such thatic(p, S*) = d(p, s) = bS" > bS. Comparing this with Egn. 17 shows
thatb®" cannot be the minimurtc(p, S*) value for pointsp in Py". That is,breachnai, f,S*) # bS5, a
contradiction. O

The following theorem is the converse of Theorem 5.

Theorem 6 Let S and 3 be two arrangements of sensors over the unit-square field A such that
S > & (i.e. S is formed by deleting one or more sensors from the configuration S)., Tdreany
two voronoi vertices i and f common to both Y@ and VI(S),

breachnax(i, f,S’) > breachna\i, f, S)

If a common pair of vertices cannot be found for {&pand VI(S’), choose any two corners of A
foriand f.

Proof. As above, we will prove that for ang~ obtained by deleting exactlynesensor fron,
breachhaxi, f,S™) > breachqa(i, f,S)

The general result will follow by induction g — S'|.

Suppose the deletion of a poiate S resulted in a reduction of the maximal breach. Then, we have
S~ c S and a points such that insertion of into S~ results in arincreasein maximal breach. This contra-
dicts Theorem 5. m|

5.2 Critical Regions for Sensor Insertion and Deletion

Now that we know that adding a new senso8twill result in a value of maximal breach that is less
than or equal to the initial value, the natural thing to do is to look for a regidii, f, S) c A that
guarantees théireachnax(i, f, S) reducesvhenever the new poirste A"S(i, f, S). In what follows,
C(p, g, r) will denote the circle through the poings g andr.

Theorem 7 Let a and b be the endpoints of the critical edgd$®) of Pg(i, ), the maximal breach
path in VOS), and let g and g be the corresponding sites. Then

A"S(i, f,S) = C(sp,a, 1) U C(s0, b, 51)
is a region such that insertion of any point s within it will guarantee that
bS" = breachnai, f, S*) < breachnai, f,S) = b°,

where § = SuU {s).

3SinceP§+(i, f) follows the edges 0¥ D(S*), it might contain some of theewedges irvV D(S*) that were not present
in VD(S).
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(b)

Figure 7: Critical region for sensor insertion. (a) The union of the circle€(sy, a, s1) and
C(s0, b, 1) defines the region in which the insertion of any panhustshift the maximal breach
path. (b) The scene after insertisg

Proof. The voronoi edgeab is the locus of all pointg| such that themaximum empty circle (MECE,,
centered at] will contain the points, andnly the points,sy ands; on their perimeters [9]. See Figure 7(a).
As boundary cases, tiECs C, andCy, contain exactlythreepoints (s, S1, S7} and{sg, 1, S} respectively),
on their perimeters. Thus, within the regi@{s, a, s1) U C(s, b, s1), there cannot exist another sitg
such thatd(sg, ) < d(So, s1) or d(s1, &) < d(sp, S1). The introduction of a new sensarin this region
violates precisely this condition. As a consequence, twov@onoi edgesxy andxw (bisectingsg andsg
respectively), are introduced that have weights lower thahofab (see Figure 7(b)).

Now, suppose&b (the shortened version of the original eda® is still the critical edge |rPS+ But this
path must contain eith&y or Xw because one must eithenterxb or exitbx via one of these edges. But we
have just proved that bofky andxw have lower weights tharb. This contradicts the premise thet s the
critical edge ofP".

Itis SLﬂicient to ensure thdtS” < bS, because, eithd?S" was also a path i D(S) (in which case it lost
outto Pg as the maximal breach path betweemd f in VD(S)) or it uses some of the new edgesb(S*)

- in either case the breach Bf " is less tharb®. O

Note that Theorem 7 expressesigicientcondition for the alteration of maximal breach path,
but not anecessaryne - insertionsutside A'S(i, f, S) might reduce breach as well. Introduction of
a new sensor inside this region guarantees a reduction in breach extiepvery rare case where
there existdwo paths inV D(S) with the same breach value.

Conversely, we might want to determine the set of sena®§, f, S) c S such thatleletionof
anys e A%, f, S) guarantees thdireachnayi, f, S) increases

Theorem 8 Let § and g be the sites across the critical edgg(8) of Pﬁ(i, f), the maximal breach
path in VIXS), and let
A%, £,S) = {s0, s1)-

26



Then the deletion of a pointsS will guarantee
bS>" = breachnayi, f,S™) > breachnayi, f,S) = b°

if and only if se A%€l(j, f,S), where S = S\ {s}.

Proof. Suppose, for contradiction, that the deletion of some siteS — A%(i, f, S) resulted inbS™ > bS.
Thus, the erstwhile critical edg®,(S) remains intact. We can assume without loss of generaldy ttie
site sis remote fror’rPﬁ and the entire patl5?§ remains intact i/ D(S™) - disturbing some non-critical edge
in P§ will merely remove some existing edges and add some new oitlesiigher weight. Sce.(S) still
determines the breach value of the resultant path.

CanP; belong toVD(S)? No; because, by the preceding argum&jtbelongs tovD(S™) and Py~
cannot be the maximal breach path (it lost ouPﬁoas the maximal breach pathMD(S)).

Let A(S,S7) = VE(S) \ VE(S™) andA(S™,S) = VE(S7) \ VE(S). So, PE' mustcontain some edges
from A(S™, S). That is,Pg’ = (e, &, ..., &) must satisfy the following properties:

1. There existintegensy,...,m andny,...,n,1<m <n; <...<m <n, such that,

® €,...,6n-1 € VE(S),

® en,....6, €A(S7,S),

® €y.1,...,6m-1 € VE(S),

® €n,,....6, €A(ST,S),
and so on, until,

® €,41,...,6 € VE(S).
Put the edgesn,, ....e,, 1 <i <, in the the seNew(P; ) and the rest iDld(PS").

2. LetP = Pg’ N OId(Pﬁ’). The crucial observation here is tHaitis a subpath of some pa@Xi, f) in
VD(S). Why? Observe that all edgesi were also edges M D(S) and more importanther, ; and
€n;+1 Wereconnectedn VD(S)*. This implies, mitg | g € P’} < bS.

Refer to Figure 8. Now, all the new edge¥,S~, S), are confined t&/OR(s) (in VD(S)). LetSs =
{s1,%,...,Sp} be the points such that MD(S), VORs) shared an edge withiOR(s). Observe that each
edge inA(S™, S) connects some pair of points froBH(Ss). We claim that for any edgein OId(Pﬁ’) that
was incident upoiV OR(s) before the deletiore cannot have a weight larger than any edga(8-, S). For
example, in Fig. 8(a), consider the edfjd. It was incident upoi OR(s) in VD(S). The weight of this edge
cannot exceed those O, vw, wx or Xy (Fig. 8(b)). ButPﬁ_ must use at least one such edge enter or exit
edges iA(S™, S). This means the edgesM{S~, S) are not candidates for being the minimum edg@ﬁh,
and thus cannot be, (S™). This, together with property 2 above implied = min{e | € P’} < bS, which
is a contradition.

We have proved one end of the theorem: to increase breaddtjotedf either of the pointsy, s is
necessary To see that it is dficient - observe that deletion g§ or s; destroys the critical edge. Thus the
maximal breach must change. But by Theorem 6, the breachntgincrease. O

4Take, for instance, the edgesi andx f’ in VD(S™) (Fig. 8(b)). These are the erstwhile edgasand f f” in VD(S)
(Fig. 8(a)), and were connected (\wd, de ef, for example).

27



Figure 8:Critical set for deletion. (a) Scene before and (b) after deletimfom VD(S). All the
new edges created are confined/tOR's).

5.3 Corollary: Correctness of Insertion Strategy of Megeria et al.

Theorem 7 formally proves the correctness of sensor addition heunisfioged by [1]. At each
step, they determined the critical ede(S) of P§ and deployed additional sensors alagg But
e.r is wholly contained ilPA"S(i, f, S), so their heuristic is correct. We have a mstiongerresult
now:

1. The critical region for sensor insertion to work is much larger thangst

2. The addition of jusbnesensor will do the job at each step.

6 Implication of the Sensor InsertioryDeletion Theorems on Single-
Pair Optimisation Problems

As described irg4, one of our objectives is to optimise a coverage measure. In this seciéon, w
establish that this is a trivial problem, as long as the measure of intesisgls-pairbreach.

6.1 Intuitive Reasoning

Refer to Figure 9. Supposeand f are at the bottom-left and top-right corners of the field. The
line segmenab cuts all possible paths, within the field, connectiramd f. So, if we cluster thé\
sensors uniformly alongb, we place a ceiling on the maximal breatineachnay(i, f, S) = |abl/2N.
Now, if we slideab to the new positior@’b’ (neareri), we get a lower valubreachnai, f,S) =
la’b’|/2N. In fact, we can carry on and makeeachnai, f, S) arbitrarily small. Similarly, we can
reducesupporkin(i, f) arbitrarily by clustering all our sensors along the line segrient
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Figure 9:No lower-bound on breach.The value obreach,a\i, f,S) can be reduced arbitrarily.

The point is, for any designated pair of source and target positionstrivial to minimise
breachnax(i, f, S). We prove this claim formally through theorem 9. But there is a trdtl&are.
In clustering all our sensors @b or &by, we leave a considerably large regaiy fa’ unattended.
A realistic objective would be to simultaneously rediceachna(i, f, S) for all possible pairs of
pointsi and f. The measures defined in the next chaegBreach,a(S) andavgS upporin(S),
capture this requirement.

6.2 A Theorem

Theorem 9 Given a unit-square-field A, two points i and f in A and any positive numb#reBe
exists a set of sensorsy@, |Sminl = 8, such that breacha\i, f, Smin)
< B.

Proof. We prove the theorem by constructing the Sgt,. We start with a set of sensdfs= {s;, S, . . ., Sn}
chosen as follows. Pick any positive numidesind draw circlesCs(i) andCs(f), of radiusé centred on
and f respectively § should be small enough so thaj(i) andCs(j) do not overlap). Place three sensors at
random on the circumferences of eachGa{i) andC;(f). Call the subset 08 made up solely of these 6
dummy sensorSy. Place the remaininy — 6 sensors at random withi\ [Cs(i) U C;s(f)]. Note thati are

f are forced to be vertices MD(S).

Now call McaBreach(i, f,S). If bS(i, f) < B, well and good. Else, repeatedly insert additional sensors
to S, one at a time, in the critical regio®®'(i, f, S) until bS(i, f) < B. Note that, by virtue of Theorem 7, we
are bound to end up with such a set.

Finally, letey(i, f,S) be the critical edge oPy(i, f,S) andsy, s the corresponding sites. SBkin =
{Sp, sy} U Sq. Delete all sensors i8 \ Syin. Clearly, by Theorem 8, this does not increase maximal breac
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Thusbreachha i, f, Smin) < B andSn, is our required set. ]

The proof of Theorem 9 might appear, at first glance, needlessiyotided. Afterall, we could
have madéreachna(i, f, S) = 0 by placing sensors aand f. However, consider a situation where
it is impossible to place sensors bar f (for examplej, f could be located on water-bodies). The
geometric significance of the above theorem lies in the fact that it showsigterece ofalternate
locations inA where sensors can be placed to reduaachnya i, f) without bound.

6.3 Implications

There are two things that we learn from the results of this section:

1. We have solved both of the problefd] and[P2] - it is possible to achieve arbitrarily small
values of single-pair maximal breach with a constant number of sensors.

2. In order to ensure good quality surveillance uniformly over the entile, fige should look
for some other measures of coverage.

7 All-Pairs Average Maximal Breach and Support: Measure and Com-
putation

The extension from maximal bregshpport to theiraveragecounterparts is simple. Instead of
confining ourselves to a fixed pair of starting and ending coordinatakdahntruder), we consider
all possible pairs of pointd,(f) within A. We determine the critical edge of the maximal breach
path between each pair of points, and then take the average. But, as, vafoneed to make our
domain finite. It is natural to restrict the set of feasible starting and endisiigns to the set of
vertices ofV D(S) for breach, and to the s&t(i.e. the vertices oDT(S)) for support. This makes
sense, since a voronoi vertex is the center of a maximum empty circle [9]tli8]precisely the
point that has the maximum value lgf(p, S) (Equation 1) in its immediate vicinity. So, an intruder
would always prefer to land up on a voronoi vertex. Similarly, since eadiex inDT (S) coincides
with somes € S, support is the maximum possible on the delaunay vertices. We can now defin
our two new measures in terms of the associated gr@phsandGpr.

Definition 8 [Average Maximal Breach]. Let B(S) = {e € Evyp | 3i,j € Vyp such that
€2.(i,j,S) = €}. In other words E(S) is the subset of {& made up of only the critical edges
of maximal breach paths i(A, S). Then,

> wie)

ecEp(S)
[Eo(S)l
Definition 9 [Average Maximal Support]. Let E5(S) = {e € Epr | 3i,j € Vpr such that
e (i, j,S) = e}. Then,
> wee)

€cEg(S)
IEs(S)|

avgBreacha(S) = (18)

avgS uppokhin(S) = (19)
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Clearly, |Ep| and|Eg| are bothO(N). Lemma 3 proves thdE,(S) is nothing but theviaximum Cost
Spanning Tre¢l16] of Gyp. Thus|Ey| = [Vvp| — 1.
The significance of average bregalpport measures are the following:

1. An “optimal” value of the measure should imply that the given sensor amatignS pro-
vides the desired level of coverageiformly all over the field. avgBreach,ax meets this
requirement because the domain over which it is measured - the set oésafi®,p (which
include the voronoi vertices as well as the intersection of the voron@sedith the bound-
aries ofA), is uniformly dispersed ovek. Geometrically, an optimal value alvgBreackax
would cause the sensors to spread out uniformly dveZontrast this with single-pair breach.
The optimal value for that measure attracts the sensors towards a clusted dine critical
edge.

2. The measure should ls®und- it should conform to the intuitive requirement that adding
sensors t& gives better coveragavgBreach,ax meets this requirement - adding sensors to
S reduces its magnitude.

3. The measure should be useful in practical scenarios. This is traed@reach,.x because
we take into account ateasonabldrajectories of the intruder withiA.

7.1 All-Pairs Maximal Breach/Support: Greedy Algorithm

In §3.4, we developed a greedy algorithm that computes the single-pair maxgaahgpath. There
are two properties of maximal breach paths that indicate that a greedygtvétedo the job for
all-pairs average breach as well. In this section, we state and proveptopsties and develop an
optimalalgorithm for computing the measure.

7.1.1 Optimal Substructure Property of Maximal Breach Paths

Lemma 2 Let By(s,t) = (vi,Vo,..., W), Where s= v; and « = t, be a maximal breach path
between s and t. Thefi, jsuch thatl <i < j <k, P(V;,Vj) = (Vj,Vi;1,...,Vj) is also a maximal
breach path between wand v;. In other words, any sub-path P of, s a maximal breach path
between the end-points of P.

Proof. Let e, = (v, vi41) be the critical edge dPy,, where 1< | < k- 1. Also, letb = w(e;;). Choose any;,
vj from Py(s t). LetP = (Vi, Vis1, ..., Vj).

Now, consider an arbitrary pai = (vi, Vi, Vi, . . ., Vi, Vj) betweeny andv;. ThenQ(s,t) = (vi,..., Vi, Vi,
s Vi, V..., Vi) is another path connectirsgto t. So, miw(e) | e € P} < b. But the edges ifvy, ..., v)
and(vj, ..., Vi), being edges iy, are all heavier thag.,. Thus, mifw(e) | e € P’} < b. On the other hand,
sinceP is a sub-path oPy,, min{w(e) | e € P} > b. Thus, we have proved that the weight of the lightest edge
in P is larger than that of any other pah, which meand is the maximal breach path betwegrandv;. o

The next logical step would be to look for a method of combining subproblantsywe would
have a dynamic programming solution to the problem. Unfortunately, this chamtmne. Given the
maximal breach pathBy(u, v) and Py(v, w) betweenu, v andv, w respectively, the concatenation
of Pp(u,v) and Py(v,w) is, in generalnot the maximal breach path betwearandw. For, there
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might exist an alternate patP(u, w), edge-disjointwith the above two paths, that might well be
the maximal breach path betweenw.

Lemma 2 does not go far in giving us the actual algorithm. It merely gives urskéing about
the natureof the solution. The following lemma seals the issue.

7.1.2 Maximal Breach Path andMaximum Cost Spanning Tree

TheMaximum Cost Spanning Tr@@axST) of a connected graph can be computed b@§E| log |E|)
greedy algorithm that parallels Kruskal’s Minimum Cost Spanning Treeridhgo [16]. The as-
sociated graplGyp is connected, an{Eyp| = O(N). Thus,MaxSTGyp) can be computed in
O(NlogN) time by first sortingeyp in descendingrder of weights and then running Kruskal’s al-
gorithm onGyp. The only diference is that at each step we pick lieaviesfeasible edge, instead
of the lightest one.

Lemma 3 Suppose T is a Maximum Cost Spanning Treeygf Gomputed by the greedy algorithm
outlined above. Pick any pair of nodeg € Vyp. Then the path (s, t) in T between sand t is
also a maximal breach path between s and t G

Proof. Call the edges i thebranchedges, denoted Wy, and the edges iGyp \ T thearc edges, denoted
by a;. LetEr = {by, by, ..., by,-1) denote the set of all branches aRls t) = (b, by,,..., b, ). Also, let
P (st)=(e,,&,,..., €iseens &,) be another path, iGyp, betweers andt.

Supposes, = a; = (u,V) is the firstarc in the sequenc®”(s;t). Then,b, =&, 1< s<i-1 (because
Pr(s t) is auniquepath inT). Now, a; could have been omitted froi for two reasons:

1. Allthe branches were considered befajeThen,w(a;) < min{b | b € Et}. In this case, the minimum
edge inPr (s, t) is heavier than that d®'.

2. The introduction o&; would have created a cyct~ u — v~ sin the spanning forest @y . This
implies, at the point of tim@; was considered, there already existed a [B4its, v) betweens andv,
usingonly branches encounterdefore g. Since we wish to maximise the minimum edgeRof we
can discard the prefife,,, . .., a;) in favour of Pt (s, v).

In this manner, all arca; can be eliminated. They either do not figure as the criticakeedr can be
discarded in favour of alternate paths comprising only thas. O

7.2 An Optimal Algorithm and Analysis

Lemma 3 leads directly to a simple algorithm for computing all-pairs averagetbréhe algorithm
follows.

Input: Gyp = (Wb, Evp), the associated graph WiD(S).

Output: avgBreachaxS).

Method: See Algorithm 4.

Algorithm 4 makes just one addition to Kruskal’s algorithm: the assignment in Bpevlhere
the critical edge between a set of node-pair$)(is actually determined. The following lemma
justifies the assignment.
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Algorithm 4 MaxSTAverageBreach
1: Variables:

: F: Setof Ses. {F stores the spanning forest@{p at all times}

. E: Array of Edges.

: e Edge

u, v. Node

: Ty, Ty, T: Setof Edges.

: Bmax [Vvpl X [Vyp| two-dimensionalArray of Edges. {BnaJi, j] stores the critical edge of the maximal
breach path betweerandj.}

 F « {{1),{2}, ..., {IVvpl}}. {The nodes 06y p are numbered 1, 2, .}

 E « EVD-

10: SortE in descendingrder of weights.

11: while |F| > 1do

12: e« E.pop.first().

13: U« esourcd), v < etargel).

14: Ty « Find(u), Ty « Find(v).

15.  if Ty # Ty then

NouhwN

© @

16: F.removéT,), F.removéT,).
17: Vie Ty VjeTy, Bnadi, j] < €
18: T « Union(T,, Ty).

19: F.inser{(T).

20: endif

21: end while

COSTF)
Wypl-1 *

22: avgBreach—
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Figure 10:Computing critical edges bottom-up.

Lemma4 Let F = {T1,To,..., Ty} be the Maximum Cost Spanning Forest afg3ust before an
edge e= (u,v) isadded to F. Let Jand T, be trees in F to which the endpoints u and v of e belong.
Then,Yi € Ty, Vj € Ty, the critical edge betweeniand jis e.

Proof. Consider nodese T, andj € T,. See Fig. 10. Adding = (u, V) to F connectsT, andT, and intro-
duces a patl®1 (i, j) betweeni andj. Moreover,P(i, j) is the path connectingand j in the Maximum Cost
Spanning Tree constructed by the algorithm. Thus, by Lemm®a @, j) is a maximal breach path betweien
andj, andeis one of its edges. But, since the algorithm picks heavigesdirstw(e) < min{b | b e T,UT,}.
Thuse must be the critical edge & (i, j). O

Lemma 4 helps us prove the following loop-invariant for Algorithm 4.

Lemmabs Let F ={Ty,To,..., Ty} be the Maximum Cost Spanning Forest gff&t the end of the

ith iteration (1 < i < |Vyp|—1) of the loop of line 12. Then, for all nodes x and y that esanected

in F, the critical edge of the maximal breach path between x and y is kremehdoes not change
thereafter.

Proof. Let by denote the branch added Foduring theith iteration, 1< i < |Vyp| — 1. The proof is by
induction oni.

For the base case£ 1), note thab; = (uy, v1) is the heaviest edge Byp. Sob; constitutes the maximal
breach path, as well as the critical edge, betwgeandv;. Also u; andv; are the only nodes connectedin
at this point. Thus the loop invariant holds at the end ofitien 1.

Suppose the invariant holds at the end of some iteratioh. During theith iteration, the new branch
bi = (u;, v;) joined the tree§,, andT,,, and connected exactfy, | x |Ty,| new node-pairs ifr. By Lemma 4,
bi is the critical edge for all these pairs. Hence, the invaitieids after theth iteration as well. O

Finally, we have the following theorem.

Theorem 10 Algorithm 4 computes the the average breach over all pairs of nodeggifGO(N?)
time.

Proof. Firstly, the algorithm halts because at each iterationthxaoe edge is added t6, until there is a
single connected componenthn This outcome is guaranteed becaGsg, by definition, is connected.

When the algorithm terminates, all nodes@qp are connected bfF. Thus, by Lemma 5, the critical
edges between all pairs of nodes is correctly known.
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For computing the time-complexity, recall th&t,p| = O(N). Lines 8 and 9 tak®(N) time. The sorting
in line 10 takesD(N log N). Within the while loop of line 12, the operations of linesd2d 13 take constant-
time. TheUnion-Find operations (lines 14 and 18) can be don®{tog” N). And the set operations of lines
16 and 19 can be done in linear time. Since the while loop @(MN) times, in the absence of line 17, the
loop-complexity would have bee®(N?).

The costliest operation in the loop is done in line 17. By aggte analysis, we need to popul&gN?)
entries. Thus the entire algorithm runs®iN?) time. O

We end this section with some remarks.
1. Algorithm 4 is optimal, because it compu@&N?) values inO(N?) time.

2. Algorithm 4 can be modified to report the set of point-pailisfor which the maximal breach
is themaximunpossible, without any run-time tradéfoThe modification is as follows. After
computing the Maximum Cost Spanning Forestielete the heaviest edbe = (ui, v1) from
F. Compute the residual connected compong&gtsandT,, (in linear time). Report the pairs
(i,]) € Ty, X Ty,.

3. If we treat the computation of all-pairs maximal breach aseprocessingtep, subsequent
queries forbreachnax(i, f,S) can be answered I@(N) time. This is true because we can
computePy(s, t) by a traversal of the maximum cost spanning tree.

7.3 Yet Another Algorithm for Single-Pair Maximal Breach

Construct the MaxCost Spanning Tree€d(N log N) time and return the unique path between desig-
nated nodes andt (O(N)). Thus we now have three algorithms for computing single pair maximal
breach, progressively better ones: BfsBreach, McaBreachh@dne.

8 All-Pairs Maximal Breach: Non-Existence of a Lower-Bound

We again have, as a counterpart of Theorem 9, a negative result.

Theorem 11 Let F c A be a set of N points in A. The points in F act as feasible starting and
ending points for an intruder dropped inside A. For any choice of F, amgositive real number
B, there exists a set S of8?) sensors such that avgBreagy(S) < B.

Proof. Pick any pair of pointsand f from F. By Theorem 9, there exists a set of sen&rs |S; ¢| < 8, such
thatbreachnaxi, f, Sit) < B. Now, this is true forll i, f € F. Observe that, as far as satisfying the breach
upper-bound is concerned, each pair of pointd can be treatethdependentlyThis is because additional
sensors can only decrease the valubrebchna\i, f, Si t), by Theorem 5.

So, let
s=|Jsir
i,feF

It follows from the preceding argument tHateachnai, f.S) < B, Vi, f € F. HenceavgBreach,a(S) < B.
Moreover, since we hav®(N?) pairs of points, and 8 sensors for each g&ir= O(N?). O
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Like in the case of single-pair maximal breach, the theorem above sayalltpairs average
has no lower bound for any given set of points acting as feasible stamitigending positions of
an intruder’s tours through. However, there is one fundamentaffdrence. In case of single-pair
breach, any breach threshold can be met witloastantnumber of sensors. For all-pairs average
breach, however, we could potentially ne®(F|?) sensors. As we shall show below, the problem
of minimising the number of sensors while meeting a given average breashahdés a non-trivial
(in all probability, NP-Hard) problem.

9 All-Pairs Maximal Breach/Support: Optimisation/Decision Prob-
lems

Theorem 11 says states that with at mg&{Bsensors (wher€ is the set of feasible starting and
ending points for the intruder), any average breach threshold is atiée\But there is no guarantee
that this is theoptimal number of sensors. Next, we concentrate on the problem of meeting the
threshold with theptimalnumber of sensors. Accordingly, we frame the average breach nexsio
problemgP2] and[P2-DEC] below.

Problem 6 [P2-AVG] Given A and a positive real number T, find the smallest set of sensa&S s
that avgBreachaxi, f,S) < T (or avgS uppokin(i, f,S) < T).

The decision version is:

Problem 7 [P2-AVG-DEC] Given A, a positive real number T and a positive integer N, does a set
of sensors S exist such th8t < N and avgBreachai, f,S) < T (or avgS uppokin(i, f,S) < T)?

In this section, we look into the tractability of problefa2-AvVG-DEC]. However, note that
the solution space of the problems is uncountable, and as such, not ctoribiria nature.A has
uncountably many feasible positions at which sensors fBamight be placed. We shall follow the
technique used by [14] to restrict the feasible solution spacdititasize.

9.1 Decision Problem Restricted to Finite Domain

We restrict the fieldA to a set ofN discrete points on the plane. Without loss of generality we
can restrict the points iA to ones with integral coordinates [). The setA represents thieasible
positions for placing sensors, as well as feasible starting and endiitpps®f tours made by the
intruder.

In this restricted setup, the decision problf2-AVG-DEC] takes the following form.

Problem 8 [P2-AVG-DEC-FINITE] Given A, a positive real numbegTor Ts) and a positive inte-
ger n, does there exist a set of point4S < n, such that avgBreagh«(S) < Tp (or avgS upporin(S) <
Ts)? We can encode an instance of this problem by the tUgle, Tp( or T)). Clearly, the size of
the problem is determined ¥ = N.
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Radius = T

Figure 11:lllustration of Algorithm 5.

To the best of our knowledge, the question of hardnef82{AVG-DEC-FINITE] is open. But
we have found some results about two “relaxed” versions of the prolskeed below as Problems
9 and 10.

Suppose, instead of trying to meet the thresfialébr average support with an optimal number
of sensors, we place a threshold on thaximumcritical edgees,. This amounts to relaxing the
problem because placing a ceiling on the maximum critical edgefigigmt to bound average
support; but this is natecessarySupport paths follow delaunay edges. Geometrically, this amounts
to placing a ceilindl's on the length of the maximum delaunay edge.

Similarly for breach, we place an upper bouhglon the maximum possible breach value for
anypath betweeanypair of points andf in A. Then we try to achieve this with an optimal number
of sensors.

9.2 Max-Delaunay-Edge-Finite: A “Relaxed” Problem

Problem 9 [Max-Delaunay-Edge-Finite] Given A, a positive real numbegand a positive integer
n, select a set S of n points from A such that the length of the longest eD@€®) is at most T.

9.2.1 A Polynomial Algorithm

Input: (A ,N,n, T).
Output: A setS, |S| = n, such thaDT(S) contains no edge longer than 0 if no such set exists.
Method: See Algorithm 5.

9.2.2 How it Works

Algorithm 5 is quite straight-forward. First, we triangulate all®ofThen we start with an arbitrary
delaunay trianglé whose longest edge is not longer thnSee Fig. 11. Starting from the vertices
of t, we progressively augment our setas follows. Draw circles of radiu¥ at each vertex of
CH(S). Find out the points irA \ S that belong to the interior of at leassto circles. Inclusion of
these points (e.g. points marked as “Selected” in the figure) does notunt@h edge iDT(S)
that is longer thaf. SoS is augmented with all such points, until we ha8e= n. If, on the other
hand, we run out of points with which to augmehtwe start afresh with a fferent triangle’ in
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Algorithm 5 MaxDelaunayEdge

1: ComputeDT (A);

2: S« 0

3: for all Trianglest € DT (A) such that the longest edgetiis at mosfT units longdo

4: S 1t

5:  PolygonP «t;

6: L « length of the longest edge DT(S);

7:  while|S|<nandL < T do

8: Let{ps,..., p}, 1 < k < ndenote the set of points in.

9: Draw a circleCt(p;) of radiusT centred on each; € P;
10: At(A,S) < {g € A\ S| 3Cr(pi), Cr(p;) such thaty € Cr(pi) N Cr(p))};
11: I < |AT(A S);

12: if | =0then

13: break while;

14: end if

15: if | <n-|S|then

16: S« SUAT(AS);

17: P « CH(P);

18: L < length of the longest edge DT(S);
19: else

20: Pick anyn — |S]| points fromA+ (A, S) and add them t&;
21: end if

22:  end while

23: end for

24: return S.
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Figure 12:A key step of Algorithm 5.

DT(A). We report failure if and only if none of the trianglesid¥ (A) can be augmented to form a
setS, of sizen, that satisfies the required property.

9.2.3 Correctness and Analysis

Line 10 of Algorithm 5 performs the key step of computing the set of poinss\its that belong to
the interior of at leastwo T-radius circles drawn on the vertices@H(S). The following lemma
shows that this step can be performed qufteiently.

Lemma 6 Let S be the set of candidate points at some stage of the Algorithm &. £¢€C+(s) |
s e CH(S)} be the set of circles of radius T drawn on the vertices of §)HThen the sett(A, S) =
{ge A\ S| 3Ct,C} € Csuch that gg¢ Cr N C} can be computed in @l log N) time.

Proof. Referto Fig. 12. Lepip;p« ... be the points irCH(S). We are interested only in the poirdstside
CH(S). ComputeVD(CH(S)). Now, letg € A — S be the point under consideration. We shall includa
At(A,S) iff g belongs to the interior of at least two circles (dashed eg¢h the figure). We can locate the
voronoi polygonVOR(pj), to whichq belongs inO(log [CH(S)|) time [9]. Let p; be the corresponding site,
andp;, px the sites preceding and succeedpmgdn CH(S). Oncep; is located,p; and p, can be retrieved in
constant time. Observe thatjffalls in the interior of two or more circles, th&y (p;) and either (or both) of
Cr(pi) andCt(px) mustbelong to that set, since these are the three circles thaearest ta. This means
that once we locate the voronoi polygon fpithe decision regarding inclusi@@xclusion ofg can be made in
constant time. Thus, giveiD(CH(S)), each poingj € A\ S can be processed D(log |CH(S)|) time, which
takes the worst-case val@log N). We need to computé D(CH(S)) only once, which take®(N log N) in
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* (a) Not dense . i (b) Dense

Figure 13:Correctness of Algorithm 5. (a) A setS missed by the algorithm. (b) A s&t that the
algorithm cannot miss.

the worst case, whe@H(S)| is O(N). Thus all thg A — S| = O(N) pointsqg can be processed (N logN)
time. This proves the lemma. O

Theorem 12 Algorithm 5 correctly computes the required set S {iN®log N) time.

Proof. From the manner in which Algorithm 5 augments theSéteratively, it is easy to see that ifdoes
return a seB such thatS| = n, thenS satisfies the required property.

What we need to prove is that when Algorithm 5 retunosit does not miss a solutid®. We call a set
S € A densevhen there is no poinp € A\ S that is contained withi€H(S). In other words, a solutio8 is
denseft all points withinCH(S) participate inDT (S). Fig. 13(a) shows a solutidd that isnot dense, while
13(b) (bold edges) shows a dense solution.

Now, suppose, for contradictioB,is some solution that our algorithm miss¢l,= n. LetS* = SU{se
A\ S such thats is insideCH(S)}. ConstructDT(S*). Now, any dense subs& < S* of n points is
necessarily a solution (e.g. the one shown in Fig. 13(bpabse no edge iDT(S’) can be longer thaif.
But sinceS’ is adensesolution, our algorithm would have fourfsl, because it examines every triangle in
DT(A) and systematically augments each triangle to arrive agign. This contradicts the hypothesis that
our algorithm had answeretb.

Thefor loop of line 3 rungdO(N) times, and in the worst case, thbile loop of line 7 runasn — 3 = O(N)
times. Within the while loop, the costliest operation is doenputation ofA+ (A, P). By Lemma 6, this takes
O(N log N) time in the worst case. Thus, the overall complexity of Altjon 5 isO(N? log N). O

10 Hardnesss and Approximation of Maximum-Breach-finite

Problem 10 [Maximum-Breach-Finite] Given A, a positive real number, Bnd a positive integer
n, does a set of points § A exist such thgS| < nand for any jj € A andanypath Ri, j) between
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them, breac{P(i, j)) < Tp?

In geometric terms, this problem requires us to find a set of p&stsch that all points in any
arbitrary path inA are within a distancé&y, from at least one point i.

Theorem 13 Maximum-Breach-Finiteis NP-Hard.

Proof. We prove this theorem by reducimdginimum-Geometric-Disc-Cover [33] to Maximum-Breach-
Finite.

An instancél mgqc of Minimum-Geometric-Disc-Cover (MGDC) is given by(A, Ty, n), where the goal
is to determine whether the points Mcan be covered by at mostdiscs of radiusT, and the discs are
centered on the points @&. The corresponding instandgps of Maximum-Breach-Finite (MBF) is also
(A, Ty, Ny, where the interpretation is as given in the theorem statéme

Suppose answdkgdd = yes Then we have a sé€t of at mostn discs of radiudy such thatA is covered
by C. Then, letS = {s | 5 is the center of théh disc inC, 1 < i < |C|}. By hypothesis, for all pointp € A,
there is ars € S such thatd(s, p) < Tp. This is sufficient to ensure thdireach{P(i, j)) < Ty, for any points
i, j € Aand any pathP(i, f) connecting them. Thus answksfs) = yes

Similarly, it can be proved that if answég) = yes i.e. there exists a s&, |S| < n that satisfies the
maximum breach criterion, thd8| disks of radiusTy, centered on the points B will cover A. Suppose we
take any pointp € A, then we can define a pakhs.tF(x) = p,¥x € [0, 1]. SinceF is a path and breach of
any path is less tham,, hence there exist a point (pe S s.tdistancéq, p) < T,. Hence all the points in
Alies within T, distance of some point i8. Hence discs centered on the pointSiwith radiusTy, coverA. o

Since we have already shown that maximum breach is finite, now we will giV®@.) + ¢)
approximation algorithm. The approximation algorithm uses the following resuhtoned below
as subroutine as a subroutine.

Result 1 Given a disc of radius r it can be covered completelylByliscs of radius;.

We have earlier mentioned one version of the Geometric Packing theorern isthicow to be
NP-Hard. Now we state another version of the Packing theorem whichl$a$een shown to be
NP-Hard.

Problem 11 Given m points in d-dimensional Euclidean space whete #l, can be cover them
with n discs of radius r.

For the casal = 1, one can compute an optimal solution in linear time with the following
algorithm: We always place the next interval (i.e 1-dimensional disc) with itetef at the leftmost
point that is not yet covered.

Result 2 (Hochbaum et al. [33]) Let d > 1 be some finite dimension. Then there is a polynomial
time approximation scheme®such that for every given natural numbeg|1, the algorithm I-I‘i’
delivers a cover of n given points in a d-dimensional Euclidean spacedimdnsional balls of a
given diameter D in @%(1 vd)d(2n)d0 V&™+1 with performance ratics (1 + ).

Theorem 14 We give a Q1) + € algorithm forMaximum-Breach-Finite problem for a point set A
of size m and breach valug,.T
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Proof. Givenm points on 2-dimensional Euclidean plane and suppose that the optimal salfition
the Maximum-Breach-Finite problem be of sie Then we can cover point sétwith S discs of
radiusT,. So the optimal solution for Geometric Covering problem where centre ofisies dre
not fixed on the sef\is < S. We have seen 2 that Geometric Covering problem has+ae(/1.6)
approximation algorithm, so we can find a covering in polynomial time-a£116)S cover of the
point setA with discs of diameter®,. We cover each circles obtained in above step with with 16
discs of diametef,. Now we have a covering & of size (16+ €)S with discs of diametef,. Take
one point from each discs of diamefly, and we will get a point set of size at most (£&)S with

the required property. m|

11 All-Pairs Maximal Breach: A Sensor Insertion-Based Minimisa-
tion Strategy

11.1 An Auxilliary Problem: k-Insert

In the context ofP2-AVG], a solution to the following problem is useful.

Problem 12 [k-Insert] A set of N sensors are deployed over a unit-square field A. Given ajeinte
k > O (which we can assume to be smaller than N), how do we add k sensorotascsachieve
the best possible improvement in avgBreagh

How does a solution tfk-Insert] help in solving[P2-AVG]? Suppose we have a limited number,
say 100, sensors at our disposal. We can pick 25 of them, deploy themA at random, and then
insert 5 sensors at a time, intelligently, to use up the remaining 75. A solltimsert] thus leads
to a good local search strategy {®¥2-AVG].

11.2 A Procedure for Minimising Average Breach

Theorem 7 provides the answer[telnsert] too. To achieve the maximum possible improvement
in average breach, we must disturb as many critical edges as we caitioAdd a single sensor in

the regionA"s(j, f, S) guarantees a reduction breachnayi, f,S). The natural thing to do would

be to select th& heaviestritical edges, and add a sensor apiece to the critical regions defined by

these edges. The following algorithm describes the procedure.

Input: A set of sensor§, |S| = N, and a positive integek.

Output: A set of sensors (pointsS,, |Sal = k, such thatlavgBreach,a(S U Sa) — avgBreach(S) is
maximised.

Method: See Algorithm 6.

Algorithm 6 MinimiseAvgBreach.
1: Using Algorithm 4, compute th®/\,p| — 1 critical edges ofA, S);
2: Select thek heaviest critical edges, = (u,v), 1< | < k.
3: SA(—{U||1SISk}
4: return S,.
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Figure 14:MinimiseAvgBreach Performance. 10 Sensors to 100 Sensors

Theorem 15 ProcedureMinimiseAvgBreach achieves its purpose in(®?) time.

Proof. MinimiseAvgBreach maximises the improvement awvgBreach.x This follows from the fact that
S, is composed of voronoi vertices forming one endpoint of edhek heaviest critical edges. Each such
voronoi vertex belongs to the critical region for sensoeitisn (Theorem 7).

Step 1 of the algorithm take®(N?). Step 2 take©(k) = O(N), becausé&k < N. Hence, the overall
time-complexity iSO(N?). o

11.3 Experimental Data

We carried out simulations to study thffextiveness of Algorithm 6 in reducing average maximal
breach. We started with random arrangements of 10 sensors, ancetieatadly applied/in-
imiseAvgBreach with step-sizek = 1, 5, 10 and 15 respectively, to arrive at a configuration with
100 sensors. Fig. 14 shows how the value of average maximal bredwteckafter each call to
MinimiseAvgBreach. Fig. 15 shows the reduction in average breach when we started with 50
sensors, and reached 200, with step-sizess, 10, 25 and 50 respectively.

We see in Fig. 14 and 15 a validation of our intuitive strat®jgimiseAvgBreach. Another
point can be noted. The final values of breachife+ 1 andk = 15 do not difer by a big margin.
But the actual execution time (as noted during our simulations, but notteeploere) is a lot longer
whenk = 1. The convergence rate is far more rapidket 15; though asymptotically, the run-time
is the same for anlg < N.
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